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Abstract: Reconfigurable intelligent surfaces (RISs), as an emerging radio technology, are widely used
to expand the transmission distance and structure cascade channels to improve the performance of
communication systems. However, based on the continuous development of wireless communication
technology, as Internet of Vehicles (IoV) communication systems assisted with RIS and non-orthogonal
multiple access (NOMA) can improve the overall transmission rate and system performance, the
physical layer security (PLS) issue has gradually attracted attention and has become more and more
important in the application of the system. In this paper, our aim is to investigate the potential threats
for PLS, where an RIS is utilized in order to improve the security of wireless communications. In
particular, we consider the non-fixed RIS location and wiretapping behavior of eavesdroppers on
the data in this work, and further analyze the maximum safe-rate for above location assumptions.
Numerical results reveal that RIS provides significant advantages on security performance, as well as
providing a useful reference for the security design of future wireless communication systems, which
verify the correctness of our analysis and the effectiveness of the proposed scheme.

Keywords: non-orthogonal multiple access (NOMA); reconfigurable intelligent surfaces (RIS);
Internet of Vehicles (IoV); physical layer security (PLS); safe-rate

1. Introduction

With the development of vehicle networking systems, wireless transmission cover-
age, high energy efficiency and secure communication have become the primary tasks of
evaluating vehicle networking communication systems [1,2]. For the Internet of Vehicles
(IoV), they can share information not only with infrastructure (e.g., roadside units (RSUs)
through vehicle-to-infrastructure (V2I) communication), but also with vehicles through
vehicle-to-vehicle (V2V) communication [3]. In addition, automatic driving, intelligent
driving-assist systems, traffic flow and urban traffic management also bring exponential
growth of massive data and computing resources consumption. Critical and real-time
collaborative control messages require strict delay restrictions, while the transmission of
multimedia entertainment application information can accommodate a certain degree of
delay, which poses a great challenge for managing the interaction of vital information,
task unloading and realizing large-scale model (LSM)-based decision-making across many
heterogeneous nodes within the framework of the Internet of Vehicles [4]. The wide applica-
tions of the IoV based on artificial intelligence (Al) have aroused significant concern about
the IoV, which involves heterogeneous computing-intensive and delay-intolerant tasks.
The on-board resources of consumer vehicles cannot meet such requirements, so researchers
introduced the technology of multiple-access edge computing (MEC), which can expand
the computing power of vehicle networks by allowing vehicles to offload some tasks to
MEC servers. The authors in [5] minimize energy consumption, and develop a method
based on deep reinforcement learning (DRL) to offload tasks to roadside units (RSUs) or
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other vehicles. Similarly, the authors in [6,7] use the method based on DRL to unload tasks.
In addition, the coverage of wireless communication networks based on high-cost base
stations (BSs) is still limited, and it is impossible to provide continuous, reliable and high-
throughput basic services [8,9]. Therefore, there are obvious technical obstacles to realize
reliable and extensible wireless transmission in the IoV, which imposes great restrictions on
the deployment of the above-mentioned intelligent vehicles and transportation systems.

As a novel wireless communication technology, RISs can utilize a series of reflective
elements to modulate electromagnetic wave signals and transmit them to the receiver;
thus, they can effectively assist the communication between the transmitter and the re-
ceiver. For example, when the user is in an environment with poor communication quality,
the RIS deployed in the surrounding area can reflect the signal to the required position to
assist communication. Compared with the traditional antenna and base station technology,
RISs have higher spectral efficiency, lower power consumption and better privacy [10,11].
In order to ensure low latency, the loV needs ubiquitous ultra-reliable, low-latency and
high-speed wireless communication. In this respect, RIS-assisted communication is a revo-
lutionary way to improve the quality of wireless communication by adjusting the wireless
propagation path [12]. RISs can reconstruct the wireless channel by using electromagnetic
elements to manipulate incident waves, thus enhancing the system throughput and im-
proving the quality of service (QoS) of edge users [13,14]. Although BSs are the central hub
of information exchange, they may not be able to achieve full coverage in urban application
scenarios. Some RISs are deployed in a fixed configuration, while others are flexibly and
adaptively configured by drones to adapt to the complexity of wireless channels [15-17].
On the basis of this framework, all vehicles in the IoV as terminal nodes can not only
effectively transmit key information, but also offload local computing tasks to the edge or
cloud server for processing. However, the hybrid architecture integrating RISs and BSs
requires advanced hybrid beamforming, including digital beamforming at BSs and analog
beamforming at passive RISs, thus maximizing system throughput and reducing mutual
interference. In addition, the combination of RISs and non-orthogonal multiple access
(NOMA) can further improve the performance of these systems.

1.1. Related Work

In recent years, the rational use of secure channel capacity has become a focus of
discussion among researchers and scholars [18,19], where the secrecy capacity of the trans-
mitted data is investigated and the system is able to reach the maximum transmission rate
between a legitimate transmitter and receiver, but this scheme is subject to the limitations
of the information available to unauthorized receivers. The authors of [18] proved that
for discrete memoryless channels, the perfect secrecy capability is actually the difference
in capacity between two users and generalized similar results to Gaussian channels [20].
A study considered the case of full channel state information (CSI), where the transmit-
ter has access to the channel gains of both the legitimate receiver and the eavesdropper,
and this secrecy capacity under the full CSI assumption was used as an upper bound on the
secrecy capacity when only the CSI of the legitimate receiver is known on the transmitter.
The authors of [21] also proposed a low-complexity on or off power allocation scheme that
achieves near-optimal performance using only the primary channel CSI. More specifically,
the scheme is shown to be asymptotically optimal when the average signal-to-noise ratio
(SNR) reaches infinity, achieving the secrecy capability assumed by full CSI. All the above
studies show that channel fading has a positive effect on the secrecy capability and rate
adaptation based on channel CSIL. Therefore, PLS as a technology based on the physical
characteristics of the communication channel to protect the security of the communication
system has gradually become an important research direction in the field of information
security. PLS techniques utilize the physical characteristics of the communication channel,
such as signal attenuation, multipath propagation, and time-varying properties, to design
security mechanisms that enhance the security of the communication system during the
transmission of data [22]. Researchers are committed to continuously improving the per-
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formance and reliability of PLS techniques to cope with increasingly complex and diverse
security threats. In [23], the authors utilized RIS to tackle threats faced by vehicles (e.g.,
leaked data, hack attack, and jammer). The authors also proved that the security of IoV
systems could be ensured with enough RIS elements. In [24], the PLS for RIS-aided vehicle-
to-vehicle (V2V) wireless systems was investigated and two eavesdropping models were
introduced. It was demonstrated that the optimizations of the RIS location and elements
number could significantly improve the security of IoV environments, as well as actively
deal with the challenges of eavesdroppers. And the features of PLS can effectively deal with
some of the challenges faced by traditional cryptography, such as key management and
side-channel attacks, as well as provide additional security guarantees. Currently, the com-
monly used PLS schemes are non-orthogonal multiple access (NOMA) [25], artificial noise
(AN), and cooperative jamming [26].

Since eavesdroppers are unable to decode the information correctly after eavesdrop-
ping the data, researchers often employ artificial noise generation at the transmitter to
reduce the quality of the received data for eavesdroppers [27,28] and to improve the secu-
rity and reliability of the communication system. For some application scenarios, real-time
generation, injection and processing of artificial noise signals are required, which need to
be supported by corresponding hardware resources, increasing the system cost and energy
consumption, in order to avoid excessive introduction of noise leading to degradation
of communication quality or insufficient security enhancement. Recently, NOMA has
been considered as a promising technology, which can improve the spectrum and energy
efficiency [29]. The advantage of NOMA is that it can accommodate more users on the
same resource block, use superposition coding at the sending terminal and continuous
interference cancellation at the receiving terminal [30], which can reduce the interference
of users with better channel quality to users with weaker channel quality, thus improving
user fairness and reducing the probability of channel blockage in the IoV. Based on vari-
ous channel conditions required by NOMA, RIS can be used for the intelligent control of
random channels, which has been further discussed in recent research. However, most of
these works do not consider in detail the influence of the number of RIS components on
the safe-rate of data transmission under the NOMA principle.

1.2. Motivations and Contributions

In the RIS-NOMA-assisted IoV communication system, the secrecy capability can be
significantly improved even in the presence of eavesdroppers. RIS can help to suppress
the interference of communication signals by malicious eavesdroppers by adjusting the
characteristics of the reflected signals, thus improving the security of the system [31]. RIS
is also able to optimize the transmission path of the signals to reduce the signal leakage
and the possibility of eavesdropping, as well as enhance the security of the channel links.
In previous studies, the location of RIS is often fixed and unchanged, and how location
change of the RIS can not only affect the quality of data transmission to users, but also
further affect the overall safe-rate and performance of data transmission in the presence
of eavesdroppers is not considered. For this reason, it is necessary to explore the impact
of RIS location changes on the overall security rate of the system so as to maximize the
security rate of data transmission for legitimate users.

*  We propose an RIS-NOMA system consisting of a remote user, a near user and an
eavesdropper, in which the eavesdropper wiretaps on the data transmission over the
wireless channel. The maximum security rate under different RIS positions is analyzed
and derived.

*  The balance between the RIS deployment location and the channel security rate is
investigated, and a trade-off between between the locations of far and near users is
also considered.

*  Numerical results verify the correctness of our analysis as well as the effectiveness
of the proposed scheme, which provides a significant improvement in terms of the
safe-rate.
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2. System Model and Proposed Scheme

This work considers an RIS and NOMA-assisted secure communication system,
as shown in Figure 1, which consists of the transmitting source (S), the RIS, two legit-
imate users D and D», and an eavesdropper E. For the channel model, we assume that all
nodes are equipped with single antenna, considering that S and D1, D, are known to the
eavesdropper to wiretap on the desired data X within a long distance. With X = x; + x»,
the valid data received by D are x1, and the valid data received by D, are x,. Clearly,
since the data received by D; and D; are both on the broadcasting channel, the safe-rate is
extremely low. As the element size of RIS is much smaller than the RF signal wavelength,
the elements are able to reflect the incident signal to each direction with constant gain. Fur-
thermore, each element of the RIS is intelligently controllable, and the reflecting elements
can control the phase shift.

Figure 1. RIS-NOMA-assisted wireless network security communication system model.

As shown in Figure 1, the direct channels from S to RIS, user Dj, user D; and eaves-
dropper E are, respectively, expressed as h;,i = {SR,SD1, SD,, SE}; the reflection channel
of RIS is hj, j = {RD1,RD;}. In the model, user D, is considered to be further away from
the transmitter than user D1; thus, the channel gain of /igp, (H;) is considered to be less than
hsp, (Hy). ||-|| represents the norm of the vector. The angle of the RIS deployment position
relative to the emission source is 0 in [0,180]. Because the NOMA scheme will actively
consider the fairness of users, there will be differences in setting the power distribution
coefficients. The power distribution factors of service user D and user D; are a1 and a5,
a1 +ap; = 1, and the transmission data at S is X = a1x1 + apxp, where x; and x; are the
expected signals of D and Dy, respectively.

2.1. Power Allocation Discussion
2.1.1. Power Allocation Strategy with a; < ap

In this section, to ensure fairness among users, we discuss power allocation for two
different situations. When a; < ay, the RIS is equipped with n fixed elements to serve
different users with the same number of elements. The channel gains from the transmitter
S to the RIS and from the RIS to user D; are hgg € CN Xl,hRD1 € CN*1. Similarly,
the channel gains from S to RIS and RIS to D, can be expressed as hgg € CNx1 h RD, €
CN*1, In addition, it is assumed that all channels experience Rayleigh fading distribution,
and the signals received by users D and D, can be expressed as

yp, = (Va1 Px14+/a;Pxp) (hsp, +hip O1hgr)+np,, 1)

yp, = (V/a1Px14++/a;Px2) (hsp, +hip, @2hgg) +1p,, 2)
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where P is the transmission power at S, x; and x; are the transmitted data, E[|x|?] = 1,
and the phase shift matrix of RIS at user D; is @ = adiag(e/?1,...,el#N). The phase
shift matrix at user D, is @, = adiag(e/¥1,...,e/¥N), a € (0,1] is the amplitude reflection
coefficient. The additive white Gaussian noise (AWGN) at both D; and D, is characterized
by a mean value of zero and a variance of 2.

In the communication system assisted by RIS-NOMA, according to the decoding
principle of NOMA, user D; will first decode x, with x; as interference. After successfully
decoding x,, user D, decodes x; through SIC. Therefore, the SNRs of user D; and user D,
can be, respectively, given as

aP|hsp, + th] 0 hgg|?

IDyxp = / 3)

142 LZ1P|h5D1 +th1®1th‘2+0'2

alp‘hspl + th1®1hSR|2
YDy1xp = o2 ’ 4)
N aP|hsp, +hip, ©zhsg | )
Dyxy = .
22 a1P|h5D2 +th2®2h5R‘2—|—0‘2
s : _ mPlhse? _ _aPlhsef?

Similarly, the SNR of eavesdropper is Y y, 2 VB = g Plhgp Po? Therefore,

the achievable rates for the received data x; and data x; are, respectively, expressed as
Ry, = E{log,(14+7p,x,)}, (6)

sz = E{logZ [1 + min(’YDl,xy f)/Dz,Xz)} }' (7)

where E[x] is the expected value of x; the eavesdropping rates on data x; and data x, by
the eavesdropper are as follows:

Rgy, = E{log, [1 4 7Ex ]}, (8)

Rgy, = E{log, [1 4 Ve, ] }- 9)

Finally, the secrecy rate of data x; and data x; can be further obtained as

RSX1 :Rxl - REX1

(10)
:[logz(]‘ + ,YDl,X]) - logz(]‘ + ')’Exl )]+/

Rsz :sz - REXZ
:[10g2(1 + min (’)’Dl,le r)/Dz,xz)) (11)
—log, (1 + 'YExz)]+f

where [x]T = max(0, x). Then, the secrecy sum-rate of the data can be obtained
Rs = Rgy, + Ray,- (12)

In the communication system with NOMA, in order to ensure fairness, a larger power
allocation factor will be assigned to the poor channel, and a; + 4, = 1. When a; < ay,
the user D is closer to the transmitting source, and when a; < ay, the channel gain can
be expressed as hgp, > hgp,, hgp, > hgp,. Therefore, it can be further deduced from
Equations (3)=(5) as Yp,,x, > YDyxpr MiN(YDy,xyr YDyxy) = YDy, SO Equation (11) can be
rewritten as follows:

RSX1 = DogZ(]‘ + 'YDl,xl) - logz(]‘ + 7EX1)}+/ (]-3)

RSXZ = [logZ(l + 'YDz,xZ) - 10g2(1 + ')/Exz)}+‘ (14)
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Thus, Equation (12) can be further written as

_ 1+ 70, 1+,
Re = logy ( 14+ 7 ) * 10g2< 147
(1 + ’)/Dlrxl) (1 + ’VDz,xz)
(1 + ’)/E,xl) (1 + ')’E,xz)

(15)

= log,

2.1.2. Power Allocation Strategy with aj > a}
In this condition, it can be deduced from Equations (3)-(5) as

a; P|hsp, + hip, ©zhgg|?

/
YDy = , (16)
Daxy a’2P|h5D2 + thZGZhSR‘z + o?

_ a5Plhsp, +hip, @ohsg[?

’sz,xz o o2 ’ (17)
a5, Plhgg|?|
by = 225 (18)
2
/ a} Plhsg]|
=L 1R 19
')’E,xl ulzp‘hSE‘z _|_0.2 ( )

a’1P|h5D1 + th1®1h5R|2

!
’YD , = 7 (20)
V1 ayPlhsp, +hip ©rhsg|? + 02

so it can be further calculated 'Ybl,xl > '7;32,xl' and min('ybl,xl, 7bz,x1> = ,Yberl' Therefore,
the secrecy rate of data x; and x, can be expressed as

./le = R;Cl - ,Exl = [10g2(1+')’62,x1 ) _10g2(1+7§5,x1 )]+’ (21)

Ry, =R\, —REy, = [log, (147D, ,) —1ogy (1+7E )], (22)

where [x]T = max (0, x); then, the secrecy rate can be obtained as
Ry = R, + R, (23)

SX]

Considering the simple calculation, the Equations (19) and (20) can be directly substituted

into Equation (23) as
1+9p 1+
R. =1lo —2% ) 4o —2n
S g2< 1+,)/%/xl gZ 1_*_,)//E/x2
/ /
(1 + ,)/D2/x1) <1 + ,Yszxz)
(1475 (1755,

(24)

= log,

3. Performance Analysis

In this section, because the location of the RIS is not fixed, the channel quality of user
D; and user D; will also change in the process of continuous movement, thus affecting
the change in the secrecy rate. In a communication system assisted by RIS-NOMA, since
the fairness of users should be guaranteed when transmitting data, the change in the RIS
position will also affect the distribution of the channel power by NOMA, so the secrecy
rate of the channel is a topic worthy of further discussion. This problem can be solved by
simply considering the change in the channel secrecy rate when different power allocation
factors are used.
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3.1. Ideal Phase Case
It is assumed that the phase shift is optimal, Specifically, |hsy + hg ,©hgsg U e
{D1, D2} can be rewritten as
H 2
‘hsu + hRUGhSR’
(25)

= |hsu|2 + ’hgu(ahSR‘z + ZlhEUGhSR“hSM cos [arg(hsu) — arg(hﬁu(BhSR)].

From Equation (25), it can be verified that {hsu + hEUOhSR |2 is with an optimal result
when cos[arg(hsyy) — arg(hk;®hsg)]| = 1, which implies that the phase shift for both the
direct link between the source and destination, as well as the cascaded link is equivalent
as arg(hgyy) = arg(hk, ®hgr). Specifically, th1®1h5R = a YN, ei[hs)i[hrp,]; and
thz Oohgr =« Zfil e/¥iThgg]; [hrp,]i- Therefore, the optimal phase shift can be obtained

¢i = [arg (hSDl) —arg (hllng ®hSR>:| , (26)
41 = [arg(hso,) — arg (i, O]

Combining the direct channel and the reflection channel, the sum channel gains from source
to Dq and D, can be simply expressed as

hp, |* = [\/@4' Na/Bsrp, 2,
|, | = [\/@JFN“\//%RDZ 2,

where Bsrp, = hsrhrp,, BsrD, = hsrhrD,. From the previous chapter, it can be seen that
if Equation (23) is directly substituted into Equation (22), it will be difficult to simplify and
increase the complexity of calculation. Let p = % be the transmission SNR, because the
proposed system works under the condition of high SNR by default; so, with the condition

(27)

o B 1 N
of p > 1, the approximation of 1 + p ~ p can be used. Therefore, with v}, , = TrpdTin, E
ay ’ 1 |2 / _ P’le‘th § o / o 2 / _ P‘lﬂhSE\z
2, » "Dy —P“z|hD2| ;o YDy = Tpdilhp, P 7 ay VE x, = pay|hsgl YEx1 = Troalhsp 2 ™
!/
Z—}, substitution into Equation (17) can give a simplified formula as
2
ﬁ / h/ 2
) (1+a/2)(1+Pﬂ2| p,l7)
R =~ log, | 2 , - (28)
(1+ ) (1 + paglse]?)
. b, 12
Since p > 1, we can further deduce R}, = logz[m]. Similarly, when a; < ap, we can
h 2
obtain Rg = logz[%}. It is clear that, for R and R, x is constantly bigger than 0.

Therefore, according to Jensen'’s inequality, for the concave function log,(x), an explicit
closed-form expression for the upper bound of the channel capacity can be derived as

Ellog, (x)] < log,(E[x]). (29)
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3.2. Non-Ideal Phase Case

In practice, due to the hardware limitation, the RIS can not achieve ideal phase. Thus,
for a; < ap, we have

@ Plhsp, + hEDlelthV

7D1,x1 -

0—2
, (30)
a1P|hsp, + LN [hrp, Jilhsr] e [?

o2

7

TD1x = @10|hsp, + hip, O1hsg[?

N
= a1p|lhsp, | + }_|[hsrlill [irp, ] ¢

’ 2

i=1

N N
= mp||hsp, | + Y_|[hsrlil| [irD, ] ;| cos(©:) +j Y _|[hsr;l| [hrD, ;| Sin(@i)|2
i i—1
2y 2 2 N (31)
= mp||hsp, |+ Y_|[hsrl;i|* | [irD, ) |* +2|hsp, | Y |[hsr)i|| [rD, ] ;| cos(©)
i=1 i=1
A 5

N

+2) k; (sl [froy ][ [rsrlel | (R, ]| (cos(©) cos (@) + sin(6)) sin(©)))| -

C

The corresponding capacity is given by Cp, x, = 1082(1 + YD, ,»,) by which we attempt
to obtain the ergodic capacity; so, Cp, », = E = Cp, ,; itis obvious that | Bsp, | following the
exponential distribution with parameters dggl, dsg,dgxp, and dgg. Where the |B;| = |h; %,

and |h;| obey Rayleigh fading with parameters %d: 2 ,fori=SDj,SR,RD;, SE. The secrecy

rate of D; in case; can thus be obtained from
Rs ~log,(1+E(A) +E(B) +E(C)) —log, (1 + E(vE)). (32)

4. RIS Deployment Analysis

In this section, we analyze the influence of the RIS-NOMA-assisted IoV system with
uncertain RIS deployment. Assuming that the channel gainis Gj, j € {S, R, D1, D, } and the
pathlossis ay, k € (1,2),leading to Bsp, = GsGp,a1dsp,. In the same way, we have Bsp, =
GsGp,a2dsp,, Bsrp, = GsGaGp,1dsrdrp,dsp,, Bsrp, = GSG%GDZWZdSRd%DZdSDZ- By
substituting the above results back into Equation (27), we have

N?Ggdsrdrp, + dsp, = N*Grdsgdgp, + dsp,- (33)

Since the deployment position of the RIS and the distance from the RIS to S are variable,
by means of the Cosine Theorem, the distance from RIS to user D; can be expressed as

drp, = \/ @y + dp, — 2dsrdsp,cost), (34)

as well as the distance from the RIS to user D, is

dRDz = \/d%R + d%Dz +2d5Rd5D2c059. (35)
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Clearly, if direct membership makes the formula very complicated, where dgg and
cost) are variables, Taylor expansion can be adopted to solve such a problem, and the binary
Taylor formula is

d d 1 d 2\’
f(xo+ Ax,yo + Ay) =f(x0,y0) + | Axz— + Ay=— | f(x0,y0) + 57 { Axz= + Ay=—
ox oy 2! ox ay (36)

1 0 o\"
f(xo,y0) +---+ pr (Axg + Ay@) f(x0,v0) + Ry,

where R, = OK (Ax)? + (Ay)z) n] Letting dsg and cosf be x and y, respectively, we

can obtain the following:
Let xo = dsp, and yo = 0, which can be obtained after substitution in the formula and
simplification as

Nl=

dRDl :(x2 + d%Dl — stplxy)

=(x% + d%D1 — ZdSDlxoyo)% + %(x% + d%D1 — 2d5D1x0y0)*%
(2x9 — 2dsp, o) (x — x0) + %(x(z, + d%D1 - 2d5D1x0yo)_% (37)
(—2dsp, x0) (v — yo) +0[(x = x0)* + (v — y0)°]

:\EdSD] + \ﬁdSR — \}EdSD]COSG.

Let xo = dsp, and yg = 0, which can be obtained after substitution in the formula and
simplification as

1
dRDz :(xZ + d%Dz + ZdSDZ.‘)C]/)j

N—

11 _
:(x% + d%Dz + ZdSsz()]/O)Z + (x(% + d%Dz + 2d5D2x0y0)

2
1 _1
(ZXO + ZdSDZyO)(x — Xo) + Q(X% + d%Dz + 2d592x0y0) % (38)
(2dsp,%0) (¥ — o) + o[(x — x0)* + (¥ — y0)]
1 1 1
/2 SD, ﬁ SR /2 SD,COS

Substituting the function values of drp, and drp,, we can obtain

V2(dsp, — dsp,) N dsp, — dsp,

. 39
NzGlzadSR(dspl + dSDz) dSDl +dSD2 %)

cosf =

5. Numerical Results

In this section, the performance of the proposed system is evaluated by numerical
results. Assuming that all channels follow Rayleigh fading, the path loss index is set
to 2.2. For simplicity, the position of each node is set to (xg,ys) = (0,0), (xp,,yp,) =
(80,0), (xy, y,) = (100,0).

Figure 2 shows the relationship between the total safe-rate of data transmission and
the angle of the RIS position relative to the transmitter. In the proposed scheme, the trans-
mission power is P = 1 dBm, and the number of reflective elements is fixed at 1000. As can
be seen from the display results in Figure 2, when a; < a5, the safe-rate gradually decreases
with increase in the distance between the RIS and D;. While a; > ay, the security rate
gradually increases with decrease in the distance between RIS and D;. In addition, one
can observe that there is an intersection between the security rates of data transmission,
in which 6 = 141°. This means that when the location of the RIS is deployed at this angle,
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the secrecy sum-rates with different power factor allocation mechanisms are equal. It
is also the threshold of the safe-rate, and the security at this time is the most unreliable.
When the angle is less than 141°, the data will be transmitted by the power distribution
factor transmission mode of 4; < a;. When the angle is larger than 141°, the data will be
transmitted in the transmission mode of a1 > a,.

A
—o—a<a, safe rate of X
—B—a>a, safe rate of X

Safe-Rate (bps/Hz)

1 1 1 1 1 1 1 1 1 I
0 20 40 60 80 100 120 140 160 180

Figure 2. Total safe-rate versus location of the RIS.

Figure 3 shows the relationship between the safe-rate and the deployment position of
the RIS. When the RIS is gradually further away from the user Dy, the transmission rate of
data x; gradually decreases, while the eavesdropper directly eavesdrops on the data x; of
S. The eavesdropping rate will not change due to the change in the deployment position of
the RIS, but the change in the position of the RIS has little influence on the transmission rate
of data x,. In the proposed system, when a; < a,, the eavesdropper first decodes signal
x2, and then decodes signal x;. As we mentioned earlier in this work, the approximation
of SNR for signal x; at the eavesdropper can be expressed as %, which means that the
eavesdropping rate of signal x; is scarcely influenced by the RIS deployment location.
Similar, the SNR for signal x; at D; is also scarcely influenced by the RIS deployment
location, resulting in invariability of the safe rate of x;. Furthermore, the safe-rate of the
total data transmitted is similar to that of the data x;. Similarly, when the RIS gradually
approaches the user D, its channel quality gradually passes the user D, thus changing
the power factor distribution of the channel. As a result, the safe-rate gradually increases
after crossing the point. In this paper, the simulation assumes that the initial states are all
on the same level with users D1, D, and S.

Figure 4 shows that when the location of S is fixed and the distance between RIS and S
is changed, the performance of the safe-rate is different. Assuming that the distances from
S to RIS are 20 m, 30 m, and 40 m, respectively, one can observe that the safe-rate gradually
increases as the deployment position of the RIS is closer to the S. This is because when the
deployment position of the RIS is close to the S, the path loss decreases and the channel
quality of the cascaded channel is improved, with the result that the safe-rate increases
with decrease in the distance from the S. The changing trend of the curve in the figure is
that the RIS gradually moves away from the user D1, which weakens the data transmission
quality of the RIS service user D; channel. Thus, the safe-rate of data x; decreases with
increase in the angle. Similarly, because the deployment position of RIS is gradually closer
to user Dy, the safe-rate of data x; gradually increases with increase in the deployment
angle of the RIS relative to the S.
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—e—a<a, safe rate of x.

a, <a, safe rate of x

1
2
>
—y—a,>a, safe rate of x,
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~
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Figure 3. Safe-rates of x; and x, versus location of the RIS with different power allocations.

45

- 4 = SR=40 safe-rate of X
= - SR=30 safe-rate of X
— © — SR=20 safe-rate of X

safe-Rate (bps/Hz)
w
o

w

25

0 20 40 60 80 100 120 140 160 180

Figure 4. Safe-rate of x; versus the angle of the RIS relative to S in the case of different distances
between the RIS and S.

Figure 5 shows the impact of increasing the number of RIS elements on the safe-rate
of data x; when the location of S is fixed. Assuming that the number of elements of the
RIS is 1000, 1500, and 2000, respectively, one can observe from the graphic information that
the safe-rate is larger and larger with increase in the number of RIS reflection elements.
Moreover, one can also see that the safe-rate gradually improves as the deployment position
of the RIS gets closer to the S. This is because when the number of elements of the RIS
increases, the channel quality of the cascade channel is enhanced, so the safe-rate will
increase with increase in the RIS elements number. The changing trend of the curve in the
figure is that the RIS gradually moves away from the user D, which weakens the data
transmission quality of the RIS service user D; channel, so the safe-rate of data x; will
decrease with increase in the angle. Similarly, because the deployment position of the RIS
is gradually closer to user D,, the safe-rate of data x; will gradually increase with increase
in the deployment angle of the RIS relative to the S.
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Figure 5. Relationship between the safe-rate of x; and location of the RIS under different numbers of
RIS reflection elements.

Figure 6 plots the influence on the safe-rate of data x; when the location of S is fixed
and the transmission power increases. Assuming that the transmission power is 1 dBm,
—3 dBm, and —6 dBm, respectively, one can see that with increase in the transmission power,
the safe-rate is larger and larger. This is because when the transmission power increases,
the channel quality of the cascade channel is enhanced; thus, the safe-rate increases with
increase in the transmission power. The changing trend of the curve in the figure is that the
RIS gradually moves away from the user D1, which weakens the data transmission quality
of the RIS service user D; channel, so the safe-rate of data x; will decrease as the angle
increases. Similarly, because the deployment position of the RIS is gradually closer to user
D, the safe-rate of data x, will gradually increase with increase in the deployment angle
of the RIS relative to the S.

38

—©— p=1safe-rate of X
—&— p=-3 safe-rate of X
—&— p=-6 safe-rate of X

3.6

34F

w
N

w

P(-6dBm,-3dBm,1dBm)

Safe-Rate (bps/Hz)
&
T

g
o
T

24

22F

0 20 40 60 80 100 120 140 160 180

Figure 6. Relationship between safe-rate of data x; and transmission power.

Figure 7 draws the relationship between the power allocation factor coefficient and
the angle of the RIS relative to the location of S. In the proposed scheme, the power is
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set as P = 1 dBm and the number of RIS elements is assumed to be 1000; one can see
from the display results in the figure that when the power allocation factor coefficient
changes, it could not have a great influence on the trend of the simulation curve. When
a1 < ap, the safe-rate of data transmission will gradually decrease with increase in the
distance between the RIS deployment position and the user D;. While a; > ay, the safe-rate
of data transmission will gradually increase with decrease in the distance between the
deployment position of RIS and the user D;. In the simulation, it can be found that even
if the power allocation factor coefficient changes, the intersection point of the safe-rate of
data transmission will not change, and the lowest value of the safe-rate will not change.
Because there is no power allocation factor in Equation (36), the simulation results also
verify the correctness of the formula derivation.

—&—a,=0.1,a,=0.9 safe-rate of X
—— a1:0.3,a2:0.7 safe-rate of X
e, —v—2,=0.9,2,=0.1 safe-rate of X

Y a,=0.7,a,=0.3 safe-rate of X
35 "

25F

Safe-Rate (bps/Hz)

0 20 40 60 80 100 120 140 160 180

Figure 7. Relationship between safe-rate and power allocation factor.

6. Conclusions

This paper discussed the PLS of the RIS-NOMA system under the condition of un-
certain RIS location, aiming to improve the safe-rate of data transmission under different
channel conditions. In the proposed RIS-NOMA system, the RIS was designed to serve
the user, while eavesdroppers tried to eavesdrop on the data of the source. It is worth
noting that the deployment position of the RIS was not fixed, but changed within a certain
range. In this paper, the equivalent safe-rate of two users was obtained through data analy-
sis. In addition, this paper also deduced the minimum safe-rate required under different
deployment angles of the RIS relative to the source. Numerical results obtained showed
the deduced minimum safe-rate required with different angles of RIS relative to S, which
verified the correctness of our analysis, as well as demonstrating the effectiveness of the
proposed scheme. Apart from the analyzed results, the RIS-NOMA system is likely to
offer further advantages, which could also be further refined in the future. The integration
of RIS and NOMA, which could contribute effectively to power consumption and signal
enhancement, is also a critical condition that requires further investigation.
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