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Abstract: Advanced Encryption Standard (AES) key expansion unit is usually implemented
by chain structure with a long critical path length. That makes key expansion unit become
the bottleneck of high-speed AES implementations. In this paper, a design method of
low-delay AES key expansion unit is proposed. The proposed design method is based on a
delay-drive binary tree (DDBT) structure, which has been proven that it has the shortest
critical path length. Based on the proposed design method, a low-delay AES encryption
key expansion unit and a low-delay AES encryption/decryption unified key expansion
unit are designed in this paper. Both hardware complexity analysis and integrated circuit
synthesis indicate that our DDBT-structure-based designs can reduce the delay greatly
compared to traditional chain structures. Furthermore, compared to previous works, our
designs can achieve the largest throughput.

Keywords: AES; key expansion unit; critical path delay; low-delay circuit structure

1. Introduction
The Advanced Encryption Standard (AES) is the latest block cipher standard pub-

lished by the National Institute of Standards and Technology (NIST) in 2001 [1], and it
is widely used in various systems of information security now, not only in the resource-
constrained applications such as wireless sensor networks area applications [2–4] and
radio frequency identification applications [5,6], but also high-throughput applications
such as internet security applications [7,8] and high-speed storage applications [9]. In
resource-constrained applications, hardware implementations prioritize the area and power
consumption, whereas in high-throughput applications, the focus is on minimizing delay.

Key expansion is a crucial operation in the AES cryptographic algorithm [10,11],
which involves adding the round key and the state matrix. To reduce area cost in hardware
implementations, the key expansion unit is generally implemented by the chain structure.
In this structure, the latter output signal reuses the operation resources of the previous
output signal to reduce the area cost in hardware implementations. But the critical path
of the chain structure is longer i.e., the delay of the circuit based on the chain structure is
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larger. Therefore, the key expansion unit often becomes a bottleneck in high-speed AES
implementations [12].

In this paper, a method to construct a low-delay AES key expansion unit structure
is proposed. In the proposed method, the expressions of the key expansion operation are
derived at first. Subsequently, a delay-aware common subexpressions elimination (DACSE)
algorithm is used to extract the common subexpressions (CS) in the expressions. Last, the
low-delay key expansion unit is constructed by delay-drive binary tree (DDBT) structure.

It has been proven that DDBT structure has the shortest critical path for the linear
operations [13]. But the area cost is larger when the circuit is constructed directly by
the expressions of linear operations. By extracting the CS from the expressions before
construction, the circuit area can be reduced effectively, while the critical path will be
increased [14]. To keep the shortest critical path unchanged in the DDBT structure, the
DACSE algorithm is used to extract the CS from expressions of key expansion in this paper,
as the DACSE algorithm can extract the CS under a delay constraint [15]. Altogether, the
key expansion unit constructed by the proposed method will achieve less delay and less
area cost.

A low-delay AES encryption key expansion unit and a low-delay AES encryp-
tion/decryption unified key expansion unit are constructed by the proposed method.
And the units are synthesized by Synopsys (Sunnyvale, CA, USA) integrated circuit (IC)
synthesis tool Design Compiler (DC) Tool with SMIC 0.18 µm technology and AMD (Santa
Clara, CA, USA) FPGA synthesis tool Vivado 2019.2 with xc7vx485T.. The synthesized
results show that, compared to traditional chain structures, the key expansion units con-
structed by the proposed method have less delay. Compared with previous works, our key
expansion designs achieve the maximum throughput.

2. AES Key Expansion Unit Based on Chain Structure
AES processes data blocks of 128-bits, which can be regarded as 4 × 4 bytes state

matrices, and the entire AES encryption/decryption operation is completed through Nr
rounds of transformation operations, where Nr represents the number of round operations
and it depends on the initial key size [1]. The initial key length can be 128 bits, 192 bits, and
256 bits, and the corresponding AES cryptographic algorithms can be denoted as AES-128,
AES-192, and AES-256 respectively [1]. We only take AES-128 as an example to illustrate
the construction method of low-delay key expansion unit structure, and the construction
method can be easily extended to AES-192 and AES-256 key algorithms.

In the encryption process of AES, there are four operations in a round transformation,
i.e., SubBytes, ShiftRows, MixColumns, and AddRoundKey, except for the last round, there is
no MixColumns operation. The decryption process of AES performs the reverse data flow of
the encryption process, and the round transformation in the decryption process performs
four inverse operation of encryption process, i.e., InvSubBytes, InvShiftRows, InvMixColumns,
and AddRoundKey, except for the first round, which has no InvMixColumns operation.

Among these operations, AddRoundKey uses the XOR operation to complete the addi-
tion operation between the state matrix and the round key, and the round key is generated
by the key expansion unit. The key expansion unit uses the initial key to generate the round
key for each round transformation according to the key extension algorithm in [1].

2.1. AES Encryption Key Expansion Unit

In the process of AES-128 encryption operation, the 128-bit subkeys used in each round
is obtained from the previous round of subkeys according to the key expansion algorithm.
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In AES-128, the subkey of each round can be expressed as a 4 × 4 bytes matrix. The subkey
matrix is shown below [1].

ki
0,0 ki

0,1 ki
0,2 ki

0,3
ki

1,0 ki
1,1 ki

1,2 ki
1,3

ki
2,0 ki

2,1 ki
2,2 ki

2,3
ki

3,0 ki
3,1 ki

3,2 ki
3,3

 ⇒
[
Ki

0 Ki
1 Ki

2 Ki
3

]
(1)

where ki
m,n is the subkey byte of the nth column mth row of the ith round subkey matrix, Ki

n
is the subkey word of the nth column of the ith round subkey matrix, and the word vector
Ki

n is a 32-bit word.
According to the key expansion algorithm in [1], the expansion operation of the ith

round subkey can be expressed as follows [1].
Ki

0 = SW + Rc + Ki−1
0

Ki
1 = Ki

0 + Ki−1
1

Ki
2 = Ki

1 + Ki−1
2

Ki
3 = Ki

2 + Ki−1
3

(2)

where SW = SubWord
(

RotWord
(

Ki−1
3

))
, Rc = Rcon(i), and Rcon(i) is a constant vector

shown below [1].

Rcon(i) =


{02}i−1

{00}
{00}
{00}

 (3)

where {00} and {02} are the elements in Galois field GF(28), RotWord is a word shift operation,
SubWord is a word substitute operation which is equivalent to four SubBytes operations
defined in [1], and the addition operation is defined as 32-bit exclusive OR (XOR).

In the existing literatures [2–6,10,11], the AES encryption key expansion unit is gener-
ally implemented in a chain structure according to Equation (2), as shown in Figure 1.
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Figure 1. AES encryption key expansion unit based on the chain structure.

In the chain structure, the latter output signal reuses the operation resources of the
previous output signal to reduce the area cost in hardware implementations. However,
the critical path of the chain structure is also increased due to the sharing of operation
resources. The critical path of the chain structure is shown by the dotted line in Figure 1.
We mainly focus on the design method of the low-delay structure, so only logic gate delay
is considered in this paper. On the critical path, RotWord operation can just be implemented
by switching bus sequence, therefore, no logic resources are required in RotWord unit, then
the critical path length of RotWord unit is 0. The critical path length of SubWord unit is
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equivalent to the critical path length of SubBytes. As shown in Figure 1, on the critical path,
there are 5 adders after SubWord. Therefore, the critical path of the AES key expansion
unit based on the chain structure is TKE = TSB + 5TADD, where TKE, TSB, and TADD denote
critical path of AES key expansion unit, SubBytes and adder, repectively. The area cost of
the AES key expansion unit based on the chain structure is AKE = 4ASB + 5AADD + ACST,
where AKE, ASB, AADD, and ACST denote the area cost of the key expansion unit, SubBytes
unit, adder, and constant multiplier unit, respectively.

In this paper, the delay and area cost of designed circuit are evaluated by logic gate
delay and area cost only. The implementation of SubBytes proposed in [16] is used to verify
the construction method proposed in this paper. According to [16], the critical path length
of SubBytes is TSB = 18TXOR + 3TAND and ASB = 89AXOR + 35AAND, where TXOR and AXOR

denote the delay and the area cost of XOR gate, respectively, and TAND and AAND denote
the delay and the area cost of AND gate, respectively.

In the Galois field, the adders are implemented by bit-XOR operations, therefore, we
can use the TXOR and AXOR to evaluate the critical path length and area cost of adders. There
is only one XOR gate on the critical path of adder, then TADD = 1TXOR. As mentioned above,
the word vector Ki

n is a 32-bit word, therefore, the adders in Figure 1 are implemented by
32-bit-XOR operations. Except for add Rc, which only requires an 8-bit-XOR operation in
the adder. Therefore, a total of 136 XOR gates are required for the adders. The constant
multiplier ×{02} unit in Figure 1 requires 3 XOR gates. For the AES key expansion unit
based on chain structure, the critical path delay is TKE = TSB + 5TADD = 23TXOR + 3TAND,
and area cost is AKE = 4ASB + 5AADD + ACST = 495AXOR + 140AAND.

The logic gates in SMIC 0.18 µm technology are used to more accurately evaluate
the delay and area cost of the designs in this paper, the parameters of related logic gates
are shown in Appendix A. According to Appendix A, the delay and area cost of AES key
expansion unit based on the chain structure are 5.31 ns and 4520 Trs, respectively, where
Trs is an abbreviation for transistors in this paper.

2.2. AES Decryption Key Expansion Unit

The key expansion operation in decryption is the inverse operation of the encryption
key expansion operation. The decryption key expansion can be expressed as follows [1].

Ki
0 = S′

W + R′
c + Ki−1

0
Ki

1 = Ki−1
0 + Ki−1

1
Ki

2 = Ki−1
1 + Ki−1

2
Ki

3 = Ki−1
2 + Ki−1

3

(4)

where S′
W = SubWord

(
RotWord

(
Ki−1

2 + Ki−1
3

))
, R′

c = Rcon−1(i), Rcon−1(i) is a constant
vector shown below [1].

Rcon−1(i) =


{36} × {8D}i

{00}
{00}
{00}

 (5)

where {36} and {8D} are the elements in Galois field GF(28). The structure of decryption key
expansion unit is shown in Figure 2 [1].
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Figure 2. AES decryption key expansion unit.

The whole decryption key expansion unit only requires 5 adders (which include four
32-bit width adders and one 8-bit width adder). The adders and constant multiplier ×{8D}
unit in Figure 2 also require 136 XOR gates and 3 XOR gates, respectively. The critical path
of the decryption key expansion unit is shown by the dotted line in Figure 2. On the critical
path, there is one adder before and after SubWord, respectively. Therefore, the critical path
of the decryption key expansion unit is TKE = TSB + 2TADD = 20TXOR + 3TAND. The area cost
of the decryption key expansion unit is AKE = 4ASB + 5AADD + ACST = 495AXOR + 140AAND.
When converted to SMIC 0.18 µm technology, the delay and area cost of the decryption
key expansion are 4.68 ns and 4520 Trs, respectively. The decryption key expansion unit
shown in Figure 2 is the optimal circuit structure, that is, both area and critical path of the
unit achieve the minimum. Therefore, the decryption key expansion unit has no space to
be further optimized.

2.3. AES Encryption/Decryption Unified Key Expansion Unit

In many applications, encryption operation and decryption operation are often nec-
essary to integrate into the same hardware. In this case, an AES encryption/decryption
unified key expansion unit can be constructed to reduce the area cost, as the same operation
units between the AES encryption key expansion operation and decryption key expansion
operation are reused in the unified unit [2,11].

In the conventional AES encryption/decryption unified key expansion unit, the chain
structure is also employed to reduce the area cost. The AES encryption/decryption unified
key expansion unit based on the chain structure is shown in Figure 3.
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Figure 3. AES encryption/decryption unified key expansion unit based on the chain structure.
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In addition to SubWord unit, the AES encryption/decryption unified key expansion
unit requires a total of 5 adders (which include four 32-bit width adders and one 8-bit width
adder), 5 two-to-one bus-multiplexers (which include four 32-bit width bus-multiplexers
and one 8-bit width bus-multiplexer), and 2 constant multipliers (both contain 3 XOR
gates). The unified unit can operate at two states: encryption key expansion state and
decryption key expansion state. The critical path of the unified unit in two operation
states is shown in Figure 3. In the encryption key expansion state, the critical path of
the unified unit is TKE = TSB + 5TADD + 4TBMX, where TBMX is the critical path of a bus-
multiplexer. In the decryption key expansion state, the critical path of the unified unit
is TKE = TSB+ 2TADD + 2TBMX. Therefore, the critical path of the entire unified unit is
TKE = TSB + 5TADD + 4TBMX, where TMUX is the critical path of a two-to-one multiplexer.
The area cost of the unified unit is AKE = 4ASB + 5AADD + 2Acon + 5ABMX = 498AXOR+
140AAND + 136AMUX, where ABMX and AMUX are the area cost of the bus-multiplexer and
two-to-one multiplexer, respectively. When converted to SMIC 0.18 µm technology, the
delay and area are 6.07 ns and 5632 Trs, respectively.

According to Figure 3, the encryption/decryption unified key expansion operation
can be expressed as follows. 

Ki
0 = S′′

W + R′′
c + Ki−1

0
Ki

1 = Ki
0/Ki−1

0 + Ki−1
1

Ki
2 = Ki

1/Ki−1
1 + Ki−1

2
Ki

3 = Ki
2/Ki−1

2 + Ki−1
3

(6)

where S′′
W = SubWord

(
RotWord

(
Ki−1

3 /
(

Ki−1
2 + Ki−1

3

)))
, R′′

c = Rcon(i)/Rcon−1(i), and
‘/’ denotes two-to-one bus-multiplex operation.

3. The Proposed Low-Delay Structure Construction Method
Although the key expansion unit based on the chain structure has a smaller area, the

critical path is much longer, which will lead to greater circuit delay. To solve this problem,
a method to construct a low-delay key expansion unit is proposed in this paper. In this
paper, the study presented in [17] is expanded upon. The specific construction method is
as follows:

Step 1: Derive the expressions of AES key expansion operation.
Step 2: Extract CS from the expressions by the DACSE algorithm.
Step 3: Construct the key expansion unit based on the DDBT structure.
According to the above construction method, low-delay AES encryption key expansion

unit and low-delay AES encryption/decryption unified key expansion unit are further
constructed.

3.1. The Construction Method of Low-Delay AES Encryption Key Expansion Unit
3.1.1. Deriving the Expressions

According to Equation (2), we can obtain the complete form of encryption expansion
operation expressions as follows.

Ki
0 = SW + Rc + Ki−1

0
Ki

1 = SW + Rc + Ki−1
0 + Ki−1

1
Ki

2 = SW + Rc + Ki−1
0 + Ki−1

1 + Ki−1
2

Ki
3 = SW + Rc + Ki−1

0 + Ki−1
1 + Ki−1

2 + Ki−1
3

(7)

The expressions in Equation (7) are the linear operation expressions. It has been
proven in [13] that the linear operation unit can achieve the shortest critical path if it was



Electronics 2025, 14, 384 7 of 19

constructed by the DDBT structure. Before constructing the DDBT structure, it is necessary
to obtain the delay of all input signals. Supposed that the delay before AES encryption key
expansion unit can be ignored, i.e., the delays of input signals

[
Rc, Ki−1

0 , Ki−1
1 , Ki−1

2 , Ki−1
3

]
are 0. There is a Subword operation before the input signal SW. As previously mentioned,
the delay of the input signal SW is18TXOR + 3TAND, and only the delay of XOR gates is taken
into consideration in the construction process. The construction method can be found in
Figure 4 in [13]. For ease of understanding, the construction method of the DDBT structure
is redescribed as follows.

We take the circuit of output Ki
3 as an example to illustrate the construction method of

the DDBT structure. The input signal set of Ki
3 is

{
SW , Rc, Ki−1

0 , Ki−1
1 , Ki−1

2 , Ki−1
3

}
. Firstly,

the input signals are sorted in ascending order of delay, and the sorted set is shown in the
first row of Table 1. In the first iteration, Rc and Ki−1

0 , which are the two signals with the
smallest delay, are extracted from the set to construct the circuit D0 = Rc + Ki−1

0 . According
to the delay calculation method in the 7th line of Algorithm 1, the delay of signal D0 is
1TXOR.

Algorithm 1. The Construction Method of the DDBT Structure.

for j = 1 to Nout

All input signals form a set S
for i = 1 to Nin − 1

Choose the two signals s1 and s2 with the least delay from S
Construct an addition circuit snew = s1 + s2

Remove s1 and s2 from S
Compute the delay of snew with tnew = max(t1, t2) + 1
Add snew to the set S

end
end

where Nin and Nout denote the number of input signals and output signals, respec-
tively, and tnew, t1, and t2 denote the delay of snew, s1, and s2, respectively. The construction
method always chooses the two signals with the least delay to construct the circuit in each
iteration of the construction process.

Table 1. The DDBT structure construction process of signal Ki
3.

No. Input Signal Set Constructed Circuit

1
{

Rc(@0), Ki−1
0 (@0), Ki−1

1 (@0), Ki−1
2 (@0), Ki−1

3 (@0), SW(@18)
}

D0(@1) = Rc(@0) + Ki−1
0 (@0)

2
{

Ki−1
1 (@0), Ki−1

2 (@0), Ki−1
3 (@0), D0(@1), SW(@18)

}
D1(@1) = Ki−1

1 (@0) + Ki−1
2 (@0)

3
{

Ki−1
3 (@0), D0(@1), D1(@1), SW(@18)

}
D2(@2) = Ki−1

3 (@0) + D0(@1)

4 {D1(@1), D2(@2), SW(@18)} D3(@3) = D1(@1) + D2(@2)
5 {D3(@3), SW(@18)} Ki

3(@19) = D3(@3) + SW(@18)

Repeat the above process at subsequent iterations until all input signals are used to
construct the circuit. The process of the DDBT structure is shown in Table 1. After N − 1
iterations, where N is the number of input signals, the construction process of the DDBT
structure was completed, and the DDBT structure of Ki

3 is shown in Figure 4.
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The circuit of other three output signals are also constructed in the same way. After
construction, the AES encryption key expansion unit based on the DDBT structure can be
constructed, as shown in Figure 5.
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The critical path length of the DDBT structure can be calculated as follows [13–15]:

TDDBT = max
j=0,··· ,n−1

(
Tj
)
= max

j=0,··· ,n−1

log2 ∑
Nj

2tk,j


 (8)

where Tj is the delay of jth output signal, tk, j is the delay of kth input signal of jth output
signal, Nj is the number of input signals of jth output signal. Note that Tj and tk,j are
calculated by the number of logic gates on the path. According to Equation (8), we
can determine the critical path length of AES encryption key expansion unit based on
the DDBT structure is TKE = TSB + 1TADD = 19TXOR + 3TAND.When converted to SMIC
0.18 µm technology, the delay is 4.47 ns. In the DDBT structure, there is only one addition
operation after the input signal SW, the critical path is reduced by 4TXOR compared to the
chain structure. When converted to SMIC 0.18 µm technology, the delay is reduced by
0.84 ns, the reduction is up to 15.82%.

A total of 14 adders (which include ten 32-bit width adders and four 8-bit width
adders) are required in the DDBT structure in Figure 5, which is much more than that in
the chain structure, as there is no shared unit among the operations of the output signal.
The area cost of the DDBT structure in Figure 5 is AKE = 4ASB + 14AADD + ACST = 711AXOR

+ 140AAND. When converted to SMIC 0.18 µm technology, the area cost is 6248 Trs, the area
cost increases by 1728 Trs, the increase is up to 38.23%.

The number of adders in the DDBT structure in Figure 5 is much more than that in
the chain structure, a total of 14 adders are required, as there is no shared unit among the
operations of output signal. The number of adders can be reduced by sharing CS in the
operation expressions, and common subexpressions elimination (CSE) algorithms are the
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effective algorithms to extract CS. But it has been proven that sharing CS may increase
critical path length in the hardware implementations [14]. The DACSE algorithm proposed
in [15] can extract CS while keeping the shortest critical path unchanged in the DDBT
structure, as it can extract CS under a delay constrain. In this paper, the CS in expressions of
the AES encryption key expansion operation is further extracted by the DACSE algorithm.

3.1.2. Extracting the CS

The DACSE algorithm can be found in [15], we rewrite it as follows for ease of
understanding.

As shown in Algorithm 2, the DACSE algorithm calculates the TKE at each iteration of
CS extraction. If the extraction of the CS causes TKE to exceed the delay constraint Tcon, the
extraction of the CS is abandoned. If the extraction of the CS keeps TKE unchanged, the
extraction of the CS is valid. The optimization process of the AES encryption key expansion
unit by Algorithm 2 is shown as follows:

Algorithm 2. The DACSE Algorithm.

Input the operation expressions E and delay constraint Tcon

Create two empty sets SCS and SIV

Count the occurrence frequency of each CS in E
Find out the max occurrence frequency Omax

while Omax > 1
Create new operation expressions ECS = E
Select a CS (s1 + s2) with occurrence frequency Omax randomly
Replace the CS (s1 + s2) in ECS with a new signal scom

Compute the delay of scom with tcom = max(t1, t2) + 1
Compute the whole operation unit delay TKE with Equation (8)
if TKE = Tcon

Add the eliminated CS scom = s1 + s2 to set SCS

Replace E with ECS, that is E = ECS

else
Add the CS s1 + s2 to set SIV

end if
Count the occurrence frequency of each CS in E other than the CS in set SIV

Find out the max occurrence frequency Omax

end while

where tcom, t1, and t2 denote the delay of scom, s1, and s2, respectively. The DACSE
algorithm requires the input of a delay constraint Tcon at first. According to the above, the
critical path length of the AES encryption key expansion unit based on the DDBT structure
is TKE = 19TXOR+ 3TAND, only TXOR is considered in the optimization process. Therefore,
when the expressions of the AES encryption key expansion operation are optimized by
DACSE, the delay constraint is set as Tcon = 19. With this constraint, the shortest critical
path length can remain unchanged during the extraction of CS.

At the first iteration of Algorithm 2, the occurrence frequency of each CS in Equation (7) is
counted. According to the counting results, CS (SW + Rc), (SW + Ki−1

0 ), and (Rc + Ki−1
0 ) have

the max occurrence frequency, they all occur 4 times. A CS with max occurrence frequency
is selected randomly, supposed that CS (SW + Rc) is selected to be eliminated.
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Supposed that C0 = SW + Rc, according to line 9 in Algorithm 2, the delay of C0 is
TC0 = 19TXOR. The CS (SW + Rc) in Equation (7) is replaced by C0 as shown in the following
expressions. 

Ki
0 = C0 + Ki−1

0
Ki

1 = C0 + Ki−1
0 + Ki−1

1
Ki

2 = C0 + Ki−1
0 + Ki−1

1 + Ki−1
2

Ki
3 = C0 + Ki−1

0 + Ki−1
1 + Ki−1

2 + Ki−1
3

(9)

The delay of output signals can be calculated by Equation (8), the delay of all output
signals is 20TXOR, which has exceeded the delay constraint Tcon = 19. Therefore, the
elimination of CS (SW + Rc) is abandoned, and CS (SW + Rc) is added into a set SIV, which
contains the checked CSs. However, selecting CS (SW + Ki−1

0 ) to eliminate will also increase
the critical path delay. Supposed that CS (Rc + Ki−1

0 ) is selected to eliminate, and supposed
that C0 = Rc + Ki−1

0 , the delay of C0 is TC0 = 1TXOR. The CS (Rc + Ki−1
0 ) in Equation (7) is

replaced by C0 as shown in the following expressions.
Ki

0 = SW + C0

Ki
1 = SW + C0 + Ki−1

1
Ki

2 = SW + C0 + Ki−1
1 + Ki−1

2
Ki

3 = SW + C0 + Ki−1
1 + Ki−1

2 + Ki−1
3

(10)

After the elimination of CS (Rc + Ki−1
0 ), the delays of all output signals are 19TXOR,

which equal to the delay constraint Tcon = 19. Therefore, the CS (Rc + Ki−1
0 ) is eliminated at

the first iteration.
At the second iteration, the occurrence frequency of each CS in Equation (10) is counted.

The CS SW + C0 has max occurrence frequency, it occurs 4 times. However, the elimination
of CS SW + C0 will increase the critical path delay, thus, the CS SW + C0 will be added into
set SIV. Then CS (C0 + Ki−1

1 ) is selected to be eliminated as it occurs 3 times, which has max
occurrence frequence except for CS SW + C0. Supposed that C1 = C0 + Ki−1

1 , the delay of
C1 is TC1 = 2TXOR. The CS (C0 + Ki−1

1 ) in Equation (10) is replaced by C1 as shown in the
following expressions. 

Ki
0 = SW + C0

Ki
1 = SW + C1

Ki
2 = SW + C1 + Ki−1

2
Ki

3 = SW + C1 + Ki−1
2 + Ki−1

3

(11)

After the elimination of CS (C0 + Ki−1
1 ), the delays of all output signals keep 19TXOR

unchanged.
At the third iteration, the elimination of CS SW + C1 with max occurrence frequency

will also increase the critical path delay. Then, CS (C1 + Ki−1
2 ) is selected to be eliminated.

Supposed that C2 = C1 + Ki−1
2 , the delay of C2 is TC2 = 3TXOR. The CS (C1 + Ki−1

2 ) in
Equation (11) is replaced by C2 as shown in the following expressions.

Ki
0 = SW + C0

Ki
1 = SW + C1

Ki
2 = SW + C2

Ki
3 = SW + C2 + Ki−1

3

(12)

After the elimination of CS (C1 + Ki−1
2 ), the delays of all output signals still keep

19TXOR unchanged. There is no CS in Equation (12), therefore, the optimization process of
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Algorithm 2 is terminated. After the optimization of Algorithm 2, the extracted CSs are
shown as follows. 

C0 = Rc + Ki−1
0

C1 = C0 + Ki−1
1

C2 = C1 + Ki−1
2

(13)

3.1.3. Constructing the Unit

After the extraction of CS, the AES encryption key expansion unit is also constructed
by the DDBT structure, as shown in Figure 6.
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Figure 6. The AES encryption key expansion unit after extraction of CS.

After the extraction of CS, the critical path length of the AES encryption key expansion
unit still is TKE = TSB + 1TXOR = 19TXOR + 3TAND, but only 8 adders (which include seven
32-bit width adders and one 8-bit width adders) are used in the unit. The area cost of the
AES encryption key expansion unit in Figure 6 is AKE = 4ASB + 8AADD + ACST = 591AXOR +
140AAND. When converted to SMIC 0.18 µm technology, the delay and the area cost of the
optimized DDBT structure in Figure 6 are 4.47 ns and 5288 Trs, respectively. Compared
with the chain structure, the delay is reduced by 15.82% (0.84 ns) at a cost of 16.99% (768 Trs)
area increase. Compared with un-optimized DDBT structure in Figure 5, a total of 6 adders
(which include three 32-bit width and three 8-bit width) are reduced by the extraction of
CS. When converted to SMIC 0.18 µm technology, 960 Trs are reduced, the reduction is up
to 15.36%.

3.2. The Construction Method of Unified Key Expansion Unit
3.2.1. The Expressions of Unified Unit

According to the encryption key expansion expressions in Equation (7) and the decryp-
tion key expansion expressions in Equation (4), we can obtain the expressions for unified
encryption/decryption key expansion operation as follows.

+Ki
0 = S′′

W + R′′
c + Ki−1

0
+Ki

1 = S′′
W + R′′

c + Ki−1
0 + Ki−1

1
+Ki

2 = S′′
W + R′′

c + Ki−1
0 + Ki−1

1 + Ki−1
2

+Ki
3 = S′′

W + R′′
c + Ki−1

0 + Ki−1
1 + Ki−1

2 + Ki−1
3

−Ki
0 = S′′

W + R′′
c + Ki−1

0
−Ki

1 = Ki−1
0 + Ki−1

1
−Ki

2 = Ki−1
1 + Ki−1

2
−Ki

3 = Ki−1
2 + Ki−1

3

(14)

where S′′
W = SubWord

(
RotWord

(
Ki−1

3 /
(

Ki−1
2 + Ki−1

3

)))
, R′′

c = Rcon(i)/Rcon−1(i),[
+Ki

0, +Ki
1, +Ki

2, +Ki
3
]

is the output vector of the encryption key expansion operation,[−Ki
0, −Ki

1, −Ki
2, −Ki

3
]

is the output vector of decryption key expansion operation. As

shown in Equation 14), the input signals include
[
S′′

W , R′′
c , Ki−1

0 , Ki−1
1 , Ki−1

2 , Ki−1
3

]
. Ex-
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cept for the input signal S′′
W , the delay of other input signals is 0. There is an adder, a

two-to-one bus-multiplexer and a Subword operation before the input signal S′′
W . Then, the

delay of the input signal S′′
W is TXOR + TMUX + TSB = 19TXOR + 3TAND + TMUX. According

to Equation (8), we can determine that the critical path length of the DDBT structure is
TKE = 20TXOR + 3TAND + TMUX.

3.2.2. Extracting the CS

The expressions in Equation (14) are also optimized by the DACSE algorithm, the
delay constrain of the DACSE algorithm is Tcon = 23. After optimization, the expressions
for the unified encryption/decryption key expansion operation are as follows:

+Ki
0 = C3

+Ki
1 = S′′

W + C0 + Ki−1
1

+Ki
2 = S′′

W + C2
+Ki

3 = S′′
W + C2 + Ki−1

3
−Ki

0 = C3
−Ki

1 = Ki−1
0 + Ki−1

1
−Ki

2 = C1
−Ki

3 = Ki−1
2 + Ki−1

3

(15)

where [C0, C1, C2, C3] is the extracted CS.
C0 = R′′

c + Ki−1
0

C1 = Ki−1
1 + Ki−1

2
C2 = C0 + C1

C3 = S′′
W + C0

(16)

3.2.3. Constructing the Unit

The low-delay AES encryption/decryption unified key expansion unit is constructed
by the DDBT structure according to (15), as shown in Figure 7. In the encryption key expan-
sion state, the critical path of the unified unit is TKE = TSB + 1TADD + 2TBMX. In the decryp-
tion key expansion state, the critical path of the unified unit is TKE = TSB + 2TADD + 2TBMX.
Therefore, the critical path of the whole unified unit is TKE = TSB + 2TADD + 2TBMX = 20TXOR

+ 3TAND + 2TMUX. Compared with the chain structure, 3 adders and 2 bus-multiplexers
on the critical path length are reduced in the DDBT structure. When converted to SMIC
0.18 µm technology, the delay of the unified unit based on the DDBT structure is 5.06 ns,
1.01 ns are reduced compared with the chain structure, the reduction is up to 16.64%.

As shown in Figure 7, it requires a total of 5two-to-one bus-multiplexers (which include
four 32-bit width bus-multiplexers and one 8-bit width bus-multiplexer), 11 adders (which
include ten 32-bit width adders and one 8-bit width adder), and 2 constant multipliers
in the unified unit based on the DDBT structure. The area cost is AKE = 4ASB + 11AADD

+ 2Acon + 5ABMX = 690AXOR + 140AAND + 136AMUX. When converted to SMIC 0.18 µm
technology, the area cost is 7168 Trs, compared with the chain structure, the area cost is
increased to 1536 Trs, the increase is up to 27.27%.

Compared with the DDBT structure, a total of 8 adders (which include four 32-bit
width adders and four 8-bit width adders) are reduced by the DACSE algorithm. When
converted to SMIC 0.18 µm technology, 1280 Trs are reduced, the optimization rate is up
to 15.15%.
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3.3. The Impact of Proposed Optimization Method on the Systems

As mentioned above, the delay is reduced at the cost of increased area using the
proposed design method. But the impact of the increased area will be much smaller in the
entire AES encryption/decryption system. An AES encryption/decryption circuit is shown
in Figure 8.
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We only take the round transformation unit into considerations in the AES encryp-
tion/decryption circuit, and the other units, such as the system controller, auxiliary circuits,
and sequential logic circuits, are ignored. As shown in Figure 8, the round transformation
unit includes SubBytes/InvSubBytes, ShiftRows/InvShiftRows, MixColumns/InvMixColumns,
and AddRoundKey. Among these operations, ShiftRows/InvShiftRows does not require any
logical operations, it can be achieved by simply shifting the bus sequence.

In AES encryption, the critical path delay of round transformation operations before
AddRoundKey is TSB + TMC, where TMC is the delay of MixColumns, and the minimum value
of TMC is 3TXOR [18]. Therefore, the critical path delay is TSB + TMC = 21TXOR + 3TAND, and
it is 4.89 ns in SMIC 0.18 µm technology, which is less than the delay of the key expansion
unit based on chain structure (5.31 ns). Therefore, the key expansion unit becomes the
critical path of the whole circuit. After adopting the DDBT structure, the delay of the key
expansion unit is 4.47 ns, which is less than the delay of the round transformation unit, and
the round transformation unit becomes the critical path. According to the area evaluation
based on SMIC 0.18 µm technology, the area increase of the DDBT structure only accounts
for about 2.63% of whole circuit.

In AES encryption unified unit, the critical path delay of round transformation op-
erations before AddRoundKey is TISB + TIMC + TBMX = 23TXOR + 3TAND + TMUX, and it is
5.50 ns in SMIC 0.18 µm technology, and it is also less than the delay of the key expansion
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unit based on the chain structure (6.07 ns) and greater than the one of the DDBT struc-
ture (5.06 ns). Therefore, the key expansion unit becomes the critical path of the whole
circuit. And the area increase of the DDBT structure only accounts for about 2.83% of the
whole circuit.

Based on the above analysis, the round transformation unit becomes the critical path
when the key expansion units are constructed by the DDBT structure. How to design a
low-delay round transformation unit should be further studied in the further works.

4. Verification and Comparisons
4.1. Verification by Integrated Circuit Synthesis

Low-delay AES encryption key expansion unit and low-delay AES encryption/
decryption unified key expansion unit are constructed in this paper based on the DDBT
structure and the hardware complexities of these designs are theoretically analyzed. The
comparisons of hardware complexities between the DDBT structure and the chain structure
are summarized in Table 2. To evaluate accurately, the hardware complexities in Table 2 are
converted to SMIC 0.18 µm technology.

Table 2. The comparisons of hardware complexities between the DDBT structure and the chain
structure.

Unit Structure Area
(Trs)

Delay
(ns)

Frequency
(MHz)

Encryption Chain 4520 5.31 188.32
DDBT 5288 4.47 223.71

Unified
Chain 5632 6.07 164.74
DDBT 7168 5.06 197.63

As shown in Table 2, in both AES encryption key expansion unit and AES encryp-
tion/decryption unified key expansion unit, the DDBT structure has a lower delay. Com-
pared with the chain structure, the delay of the DDBT structure is reduced by 15.82% at
a cost of 16.99% area increase in the AES encryption key expansion unit, and the delay
is reduced by 16.64% at a cost of 27.27% in the AES encryption/decryption unified key
expansion unit. Note that, only the hardware complexities of combinational logic circuits
are considered in the analysis in Table 2, and sequential logic circuits have not been taken
into account. Our low-delay designs are further verified by the Synopsys (Sunnyvale, CA,
USA) DC Tool with SMIC 0.18 µm technology and AMD (Santa Clara, CA, USA) Vivado
2019.2 with xc7vx485T. DC synthesis results and Vivado 2019.2 synthesis results are listed
in Tables 3 and 4, respectively. In IC synthesized results, the delay of the DDBT structure is
reduced by 15.23% at a cost of 10.08% area increase, in the AES encryption key expansion
unit, and the delay of the DDBT structure is reduced by 67.52% at a cost of 12.25% area
increase only in AES encryption/decryption unified key expansion unit. In FPGA synthe-
sized results, the delay of the DDBT structure is reduced by 11.49% at a cost of 1.85% area
increase in the AES encryption key expansion unit. In AES encryption/decryption unified
key expansion unit, the delay of the DDBT structure is reduced by 76.64% at a cost of 6.83%
area increase only. The synthesis results show that the delay of our designs is significantly
reduced at a cost of less area increase.
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Table 3. The IC synthesis results of key expansion units.

Unit Structure Area
(gates/Trs)

Delay
(ns)

Frequency
(MHz)

Encryption Chain 2550/7650 6.37 156.99
DDBT 2807/8421 5.40 185.19

Unified
Chain 3264/9792 23.12 43.25
DDBT 3664/10,992 7.51 133.16

Table 4. The FPGA synthesis results of key expansion units.

Unit Structure Area
(Slices)

Delay
(ns)

Frequency
(MHz)

Encryption Chain 108 6.725 148.70
DDBT 110 5.952 168.01

Unified
Chain 117 28.285 35.35
DDBT 125 6.607 151.35

4.2. Comparisons with Previous Works

All implementations of AES key expansion unit in previous works [2–6,10,11,19–37]
are constructed by chain structure for saving the hardware resources. These implementa-
tions use different data width structures for different applications. In [2,10,11,19–24], 128-bit
width structures are used for high data throughput applications. And 8-bit width structures
are used in [3,5,6,25–28] for resources limited applications. To make a compromise between
speed and area, 32-bit width structures are constructed in [4,29–33]. Besides, a 256-bit
width structure is proposed in [34] for AES-256 key expansion operation. In 8-bit width
structures and 32-bit width structures, AES key expansion unit needs to iterate several
times to complete a round of subkey expansion operations. In 128-bit width structures and
256-bit width structures, the subkey data are processed in parallel to speed up the data
processing. Our designs are compared with previous works in Table 5.

As we adopt 128-bit width to construct the DDBT structures in this paper, the previous
works with 128-bit width structures [2,10,11,19–24] and 256-bit width structures [34] are
listed in Table 5 only.

The frequencies from previous works in Table 5 are the maximum frequencies, except
for the ones in [21,24], which are the work frequencies. As shown in Table 5, compared
with previous works, the key expansion units proposed in this paper have the largest
throughput. The throughput in Table 5 is computed by the following equation.

Throughput =
SubkeyLength × Rounds × Frequency

Cycles
(17)

AES-128 inputs 128-bit initial key, and generates 10 rounds of 128-bit subkeys for
round transformations through key expansion operation, while AES-256 input 256-bit
initial key to generate 14 rounds 128-bit subkeys. The key expansion units proposed in this
paper need 10 cycles to complete 10 round subkey expansion operations. As the critical
path length is larger in the chain structure, pipeline stages are inserted into key expansion
unit to speed up the working frequency in [2,10,11,19–21]. But with more pipeline stages,
more clock cycles are required to implement the key expansion operations, which results
in the decrease in throughput. The key expansion unit proposed in [34] also has a higher
throughput due to the more advanced IC process and the 256-bit width structure adopted.
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Table 5. Comparisons of previous works and our works.

Unit Works Platform Area
(gates)

Frequency
(MHz) Cycles Throughput

(Gbps)

Encryption

[10] AMD Virtex —
—

93.50
168.40

30
70

3.99
3.08

[19] AMD Virtex-4 —
—

208.49
247.19

30
50

8.89
6.33

Ours
0.18 µm SMIC 2807 185.19 10 23.70
AMD Virtex-7 — 168.01 10 21.51

Unified

[2] AMD Virtex II — 177.3 51 4.45

[11] AMD Virtex II —
—

281.3
305.1

50
90

7.20
4.34

[20] 0.11 µm
standard 3072 131.24 50 3.36

[21] 0.25 µm
TSMC — 100 21 6.10

[22] 0.6 µm
standard 3071 64 10 8.19

[23]
AMD Virtex-E

AMD
Spartan-3

—
—

26.40
28.01

10
10

3.38
3.58

[24] 0.6 µm
standard 3201 50 10 6.40

[34] 90 nm
standard — 131.8 14 16.87

Ours
0.18 µm SMIC 3664 133.16 10 17.04
AMD Virtex-7 — 151.35 10 19.37

5. Conclusions and Future Works
In this paper, we propose a low-delay circuit structure construction method to con-

struct low-delay AES key expansion units for high-speed AES implementations. An AES
encryption key expansion unit and an AES encryption/decryption unified key expan-
sion unit with low-delay and high-throughput are constructed by using the proposed
construction method.

Side channel attacks are the most commonly used attacks against cryptographic chip
currently. Among them, error analysis and power analysis are the two most effective
side channel attacks [35–37]. Countermeasures at different abstract levels against error
analysis and power analysis are proposed, including chip level, algorithm level, gate level,
and transistor level. However, these measures introduce extra cost in terms of hardware
resources and performance. How to apply our construction method on the AES key
expansion units with countermeasures is the focus of our future research, especially on
the algorithm level countermeasures, which are directly added to the source code of the
cryptographic algorithms in hardware implementations [35].

In many applications, the encryption/decryption and key expansion are not operated
in the same time. In these applications, the SubBytes units are often shared between the
round transformation and key expansion to reduce the implementation area [2,20,22,24].
A low-delay unified structure for round transformation and key expansion can also be
constructed based on our construction method proposed in this paper.
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Appendix A

Table A1. The parameters of related logic gates in SIMC 0.18 µm technologies.

Logic Gate Gate Type Area
(µm2/Trs)

Delay
(ns)

XOR XOR2X1 26.6112/8 0.21
AND AND2X1 13.3056/4 0.16

NAND NAND2X1 9.9792/3 0.04
two-to-one
Multiplexer MX2X1 26.6112/8 0.19

NOT INVX1 6.6528/2 0.03
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