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Abstract

:

Internet of Things aims to simplify and automate complicated tasks by using sensors and other inputs for collecting huge amounts of data, processing them in the cloud and on the edge networks, and allowing decision making toward further interactions via actuators and other outputs. As connected IoT devices rank in billions, semantic interoperability remains one of the permanent challenges, where ontologies can provide a great contribution. The main goal of this paper is to analyze the state of research on semantic interoperability in well-being, aging, and health IoT services by using ontologies. This was achieved by analyzing the following research questions: “Which IoT ontologies have been used to implement well-being, aging and health services?” and “What is the dominant approach to achieve semantic interoperability of IoT solutions for well-being, aging and health?’ We conducted a scoping literature review of research papers from 2013 to 2024 by applying the PRISMA-ScR meta-analysis methodology with a custom-built software tool for an exhaustive search through the following digital libraries: IEEE Xplore, PubMed, MDPI, Elsevier ScienceDirect, and Springer Nature Link. By thoroughly analyzing 30 studies from an initial pool of more than 80,000 studies, we conclude that IoT ontologies for well-being, aging, and health services increasingly adopt Semantic Web of Things standards to achieve semantic interoperability by integrating heterogeneous data through unified semantic models. Emerging approaches, like semantic communication, Large Language Models Edge Intelligence, and sustainability-driven IoT analytics, can further enhance service efficiency and promote a holistic “One Well-Being, Aging, and Health” framework.
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1. Introduction


Internet of Things (IoT) represents a variety of wireless and wired technologies able to connect among themselves and interact with the environment by collecting (via sensors and other kinds of input) and processing (in the cloud and on edge networks) huge amounts of data, as well as making decisions (possibly supported by business intelligence, artificial intelligence, etc.) toward further communication and interactions (via actuators and other kinds of output) for the benefit of a domain or domains of interest, such as manufacturing and industrial automation, retail and supply chain management, healthcare and medicine, agriculture and water management, energy and utility management, transportation and logistics, and residential, spanning from smart home and assisted living to smart cities and smart regions. IoT is “the vast array of physical objects equipped with sensors and software that enable them to interact with little human intervention by collecting and exchanging data via a network”, such as wireless networks or the Internet, which “simplifies and automates tasks that are complicated and sometimes beyond the scope of human capabilities” by including “many ‘smart’, computer-like devices so commonplace today” [1].



Basically, there are two types of connected digital-first devices, which “generate data and communicate with other machines through machine-to-machine (M2M) communications” [1], and physical-first devices, which “include a microchip or a sensor with communication capabilities” [1]. Some classifications differentiate devices “according to a more detailed spectrum of interactivity, consisting of not two categories but five, ranging from the pure digital (followed by digital-first, dual use, and physical-first) to pure device (without any digital capabilities)” [1].



According to the recent IoT analytics report [2], the “number of connected IoT devices to grow 13% by end of 2024… there were 16.6 billion connected IoT devices by the end of 2023 (a growth of 15% over 2022)” and it is expected “to grow 13% to 18.8 billion by the end of 2024”. The methodology used does not count every end node, being a sensor or actuator, but “counts connected IoT devices as active nodes/devices or gateways that concentrate the end-sensors” [2]. Also, simple one-directional communications technology, such as radio frequency identification (RFID) or near-field communication (NFC), are not counted, and neither are computers, laptops, cell phones, consumer tablets, and fixed phones. Finally, “IoT connections via more than one communication standard are only counted once” [2].



With the number of connected IoT devices ranking in the billions, and the IoT ecosystem being fragmented “in terms of standardization, architectures and available technologies and IoT service platforms” [3], there is a need for interoperability to address the current fragmentation, as well as foster a cross-domain exchange of measurements and data, in order to make them more available, less domain-dependent and, ultimately, “accessible by different digital systems” [4]. Essential to achieve interoperability is its semantic level, “associated with the meaning of the content that is exchanged. This requires agreement on common concepts and their relationships” [4]. All sides of the information exchange have to agree on a common reference model, which can be represented by ontologies.



Ontologies are semantic constructs that describe “concepts and relationships between concepts in a specific domain” by using some of the computer description languages, such as the Resource Description Framework (RDF), Resource Description Framework Schema (RDFS), or Ontology Web Language (OWL). If an ontology is used to define one device in a particular domain, such as health, “a generic interworking is enabled, i.e., the data can be understood by entities and devices operating in other domains” [4], such as a smart home. Such an approach enables “IoT applications to interpret the containing information exchanged and support smarter decision-making because they collect, understand the meaning, and process data from all sorts of devices” [4].



Health, sometimes named smart healthcare or healthcare monitoring, is among the top five IoT application domains globally [5]. The World Health Organization (WHO) recognized well-being as “a resource for daily life”, similar to health, and works “to advance well-being as it pertains to global health” [6]. Well-being, aging, and health (WBAH) is a term that includes all three given aspects and can be defined as a “multidimensional concept covering well-being, aging and health aspects of persons, communities and societies in the appropriate contexts including the environment properties, the entities engagement and interactions, as well as past and current WBAH status of each of the entities observed in order to achieve and maintain WBAH at the satisfactory level and gain resilience against factors that pose risk to degrade WBAH” [7].



Applying IoT to WBAH implies choosing from a comprehensive list of heterogeneous IoT technologies, each with its defined service functions and potential applications in the area of WBAH. Different classifications, taxonomies, selections, and surveys exist on IoT technologies and their applications. One of the high-level selections of IoT for the purpose of possibly contributing to WBAH is the following:




	
Internet of Healthcare Things (IoHT)—refers to a wide range of IoT-enabled healthcare applications, such as “telemedicine, smart medication, onsite patient monitoring, remote diagnoses, assisted living, observing behavioral changes, treatment adherence, and hospital asset management” [8];



	
Internet of Medical Things (IoMT)—deals with connecting people in different roles “with various medical devices and objects in the medical scene and establishing an information platform where people-to-people, people-to-things, and things-to-things are all freely connected” [9];



	
Internet of Robotic Things (IoRT) for independent living—covers IoT-based solutions that employ “various on-body, off-body and ambient sensors to get real-time information from individuals, with robotic systems used to provide assistance with daily activities, critical and emergency events” [10];



	
IoT and wearables for personalized interventions—integrates IoT and wearables to support an Active aGeing And PErsonalized services (AGAPE) framework that “combines in-person and technologically personalized interventions to promote socialisation, physical activity and digital literacy, specifically targeting older adults” [11];



	
IoT and wearables for behavior change—integrates IoT and wearables for societal benefit to foster behavior change techniques (BCTs) “for promoting positive behavior modifications and improving individuals’ overall well-being” [12].








Research efforts in ontology development and engineering to enable the semantic interoperability of IoT solutions for health- and even well-being-related services, sometimes for aging populations in focus, have been gaining momentum in the last half a decade. As concluded in [7], IoT-based ontology development for WBAH “demands for a multidimensional perception of the heterogeneous IoT environment able to acquire and reason on data through the abstract layer of semantic middleware and allow for application business logic to trigger actuators while preserving safety and security”.



The main goal of this paper is to do a comprehensive scoping literature review and detailed analysis of relevant studies in order to provide sufficient state-of-research evidence on IoT ontologies for WBAH. This will be achieved using the following research questions: 1. Which IoT ontologies have been used to implement well-being, aging, and health services? 2. What is the dominant approach to achieve semantic interoperability of IoT solutions for well-being, aging, and health?



This work is organized as follows. Section 2 describes the materials and methods used to conduct a comprehensive semi-automated scoping literature review of IoT ontologies for WBAH. Section 3 presents the results of the review in detail, while Section 4 provides a discussion of the presented results. Section 5 brings some limitations of the conducted review and presents future work directions, while Section 6 concludes the paper.




2. Materials and Methods


In order to conduct the scoping literature review, we decided to follow the Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) reporting guidelines [13], published in 2009 and updated in 2020 as a transparent process for reporting on literature reviews, with a precise reporting structure that has to be provided along with the data to support the review claims. Due to the need to synthesize evidence and assess the scope of the literature on IoT ontologies for WBAH, we followed the PRISMA for Scoping Reviews (PRISMA-ScR) extension [14] guidelines, published in 2018. Within this work, all 20 essential PRISMA-ScR reporting items and two optional items were included.



As identifying and processing the literature available in multiple public sources accessible globally can be a very time-consuming and labor-intensive task when performed manually, we used custom-built software, a natural language processing (NLP) toolkit to conform to PRISMA-ScR reporting guidelines. The NLP toolkit [15] design and implementation was led by the third and the fourth co-author of this work, aiming “to ensure an efficient and exhaustive search of the literature corpus in multiple digital libraries”: IEEE Xplore, PubMed, MDPI, Elsevier ScienceDirect, and Springer Nature Link. The output of the toolkit usage consists of a “detailed list of potentially relevant articles, trend charts over the defined time period of interest, and breakdown on various criteria”.



2.1. Search Strategy and Selection Criteria


The structured input to the NLP toolkit had to be provided via a JavaScript Object Notation (JSON) source file. Firstly, we provided a selection of keywords to be used for the identification of potentially relevant articles by searching their titles and abstracts, as well as the set of properties or property groups that have to be satisfied by the identified articles. We also noted synonyms to the search properties, as well as the start and end year of the articles’ publication. Finally, we set the minimum number of relevant properties for the article to be included in the result set. The most important NLP toolkit input parameters for the IoT ontologies for the WBAH scoping review are listed in Table 1.



As already noted above, we flagged all five digital libraries to be included in the search. Additional input parameters in the JSON file are project identification number and project name for evidence purposes. In order for the search to look for exact phrases and identify fewer articles, we enabled the apply stemming parameter. In order to produce different visualizations of the result set, we enabled plotting into a series of PDF files.



Similarities calculations and phrase permutations were not included in the input file, and therefore they were set to false in order to not eliminate possibly relevant articles and slow down the search. After the NLP toolkit execution, the initial result set contained 80,836 records, which then went through the duplicate removal process. It took into consideration the fact that the same article may be found in more than one library, but also that the same article may be found in the same library by using two or more of the keywords defined. The first case was recognized by matching the articles’ titles and the second by matching the articles’ Uniform Resource Locators (URLs). After removing duplicate records, the result set had 71,997 records. The search strategy diagram used in this literature scoping review is shown in Figure 1.




2.2. Information Extraction and Synthesis


After removing the duplicate records, the resulting records went through the screening process, which removed the articles not published in the required time period 2013–2024 and for some other reasons, like title or abstract unavailability, parsing errors, etc. The remaining 68,635 articles were assessed for eligibility, which included some advanced functionalities of the NLP toolkit: sentences tokenization [16] and English stop-words removal and lemmatization [17] using the Natural Language Toolkit library [18]. Tokenization is breaking down the text into a sequence of tokens, for which their base forms, called lemmas, are then generated in the process of lemmatization. It is performed by using WordNet [19], a publicly available lexical database of over 200 languages that provides semantic relationships between its words. Stop-words are specific words, like articles, prepositions, pronouns, and auxiliary verbs, that are filtered out before or after the natural language processing of some text because of their insignificance. The properties from the defined property groups were lemmatized and searched in the cleaned titles and abstracts, marking each article with the properties it contained. It resulted in the selection of 53,560 articles labeled as relevant if they contained at least one of the defined properties in its title and abstract, as configured in the input JSON file.



In order to make the PRISMA-ScR process more transparent and visually representable, a heatmap about how many articles there are in the initially included article set containing a pair of properties is shown in Figure 2. The heatmap is shown for all of the defined property groups. As can be seen, the intensity clusters were formed in the four angles of the heatmap quadrant, showing the proper configuration of the search strategy for the property groups in the main focus.




2.3. Inclusion and Exclusion Criteria


In order to reduce the selection of 53,560 relevant articles, we additionally analyzed the list and excluded all the articles that did not have any of the following property groups in main focus: “Aging; Health; IoT ontologies”, “Aging; IoT ontologies”, and “Health; IoT ontologies”. We excluded papers that were not written in English. It resulted in the selection of only 30 relevant and analyzed articles in detail. In order to summarize the scoping literature review process so far, the numbers of articles per publisher library and per search strategy category, before and after applying the appropriate filters, are shown in Table 2.



With the first column in Table 2 naming the publisher library, each of the next five columns represents one of the categories named by the exclusion criteria by which a particular number of articles was excluded from further filtering processes: parsing errors, considered, invalid years, incomplete data, and duplicates. The “remaining” column provides the number of articles before, while the “relevant” column provides the number of articles after applying the following filters:




	
Finding the predefined number of properties in the article for it to be considered relevant; the predefined value was set to “2”;



	
Finding all of the mandatory properties in the article for it to be considered relevant.








The distribution of the resulting 30 relevant articles by publication year and by the property groups is shown in Figure 3.



With the number of 22 articles, health seems to stay as the main domain of interest for the design and implementation of IoT ontologies, and when the aging aspect is included, the number of articles goes up to a total of 27. A total of three articles tackle aging as the main domain of interest for the design and implementation of IoT ontologies. During the time span of the last 10 years, the number of published articles was raising for the first few years, with the exception of 2016 with zero publications, and then settled around the number of 4 to 6 publications per year, with the exception of 2022 with only 3 publications. For the given time span, the yearly average number of published articles is 3.





3. Results


The selected 30 relevant articles resulted from the search of all five digital libraries, with the following number of articles in each of the following libraries:




	
IEEE Xplore—four articles (four conference papers; four conferences in total);



	
PubMed—one article (one journal paper; one journal in total);



	
MDPI—11 articles (11 journal papers; six journals in total);



	
Elsevier ScienceDirect—one article (one journal paper; one journal in total);



	
Springer Nature Link—13 articles (eight conference papers, five journal papers; eight conferences in total, five journals in total).








As shown above, we additionally analyzed if each of the articles is a conference paper, a journal paper, or a book chapter. The distribution of these articles by the publication year and by the digital library that contained the articles is shown in Figure 4.



Most of the Springer articles, six of them, were published in 2021, while four of them were published in 2019. Most of the MDPI articles, three of them, were published in 2024. Most of the IEEE articles, two of them, were published in 2023. The only Elsevier article was published in 2020, while the only PubMed article was published in 2023. The steady increase in the number of published papers through the time span of 7 years, from 2017 to 2024, is from MDPI, with the exception of 2021, when none of these papers were published in MDPI.



By looking at the original keywords, we started the scoping literature review with their frequency in the selected relevant articles, stated as exact keywords, and the resulting numbers are as follows:




	
Ontologies—present in 11 articles: 1 each dated from 2017, 2018, 2019, and 2020; 2 each dated from 2022 and 2023; and 3 dated from 2024;



	
Semantic Web—present in six articles: all dated from 2021;



	
Internet of Things—present in three articles: two dated from 2019 and one dated from 2020;



	
Ontology—present in two articles: one each dated from 2015 and 2023;



	
Well-being—present in two articles: one each dated from 2022 and 2023;



	
Semantic—present in one article: the one dated from 2023.








The distribution of these articles by the publication year and by the keyword used in the scoping literature review is shown in Figure 5.



Finally, we conducted a content analysis of the selected relevant articles and extracted the following information from each of the 30 articles abstract and article content, if it was available in full text, as presented in detail in Table 3:




	
Article reference: a reference to the article published in one of the digital libraries;



	
Publication source: a digital library that contained the article;



	
Use case of study: short description of the use case, if there is such in the article, or name of the study conducted in the article;



	
Semantic level: possible answers: “Ontology; Middleware; Semantic Web; Web of Things”, depending on which level of semantic interoperability is covered in the article;



	
Ontology name: the exact name of the ontology introduced in the paper, if such a name exists;



	
Ontology repository: the exact name of the public repository where the introduced ontology can be found;



	
AI/ML/DL included: possible answers: “AI; ML; DL; ML/DL; No”; “AI” if the article has the topic in its content but no particular method (“ML” or “DL”) or methods (“ML/DL”) has been used;



	
Publication year: the year when the article was published in a journal or a conference proceeding;



	
COVID-19 included: possible answers “Yes/No”; “Yes” if the article has COVID-19 mentioned in the content.









4. Discussion


To better understand the relationship between the author-provided keywords within the 30 selected articles in Figure 6 and Figure 7, we show the keyword co-occurrence. The keywords are based on the author-provided keywords. Because some authors used synonyms for the same keyword, we manually edited the keywords and mapped them to one version of the synonym. Likewise, we removed rare keywords that did not appear in more than one paper to simplify the co-occurrence heatmap. We can note that the “ontology”, “IoT”, and “semantic web” keywords are the most prominent ones co-occurring frequently in more than half of the analyzed papers.



In Figure 8a, we see that alternatives to IoT, such as Industrial IoT (IIoT), Internet of Medical Things (IoMT), and Web of Things (WoT) are also emerging keywords. Similarly, the IoT paradigm is affecting various applications of “smart environments” such as “smart cities”, “smart homes”, “smart agriculture”, and “building management system”. In Figure 8a, it can also be noted that the application of ontologies and IoT in healthcare and personalized healthcare is growing.



From Figure 8b, we can see that the “interoperability”-related technical challenges are most prominent in the selected articles.



When it comes to the development of IoT solutions “towards providing seamless and meaningful communications among heterogeneous devices, technologies, and platforms” [50], there are three categories of approaches given in the comprehensive survey [50]: ontology (heavy weight, light weight, domain-specific, and unified), middleware (semantically centralized and semantically distributed), and Semantic Web (heterogeneous data and homogeneous data). Additionally, if we want to use and extend existing standardized web technologies to counter the fragmentation of the IoT, the Web of Things (WoT) comes into play. As defined by the World Wide Web Consortium (W3C), “WoT enables easy integration across IoT platforms and application domains” by providing “standardized metadata and other reusable technological building blocks”.



We analyzed the 30 selected relevant articles according to these four semantic levels, and 27 of them were categorized as follows:




	
Ontology: 11 articles approached the challenge of semantic interoperability by proposing a design and implementation of an individual ontology, either by solely proposing it from scratch as a new domain ontology or by reusing parts of or extending some of the existing foundational ontologies into its design, such as the Semantic Sensor Network (SSN) ontology, Smart Applications REFerence (SAREF) ontology, etc.;



	
Semantic middleware: six articles tackled semantic interoperability by proposing an architecture that serves as semantic middleware by providing common services for applications and simplifying application development by integrating heterogeneous devices and data, although there is no unique approach and a broadly accepted reference IoT middleware architecture;



	
Semantic Web: nine articles addressed the issue of semantic interoperability by enabling the acquisition of heterogeneous sensory data and extracting the meaning from them to make it accessible from the Internet, especially by using an established global shared vocabulary of schemas for structured data on Internet-Schema.org;



	
Web of Things: one article sought to achieve semantic interoperability by enabling it across application domains and IoT platforms by using Web standards and protocols while utilizing smart applications with their capabilities.








It is important to note that the elementary building block at any level of semantic interoperability is some kind of ontology or ontological model. In only 17 out of 27 selected relevant articles’ abstracts and full content was it possible to extract the ontology name, so less than 2/3 of these articles named the ontology of interest in the text. Only 7 out of those 17, so around 2/5 of articles, which named ontologies also provided the ontology repository, be it a global one, such as Linked Open Vocabularies for Internet of Things (LOV4IoT), or a dedicated public one, such as on GitHub. Publishing a properly designed, valid, and verified ontology in a public repository is the only way for other researchers and practitioners to replicate the research and reuse or extend the ontology, instantiate it, and implement it in their IoT solutions for WBAH.



With only a subset of the resulting papers specifying ontology names and their repositories, it is evident that without such basic ontology information and availability, there is no means to reproduce its functions, implement the ontology instance, and even reuse at least a part of the ontology. In order to establish the baseline set of IoT ontologies of interest, it is crucial to query ontology repository web services, like the LOVE4IoT catalog, “for only those ontologies that are published online and referenced by LOV since Semantic Web best practices are adopted, as claimed by the catalog administrators” [7].



Even further, not all existing ontologies have the same level of maturity in order to be considered as a reliable part of implemented systems, so it is advisable to conduct the ontology assessment in order to determine the Technology Readiness Level (TRL) as well as the Sustainability and Maintainability Level (SML) according to the ontology authorship and maintainer.



The remaining three selected relevant articles were recognized as three studies as follows: systematic mapping, scoping analysis, and narrative review. None of the studies covers the topic of this scoping literature review, which shows the need for such research work to be conducted in the field of IoT ontologies applied to WBAH.



Another piece of information extracted from all of the selected relevant articles is about mentioning artificial intelligence (AI) in the text, meaning the term in general or being more specific about the methods and noting machine learning (ML) or deep learning (DL). Only 11 out of 30 articles, so around 1/3 of them, mention AI or ML or DL, as follows:




	
AI: five papers noted AI in the general context, without many particularities on how to implement it for a given purpose;



	
ML: four papers noted ML in a particular context, showing how and where it has to be implemented to contribute to the proposed solution;



	
DL: one paper noted DL in a particular context, showing how and where it has to be implemented to contribute to the proposed solution;



	
ML/DL: one paper noted both ML and DL in a particular context, showing how and where they have to be implemented to contribute to the proposed solution.








The final piece of information extracted from all of the selected relevant articles is about mentioning COVID-19, which spread during the global epidemic 2020–2023. The reasoning behind this was trying to find out if COVID-19 was the motivation for the selected relevant articles’ authors to conduct research on WBAH and to develop or improve IoT solutions supported by ontologies. It was shown that only 3 out of 30 selected relevant papers, ergo 10% of them, mention COVID-19, bringing it into the relationship with the health and well-being of people. It can be concluded that COVID-19-motivated articles were a minority in the period 2020–2024.



This research highlights that IoT ontologies supporting WBAH services are progressively adopting Semantic Web of Things (SWoT) standards to facilitate semantic interoperability by integrating diverse and distributed data sources through unified semantic models. Besides the four semantic levels used for article analysis in this work, a more foundational and novel concept to take into account when analyzing levels of semantic interoperability is semantic communication (SemCom), which focuses on transmitting meaning and therefore the essential information required for understanding rather than the raw data.



Different approaches, such as Large Language Models (LLMs), can interpret and summarize data contextually, which reduces the amount of data to be transmitted. This can be processed by intelligent devices in the edge network, making the concept of Large Language Models Edge Intelligence (LLMs EI or LLMs-based EI) achievable [51]. The capabilities of 6G networks, which include ultra-high data rates, ultra-low latency, and enhanced connectivity, may “create an environment in which LLMs-based EI can thrive, enabling such sophisticated applications that were previously unattainable” [51].



The IoT analytics report [2] stressed sustainability as a key driver for IoT initiatives, as IoT plays “a key role in streamlined, automated sustainability reporting”. Automated reporting from IoT sensors, such as air pollution monitors, water quality sensors, temperature trackers, and energy meters, provide real-time status in a given environment, and their data should be included in the overall well-being assessment for the people and communities which are an integral part of the environment.




5. Limitations and Future Work


Limitations to the conducted scoping literature review are recognized and elaborated here in order to provide additional context and allow for future planning of more focused systematic literature reviews and further research in this field.



Regarding terminology, we did not include the term “wellness” as a synonym for “well-being”, because the first one generally refers to someone’s physical health, exercise routines, and diet habits while the second one has a much more comprehensive meaning and includes aspects of both physical and mental health. A significant number of articles referring to various wellness mobile apps were excluded from this review. Also, although some researchers use the term “knowledge graph” as an equivalent term for “ontology”, we did not take this into account and did not use the terms as synonyms because we see ontologies as generalized semantic data models, and the knowledge graph is created when an ontology is applied to a set of individual data points.



During the automatic process of the scoping literature review, we took into account the following terms to have equal meaning: “well-being” and “quality of life” and “life satisfaction” and “mental health”, “health” and “healthcare” and “medical care” and “health services”, and “preventive health” and “preventive care” and “health promotion” and “health protection”. Additionally, during the analysis of the selected relevant articles, we took into account the following terms to have equal meaning for the purpose of finalizing the scoping literature review: “semantic middleware” and “semantic broker”, “healthcare monitoring” and “remote patient monitoring”, “aging” and “elderly”, and “frail” and “older”.



IoT technologies are increasingly being utilized to enhance well-being, support aging populations, and improve health outcomes. The summary table (see Table 4) highlights notable IoT technologies in these domains, along with their applications and functions.



Future work may include conducting further systematic literature reviews aiming to answer more focused research questions, such as the following:




	
Which foundational IoT ontologies were used or extended to architecturally build semantic middleware for WBAH services?



	
What is the role of artificial intelligence in ensuring the semantic interoperability of innovative WBAH services?



	
What is the state of IoT ontology standardization to ensure semantic interoperability by matching, using, and extending ontologies to serve WBAH services implementation?



	
What is the most appropriate IoT ontology-based development process to ensure the efficient development of innovative WBAH services?



	
What is the ontology engineering approach to modeling the well-being of persons, communities, and societies by utilizing IoT?








Some further research questions supported with hypotheses and actionable steps could be the following:




	
Research question: how can the integration of ontologies for well-being, aging, and health ontology improve the design and interoperability of IoT-based health monitoring systems for aging populations? Hypothesis: the use of the SAREF4EHAW ontology for representing system requirements and sensor knowledge [44] improves interoperability and scalability in IoT-based health systems for aging populations. Actionable steps: (1) develop a prototype IoT system for aging populations using the SAREF4EHAW ontology; (2) evaluate its performance in terms of interoperability with other health IT systems; and (3) conduct usability studies to measure the system’s scalability and ease of adoption in diverse healthcare settings.



	
Research question: can the Ontologies for well-being, aging, and health ontology enhance personalized coaching for elderly individuals by integrating data from diverse domains such as physical, cognitive, and social health? Hypothesis: the NESTORE ontology [60] enables more accurate and holistic personalized coaching for elderly individuals by leveraging multidimensional data on physiological, cognitive, and social health. Actionable steps: (1) design a personalized coaching system for older adults using the NESTORE ontology; (2) test the system in a longitudinal study, tracking improvements in physical, mental, and social well-being; and (3) compare the results to traditional, non-ontology-driven coaching methods to validate efficacy.



	
Research question: how effective are ontologies for well-being, aging, and health in supporting the design of smart home environments tailored to the needs of elderly and fragile individuals? Hypothesis: smart home environments designed using the DOMHO ontology provide more personalized and user-acceptable solutions [61], reducing caregiver dependency and enhancing user satisfaction. Actionable steps: (1) develop a smart home prototype based on the DOMHO ontology that integrates user preferences and technological capabilities; (2) test the system with elderly individuals in real-life settings to evaluate its impact on independence and safety; and (3) collect feedback from users and caregivers to refine the ontology’s application in smart home design.








Finally, there are some examples of specific datasets relevant to the study of IoT in health and related contexts that could be useful to WBAH researchers and practitioners. These datasets are as follows:




	
PAMAP2 Physical Activity Monitoring Dataset: This dataset comprises data from 18 different physical activities performed by nine subjects wearing three inertial measurement units (IMUs). It includes measurements such as temperature, 3D acceleration, 3D gyroscope, and 3D magnetometer data. Researchers can utilize this dataset for activity recognition studies [62] and developing algorithms for wearable health monitoring systems. The dataset is available at [63].



	
OPPORTUNITY Activity Recognition Dataset: This dataset is designed for benchmarking human activity recognition algorithms. It includes data from wearable, object, and ambient sensors, capturing various daily activities. The dataset is valuable for developing and evaluating context-aware IoT systems in healthcare [64], particularly for monitoring and assisting elderly individuals. The dataset is available at [65].



	
Real-World Activity Recognition Dataset: This dataset contains human activity recognition data collected from wearable devices positioned on different body parts. It distinguishes between seven on-body device positions and comprises six different kinds of sensors. Researchers can use this dataset to develop and test algorithms for activity recognition and health monitoring in real-world settings [66]. The dataset is available at [67].



	
Toronto Rehab Stroke Pose Dataset: This dataset provides 3D human pose estimates of stroke patients and healthy participants performing a set of tasks using a stroke rehabilitation robot [68]. It is useful for developing rehabilitation strategies and understanding patient movements during therapy. The dataset is available at [69].



	
Corpus of Social Touch (CoST): This dataset includes 7805 gesture captures of 14 different social touch gestures performed by 31 subjects. The gestures were performed in three variations: gentle, normal, and rough, on a pressure sensor grid wrapped around a mannequin arm. It is valuable for studying human touch interactions [70] and developing touch-based interfaces in healthcare. The dataset is available at [71].









6. Conclusions


The emergence of IoT has brought further complexity to how to approach information management in terms of not only organizing and managing highly distributed data but also ensuring the consistency and distribution of business rules applied to the data and monitoring their execution. In order to achieve data and information integration, proper semantic interoperability has to be established, which remains one of the biggest challenges in heterogeneous and cross-domain environments, such as WBAH.



Developing a valid, fully interoperable semantic model using IoT ontologies is receiving more and more attention, even from standardization bodies, such as the European Telecommunications Standards Institute (ETSI). Some of the additional challenges include scalability, diverse knowledge models, and quality of service, which have to be addressed appropriately.



In order to underline the difference between IoT and WoT, we can state that IoT describes how physical objects are being connected to the Internet in order to be explored, controlled, monitored, or interacted with, while WoT aims at enabling interoperability across IoT platforms and application domains by using Web protocols and standards [72]. Furthermore, in order to adopt the Semantic Web standards, such as a Unicode and Uniform Resource Identifier (URI) to identify resources, an RDF to encode information, and an RDFS and OWL to bind a meaning to every information atom, the Semantic Web of Things (SWoT) has been proposed [73]. Due to the overlapping of these termsè usage, it can be deduced if an IoT ontology is formulated by using Semantic Web standards in each of the stated steps, and it can be understood as a SWoT ontology. A systematic literature review [74] reported that SWoT, “combined with a set of best software development practices, presents a promising solution to ease the development of semantically interoperable IoT environments”. Additionally, emerging technologies such as semantic communication, Large Language Models Edge Intelligence, and sustainability-driven IoT analytics are proving to be valuable enhancements, enabling more efficient data processing and decision making.



WBAH can be further expanded to the concept of one well-being, aging, and health (OWBAH), which includes all these aspects for people, animals, plants, and their shared environment, in order to ensure a more compassionate and healthy age-friendly society [44]. It was composed based on the already known definition of One Health, defined by the WHO One Health High-Level Expert Panel as “an integrated, unifying approach that aims to sustainably balance and optimize the health of people, animals, and ecosystems” [75]. OWBAH should recognize that the well-being, aging, and health of humans, domestic and wild animals, plants, and the wider environment are inter-dependent and closely connected. This complex approach tackles multiple disciplines, communities, and sectors to work together to foster well-being and tackle threats to health and ecosystems while addressing “the collective need for clean water, energy and air, safe and nutritious food, taking action on climate change, and contributing to sustainable development” [75].
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Figure 1. Search strategy used for the selection of particular publishers in the scoping review. 
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Figure 2. Heatmap about how many articles are there in the initially included article set containing a pair of properties. The value of each pair is represented using a particular shade of orange—the darker the orange, the higher the value. 
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Figure 3. The distribution of 30 resulting articles by the publication year and by the property groups. 
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Figure 4. The distribution of 30 resulting articles by the publication year and by the digital library that contained the articles. 
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Figure 5. The distribution of 30 resulting articles by the publication year and by the keyword used in the scoping literature review. 
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Figure 6. The keyword co-occurrence within the 30 selected articles. 
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Figure 7. The graph of keyword co-occurrence within the 30 selected articles. 
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Figure 8. (a) The keyword occurrence ratio within the 30 selected articles; (b) the technical challenges ratio within the 30 selected articles. 
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Table 1. NLP toolkit input parameters for the IoT ontologies for WBAH scoping review.






Table 1. NLP toolkit input parameters for the IoT ontologies for WBAH scoping review.





	Input Parameter
	Value





	Keywords
	Internet of Things, IoT, ontology, ontologies, semantic, well-being, aging, health, e-health, Semantic Web



	Property groups (properties)
	Main focus, AI applications, technical challenges, assistive technologies, ethical considerations, older adults, beneficiaries, actors, concerns, health and well-being



	Start year
	2013



	End year
	2024



	Minimum relevant properties
	1










 





Table 2. Numbers of articles per publisher library and per search strategy category, before and after applying the appropriate filters.






Table 2. Numbers of articles per publisher library and per search strategy category, before and after applying the appropriate filters.





	Source
	Parsing Errors
	Considered
	Invalid Years
	Incomplete Data
	Duplicates
	Remaining
	Relevant





	PubMed
	4512
	20,000
	0
	16
	845
	19,187
	1



	Springer
	7212
	15,393
	2388
	0
	352
	9321
	13



	IEEE Xplore
	59
	3288
	6
	0
	241
	3047
	4



	MDPI
	235
	40,764
	0
	11
	7490
	33,855
	11



	Elsevier
	6450
	1491
	941
	0
	11
	548
	1










 





Table 3. Detailed content analysis of 30 selected relevant papers, conducted by extracting information on 9 predefined attributes, after conducted scoping literature review according to the PRISMA-ScR guidelines.






Table 3. Detailed content analysis of 30 selected relevant papers, conducted by extracting information on 9 predefined attributes, after conducted scoping literature review according to the PRISMA-ScR guidelines.





	Article Reference
	Publication Source
	Use Case or Study
	Semantic Level
	Ontology Name
	Ontology Repository
	AI/ML/DL Included
	Publication Year
	COVID-19 Included





	[20]
	Springer
	Healthcare monitoring
	Ontology
	-
	-
	ML
	2020
	No



	[21]
	MDPI
	Systematic mapping
	-
	-
	-
	AI
	2023
	Yes



	[22]
	MDPI
	EHR
	Middleware
	SNOMED CT
	snomed.org
	No
	2018
	No



	[23]
	Springer
	Healthcare monitoring
	Semantic Web
	-
	-
	No
	2018
	No



	[24]
	MDPI
	Healthcare monitoring
	Ontology
	MIoT
	-
	AI
	2024
	Yes



	[25]
	MDPI
	Mental health
	Ontology
	EmoKG
	LOV4IoT-Emotion
	AI
	2022
	No



	[26]
	MDPI
	Health self-management
	Web of Things
	LHR
	-
	No
	2019
	No



	[27]
	MDPI
	EHR
	Semantic Web
	FHIR
	-
	ML
	2024
	No



	[28]
	Springer
	Dietary Management
	Semantic Web
	-
	-
	No
	2019
	No



	[29]
	Springer
	EHR
	Semantic Web
	-
	-
	AI
	2021
	No



	[30]
	Springer
	Narrative review
	-
	-
	-
	ML
	2021
	No



	[31]
	Springer
	Sensor-based apps
	Semantic Web
	PerfectO
	LOV4IoT
	No
	2021
	No



	[32]
	MDPI
	Activity recognition
	Semantic Web
	SmartHome
	-
	No
	2017
	No



	[33]
	Springer
	Predictive maintenance.
	Ontology
	Social Relationship
	-
	DL
	2020
	No



	[34]
	MDPI
	Air quality monitoring
	Ontology
	EDIAQI
	GitHub (tbd)
	AI
	2024
	No



	[35]
	IEEE
	Scoping analysis
	Ontology
	SAREF4-EHAW
	saref.etsi.org
	No
	2023
	No



	[36]
	PubMed
	Scoping review
	-
	-
	-
	No
	2023
	No



	[37]
	Springer
	Predictive diagnostics
	Semantic Web
	-
	-
	ML
	2021
	No



	[38]
	MDPI
	Precision agriculture
	Semantic Web
	Hazelnut Trait
	GitHub
	No
	2020
	No



	[39]
	Springer
	Early warning
	Middleware
	OntoEmerge
	OntoUML Model
	No
	2019
	No



	[40]
	IEEE
	Sensor-based apps
	Ontology
	OntoIoT
	-
	No
	2015
	No



	[41]
	Springer
	Air quality monitoring
	Middleware
	-
	-
	No
	2019
	No



	[42]
	Springer
	Smart city
	Ontology
	-
	-
	No
	2019
	No



	[43]
	IEEE
	Smart city
	Middleware
	OaaS
	-
	No
	2023
	No



	[44]
	IEEE
	Companion animals
	Ontology
	WBAH
	-
	No
	2022
	Yes



	[45]
	MDPI
	Smart farming
	Ontology
	Smart Farm
	-
	ML/DL
	2023
	No



	[46]
	MDPI
	Indoor env. monitoring
	Semantic Web
	Building Performance
	w3id.org/bop
	No
	2022
	No



	[47]
	Springer
	Sensor-based apps
	Ontology
	-
	-
	No
	2021
	No



	[48]
	Springer
	Sensor-based apps
	Middleware
	-
	-
	No
	2021
	No



	[49]
	Elsevier
	Data
	Middleware
	-
	-
	No
	2020
	No










 





Table 4. Notable IoT technologies for WBAH, along with their applications and functions, as well as the research references.






Table 4. Notable IoT technologies for WBAH, along with their applications and functions, as well as the research references.





	Technology
	Applications
	Functions
	Reference





	Wearable health monitors
	Continuous monitoring of vital signs (e.g., heart rate and blood pressure) in elderly patients.
	Collect real-time health data to detect anomalies and provide alerts for timely medical intervention.
	[52]



	Smart Home Automation Systems
	Assist elderly and disabled individuals in daily living activities.
	Control home appliances, monitor movements, and provide emergency assistance to enhance safety and independence.
	[53]



	Body Area Networks (BANs)
	Health monitoring for patients with chronic diseases.
	Network of wearable devices that communicate health data to healthcare providers for continuous monitoring.
	[54]



	Telepresence Robots
	Provide companionship and remote interaction for the elderly.
	Enable virtual presence of caregivers or family members, reducing feelings of isolation.
	[55]



	Smart Pill Dispensers
	Medication management for elderly patients.
	Automate dispensing of medications and provide reminders to ensure adherence to prescribed regimens.
	[56]



	Ambient Assisted Living (AAL) Systems
	Support independent living for older adults.
	Integrate sensors and devices to monitor environmental conditions and user behaviors, providing assistance as needed.
	[57]



	Remote Health Monitoring Systems
	Monitor patients’ health status from a distance.
	Utilize IoT devices to collect health data and transmit them to healthcare providers for analysis and intervention.
	[58]



	Smart Mobility Aids
	Assist elderly individuals with mobility challenges.
	Equip traditional mobility devices with sensors and connectivity to enhance safety and navigation.
	[59]
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