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Abstract: This paper presents a new method for encrypting holographic information based on
optical and acoustic signals called a Virtual Optical Holographic Encryption (VOHE) system for
underwater communications that can be applicable for communications between deep submergence
research vehicles. The transmission medium is composed of a combination of optical signals and
acoustic signals together to form the VOHE system for transmitting system information. The optical
encryption system provides essential parameters for constructing secure communications such as the
propagation wavelength (λ) and focal length (f ) of the Fourier lens, which are considered as keys for
implementing encryption and decryption processes. An expanded RSA (ERSA) algorithm using a
complex function sends system information (λ, f ) as a message to a receiver. To determine accuracy
of the information retrieved by the proposed technique, the minimum mean square error (MSE) was
conducted to evaluate the accuracy of the received signal. The VOHE system employs virtual optical
encryption system was simulated based on COMSOL Multiphysics simulation software. Finally,
the National Institute of Standards and Technology (NIST) method and Pollard’s rho method were
separately applied to evaluate the proposed ERSA algorithm. Obtained results showed that ERSA is
able to achieve a more significant security level than RSA.
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1. Introduction

Underwater optical encryption has drawn great attention from researchers in the field of enhancing
information security due to its remarkable advantages for rapidly and securely managing information
processing [1–4]. A paper by Yu C et al. proposed a novel image encryption scheme, in which the
positions of the values of image pixels were scrambled to confuse the relationship between the cipher
text and the original image [5]. A new encryption technique has also been introduced by Hennelly [6]
using juxtaposition of sections of the image in fractional Fourier domains. Virtual optical encryption
for holographic is a common kind of a new and a developing technology. It can handle very large
computational domains which are able to increase sensitivity and reduce the signal to noise ratio
(SNR) [7,8].

The virtual optical holographic encryption (VOHE) system has been widely used in recent years
compared with other cryptographic systems for achieving preferable security [9,10]. In summary,
the VOHE system has many advantages and the optical system can not only adopt a method of building
an optical light path, but also uses an encryption method as a means of providing high-end secure
systems [11–13].

Rivest, Shamir, and Adleman introduced the RSA (Rivest–Shamir–Adleman) public key encryption
system in 1978 [14]. In addition to the standard RSA scheme, researchers have also devoted their
studies to designing a system based on an RSA-based method with further efficiency and security
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considerations, such as the CRT-RSA scheme [15], the Prime Power RSA scheme [16], and the
Kuwakado–Koyama–Tsuruoka RSA-type scheme of singular cubic curve [17]. In 2002, Elkamchouchi
et al. extended the RSA using Gaussian integers [18], which was similar to the method of Kuwakado,
Koyama and Tsuruoka. Castagnos [19] proposed a probabilistic scheme based on RSA modulus in
2007, which also included the same modulus equations as the above two schemes [17,18].

This paper employs a VOHE system for underwater communications to encrypt information
based on an extension of RSA (ERSA) algorithm using complex functions. This paper is organized
as follows: in Section 2, the encryption scheme, decryption scheme and ERSA algorithm are briefly
introduced. The complexity of the method based on Pollard’s rho method is also given in this section.
Section 3 contains the results based on computer simulations for the encryption and decryption process
and the ERSA public key process. In Section 4, the mean square error (MSE) is calculated between the
original code and retrieved code; the National Institute of Standards and Technology (NIST) method
tool is applied to evaluate the security of the proposed ERSA algorithm. Finally, the conclusions of the
study are summarized in Section 5.

2. The VOHE System Design

The system model of the optical encryption holographic [20], as shown in Figure 1, includes the
following components: a space light modulator (SLM), a Fourier lens with a focal length f, an object
wave which carries object information (e.g., 1011) and a reference wave. The transmission’s media such
as optical signals combined with acoustic signals are implemented as a means to an send interference
fringe pattern (IFP), as shown Figure 1, that carries object information to a receiver [21]. The optical
signal is used to encrypt the object information, and the encrypted signal is carried by an acoustic
signal, and then the signal will be transmitted to the acoustic channel for long-distance transmission.
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When the complex amplitude of the reference wave UR and object wave Uo at plane z = 0, then
UR is given by [22]:

UR = E(x, y) = |UR|e
−

y2

w2(x) e−
inky2

2R(x) (1)

where, |UR| is the real amplitude of the reference wave; w(x) is the waist radius of the reference wave;
k = 2πn/ λR is the wave number for a reference, λR is the reference wavelength, and n is the index of
refraction of holographic material, R(x) is the wave front curvature of the reference wave at distance x
from the focal plane position and is defined by

R(x) = x
[
1 +

(xR

x

)2
]

(2)
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Here, xR =
nπw(x)2

λR
is the Rayleigh range.

In Figure 1a, firstly, the light will pass through the SLM to carry object information e.g., 4 bits
“1011”, and the output will be the object wave. Secondly, the object wave passes through the Fourier
lens with a focal length f. In Fourier optics, the process of the object wave that is focused by the Fourier
lens is called a Fourier transformation. Hence, the output from Fourier lens is UO, which is focused on
holographic plane and is calculated by [23]:

UO =
1√
λo f

∫
∞

−∞

E(x)e−i2πxu/ λo f dx (3)

where, λo is the object wavelength, f is the focal length, E(x) is object information e.g., “1011”,
u represents the spatial coordinates in the Fourier/image space and u/ λo f is the spatial frequency.

2.1. Holographic Encryption

The Figure 1a shows the encryption process of the object information where the object wave flows
across the reference wave to generate a cipher that carries object information. This cipher is called a
complex interference fringe pattern (IFP) [24,25]. The electric field intensity of the IFP is calculated by:

I(x, y) = |UR + UO|
2 (4)

2.2. Holographic Decryption

The decryption process is the inverse of the above encryption process. In the Figure 1b, the IFP
is modulated and illuminated only by the reference wave to produces an image of new object wave
I′(x, y) which is given by:

I′(x, y) = MOD[I(x, y)] ×UR (5)

The MOD is a holographic refractive index modulator function, which modulates holographic
material refractive index above a certain threshold value of electric field intensity [26]. Where,
MOD = n + dn × ((I(x, y)/max(I(x, y)))2 > TH), dn is the modulation coefficient, the max operator
calculates the maximum value within (x, y) domains, and TH is an exposure threshold.

To obtain the retrieved original image U′o that is carried by I′(x, y), the Fourier transformation in
the Fresnel approximation is applied as

U′o = FT
{
I′(x, y)

}
(6)

where, FT represents Fourier transformation.
In the encryption and decryption processes, the reference wave should match and coordinate well

with these two processes to achieve the best outcome [27]. Hence, the wavelength of the reference
wave λR is considered as the first key. We would like to point out here that the output signal from
the Fourier lens is considered as another new cipher. Therefore, the focal length f is regarded as a
second key.

2.3. ERSA (Expanded RSA) Algorithm

To achieve a resilient security of data transmission as both a sender and a receiver, this study
implemented an expanded encryption process based on the expansion of the RSA algorithm, which was
done by using complex function.

As wavelength λand focal length f are concerned in the encryption and decryption systems,
the wavelength λand focal length f had to be transmitted to the receiver using a secure channel. The ERSA
algorithm was implemented to send system information (λ, f ) as a message to the receiver, as shown in
Figure 2. The operation was as follows, firstly, a sender sends a request to a receiver for the receiver’s
public key (b, N). Then, the receiver sends its public key to the sender. The sender will encrypt the message
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(λ, f ) using the receiver’s public key and send the encrypted message to the receiver. When the receiver
receives the cipher, it decrypts it using its private key (d, N) to get the message (λ, f ).
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The public and private keys’ generation of the ERSA algorithm is done using the following steps:

1. Choose two random values for p and q where both are complex numbers [28,29]: p = xp + ypi,
q = xq + yq i.

2. Multiply the p and q values to produce N = p× q, where N is also a complex number. In the ERSA

algorithm, the extended Euler function is Φ(N) =
(∣∣∣p∣∣∣2 − 1

)(∣∣∣q∣∣∣2 − 1
)

and, for the conventional

RSA algorithm, the Euler function is Φ(N) = (p− 1)(q− 1). Hence, compared to the RSA
Euler-phi function, the ERSA provides more security for extending Euler-phi functions than that
of the conventional RSA. In contrast to the RSA algorithm, the ERSA includes negative integers
by which security can be strengthened.

3. A private key (d, N) and a public key (b, N) are calculated as shown in Algorithm 1. The encryption
and decryption processes are shown in Algorithms 2 and 3, respectively. The message m that
includes information about λ, f must be sent to the receiver through a secure channel. As shown
in Algorithm 2, the cipher c, which is formed in a complex function, is sent to the receiver. At the
receiver side, the receiver is using its private key to calculate the message m1, which is also a
complex number, as shown in Algorithm 3. Finally, the process to convert m1 from a complex
number to a real number m that contains information about λ, f is given in Algorithm 4.

Algorithm 1 Calculate <Keys>

Input: p, q∈C, 1 < b < Φ
1: N= (xp + ypi)

(
xq + iyq

)
2: Φ(N) =

(∣∣∣p∣∣∣2 − 1
)(∣∣∣q∣∣∣2 − 1

)
3: d = b−1 mod Φ(N)
4: Output Publice Key (b, N)
Private Key (d, N)

Algorithm 2 <Encryption>

Input: m (λ, f )
1: c = mb mod N
2: Output: c(xc + yci)

Algorithm 3 <Decryption>

Input: c (xc + yci)
1: m1 = cd mod N
2: m = V2M(m1, N)
3: Output m (λ, f )
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Algorithm 4 <V2M (m1, N)>

Input: m1 = xv + yvi, N = xN + yNi
1: X′ = xvxN + yvyN
Input: m1 = xv + yvi, N = xN + yNi
2: Y′ = yvxN − xvyN
3: |N|2 = xN

2 + yN
2

4: i f xN > 0: X′′ = X′ mod |N|2

5: else: X′′ = X′ mod
(
−|N|2

)
6: i f yN < 0: Y′′ = Y′ mod |N|2

7: else: Y′′ = Y′ mod
(
−|N|2

)
8: m = (X′′ + Y′′ i)/(xN − yNi)
9: Output m

The security of the ERSA algorithm depends upon the intractability of the prime factorization
problem. This method is an expanded Pollard’s rho algorithm for prime factorization to analyze the
security of ERSA [30]. ERSA’s public key consists of the modulus N and b, however, modulus N
comprises a product of two complex numbers, as shown in Table 1. We would like to mention here
that the parameter of modulus N is very important for strengthening the complexity of the public key
from trap door attacks. In Table 1, we compare the modulus N and key size of ERSA and RSA.

Table 1. Details of N and the key size of RSA and ERSA.

Algorithm Modulus N The Size of Key

RSA xp × xq Len(x)
ERSA

(
xp + ypi

)
×

(
xq + yqi

)
Len(x) + Len(y)

To verify the security of the modulus N, modulus N is analyzed using Pollard’s rho method.
This method calculates average output loops i using the same key length for both RSA and ERSA; if the
i is higher than the modulus N, then better security can be achieved.

As shown in Figure 3, Pollard’s rho method is used to compute i of modulus N for 8 bits, 12 bits,
16 bits and 32 bits. Under the average output loop i of Pollard’s rho method, the ERSA algorithm
is more secure than the RSA algorithm when both have the same key size. Therefore, in this study,
using the ERSA algorithm to encrypt system information (λ, f ) is a more appropriate method for
strengthening the security of the data transmissions.
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3. Experiment Results and Analysis

Simulation was conducted using the COMSOL Multiphysics tool to simulate the process of the
encryption and decryption [31]. As a numerical example, the parameters of the simulation were the
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object wavelength of λo = 632.8 nm, the reference wavelength of λR = 632.8 nm, the hologram material
index n = 1.3 and a Fourier lens of focal length of f = 4.20 mm. A rectangle size of a hologram domain
was selected where the horizontal size was Lx = 80 µm and the vertical size was Ly = 30 µm.

3.1. Encryption Process

In Figure 4a, we supposed that a 4-bit block object message which was required to be sent from
sender to receiver e.g., “1011”. This object message was carried by object wave U0. As the object wave
passed through the Fourier lens with focal length of f = 4.20 mm, the output from the Fourier lens was
an electric field of amplitude UO that was focused on holographic plane, as shown in Figure 4b.
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The layout of the wave was such that the reference wave UR came from the left, while the object
wave UO entered from the top side, as shown in Figure 5. The output signal of the holographic material
part was encrypted as a holographic signal.

Figure 5 shows the results of the encryption process. The IFP was produced by interactions
between the object wave UO and reference wave UR, and, as we proposed above that λo and λR are
considered to have the same values, hence the IFP arrayed at a 45-degree angle. The IFP is considered
as a cipher pattern that records the encrypted information.
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3.2. ERSA Algorithm Process

The ERSA algorithm was implemented to send system information (λ, f ) (for e.g., λ = 632.8 nm,
f = 4.20 mm) to the receiver by implementing Algorithms 1–4, as mentioned in Section 2.3. Algorithm 1
was used to calculate the private and public keys. Algorithm 2 was implemented to encrypt the system
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information to be ready to send it to the receiver over the insecure channel. Algorithm 3 was performed
as the decryption process. Algorithm 4 was used to convert the complex number to a real number.

To comprehend the system’s processes, the following steps are a numerical example of how to
build a secure system:

(1) For Algorithm 1, the keys are generated using the following steps:
Step 1 Choose two complex functions, such as p and q, where their square parameters are

prime numbers:
p = 155 + 168i (7)

q = 187 + 122i (8)

Step 2 Determine the modulus N as

N = (p× q) = 8489 + 50, 326i (9)

Step 3 Compute Φ(N)

Φ(N) = Φ(p) ×Φ(q) = 2, 604, 667, 296 (10)

Step 4 Calculate d to satisfy the congruence relation b × d = 1(mod Φ(N)). Select an integer
b such that 1 < b < Φ(N), where b is a coprime to Φ(N). If we select b value as 9883 then d will
be 1,170,426,739.

The public key is (b, N) and the pair (9883, 8489 + 50,326i) is considered as a public key. The private
key is (d, N) and the pair (117,0426,739, 8489 + 50,326i) is regarded as a private key.

(2) For Algorithm 2, the system information is encrypted using the following step:
Step 1: At the sender end, the system information is encrypted using the formula (11)

c = mb mod N (11)

where, m is a message that contains information about two secure parameters which are reference
wave λ and focal length f. In the above example, we assumed that λ = 632.8 nm and f = 4.20 mm.

Step 2: The message m = [632.8 nm, 4.20 mm] is converted to ASCII and will be [54 51 50 46 56 110
109 44 52 46 50 48 109 109].

Step 3: In Equation (11), the message m is encrypted using the public key (b, N) which is (9883,
8489+50,326i). The encrypted message c is a cipher text which is ready to be sent to the receiver.

c = [−2810 + 23,293i, −26,212 + 15,233i, −29,011 + 55,884i, −25,754 + 5107i, −23,922 + 17,208i,
−35,858 + 43,449i, −34,376 + 32,569i, −17,690 + 50,076i, −12,936 + 43,603i, −25,754 + 5107i,
−29,011 + 55,884i, −36,250 + 20,784i, −34,376 + 32,569i, −34,376 + 32,569i]

(3) For Algorithm 3, the system information is decrypted using the following step:
Step 1: At the receiver’s end, c is decrypted using the Formula (11):

m1 = cdmod N (12)

where, d = 1,170,426,739, N = 8489 + 50,326i
m1 = [−50,272 + 8489i, −50,275 + 8489i, −50,276 + 8489i, −50,280 + 8489i, −50,270 + 8489i,

−50,216 + 8489i, −50,217 + 8489i, −50,282 + 8489i, −50,274 + 8489i, −50,280 + 8489i, −50,276 + 8489i,
−50,278 + 8489i, −50,217 + 8489i, −50,217 + 8489i].

Step 2: the V2M (m1, N) function (that converts complex numbers into real numbers) is used to
convert the m1 in complex number to ASCII code.

ASCII: [54 51 50 46 56 110 109 44 52 46 50 48 109 109]
The ASCII code is converted to a real message and will be

m = [632.8 nm, 4.20 mm] (13)
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(4) For Algorithm 4, V2M (m1, N) is used to convert a complex value to text, and the following is a
short example of how to convert one parameter of message m to an integer number.

m1= −50,272 + 8489i, N = 8489 + 50,326i
Step 1 X′ = xvxN + yvyN = 458, 406
Step 2 Y′ = yvxN − xvyN = 2, 602, 051, 793
Step 3 |N|2 = (8489)2 + (50, 326)2 = 2, 604, 769, 397
Step 4 Nx > 0:458,406 mod (2,604,769,397) = 458,406
Step 5 Ny > 0:2,602,051,793 mod (−2,604,769,397) = −2,717,604
Step 6 (458, 406 − 2,717,604i)/(8489-50,326i) = 54 + 0i
Step 7 Output 54

3.3. Decryption Process

The decryption process is shown in Figure 6. This process is done by turning off the object wave
of the receiver and letting the correct reference wave pass though the hologram and the output of
this process is a new object wave which carries information sent by the sender. At the receiver side,
the reference wave should be accurate to that of the reference wave of the sender.
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If the reference wave falls on the hologram that contains the IFP information, then a new object
wave will be created. Previously, we supposed that a decryption’s key was chosen to be λR= 632.8 nm,
as shown in Figure 6a. The Figure 6b shows that the decryption process will fail if a different key is
selected, e.g., λR = 601.2 nm. Then, the original code with square pulses (e.g., “1011”) is compared
with the decrypted code of the different reference wavelength, as shown in Figure 7. The reference
wave is tuned from 601.2 nm to 664.5 nm and keeping a Fourier lens of focal length f value at 4.20 mm.
In Figure 7a–c, comparisons between the original code of λR = 632.8 nm and that of the reference
waves of (601.2 nm to 664.5 nm) are shown. We can see from these figures that the reference wave of
632.8 nm has the highest amplitude and exhibits optimal electric field strength to recover the original
code, as shown in Figure 7d. Hence, the reference wavelength λR is considered as the first decryption
key and the simulation is performed to make sure that the reference wavelength is accurate at the
receiver during decryption process.
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When the new object wave passes through the Fourier lens to be Fourier transformed, the focal
length f is considered as a second decrypted key. An accurate focal length f is required to be verified,
a computer-based simulation is conducted with various focal lengths f and a reference wave is
maintained to be constant at λR = 632.8 nm. As shown in Figure 8, the original code with square
pulses (e.g., “1011”) is compared by selecting various focal lengths f between 1.68 mm and 6.72 mm
under the λR = 632.8 nm condition. Figure 8a–c shows that the focal length of f = 4.20 mm has better
matching with the bit period of the original code than the other ones. Figure 8d shows that the focal
length f = 4.20 mm does not have the highest amplitude. However, the wide period of the signal
is located within the original bit’s period. Therefore, this signal with focal length f = 4.20 mm is an
accurate value for decrypting data.
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lengths f : (a) 3.36 mm, 4.20 mm and 5.04 mm, (b) 2.52 mm, 4.20 mm and 5.88 mm, and (c) 1.68 mm,
4.20 mm and 6.72 mm; (d) electric field strength of data decrypted with different focal lengths from
1.68 mm to 6.72 mm.
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4. Security Evaluation

4.1. Bits Error Check

To determine the error of the decrypted code’s period with respect to the original code’s period,
mean square error (MSE) [32,33] is calculated as:

MSE =
1
M

M∑
x = 1

|xm − x̂m|
2 (14)

where, M is the total number of samples in the code, xm is the value of the original encrypted code on
the x axis, and x̂m is retrieval decrypted code.

For the VOHE system, minimum MSE is obtained when the reference wave λR is set to 632.8 nm,
as shown in Figure 9a. The minimum MSE is obtained when the focal length is at f = 4.20 mm, as shown
in Figure 9b. If the Fourier lens of the VOHE system is removed, only holographic encryption remains
and the reference wave λR is set to 632.8 nm, then a new result of the minimum MSE, as shown in
Figure 9c, is higher than in (a) and (b). As a result, the minimum MSE values in (a) and (b) are smaller
than in (c). It means that the VOHE system with the Fourier lens will have the highest performance.
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4.2. Testing and Analysis

This section evaluates the security of the ERSA algorithm based on a statistical test suite
for random and pseudorandom number generators for cryptographic applications NIST test [34].
Constructing robust and unpredictable random numbers are of paramount importance in most
cryptographic applications. The encrypted message c of the ERSA algorithm (in Section 3.2) is required
to be random enough against security attacks.

To verify the security of the encrypted message c, c is analyzed using the NIST method. This method
calculates a p-value using the same key length for both RSA and ERSA. If the p-value has the highest
value then the c value is considered as having better randomness. The p-value is frequently called a
“tail probability”. If the p-value is <0.01, then it is concluded that the c value is nonrandom, otherwise
the c value is random.

Table 2 shows a comparison between RSA and ERSA encryptions using the NIST tests.
To comprehend this process, a numerical example is presented to evaluate both systems. We consider
that N = p × q has the same bit-size for both algorithms. In the ERSA algorithm, two complex
functions, such as p = 155 + 168i, q = 187 + 122i, are selected (in Section 3.2), and two prime numbers,
such as p = 49,277 and q = 47,221, are selected for the RSA algorithm.
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Table 2. NIST test results.

Test Items
ERSA RSA

p-Value p-Value

1 Frequency 0.548506 0.423711
2 Block frequency 0.548506 0.423711
3 Cumulative sums 0.958638 0.322973
4 Runs 0.661694 0.203323
5 Longest run 0.810056 0.732505
6 Rank 0.000000 0.000000
7 Approximate entropy 0.758892 0.322153
8 Serial 0.999877 0.498531
9 Linear complexity 0.000000 0.000000
10 FFT 0.646355 0.168669

Table 2 shows the NIST test results of the p-value generated by the ERSA and RSA algorithms,
separately. As shown in the results, all tested items pass all tests except the linear complexity and rank
tests. Additionally, eight items of the test’s results exhibit that the ERSA algorithm has higher-consistency
results than RSA.

5. Conclusions

This work presents a new method of encrypting holographic information that can be employed
for communications between deep submergence research vehicles to provide the highest security.
The encryption model has been successfully simulated using COMSOL Multiphysics to simulate
holograms and Fourier lens in the VOHE system. The system has two keys for encryption and
decryption which must be coherent with each other. The wavelength λ was considered as a first key
and the focal length f was considered as a second key.

Minimum mean square error (MSE) was used to evaluate the accuracy of the received signal.
The evaluation results, which were based on Pollard’s rho method, indicate that we can obtain better
security performance using the ERSA algorithm. Furthermore, security evaluation of the ERSA public
key algorithm was also conducted using the NIST method for examining the randomness of the
transmitted data.

We considered in this paper that the encryption process was done between only two nodes.
In future research, we will further investigate the security of data transmissions over multinode
network systems.

In the real-world environment and because of the sensitivity of the optical media, we expect
that utilizing the optical and the acoustic waves together will provide high communication stability.
Furthermore, it is able to achieve a high-speed transmission over long distances.
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