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Abstract

:

This paper presents the results of a study aimed at assessing the level of business digital maturity in Europe and at analyzing similarities between companies in terms of implemented Industry 4.0 technologies. The digital transformation of production and service enterprises has become a common direction of development for all economic sectors. The very idea of Industry 4.0 has become synonymous with innovation and is the basis for business development. The role and importance of these transformations are also recognized by the EU which has been promoting and supporting the development of an innovative digital economy for many years. However, individual EU countries differ in terms of digital business maturity due to the implementation of Industry 4.0 technology. The article addresses this problem by presenting the results of a comprehensive study of the implementation of Industry 4.0 digital technologies in enterprises in the EU-27 countries and by assessing similarities between these countries in terms of these technologies. The similarity analysis was carried out using the k-means method. The Gini coefficient and Lorenz curves were utilized to determine the unevenness of the implementation of these technologies in individual countries, and the Weighted Aggregated Sum Product Assessment method was used to assess the level of digital maturity. The research was based on eight selected determinants (indicators) that characterize the most important technologies related to Industry 4.0. The results showed high diversity among EU countries in terms of digital maturity. Scandinavian countries (Finland and Denmark) and Malta were found to be leaders in this area, while the weakest results were reported for Greece, Romania, Bulgaria, Hungary, and Latvia. The findings provide a lot of new information about the current state of development of the digital economy in EU countries, which should be used in both the development and implementation of new solutions related to economic digitalization policy in this region.
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1. Introduction


The digital transformation of manufacturing and service companies is related to the dynamic development of information and communication technologies (ICT) and refers to the general concept of the fourth industrial revolution [1,2,3]. The term Industry 4.0 was introduced in 2011 by a group of German scientists during the Hannover Messe Fair, which symbolized the beginning of the fourth industrial revolution [4].



The digital transformation process is significantly changing manufacturing and service activities, business models and processes, consumption, and a number of other areas of life [5,6,7]. Its importance has also been highlighted by the global SARS COVID-19 pandemic, which began in China in late 2019. In the months following its onset, a significant proportion of companies took even more intensive measures to change their business models and forms of operation. This mainly concerned the production processes themselves but also concerned sales channels and customer service. The implementation of digital solutions in companies has enabled companies to strengthen their competitive advantage.



The pandemic has made it clear that companies must use innovative solutions to survive in the modern economy. Digitalization processes accelerate the development of all industries and ensure their connectivity, speed, and control, including easy access to data on production, customers, and market status [8,9,10,11].



The changes associated with the introduction of digital transformation in manufacturing companies cause huge structural and social alterations. In practically every area of enterprise activity, the effects of these changes can be noted, with their nature being immensely diverse. Although some of them are considered positive, negative effects can also be observed.



In the context of global sustainable development (in accordance with the UN Sustainable Development Goals [12]), the fourth industrial revolution is expected to reduce the amount of material that is used and primary energy consumption as well as to generally improve working conditions. At the business level, it is expected that the concept of Industry 4.0 will enhance quality management processes, mainly through the increased automation of production processes. Moreover, Industry 4.0 has the potential to create sustainable industrial value, focusing on all three dimensions of sustainable development: economic, social, and environmental [13,14].



On the other hand, the transformation process may also affect the deterioration of social relations. This mainly concerns the expected change in worker competencies. This, in turn, may contribute to digital exclusion and the creation of structural unemployment. For these reasons, the policies of national governments play an extremely important role in the process of digital transformation. Today, virtually all countries realize that economic development is closely linked to this process.



The role and importance of digital transformation are also emphasized by the EU, which has been promoting the development of the digital economy for many years. In 2021, the Digital Europe Program was launched. Its goal is to financially support the digital transformation of European societies and economies. Much earlier, in 2015, the European Commission (EC) developed the so-called Single Digital Market Strategy, which aims to identify and collect data that will allow for the social and economic assessment of processes related to digital transformation. The importance of business digitization is also evidenced by its inclusion in the EU policy strategy for 2019–2024 [15,16]. However, individual EU countries differ in terms of the digital maturity of enterprises, which is the result of the implementation of the idea of Industry 4.0. In this context, it becomes expedient to assess this process and to determine similarities between individual EU countries. The designation of groups of similar countries creates opportunities for joint action to improve the degree of digitization and to apply for funding for the implementation of this idea.



Since previous publications on Industry 4.0 issues failed to address the identification of similarities between countries in terms of digital business maturity, there is a research gap that this paper aims to fill. In this regard, the following three research questions were formulated:




	
What is the concentration of the use of Industry 4 technologies in EU enterprises?



	
What is the level of digital maturity among the EU countries?



	
In which of the Industry 4.0 technologies that have been implemented in enterprises do individual EU countries show similarities?








In order to answer these questions, the present research was conducted on the basis of eight selected determinants characterizing the main Industry 4.0 technologies that have been implemented in the enterprises of the EU countries.



With regard to the above considerations, two main factors were recognized that prove the originality of this work. The first factor is the broad scope of the research, which takes the eight most important technologies identified within Industry 4.0 into account, namely artificial intelligence, big data, cloud computing, 3D printing, robotization, the integration of internal process, integration with customers/suppliers, and cybersecurity. The second factor relates to the research methods used (concentration measures such as the Gini coefficient and the Lorenz curve, the Weighted Aggregated Sum Product Assessment (WASPAS) method from multiple-criteria decision making (MCDM) group of methods, and the k-means clustering method). The Gini coefficient and the Lorentz curve methods were used to study the concentration of Industry 4.0 technology use in the enterprises of the EU-27, while the WASPS method was used to assess digital maturity, and the k-means method was used to analyze similarities between the EU countries in terms of the Industry 4.0 technologies that have been implemented in enterprises. The use of these methods increases the scientific value of the research and makes the results more credible. The results obtained while assessing the digital maturity and similarities of the EU countries also have a utilitarian value. They can be used to develop and implement new strategies and operational programs that are related to building an innovative economy in individual countries and in the entire EU based on knowledge. The similarities between countries also create opportunities for their cooperation in the joint implementation of Industry 4.0 technologies. Moreover, it is reasonable to claim that this work presents a new and original approach to the issue of digital business maturity in EU countries, and the purpose of the research, the results of which are presented in this paper, was to determine the similarities between EU countries in terms of the digital maturity of their enterprises.




2. Theoretical Background


2.1. Industry 4.0


The concept of Industry 4.0 was launched in Germany in 2011 and is closely related to digital transformation [17]. This concept, as a strategic initiative of the German government, was adopted as part of the action plan “High-Tech Strategy 2020” in 2011 to revolutionize the production process [18,19]. Thus, the idea of Industry 4.0 encompasses the digital transformation of the entire industrial, service, and consumer markets, from the emergence of smart manufacturing to the digitization of all of the channels necessary for the flow of all resources and value [20,21,22,23]. So far, nine core technology pillars have been identified and have been shown to have a significant impact on industrial and service activities in this regard. These pillars include big data analytics, optimization and simulation, cloud technologies, virtual and augmented reality (VR/AR), horizontal and vertical systems integration, Industrial Internet of Things (IIoT), incremental technologies (3D printing), autonomous robots, and cyber security [24,25,26].



The implementation of technologies related to these pillars in enterprises aims to increase competitiveness, efficiency, and productivity of the production process; increase safety levels; reduce costs; and support real-time decision-making processes, among other aspects. Therefore, the basis of the Industry 4.0 concept is the integration of various systems through the use of digital resources, which, by communicating with one another, can make certain decisions and perform various operations with much less human involvement than before [27]. Basic Industry 4.0 technologies along with references from the literature are summarized in Table 1.



Recently, there has been a steady increase in the number of publications devoted to the subject of assessing readiness for Industry 4.0 and digital maturity. These issues have been addressed in different papers. Table 2 summarizes the most important works devoted to this topic.




2.2. Open Innovation Dynamics in the Context of Industry 4.0


It is a great challenge to implement modern technologies in companies for the purpose of their digitalization. Along with development, knowledge is becoming increasingly important. Innovations, advanced technologies as well as knowledge and the ability to acquire and process it are the basis for both building a positive image of a company and remaining on the market [21,41]. All of these factors determine the level of innovativeness of both enterprises and the whole economy [42]. Transforming the knowledge possessed or transferred by enterprises into products or services affects their success and a competitive advantage. In recent years, this advantage has been increasingly achieved through the use of the concept of open innovation (OI) [43], which is the driving force behind a balanced business [44]. In this concept, the development of modern companies is possible when patents, licenses for inventions, or other innovative solutions are acquired from other entities. The practical use of this concept enables an enterprise to achieve a high level of efficiency at a low cost. Therefore, it is increasingly used by companies, including those in the SME sector [45,46,47].



Many publications have emphasized that OI is an appropriate path to sustain the dynamics of a company’s innovation processes [48]. Both OI scholars and practitioners agree that openness at the company level presents challenges as well as managerial barriers that require specific skills and internal adjustments [49,50,51].



Open innovation refers to the creation of new values by combining the markets and technologies of different companies beyond their borders as well as by introducing novel and combined business models [52,53]. Digital transformation and information technology (IT) contribute to the development of OI in companies [54,55]. Some research [55,56,57,58,59,60,61,62,63,64,65,66,67,68] shows that many companies refer to OI as an important source of competitive advantage in the context of the ongoing digital transformation.





3. Materials and Methods


3.1. Data


In order to investigate the variation in the level of digital business maturity in the European Union countries, data from the European Statistical Office database were used [59]. The data cover the area of ICT usage in enterprises in terms of e-business and ICT security. Additionally, they concern enterprises (with more than 10 employees) classified according to NACE Rev. 2, i.e., in manufacturing, electricity, gas and steam, water supply, sewerage and waste management, construction, wholesale and retail trade sectors, etc. [60].



In order to study the similarities between EU countries in terms of the level of digital business maturity, eight determinants (indicators) related to the main areas of Industry 4.0. were selected, namely artificial intelligence, 3D printing, big data analytics, robotics, cloud computing services, integration with customers/suppliers, supply chain management, the integration of internal processes, and cybersecurity. Due to the lack of complete data for the IoT area, this determinant was not included in the present research.




3.2. The Gini Coefficient


Descriptive statistics methods (including mean, median, the coefficient of variation, kurtosis, and skewness), the Gini concentration coefficient, the Lorenz curve, and the Pearson’s linear correlation coefficient were used to analyze and present the results.



In the first stage of the study, basic descriptive statistics of the studied population were determined. Then, an inequality measure was studied to examine the use of selected Industry 4.0 technologies in manufacturing and service enterprises in the EU-27 countries. For this purpose, the Gini coefficient, determined from Equation (1), was used [61]:


  G  ( y )  =    ∑  i = 1  n   (  2 i − n − 1  )  ×  y i     n 2  ×  y ¯     



(1)




where  n  is the number of observations,    y i    is the value of the i-th observation, and   y ¯   is the average value of all of the observations [39]:


   y ¯  =  1 n    ∑   i = 1  n   y i   



(2)







The value of the Gini coefficient was determined for each analyzed Industry 4.0 technology separately. The value of this coefficient makes it possible to determine the degree of concentration of the use of a given technology in the EU countries. If the use of a given technology is only reported in one country, then the Gini coefficient equals 1. If this coefficient is reported in more countries, then its value decreases. If the value is closer it is to 0, then it indicates an even distribution of the use of a given Industry 4.0 technology among the EU countries.



The graphical representation of the concentration of use of Industry 4.0 technologies in the EU enterprises is the Lorenz curve. The data for the Lorenz curve are determined from Equation (3) [61]:


    x 0  =  z 0  = 0     x h  =  h n      z h  =    ∑  i = 1  h   y i     ∑  i = 1  n   y i      



(3)







With sorted observations,    y i   , which are non-negative values   0 ≤  y 1  ≤  y 2  ≤ ⋯ ≤  y n   , is a polyline that apexes, for h = 0, 1, …, n.



In the next step, the correlations between individual 4.0 technologies were determined according to Equations (4) and (5):


  r  (  x , y  )  =   c o v  (  x , y  )     σ x   σ y     



(4)




where:


  c o v  (  x , y  )  = E  (  x × y  )  −  (  E  ( x )  × E  ( y )   )   



(5)




where (x,y) is the r-Pearson correlation coefficient between variables x and y; cov(x,y) is the covariance between variables x and y; σ is the standard deviation from the population; and E is the expected value.




3.3. The WASPAS Method


The WASPAS method was used to assess the level of digital maturity of enterprises in the EU-27 countries. The Weighted Sum Model (WSM) is one of the multi-criteria decision-making methods that can be used to evaluate multiple alternatives in terms of a number of decision criteria. The general assumption of this method is that a given MCDM problem is based on m alternatives and n decision criteria. Each criterion has a specific weight wj, and xij is the weighted value of variant i when it is evaluated against criterion j [62,63].



The total relative importance of alternative i, denoted as    Q i   ( 1 )     , is defined as follows:


   Q i   ( 1 )    =   ∑   j = 1  n     x  i j    ¯   w j   



(6)




where linear normalization of the initial values of the criteria is used, i.e., for stimulants:


     x  i j    ¯  =    x  i j     m a x  x  i j      



(7)




or for destimulants:


     x  i j    ¯  =   m i n  x  i j      x  i j      



(8)







According to the weighted product model (WPM), the total relative importance of alternative i, denoted as    Q i   ( 2 )     , is defined as follows:


   Q i   ( 2 )    =     ∏       j = 1  n     (     x  i j    ¯   )     w j     



(9)







Assuming an increase in ranking relevance i, and, respectively, decision-making efficiency, a joint WSM and WPM criterion for determining the total importance of alternatives, called the weighted aggregate sum product assessment method, was proposed:


   Q j  = ⋋   ∑   j = 1  n     x  i j    ¯   w j  +  (  1 − λ  )    ∑   j = 1  n     (     x  i j    ¯   )     w j    ,   ⋋ = 0 , … … 1 .  



(10)







A value of λ = 0.5 was used to assess the digital maturity level of enterprises in the EU-27 countries. Qj takes values in the range [0, 1]. Higher values of alternatives indicate a more favorable solution.



The Shannon’s entropy method was used to determine the weights of the assumed determinants (indicators). The algorithm for determining the weights is as follows:



To construct the decision matrix according to equation.



To construct the normalized decision matrix:


   x  i j   =    x  i j      ∑  i = 1  m   x  i j      



(11)







To determine entropy:


   E j  = − k   ∑   t = 1  m   x  i j   l n  (   n  i j    )   



(12)




where:


  k = −  1  l n  ( n )     



(13)




where nij is the proportion of samples in time t in the i indicator.



To determine the entropy variation level for each criterion (the degree of intrinsic divergence of scores from subsequent criteria) from equation:


   d j  = 1 −  e j   



(14)







To determine the weights (degree of importance) of the criteria according to equation:


   w i  =   1 −  E j     ∑  j = 1  n   (  1 −  E j   )     



(15)








3.4. The K-Means Method


The presented multidimensional comparative analysis was carried out using the taxonomic concept of a multidimensional object, which is a statistical unit. In this case, the multidimensional object (characterized by many variables) are European Union countries.



The non-hierarchical cluster analysis algorithm—the k-means method—was utilized for analysis. It consists of assigning n objects to a given a priori number of k clusters. The goal was to find and extract groups (clusters) of similar objects from the studied population. The similarity of objects located in one cluster should be as large as possible, while separate clusters together with the objects forming them should differ from one another as much as possible. Moving objects between clusters takes as long as it takes for the variations within the clusters to become minimized and for the variations between separate clusters become maximized [64].



Usually, as a result of using the k-means method for grouping, the average values of variables for each cluster are examined in each dimension in order to estimate how much these clusters differ from one another. The F-statistic derived from the analysis of variance performed in each dimension is an indicator of how well a given dimension discriminates against other clusters.



The k-means method aims to find the extreme of the objective function, which is defined by the following relationship [64]:


  J =   ∑   i = 1  k    ∑    d t  ∈  D i    s i m  (   c i  ,  d t   )   



(16)







The research algorithm for the k-means method consists of the following stages [64]:



	
Determine the number of clusters a priori —k. To calculate the number of clusters, the following Equation (2) was used [64,65,66].


  k ≅    n 2     



(17)




where k is number of clusters, and n is number of alternatives (countries).



	
Assign cases (EU countries) to individual clusters on the basis of designated Euclidean distances dij for individual cases Pi from the centers of clusters mi. The Euclidean distance is determined based on the following relationship


   d  i j   ‖  x j  −  m i  ‖ =     ∑   l = 1  k     (   x  i j   −  m  x l j    )   2     



(18)







	
Determine new cluster centers using the cumulative method based on the equation:


   m  x l , i    ( 1 )  =  1   N i      ∑   j = 1    N i     x  l j    ( 0 )   



(19)







	
Determine the displacement of the clusters ∆m:


  Δ m =  ‖   m i   ( 0 )  −  m i   ( 1 )   ‖   



(20)







	
Assign cases to new clusters.



	
Determine new cluster centers.








4. Results


4.1. Preliminary Statistical Analysis


The indicators that were used for the study were pre-processed, and their basic statistical parameters were determined (average, maximum, minimum, standard deviation, and the coefficient of variation) as were the correlation coefficients. The basic descriptive statistics are summarized in Table 3, and the values of Pearson’s linear correlation coefficient are summarized in Table 4.



The set of determinants presented in Table 3 is characterized by a large spread of the coefficient of variation. Thus, these determinants meet the condition of diagnostic features, which must show significant variation within the studied community (>10%). The highest value of the coefficient of variation was reported for the determinant “the analysis of big data internally using machine learning and was over 117%”. The lowest value (13.94%) was reported for the determinant “ICT security measure used: strong password authentication”.



The signs of the differences between the median and mean values of a given determinant show the direction of the asymmetry of distribution. A positive sign (median greater than the mean) characterizes the left-sided asymmetry, indicating the predominance of countries with high values of a given determinant. A negative sign is associated with the right-sided asymmetry, indicating the predominance of countries with lower values of a given determinant. The left-sided asymmetry was found for the determinants the use of 3D printing, the use of industrial or service robots, and ICT security measure used: strong password authentication.



The analysis of the correlation coefficients (Table 4) showed that the highest positive values of this coefficient were found between the determinants enterprises sending eInvoices (suitable for automated processing) and the purchase of cloud computing services used over the Internet (0.73), the use of 3D printing, the use of industrial or service robots (0.69), the purchase of cloud computing services used over the Internet, and the use of 3D printing (0.6). A negative correlation was only reported between the determinants the use of industrial or service robots and the analysis of big data internally using machine learning (−0.09).



In the next stage, the Gini coefficient was established. This coefficient was used to determine the concentration of Industry 4.0 technologies in the EU-27 enterprises, and the results are presented in Table 5. This coefficient was determined for each Industry 4.0 technology indicator separately. It is a widely used measure of inequality. The number of observations was 27 (i.e., all EU-27 countries).



The Gini coefficient was found to be highest for the analysis of big data internally using machine learning (0.459). The highest number of enterprises using this technology was found in Ireland (20%) and Malta (12%). A moderate concentration of the results for enterprises sending e-invoices was found to amount to 0.375. This technology was mainly reported to be used in Italy (95%) and Finland (83%). The lowest value of this coefficient was found for ICT security measure used: strong password authentication, and it amounted to 0.078, which means that the EU-27 countries used this technology almost equally in all of the studied enterprises. On average, this technology was used by 74% of the EU-27 enterprises, with Finland showing the highest values (91%), and Romania showing the lowest values (53%).



The variation in the use of Industry 4.0 technologies is shown by the Lorenz concentration curve (Figure 1).




4.2. Results of the Ranking and Assessment of the Level of Business Digital Maturity in the EU-27 Countries


In the next stage, fundamental research was conducted, which involved creating a ranking of the EU countries by the level of digital maturity of the enterprises in these countries. The basis for making this ranking was the assessment of the digital maturity of these countries, which was carried out using the WASPAS method. All of the diagnostic variables that were adopted for the analysis (indicators characterizing Industry 4.0 technologies) were stimulants. The values of the weights for these indicators, which were determined by the entropy method, are presented in Table 6.



The highest weights, which were determined by the entropy method, were given to indicators for the technologies that were the least frequently used by companies in the EU countries, namely artificial intelligence used for big data analysis and 3D printing technology. On the other hand, the lowest weight values were given to the strong password authentication of cybersecurity technology because this type of protection against cyber threats is the cheapest and has been the most widely used technology for many years. The determined values of WSM, WPM, and the final indicator in the WASPAS method as well as the classification of the EU-27 countries in terms of the level of the digital maturity of their enterprises are presented in Table 7.



Based on the determined values of the WASPAS    Q j    indicator when it was treated as a measure of digital maturity of the EU-27 countries and its standard deviations, the digital maturity level classes were determined. The following division into four classes was adopted:



	(1)

	
Class 4: Expert:


   Q j  ≥    Q j   ¯  +  s   Q j     



(21)








	(2)

	
Class 3: Experienced:


     Q j   ¯  +  s   Q j    >  Q j  ≥    Q j   ¯   



(22)








	(3)

	
Class 2: Intermediate:


     Q j   ¯  >  Q j  ≥    Q j   ¯  −  s   Q j     



(23)








	(4)

	
Class 1: Novice:


   Q j  <    Q j   ¯  −  s   Q j     



(24)




where    Q j    is the digital maturity indicator of a country,      Q j   ¯    is the mean value of the    Q j    indicator for the population of countries under study, and    s   Q j      is the standard deviation from the mean value of the    Q j    indicator determined for the population of countries.







Based on the results, each of the studied countries was classified into one of four classes of digital maturity. The results are shown in graphical form in Figure 2.



The results showed that Denmark, Malta, and Finland were in the “Expert” class for digital business maturity. The “Experienced” class included Belgium, Germany, Ireland, Spain, Croatia, Italy, the Netherlands, Slovenia, and Sweden, and the “Intermediate” class included Czechia, Estonia, France, Cyprus, Lithuania, Luxembourg, Austria, Poland, Portugal, and Slovakia. The “Novice” class, in turn, included Hungary, Romania, Bulgaria, Greece, and Latvia.




4.3. Results of the Similarity Analysis of the EU Countries in Terms of Digital Business Maturity


In order to unambiguously identify groups of countries that were similar in terms of digital maturity and characterized by the similarity of implemented Industry 4.0 technologies in companies, the EU countries were divided into four clusters in accordance with the assumption of an optimal number. Countries inside one cluster are the most similar to one another in terms of the determinants of digital business maturity while also being different from countries in other clusters. By contrast, the countries inside the same cluster show the greatest similarity when they are as close to one another as possible (Table 8).



The basic descriptive statistics characterizing the digital business maturity of the EU countries for each cluster are presented in Table 9, and the mean values of the determinants are presented in Figure 2.



When analyzing the data presented in Table 8 and Figure 3, it can be seen that countries with the highest level of digital maturity are located in clusters 1 and 4. Countries from cluster 1, i.e., Belgium, Ireland, Malta, and the Netherlands, were found to have the highest mean values of the determinants the analysis of big data internally using machine learning, the analysis of big data internally from any data source, and ICT security measure used: strong password authentication. On the other hand, countries from cluster 4, namely Denmark, Estonia, Italy, Slovenia, Finland, and Sweden, were reported to have the highest mean values of the determinants the use of industrial or service robots, the purchase of cloud computing services used over the internet, and enterprises sending eInvoices, suitable for automated processing. The countries in clusters 1 and 4 were found to belong to the Expert and Experienced digital maturity levels. The lowest level of digital maturity was reported for the countries from cluster 2 (Greece, Spain, France, Croatia, Lithuania, Austria, and Romania) and cluster 3 (Bulgaria, Czech Republic, Germany, Cyprus, Latvia, Luxembourg, Hungary, Poland, Portugal, and Slovakia). The countries in these clusters were found to belong to the Intermediate and Novice digital maturity levels.



Countries from cluster 1 (Belgium, Ireland, Malta, and the Netherlands) and 4 (Denmark, Estonia, Italy, Slovenia, Finland, and Sweden) can be classified as digital leaders in terms of digital business maturity. In these countries, when compared to other EU countries, the level of technologies related to the infrastructure of Industry 4.0 was found to be immensely high, i.e., the use 3D printing, the use industrial or service robots, enterprises that have ERP software, the purchase of cloud computing services used over the internet, and technologies related to big data and artificial intelligence: the analysis of big data internally using machine learning and the analysis of big data internally from any data source. Countries from cluster 1 (Belgium, Ireland, Malta, and the Netherlands) can be classified as having a high level of digital maturity that is focused on the use of big data in artificial intelligence and for various types of analysis. At the same time, the infrastructure of Industry 4.0 is at a relatively good level in these countries.



By contrast, the Scandinavian countries (Sweden, Finland, and Denmark) were found to have the highest level of digital maturity among the countries in clusters 1 and 4. Finland and Sweden are among the most digitized countries in the world. In Finland, companies are very keen to use digital technology for cloud computing services. In Sweden, on the other hand, they use it to improve efficiency, productivity, and sales. Additionally, in Denmark, more and more companies are using cloud computing and electronic invoicing. As many as 50% of companies in Denmark use ERP systems, the second highest result in the EU after Belgium. It is interesting to note that among the Western countries, only Belgium, the Netherlands, and Ireland achieved a high level of enterprise digitization and robotization. The high score is due to the extensive use of big data technologies or the use of cloud computing services, among other aspects. The degree of digital business maturity in these countries exceeds the EU average.



Countries from clusters 2 and 3 can be classified as having medium and low levels of digital business maturity. They use technologies that have been well known for many years that are related to the areas of integration with customers/suppliers, supply chain management (Enterprises that have ERP software), and the integration of internal processes (enterprises sending eInvoices). However, they are lagging behind other EU countries in terms of more modern technologies. Many of these countries belong to the so-called New Union, which extends from the area of Central and Eastern Europe. Moreover, cluster 3 includes Germany, where the concept of Industry 4.0 was created. The values of the determinants of digital maturity indicate that in this country, more intensive activities are needed in the use of technologies for the analysis of both big data sets and artificial intelligence. The situation was also found to be similar in France and Spain.



Based on the analyses, diversity measures were determined both between and within the studied clusters, along with the degrees of freedom (df) (Table 10).



The obtained F-statistic values, which represents the ratio of diversity between clusters to diversity within clusters, allowed the authors to identify the most important clustering variables in terms of their discriminatory power. This means that the higher the F-statistic for a given variable, the more important it is for the assignment of the EU countries to particular clusters. The analysis of variance carried out for the determinants of digital business maturity in the EU countries showed that the biggest role in the assignment of the EU countries to particular clusters was played by the determinant “enterprises sending eInvoices”. The value of the F-statistic for this determinant was found to be the highest and amounted to 33.17. The second most significant determinant was “the purchase of cloud computing services used over the Internet” (F-statistic = 27.08). The least significant in terms of assigning the EU countries to clusters due to the criterion adopted was the determinant “the use industrial or service robots”, for which the value of the F-statistic was only 1.22. It should be emphasized, however, that each determinant ultimately influenced the grouping of the EU countries into homogeneous clusters in terms of digital business maturity.





5. Discussion


5.1. Business Digital Transformation in Europe


The presented literature review and the results indicate that changes related to the implementation of the idea of Industry 4.0 are complex processes and require large investments. Another important factor is also the awareness and social acceptance of their implementation. The determined digital maturity classes are treated as measures for the effectiveness of the implementation of digital solutions in the companies from the EU countries under study.



Thus, the main objective of the conducted research was to assess the level of digital maturity of the EU-27 countries in terms of implemented Industry 4.0 technologies in the enterprises from these countries. In addition, a similarity analysis based on the level of this maturity was also conducted. The WASPAS method was used to assess digital maturity and to identify groups of similar countries in terms of implemented technologies in enterprises (the k-means method). The research was based on a set of eight selected indicators (determinants), which characterized the most important Industry 4.0 technologies.



The importance of the fourth industrial revolution and related technologies has been presented in many papers (e.g., [67,68,69,70,71,72,73,74,75,76]). Their results clearly indicate that companies more often perceive Industry 4.0 technologies as being very important and necessary for their development, and companies are increasingly eager to use them [77,78,79]. However, the degree of their application is very diverse, which can also be seen in the results obtained in this study. Although EU countries are among the most economically developed countries, the degree of digital readiness of individual countries shows great variation.



Based on the results, the most developed countries in terms of the implementation of Industry 4.0 technologies (included in the study) include Denmark, Malta, and Finland. Companies from Belgium, Germany, Ireland, Spain, Croatia, Italy, the Netherlands, Slovenia, and Sweden also show positive results. The high position of the Scandinavian countries is due to the fact that they are among the best digitized countries in the world. Businesses in Finland are eager to use digital technologies for cloud computing services and electronic invoices, while in Denmark, about 50% of companies use ERP systems. On the other hand, enterprises in Malta are very good at using cloud technologies and big data. The same is true for Sweden, where companies are making extensive use of digital technologies to improve their efficiency, productivity, and sales.



When compared to the group of leaders, the Czech Republic, Estonia, France, Cyprus, Lithuania, Luxembourg, Austria, Poland, Portugal, and Slovakia were found to show slightly worse results, while Latvia, Greece, Hungary, Romania, and Bulgaria were found to show the worst results.



With regard to the assessment of the level of business digital maturity in the EU-27 countries, in the case of the best and the weakest group of countries, our results coincide with the results of the Digital Economy and Society Index (DESI)) to a large extent [80]. The differences in the ranking are, obviously, associated with the research methodology, i.e., with different indicators adopted for the analysis and the fact that the DESI index applies to entire societies of countries and not only enterprises.



Moreover, the results also indicate that the enterprises in most of the countries of the so-called old union (EU-14) are definitely at a higher technological level. As many as nine of the countries in this group are described as “Expert” (Denmark and Finland) and “Experienced” (Belgium, Germany, Ireland, Spain, Italy, the Netherlands, and Sweden). Four countries among the EU-14 are characterized by the “Intermediate” level and only one (Greece) by the “Novice” level. The high level of technological sophistication of these countries is due to their better economic situation compared to the “new EU” countries, greater investment in research and development, and longer experience with free-market enterprises, among other reasons. This makes these companies more willing to invest in new innovative technologies in order to improve their competitiveness.



Among the new EU countries, i.e., the countries that joined the European community after 2004, the highest level of digital maturity was found in Malta, Croatia, and Slovenia. The worst situation, on the other hand, was reported in countries with the lowest GDP—Bulgaria, Romania, and Hungary. In order for the economies of these countries as well as the entire EU-13 group of Central and Eastern European countries (except Malta and Cyprus) to reach a higher level of development, it is necessary to provide them with substantive and economic support. It is necessary for the more technologically developed countries to show greater solidarity [81].



A difficult situation can mainly be found in Bulgaria, Romania, and Hungary, whose digital maturity rating is lowest. One of the reasons for this is the level of awareness and knowledge of companies regarding the implementation of new technologies and their importance to their business. Knowledge of the advantages and opportunities of building an innovative knowledge-based economy is crucial for the economic transformation of countries with the lowest digital maturity scores.



A significant barrier to the implementation of Industry 4.0 solutions in many developing countries is the lack of financial resources and uncertainty about the return on investment in Industry 4.0 technologies [77,82,83,84,85], the lack of adequate staff [86] and the need to retrain personnel [82,87,88], technology integration issues [89], the problem of ensuring the reliability and stability of systems, which is a key factor in machine-to-machine communication [90], as well as legal issues [91,92,93]. It is also necessary to emphasize the role of organizational culture in digital transformation and in the implementation of Industry 4.0 solutions [94,95,96].



The discussion presented here only concerns the most important part of the research, which relates to the formulated research questions. The results made it possible to determine the concentration of technology use in the EU countries, to assess the level of digital maturity of these countries, and to determine similarities between them in this regard.




5.2. The Relation between Digital Transformation and Open Innovation in Europe


Digital transformation poses various challenges for businesses. Governments and policy makers in European countries are taking a number of initiatives to engage enterprises in IO and to promote collaboration models that are oriented towards facilitating the adoption of new digital technologies [97]. Therefore, open innovation is inextricably linked to the digital development of companies in European countries [98,99,100]. The importance of OI and digitalization was already recognized by the EU a decade ago when it launched Innovation Union as one of the seven flagship initiatives of the Europe 2020 agenda [101]. Open innovations were also promoted as one of the three key policy objectives in the 2015 EU Research and Innovation Framework [102]. In the era of Industry 4.0, companies have no other choice but to collaborate and acquire external knowledge due to shortened innovation and product life cycles [103]. Therefore, an open knowledge sharing approach that could take place in an innovative environment is inevitable. Such exchange, in the context of the presented research results, should especially occur between countries with a high (“Expert”) level of business digital maturity and countries with a low (“Novice”) level of this maturity. Leader countries should support countries that are less developed in terms of innovation, organization, and science when transitioning to innovative digital solutions. Indeed, building a common European economy requires broad cooperation and a solidarity approach by all of its members.





6. Limitations and Future Directions


Based on the research and its results, it is possible to formulate their limitations as well as directions for future research.



In terms of the limitations of the presented results, the research concerned all types of enterprises, both large enterprises (250 and more employees) and SMEs (less than 250 employees). Therefore, it is reasonable to conduct research on business digital maturity for large enterprises and those in the SME sector. This will allow for a full diagnosis of the state of their digitalization based on their size. Studies comparing the digital maturity of enterprises from different economic sectors (according to NACE Rev. 2) as well as from the same economic sectors and of different sizes will also provide valuable information. Such research will allow a diagnosis regarding the innovativeness of European companies.



In terms of the limitations of the research in question, we should also mention the availability of indicators that characterize innovation and implemented digital technologies in European companies. The most popular innovative technologies related to Industry 4.0 and digitalization were used for the research. However, as far as the availability of data in the Eurostat database is concerned, it is reasonable to extend this research with other indicators, including those related to the knowledge and skills of the staff




7. Conclusions


The fourth industrial revolution is inextricably linked to the development of communication and information technologies. Therefore, it can be assumed that the scope and scale of implemented solutions related to these technologies show the digital maturity of individual countries and their groups. It is also obvious that the most valuable solution for individual countries and their groups, is the state in which these technologies are used in both production and service enterprises. Globalization and the free-market economy prefer companies and countries whose economic activity is based on innovative solutions, which undoubtedly include those related to Industry 4.0 technologies.



It is both popular and important to examine the digitization process of the world economy for individual countries and groups of companies. This is because it shows how this process takes place in different regions and countries and which of the latest technologies find practical application.



The ongoing global pandemic caused by the SARS-Co-19 coronavirus confirms the great importance of new technologies in practically all areas of economic and social life. This is very visible in the EU, a region that has been particularly severely affected by the pandemic and, at the same time, is one of the regions that is most actively supporting the processes related to the digitization of the economy and of public life. Therefore, it is fully justified to undertake research to assess the degree of digitization of individual EU countries and to delineate their similar groups.



The present work also refers to this subject, but in a slightly different manner. It presents the results of the similarity analysis of the EU countries in terms of digital business maturity. Indeed, as mentioned earlier, free market companies should be the main adopters of digital solutions. This original approach was aimed at identifying groups of countries where enterprises had a similar state of digitization. Obviously, this division can also be treated as an assessment of this process.



The analysis was performed using one of the non-hierarchical clustering methods—the k-means method. The research was based on the set of eight determinants of digital maturity, which characterized eight areas that are relevant to the process of digital transformation of enterprises.



The results indicate a high differentiation rate among the EU countries in terms of digital maturity. The leaders in this process are undoubtedly the Scandinavian countries (Denmark and Finland) and Malta. The lowest results were noted in Greece, Latvia, Romania, Bulgaria, and Hungary. This diversity also shows that some countries are lagging far behind in terms of the digitalization of the economy. Thus, from the perspective of the EU, the right direction would be to strive to make these levels more equal.



The findings also show the complex challenges the EU authorities have to face to reduce these differences and to increase the pace of digital transformation to meet global competition. However, the digital transformation process requires large financial outlays as well as organizational and social changes. Individual countries, especially smaller and less wealthy countries, may find it increasingly difficult to implement the process of change. Therefore, it becomes necessary to build different types of “digital coalitions” between countries and companies in order to face the competition and to improve both the quality and safety of the lives of citizens.



The designation of groups of similar countries creates great opportunities for cooperation between countries from these groups. This mainly concerns applying for EU funds, the implementation of common digital policy, cooperation between companies, building a society 4.0, the integration of systems, cyber security, and many other areas related to the processes of digitization and robotization.



Thus, it can be concluded that digitalization of individual countries and regions is a necessary and inevitable process for building an innovative knowledge-based economy. The pace of change in individual countries, as indicated by the results, varies greatly and depends on many factors. Therefore, in order for the EU to maintain its position as one of the leaders in the implementation of new, innovative technologies, must support and monitor the digitalization processes in individual countries.
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Figure 1. Lorenz concentration curves for Industry 4.0 technologies used in the EU enterprises for 2019 ((a)—analysis of big data internally using machine learning, (b)—3D printing, (c)—use of industrial or service robots, (d)—analysis of big data internally from any data source, (e)—cloud computing services, (f)—enterprises sending e-invoices, suitable for automated processing, (g)—ERP software package to share information between different functional areas, (h)—ICT security measure used: strong password authentication) (own elaboration). 
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Figure 2. Division of the EU countries into four digital maturity classes (own elaboration). 
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Figure 3. Summary of the mean values of the determinants of digital business maturity in the EU countries in individual clusters (own elaboration). 
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Table 1. Basic technologies of Industry 4.0.
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	Sources
	The Described Technologies of Industry 4.0





	[28]
	Big data; autonomous robots; Internet of Things; additive manufacturing; artificial intelligence



	[29]
	Big data; autonomous robots; horizontal and vertical system integration; Internet of Things; cyber security; cloud computing; additive mfg.; augmented reality



	[30]
	Internet of Things; additive mfg.; augmented reality



	[31]
	Big data; horizontal and vertical system integration; Internet of Things; cloud computing; augmented reality; cyber–physical systems



	[32]
	Big data; autonomous robots; simulation; horizontal and vertical system integration; Internet of Things; cyber security; cloud computing; additive mfg.; augmented reality; cyber–physical systems; artificial intelligence



	[33]
	Horizontal and vertical system integration; Internet of Things; cloud computing; cyber–physical systems
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Table 2. Publications devoted to the subject of assessing readiness for industry 4.0 and digital maturity.
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	Sources
	Maturity and Readiness Models





	[34]
	ACATECH Maturity Index



	[35]
	The Singapore Smart Industry Readiness Index



	[36]
	IMPULS—Industry 4.0 Readiness



	[37]
	The degree of readiness for the implementation of Industry 4.0—a structure based on the Society of Automotive Engineers (SAE) J4000 standard



	[38]
	DREAMY—Digital Readiness Assessment Maturity Approach



	[39]
	A maturity approach for assessing Industry 4.0 readiness and maturity of manufacturing enterprises



	[40]
	Assessing Industry 4.0 readiness in manufacturing—based on PCA methods
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Table 3. Basic descriptive statistics of the indicators adopted for the study.
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	Indicators
	Mean
	Median
	Min
	Max
	Standard Deviation
	Coefficient

of Variation, %
	Skewness
	Kurtosis





	Analysis of big data internally using machine learning
	3.41
	2.00
	1.00
	20.00
	4.01
	117.75
	3.27
	11.88



	Use of 3D printing
	4.59
	5.00
	2.00
	9.00
	1.95
	42.39
	0.36
	−0.51



	Use of industrial or service robots
	6.44
	7.00
	2.00
	13.00
	2.56
	39.76
	0.29
	0.24



	Analysis of big data internally from any data source
	12.37
	9.00
	3.00
	29.00
	7.52
	60.79
	0.75
	−0.66



	Purchase of cloud computing services used over the internet
	38.22
	33.00
	11.00
	75.00
	17.42
	45.57
	0.57
	−0.62



	Enterprises sending eInvoices, suitable for automated processing
	29.89
	22.00
	9.00
	95.00
	22.80
	76.27
	1.58
	1.86



	Enterprises that have ERP software
	35.78
	35.00
	14.00
	53.00
	9.59
	26.81
	−0.13
	−0.45



	ICT security measure used: strong password authentication
	73.70
	74.00
	53.00
	91.00
	10.27
	13.94
	−0.32
	−0.64
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Table 4. Pearson correlation matrix for the indicators adopted for the study.
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	X1
	X2
	X3
	X4
	X5
	X6
	X7
	X8





	X1
	1.00
	0.12
	−0.09
	0.58
	0.45
	0.06
	0.03
	0.36



	X2
	0.12
	1.00
	0.69
	0.51
	0.60
	0.33
	0.44
	0.43



	X3
	−0.09
	0.69
	1.00
	0.33
	0.40
	0.47
	0.56
	0.36



	X4
	0.58
	0.51
	0.33
	1.00
	0.54
	0.08
	0.45
	0.44



	X5
	0.45
	0.60
	0.40
	0.54
	1.00
	0.73
	0.34
	0.36



	X6
	0.06
	0.33
	0.47
	0.08
	0.73
	1.00
	0.17
	0.11



	X7
	0.03
	0.44
	0.56
	0.45
	0.34
	0.17
	1.00
	0.20



	X8
	0.36
	0.43
	0.36
	0.44
	0.36
	0.11
	0.20
	1.00







Notes: X1—analysis of big data internally using machine learning; X2—use of 3D printing; X3—use of industrial or service robots; X4—analysis of big data internally from any data source; X5—purchase of cloud computing services used over the internet; X6—enterprises sending eInvoices, suitable for automated processing; X7—enterprises that have ERP software; X8—ICT security measure used: strong password authentication.
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Table 5. The value of the Gini coefficient for the use of Industry 4.0 technologies in the EU enterprises.
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	Technology
	Artificial Intelligence
	3D Printing
	Big Data Analytics
	Robotics
	Cloud Computing Services
	Horizontal Integration
	Vertical Integration
	Cybersecurity





	Indicator
	Analysis big data internally using machine learning
	Use of 3D printing
	Analysis of big data internally from any data source
	Use of industrial or service robots
	Purchase of cloud computing services used over the internet
	Enterprises sending eInvoices, suitable for automated processing
	Enterprises that have ERP software
	ICT security measure used: strong password authentication



	Gini coefficient
	0,459
	0.234
	0.216
	0.3296
	0.250
	0.375
	0.150
	0.078
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Table 6. Weights for indicators used in the study regarding digital maturity of the EU countries.






Table 6. Weights for indicators used in the study regarding digital maturity of the EU countries.





	Technology
	Artificial Intelligence
	3D Printing
	Big Data Analytics
	Robotics
	Cloud Computing Services
	Horizontal Integration
	Vertical Integration
	Cybersecurity





	Indicator
	Analysis of big data internally using machine learning
	Use of 3D printing
	Analysis of big data internally from any data source
	Use of industrial or service robots
	Purchase of cloud computing services used over the internet
	Enterprises sending eInvoices, suitable for automated processing
	Enterprises that have ERP software
	ICT security measure used: strong password authentication



	Weight of indicator
	0.26
	0.26
	0.13
	0.11
	0.06
	0.15
	0.02
	0.01
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Table 7. Values for WSM, WPM, and WASPAS indicators as well as the ranking of individual EU countries.
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	Countries
	    WSM    Q i   ( 1 )       
	    WPM    Q i   ( 2 )       
	    WASPAS    Q j     
	Ranking





	Belgium
	0.496
	0.068
	0.282
	8



	Bulgaria
	0.222
	0.027
	0.125
	23



	Czechia
	0.368
	0.046
	0.207
	14



	Denmark
	0.717
	0.105
	0.411
	1



	Germany
	0.425
	0.054
	0.240
	9



	Estonia
	0.315
	0.045
	0.180
	18



	Ireland
	0.512
	0.066
	0.289
	4



	Greece
	0.194
	0.025
	0.109
	25



	Spain
	0.406
	0.061
	0.233
	10



	France
	0.380
	0.051
	0.216
	13



	Croatia
	0.404
	0.056
	0.230
	12



	Italy
	0.504
	0.063
	0.284
	7



	Cyprus
	0.295
	0.031
	0.163
	20



	Latvia
	0.187
	0.026
	0.106
	26



	Lithuania
	0.303
	0.047
	0.175
	19



	Luxembourg
	0.334
	0.045
	0.189
	17



	Hungary
	0.214
	0.028
	0.121
	24



	Malta
	0.664
	0.103
	0.383
	2



	Netherlands
	0.503
	0.073
	0.288
	5



	Austria
	0.359
	0.052
	0.205
	15



	Poland
	0.258
	0.032
	0.145
	22



	Portugal
	0.357
	0.051
	0.204
	16



	Romania
	0.179
	0.025
	0.102
	27



	Slovenia
	0.410
	0.054
	0.232
	11



	Slovakia
	0.283
	0.034
	0.158
	21



	Finland
	0.655
	0.099
	0.377
	3



	Sweden
	0.496
	0.077
	0.287
	6
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Table 8. Elements of clusters with distances form centers.
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	Cluster 1
	Distances from

the Center of Cluster 1
	Cluster 2
	Distances from

the Center of Cluster 2
	Cluster 3
	Distances from

the Center of Cluster 3
	Cluster 4
	Distances from

the Center of Cluster 4





	Belgium
	5.68
	Greece
	7.58
	Bulgaria
	6.70
	Denmark
	8.12



	Ireland
	6.53
	Spain
	4.31
	Czechia
	4.02
	Estonia
	7.24



	Malta
	3.73
	France
	5.44
	Germany
	4.73
	Italy
	10.63



	Netherlands
	3.82
	Croatia
	8.89
	Cyprus
	5.30
	Slovenia
	10.88



	
	
	Lithuania
	3.80
	Latvia
	3.99
	Finland
	10.09



	
	
	Austria
	4.36
	Luxembourg
	4.68
	Sweden
	8.36



	
	
	Romania
	8.65
	Hungary
	7.15
	
	



	
	
	
	
	Poland
	1.51
	
	



	
	
	
	
	Portugal
	4.97
	
	



	
	
	
	
	Slovakia
	1.61
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Table 9. Descriptive statistics of clusters.
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Mean

	
Standard Deviation

	
Variance






	
Cluster 1–4 Objects

	

	

	




	
Analysis of big data internally using machine learning

	
9.75

	
7.93

	
62.92




	
Use of 3D printing

	
5.50

	
2.52

	
6.33




	
Use of industrial or service robots

	
6.25

	
2.99

	
8.92




	
Analysis of big data internally from any data source

	
24.75

	
3.40

	
11.58




	
Purchase of cloud computing services used over the internet

	
52.50

	
1.00

	
1.00




	
Enterprises sending eInvoices, suitable for automated processing

	
23.00

	
3.16

	
10.00




	
Enterprises that have ERP software package

	
40.25

	
12.12

	
146.92




	
ICT security measure used: strong password authentication

	
79.50

	
5.32

	
28.33




	
Cluster 2–7 objects

	




	
Analysis of big data internally using machine learning

	
2.29

	
1.11

	
1.24




	
Use of 3D printing

	
3.71

	
1.38

	
1.90




	
Use of industrial or service robots

	
6.00

	
2.16

	
4.67




	
Analysis of big data internally from any data source

	
10.14

	
5.40

	
29.14




	
Purchase of cloud computing services used over the internet

	
27.71

	
9.12

	
83.24




	
Enterprises sending eInvoices, suitable for automated processing

	
24.86

	
10.99

	
120.81




	
Enterprises that have ERP software package

	
38.43

	
10.15

	
102.95




	
ICT security measure used: strong password authentication

	
63.71

	
6.82

	
46.57




	
Cluster 3–10 objects

	




	
Analysis big data internally using machine learning

	
1.50

	
0.71

	
0.50




	
Use of 3D printing

	
4.20

	
1.62

	
2.62




	
Use of industrial or service robots

	
5.80

	
1.93

	
3.73




	
Analysis of big data internally from any data source

	
8.80

	
4.76

	
22.62




	
Purchase of cloud computing services used over the internet

	
26.20

	
6.76

	
45.73




	
Enterprises sending eInvoices, suitable for automated processing

	
14.10

	
2.42

	
5.88




	
Enterprises that have ERP software

	
31.20

	
8.40

	
70.62




	
ICT security measure used: strong password authentication

	
77.90

	
7.26

	
52.77




	
Cluster 4–6 objects

	




	
Analysis of big data internally using machine learning

	
3.67

	
1.51

	
2.27




	
Use of 3D printing

	
5.67

	
2.34

	
5.47




	
Use of industrial or service robots

	
8.17

	
3.43

	
11.77




	
Analysis of big data internally from any data source

	
12.67

	
7.50

	
56.27




	
Purchase of cloud computing services used over the internet

	
61.00

	
12.85

	
165.20




	
Enterprises sending eInvoices, suitable for automated processing

	
66.67

	
18.60

	
345.87




	
Enterprises that have ERP software package

	
37.33

	
8.31

	
69.07




	
ICT security measure used: strong password authentication

	
74.50

	
13.35

	
178.30
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Table 10. Analysis of variance for digital maturity determinants.
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	Determinants
	Between SS
	df
	Inside SS
	df
	F
	Significance p





	Analysis of big data internally using machine learning
	206.51
	3
	212.01
	23
	7.47
	0.001



	Use of 3D printing
	17.16
	3
	81.36
	23
	1.62
	0.21



	Use of industrial or service robots
	23.48
	3
	147.18
	23
	1.22
	0.32



	Analysis of big data internally from any data source
	775.76
	3
	694.54
	23
	8.56
	0.0005



	Purchase of cloud computing services used over the internet
	6146.64
	3
	1740.03
	23
	27.08
	0.0000001



	Enterprises sending eInvoices, suitable for automated processing
	10975.58
	3
	2537.09
	23
	33.17
	0.00000002



	Enterprises that have ERP software package
	353.27
	3
	2039.40
	23
	1.33
	0.29



	ICT security measure used: strong password authentication
	1012.80
	3
	1730.83
	23
	4.49
	0.013
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