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Abstract: The Internet of things (IoT) has recently received a great deal of attention, and there has
been a large increase in the number of IoT devices owing to its significance in current communication
networks. In addition, the validation of devices is an important concern and a major safety demand
in IoT systems, as any faults in the authentication or identification procedure will lead to threatening
attacks that cause the system to close. In this study, a new, three-phase authentication protocol in
IoT is implemented. The initial phase concerns the user registration phase, in which encryption
takes place with a hybrid Elliptic Curve Cryptography (ECC)–Advanced Encryption Standard (AES)
model with an optimization strategy, whereby key generation is optimally accomplished via a Self-
Improved Aquila Optimizer (SI-AO). The second and third phases include the login process and the
authentication phase, in which information flow control-based authentication is conducted. Finally,
decryption is achieved based on the hybrid ECC–AES model. The employed scheme’s improvement
is established using various metrics.

Keywords: IoT; authentication; registration phase; information flow; encryption

1. Introduction

The Internet of things (IoT) is a dominant communication theory associated with
various areas of use, such as monitoring, e-health, and smart grid appliances [1–3]. IoT
is relevant to many aspects of everyday life, such as the functioning of smart cities, the
military, smart grid development, traffic, healthcare, etc. The IoT system encompasses
many interrelated IoT sensors or smart devices that converse over the internet. These
independent devices are employed in a variety of complicated fields to collect and sense
data or to carry out selected activities [4,5]. Usually, in IoT cloud-oriented schemes, the
gathered data from IoT sensors is passed to cloud servers to be stored. Afterwards, certified
users can access the required data from the related cloud server database. Nevertheless, in
numerous other circumstances, the users might need direct, instantaneous data from the
sensor [6–8].

The number of IoT-oriented schemes is rising quickly, owing to the huge variety of IoT
devices and their practical manufacturing costs. In addition, cloud technology thrives on
the computational power capabilities of IoT applications [9–11]. Therefore, cloud-oriented
schemes in the IoT, with realistic access, help governments, organizations, and special-
ists to capably handle their sources, offer timely and precise data, and decrease human
participation. Nevertheless, security concerns are quickly rising alongside the extensive
implementation of IoT-oriented services. Therefore, there is an essential requirement to
model mature safety solutions for protecting contemporary IoT schemes from potential
risks [12–14].

The development of electronic commerce and data security depends on our ability
to safeguard information. Probably the most crucial technology for data protection is
cryptography. There are two main types of encryption, namely symmetric and asymmet-
ric encryption. Asymmetric encryption employs two keys—a public key and a private
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key—to encrypt and decrypt data, as opposed to symmetric encryption, which uses a single
secret key. Due to its high efficiency in encrypting large texts, symmetric key encryption
is adopted in this study. The Advanced Encryption Technique (AES) is a symmetric key
encryption standard that is commonly used to secure data where data secrecy is a crucial
and pressing concern. Key management for ECC, which is appropriate for key encryption
and digital signature, is simple. This work proposes a mixed encryption architecture based
on ECC and AES that uses ECC to encrypt and transfer the AES key and, as a result, AES
to encrypt communication data.

A wide variety of research has been proposed for mutual validation in diverse circum-
stances for IoT design, which makes use of fundamental cryptographic equipment such
as asymmetric/symmetric encryption, hash operations, and Elliptic Curve Cryptography
(ECC) [15,16]. The ECC model was developed by Neal and Victor in 1985 for cryptography
purposes [17]. Arij et al. developed a solution that relied on the fog servers and fog users
to validate one another secretly. However, the developed model did not consider a secured
method to ensure the user’s intractability [18,19].

The contributions to the current work are as follows:

1. Present a novel secured authentication model for IoT.
2. Adaptation of an optimized hybrid Elliptic Curve Cryptography (ECC)—Advanced

Encryption Standard (AES) model for encryption.
3. Propose a novel Self-Improved Aquila Optimizer (SI-AO) model for selecting the

optimal private keys.

The paper is arranged as follows: Section 2 reviews the previous relevant work.
Section 3 briefly explains the processes involved in the secured authentication scheme.
Section 4 explains SI-AO-based optimization for optimal key selection and lists all the steps
in the proposed model. Further, Section 5 illustrates outcomes, and the conclusions are
given in Section 6.

2. Literature Review

In 2020, Minahil et al. [20] introduced an enhanced and more secure distant user-
authenticated protocol to address various security weaknesses. Furthermore, the developed
model was safer not only against user imitation attacks but also against safety attacks. It had
realistic communication, storage, and computation costs and was an enhanced candidate
for employment in IoT networks. Melki et al. [21] proposed a light-weighted secured
authentication model for IoT. The method depended upon two conceptions: “configurable
Physical Unclonable Functions (PUF) within IoT devices, and channel-based parameters”.
The scheme provided higher robustness in opposition to dissimilar attack types while
sustaining lower intricacy. Further, an enhanced novel light-weighted hash-chain-oriented
and forward-secured authentication method in healthcare IoT was presented by Mahdi
et al. [22]. Alzahrani et al. [23] modeled an enhanced “Lightweight Authentication Scheme
for IoT Deployments (ILAS-IoT)” for securing the IoT from attacks. ILAS-IoT performed the
procedure accurately by minimizing communication and computational overheads. The
modeled approach also resisted all recognized and stolen verifier attacks that were obvious
from informal and formal security studies. Subsequently, Khalid et al. [24] proposed
a decentralized authentication and access control mechanism for lightweight IoT. Their
approach demonstrated improved performance among existing techniques.

Building upon these advancements, in 2021, Ahmed et al. [8] adopted higher scalability
models with a proficient user registration procedure, where the legal user accessed the
recently added system entity with no further processes. Additionally, a fuzzy extractor
model was deployed on the user side to verify the user’s biometric data. Eventually,
more required characteristics were provided, and mutual confirmation was achieved with
lower communication and computational costs over existing models. Subsequently, in the
same year, Das et al. [25] examined a smart-card-based, remote, secure, and lightweight
authentication scheme and showed that their method was unsecured in opposition to
severe attacks, including “privileged-insider attack, stolen smart card attacks, Ephemeral
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Secret Leakage (ESL) attacks, password change attack and user impersonation attacks”. To
address these safety drawbacks, some solutions were offered to help build a more effective
and secure user verification method to protect the next generation of the IoT. The common
security problems of guaranteed anonymous mutual validation and trust registration were
studied in [26].

A new authentication system suitable for IoT contexts that fixes these security issues
was proposed by Son et al. [27]. They developed an approach that only utilizes hash and
exclusive-or operations. In addition, Ehui et al. [28] presented a mutual authentication
system for the IoT. The protocol adopted simple cryptography methods to establish safe mu-
tual authentication between the sensor node and gateway. The Barrows–Abadi–Needham
(BAN)-logic technique was used to examine the protocol, and the findings revealed that
the suggested scheme attained good security and performance when compared to related
current protocols. In this work, we demonstrate that the suggested protocol offers higher
security and performance when contrasted with current authentication protocols by an-
alyzing the protocol using informal and formal analysis methods, including the BAN
logic, real-or-random (ROR) model, and the AVISPA simulation. Hence, we found that the
suggested protocol is viable and appropriate for actual IoT environments. Table 1 shows
the reviews of conventional authentication schemes in the IoT.

Table 1. Reviews of conventional authentication schemes in the IoT.

Author Deployed Schemes Features Challenges

Minahil et al. [20] CK-adversary model Higher security
Safeguards anonymity

Need to consider the
practical implementation

Ahmed et al. [8] Fuzzy scheme Less overhead
Minimal cost

Needs deliberation on
blockchain technologies

Das et al. [25] Secure and lightweight
authentication scheme

Minimizes cost
Enhanced security

Needs research on machine-to-
machine (M2M) security schemes

Mahdi et al. [22] Real-or-Random
(ROR) scheme

Minimal cost
Secure and efficient Should focus on improving execution time.

Alzahrani et al. [23] Fuzzy Probabilistic
Generation

Minimal complexity
Minimal overhead Stolen verifier attack should be considered.

Khalid et al. [24] Elliptic Curve Digital
Signature Algorithm (ECDSA)

Needs minimal power
Reduced power

Lightweight consensus score
was not computed

Jebri et al. [26] ECC Ensures trust
Minimal time cost

Needs consideration on
computing resources

Melki et al. [21] ROR model Low cost
Higher robustness Requires more time

Son et al. [27] Hash
exclusive-or operations

Higher security
Higher performance Mostly suiTable in IoT contexts

Ehui et al. [28] Simple mutual
authentication system

Good security
Good performance

Requires a suiTable technique
to assess protocol

2.1. Problem Statement

Numerous methods have focused on authentication protocols in the IoT. However,
common problems persist, such as time consumption, security issues, the need for consider-
ation of standard encryption algorithms, machine-to-machine (M2M) security schemes, and
computing resource constraints. To address these challenges, this paper proposes a secured
authentication protocol in IoT using metaheuristic optimization algorithms. However,
authentication remains a critical limiting factor for IoT deployment due to many reasons,
including the fact that the implementation of robust authentication mechanisms requires
additional hardware and software development. This leads to higher costs, not to mention
the continuous maintenance that adds to that cost. IoT systems comprise devices requir-
ing secure authentication, making it challenging to ensure that authentication protocols
can scale to accommodate larger networks. Robust authentication protects sensitive data,
ensures that only authorized devices can access the IoT network, establishes trust and
reliability among IoT devices and users, and is crucial for compliance with security and
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privacy regulations. Furthermore, secure authentication protocols ensure that devices
from different manufacturers can communicate seamlessly. Accordingly, authentication is
considered a significant limiting factor for IoT deployment due to its impact on cost, power
consumption, and scalability. Addressing these challenges is crucial for the secure and effi-
cient operation of IoT systems. Therefore, approaches that aim to provide a secure, efficient,
and scalable authentication protocol contribute to the advancement of IoT technologies.

2.2. Objectives

The main objectives of this research are as follows:

• One objective is to overcome the aforesaid challenges by proposing a hybrid encryption
model for a secured, three-phase authentication protocol (registration phase, login
phase, and authentication phase).

• To achieve this, we optimally generate the key using the metaheuristic method.

3. Processes Involved in Secured Authentication Schemes in IoT

The adopted protocol includes servers and users. The agreement encompasses three
stages: “user registration, login, and authentication”. The user corresponds to the major con-
tributor to the communication, and the server corresponds to the entity that communicates
with users.

User registration:

To register, the user must first create a new user account, which is a database record
that describes how they will authenticate their identity.

Login:

The user must enter their login and password to access a computer.

Authentication process:

To authenticate, the user must provide proof that their identity matches that of their
user account. The user registration, login, and authentication are together known as the
authentication protocol.

3.1. State of the Art in Secured Authentication Schemes in the IoT

The developed authentication protocol includes three vital phases:

• Initially, the registration phase is carried out, where encryption is accomplished with a
hybrid ECC–AES model.

• Subsequently, optimal key selection is performed via SI-AO to choose the best private
keys in AES.

• Further, the login and authentication phases are performed, where information flow
control-oriented authentication is conducted.

• Finally, decryption is accomplished using a hybrid ECC–AES model. Figure 1 shows
the overall depiction of the suggested SI-AO-oriented model.
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3.2. User Registration Phase

Initially, the user Vc chooses an ID idc, password pwc, bio info ri, and an arbitrary
number n, which is shown in Equation (1). Then, the registration process starts, as
mentioned below.

BRPWc = (H(ri)⊕ pwc)∥n (1)

where the hash function H(ri) is used to transform the input ri into a fixed-size string of
bytes to represent the input data in a secure manner. The XOR⊕ operation takes two inputs
and produces a binary output where the bits are set to the value “1” if the corresponding
inputs are different and to the value “0” if they are the same. The purpose of the arbitrary
number n is to add randomness, making it harder to predict or reuse intercepted data.

Subsequently, the long-term key DS is deployed for encrypting idc, as shown in
Equation (2):

didc = EnDS(idc) (2)

where EnDS is the encryption process, which is performed using a hybrid ECC–AES model
with an SI-AO optimization. Here, SI-AO optimization is used for the key generation
process, and the user id, idc, is encrypted. Further, Vc transmits {didc, BRPWc} to s via a
communication medium. After obtaining the information from V, using a private key, K,
the information is decrypted as didc, attains an idc value, and is further computed as shown
in Equations (3)–(7) [29]:

idc = decDS(didc) (3)

βc = H(idc ⊕ b)∥a (4)

αc = βc ⊕ H(idc ⊕ BRPWc) (5)

δc = xc ⊕ H(βc ⊕ BRPWc) (6)

λc = H(idc∥BRPWc∥xc∥βc ) (7)
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Finally, the computed constraints {αc, δc, λc, didc, H(.)} are accumulated in the smart
card, and s transmits the smart card to V via a secured channel. Then V computes ρc
following the reception message, as shown in Equation (8):

ρc = ri ⊕ n⊕ H(idc ⊕ pwc) (8)

Subsequently, ρc is accumulates on the smart card, and the registration procedure for
the user is terminated. In this phase, encryption takes place using the hybrid ECC–AES
model with an optimization strategy, where key generation is optimally accomplished
with SI-AO.

The hybrid ECC–AES model for encryption is described as follows: A cubic non-
singular curve with a sensible point in two parameters f (p, q) = 0 is known as EC [17] over
an area M (i.e., an infinity point). Algebraic expansions of rationales, complex integers, m
-adic integers, finite fields, and rationales are usually deployed as M. The basic field Fm of
the EC group for cryptography is examined.

q2 = p3 + zp + o (9)

Here, m > 3 denotes prime. An EC is a plane curve, as portrayed in Equation (5).
Consider EC as shown in Equation (6).

G : q2 = p3 − p + 1 (10)

If Z1 and Z2 are on G, which describes Z3 = Z1 + Z2, assume Z1 = (p1, q1), Z2 = (p2, q2),
Z3 = (p3, q3) and Z1 ̸= Z2.

l =
q2 − q1

p2 − p1
(11)

To find the meeting point with G, Equations (12)–(15) are followed:

(l(p− p1) + q1)
2 = p3 + Kp + L (12)

Or, 0 = p3 − l2 p2 + . . . . . . (13)

So, p3 = l2 − p1 − p2 (14)

q3 = l(p1 − p2)− p1 (15)

Multiplication is recognized as recurring addition; for example, 3Z = Z + Z + Z. In
the ECC cryptosystem [17], private and public keys are provided for every user. In addition,
the public key is deployed for verifying and encrypting signatures. For decryption and
creating signatures, a private key is exploited. Here, hybrid encryption keys are used for
encrypting the text. At first, ECC-oriented encryption is conducted.

Furthermore, the encrypted text obtained from ECC is encrypted by means of AES
encryption. The AES-based encryption model includes four transformations that rapidly
disturb the plain text for enhanced security. It could, moreover, be implemented without
difficulty in any paradigm due to its lower costs. AES has a predetermined block size
of 128 bits and key sizes of 128, 192, and 256 bits, which have related cycle counts of
10, 12, and 14, respectively. It also encompasses four types of transformations, i.e., “Sub
Bytes, Shift Rows, Mix Columns, and Add Round Key” [30]. Thus, AES-based encrypted
text is generated. The private keys generated by AES are optimally chosen by means of
SI-AO-based optimization.

3.3. Login Phase

The login phase is always initiated from the client side by sending a login request to
the server. This requires several parameters, such as username and password.

1. The user V enters their own cth user identity idc′, cth user password pwc′, and bio info ri′.
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2. After providing the info, the following factors are computed, as shown in
Equations (16)–(20):

n = ρc ⊕ ri ⊕ H
(

pwc ⊕ idc
′) (16)

BRPW ′c =
(

H(ri)⊕ pw′c
)
∥n (17)

β′c = αc ⊕ H
(
id′c ⊕ BRPW ′c

)
(18)

x′c = δc ⊕ H
(

β′c ⊕ BRPW ′c
)

(19)

λ′c = H
(
id′c
∥∥BRPW ′c

∥∥x′c
∥∥β′c

)
(20)

Subsequently, λ′c and λc are confirmed as equivalent. If they are equivalent, the
confirmation passes; otherwise, the login request transmitted by V to s is discarded.

3. If the substantiation passes, the reader computes the following factors, as shown in
Equations (21) and (22):

ωc = x′c ⊕ H
(
id′c ⊕ β′c

)
⊕ H

(
id′c ⊕ β′c ⊕ T1

)
(21)

υc = H
(
id′c
∥∥β′c

∥∥x′c
∥∥(β′c ⊕ x′c

)
∥T1

)
(22)

After that, the login request {didc, ωc, υc, T1} is transmitted to the server.

3.4. Authentication Phase

This phase portrays the procedure of mutual substantiation among s and V. Following
the transmission of login requests from the user to the server, the server begins to validate
if V is legal by computing a series of constraints, and V confirms the legitimacy of s by
computing the values of certain constraints. The procedure for authentication is portrayed
comprehensively below.

1. Following the reception of the request by s from V, it initially confirms if the cur-
rent timestamp is sensible. Further, didc is decrypted to attain idc and compute the
following factors, as shown in Equation (23):

β′c = H
((

id′c ⊕ b
)
∥a
)

x′c = ω′c ⊕ H
(
id′c ⊕ β′c

)
⊕
(
id′c ⊕ β′c ⊕ T1

)
υ′c = H

(
id′c∥β′c∥x′c ∥(β′c ⊕ x′c)∥T1

) (23)

s ensures if υ′c and υc are equivalent. If not, s discards the login request from V.
If equivalent, s obtains the login request from V and then evaluates the session key of
two sides.

sk = H
(
id′c ⊕ β′c ⊕ x′c ⊕ T1 ⊕ T2

)
(24)

2. After computing the session key, s calculates Equation (25):

φc = Hid′cx′cβ′c⊕ x′cT2 (25)

Subsequently, s transmits {φc, T2} to V.

3. Following reception of the message from s, the user initially confirms the legality of
the time stamp T2, and Equation (26) is computed:

φ′c = H
(
idc
∥∥x′c

∥∥(β′c ⊕ x′c
)
∥T2

)
(26)

V determines if φ′c is equivalent to φc. If it is equivalent, V computes the session key,
as shown in Equation (27):

sk = H
(
idc ⊕ β′c ⊕ x′c ⊕ T1 ⊕ T2

)
(27)



J. Sens. Actuator Netw. 2024, 13, 41 8 of 18

Thus, the authentication procedure for V and s is finished.
Information flow between V1 and V2 is described below.
From V1 (virtual computer), the data file is transmitted to V2 (virtual machine). When

the criterion is satisfied, the entity of V1, with the information, flows to the entity V2. This
is given by Equation (28):

V1 → bi f idV1 − Ability−V1
⊆ idV2 + Ability−V2

(28)

When data is received by the virtual machine, the security mark of V2 is interrupted,
and the required alterations are conducted. This is shown in Equation (29):

id′V2
← idV2 ∪ (idV1 − Ability−V1

) (29)

The low-security information flows are protected to safeguard the domain’s higher
security level by considering the transmitting ability of V1 and the reception ability of the
information inflow entity V2, as well as the execution of identity.

3.5. Decryption

Finally, the ECC-oriented model is applied to decrypt the encrypted data. After that,
the attained ECC-based decrypted data is further decrypted by means of the AES approach.

4. SI-AO-Based Optimization for Optimal Key Selection Objective:

The objective Obj is to minimize the correlation between original data and encrypted
data, as shown in Equation (30), where Corr refers to correlation:

Obj = min(Corr) (30)

4.1. Solution Encoding

In this work, the private keys, denoted as K, generated by AES, are optimally chosen
by means of SI-AO-based optimization. Figure 2 shows the representation of solutions,
wherein wn stands for the entire count of private keys.
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While the Aquila Optimizer (AO) [31] retains strong exploration ability, it lacks ex-
ploitation ability. For this reason, the conservative process required specific adjustments.
Overall, improved convergence can be reached through self-enhancement due to its compe-
tency in conservative optimization models [32–35].

4.2. Initialization

Aquila is a population-based algorithm; hence, the tuning begins with the population
of the potential solution. At this point, the best-obtained solution is evaluated and estab-
lished. In this work, chaotic opposition-based learning (C-OBL) is carried out, and opposite
solutions

(
P̂1
)

are created. Based on Equation (31), solutions Ai,j denote the current can-
didate set, which is constructed randomly. Ai represents the ith solution’s position; S is
the solution count indicating the total number of solutions in the candidate set, essentially
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denoting the size of the population being considered in the Aquila algorithm; and Dim
refers to the dimensional size.

Ai,j = ran× (ubk − lbk), i = 1, 2, . . . Sj = 1, 2, . . . Dim (31)

Here, ran refers to a randomized number, and lbk and ubk are the lower and upper bounds.

4.3. Mathematical Model

The proposed SI-AO algorithm, which is based on the hunting behavior of Aquila and
the intelligence behavior of the bird’s swarm, is explained in the following sub-sections:

• Step I: Extended exploration (P1):

Aquila discovers and votes for the finest hunting region through higher soar using
perpendicular scoop topology, which can be mathematically defined by Equation (32):

P1(tγ+1) = Pbest(tγ)× (1− tγ

T
) + (PM(tγ)− Pbest(tγ)× ran) (32)

PM(t) =
1
S

S

∑
i=1

Pi(tγ) (33)

Pbest(tγ) is the finest location as yet attained;
PM(tγ) is the total Aquila’s average position in the current iteration;
tγ is the present iteration;
T is the total count of iterations;
S is the population size;
a1 is a randomized number between (0, 1).

• Step II: Narrow exploration (P2):

During the constricted exploration, Aquila employs the technique identified as “The
contour flight with short glide attack, which is also called narrowed exploration”. In this
technique, a short glide is adopted inside the selected area to attack the prey. For this
reason, the location is updated as shown in Equation (34):

P2(tγ + 1) = Pbest(tγ)× Levy(N) + PR(tγ) + (l −m)× ran (34)

Here, PR(t) is Aquila’s random position;
Levy(N) is the levy flight distribution function.
Here, t = 001, β = 1.5, u, y represents an arbitrary integer, and σ is computed as per

Equation (35): 
l = a× sin(θ)
m = a× cos(θ)
a = a3 + 0.00565
θ = −ω× N1 +

3×π
2

(35)

where a3 is the number of search cycles among 1 and 20, N1 is the integer numbers within 1
and N, and ω = 0.005.

• Step III: Extended exploitation (P3):

Aquila’s preliminary attack occurs through vertical descent. To be precise, Aquila
gradually descends until it approaches the target. This method is referred to as extended
exploitation; during this mode, prey areas are roughly discovered. This behavior is modeled
in Equation (36):

P3(tγ + 1) = (Pbest(t)− pM(tγ))× α′ − ran + ((ub− lb)× ran + lb)× δ′ (36)

Here, the parameters α′ and δ′ are the exploitation adjustment parameters, which are
fixed (0.1).
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PM(t) is the current positions’ mean value and ran denotes a randomized number
between (0, 1).

• Step IV: Narrowed exploitation (P4):

As Aquila approaches the prey, the prey is attacked according to stochastic movements,
as shown in Equation (40), where q f indicates the quality factor, V1 refers to AO motion
variety, and V2 implies AO’s flight slope that decreases from 2 to 0. Conventionally, V2 is
computed as in Equation (37). As per the developed SI-AO approach, V2 is computed using
Equation (38), wherein ϕ is evaluated as in Equation (37):

V2 = 2 ∗
(

1− 1
T

)
(37)

V2 = ϕ(2 ∗ ran− 1) (38)

ϕ = 2 ∗
(

1−
(

t
T

) 1
3
) 1

3

(39)

P4(tγ + 1) = q f × Pbest(t)− (V1 × P(tγ)× ran)−V2 × levy(N) + ran×V1 (40)

Pseudocode of SI-AO is shown in Algorithm 1.
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5. Results and Discussions
5.1. Simulation Procedure

The presented SI-AO scheme for the proposed authentication protocol was executed in
MATLAB (Version 3.0.0) with ThingSpeak. This allows for a controlled and flexible setting
to test and refine the protocol. In this setting, computations are typically executed on a
general-purpose CPU, which benefits from different optimization strategies compared to
the embedded processors commonly used in IoT devices. This may affect the performance
metrics, such as execution time, energy consumption, and memory usage. Accordingly,
an investigation was made by means of the manual dataset. The performance of the
developed scheme, as measured by diverse metrics, was compared to existing models,
such as the lion algorithm (LA) [36], the butterfly optimization algorithm (BOA) [37],
the spider monkey optimization (SMO) [38], the Aquila Optimizer (AO) [32], poor and
rich optimization (PRO) [39], the distant user authenticated protocol [22], the secure and
lightweight authentication scheme [25], blowfish, and Rivest–Shamir–Adleman (RSA).
Here, the convergence analysis was conducted for iterations such as 0, 5, 10, 15, 20, and
25. Furthermore, an examination was held related to diverse attacks such as the chosen-
plaintext attack (CPA) and the chosen-ciphertext attack (CCA). “A CPA is an attack model
for cryptanalysis that presumes that the attacker can obtain the ciphertexts for arbitrary
plaintexts. A CCA is an attack model for cryptanalysis where the cryptanalyst can gather
information by obtaining the decryptions of chosen ciphertexts. From these pieces of
information, the adversary can attempt to recover the hidden secret key used for decryption.
The goal of the attack is to gain information that reduces the security of the encryption
scheme”. Moreover, the time efficiency (decryption time and encryption time) and cost
efficiency of the presented method were analyzed.

5.2. Simulation Platform

The implementation of the SI-AO scheme for the authentication protocol was im-
plemented using MATLAB integrated with ThingSpeak. This setup presents a regulated
and adapTable setting for protocol testing and improvement. MATLAB, as a high-level
language, provides an interactive environment with features for data analysis, algorithm
development, numerical computation, and visualization. It supports various toolboxes
and functions that make it simpler to model sophisticated systems and carry out complex
mathematical operations. ThingSpeak is a cloud-based IoT analytics platform that allows
real-time data collection, analysis, and visualization, designed for IoT applications. The
platform has the ability to display and evaluate data. This makes it feasible for protocol
testing in virtual IoT environments. MATLAB’s capabilities are enhanced by the integration
of ThingSpeak, enabling data transfer between them. This allows continuous monitoring
and analysis of IoT applications.

By leveraging MATLAB’s computational power and ThingSpeak data handling ca-
pabilities, the SI-AO model authentication protocol can be evaluated, as this provides
a comprehensive and versatile environment for evaluation under various performance
conditions, ensuring the required standards of efficiency and security for IoT applications
are met.

5.3. Attack Analysis

This section describes the attack analysis of the developed SI-AO model over existing
approaches. Here, the evaluation was conducted using a manual dataset, and the related
outcomes are shown in Figure 3. The manual dataset was curated to cover a wide range
of scenarios that the SI-AO model could potentially encounter. Accordingly, this ensured
that the model was tested under numerous conditions. In addition, the dataset was used to
further evaluate both CPA and CCA, involving different modes of cryptanalysis. Figure 3a
describes the attack analysis of the developed SI-AO model over extant optimization
schemes (LA, BOA, SMO, AO, and PRO) regarding diverse attacks such as CPA and CCA,
as these are among the most prevalent attacks in cryptanalysis. CPA tests the system’s
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resilience, while CCA evaluates the system’s vulnerability. Therefore, analyzing these
attack models potentially ensures a comprehensive analysis of the SI-AO model’s security.
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A CPA is an attack model for cryptanalysis that presumes the attacker can obtain
the ciphertexts for arbitrary plaintexts. A chosen-ciphertext attack (CCA) is an attack
model for cryptanalysis where the cryptanalyst can gather information by obtaining the
decryptions of chosen ciphertexts. Figure 3b describes the CPA and CCA attack analysis of
the developed SI-AO model over extant cryptographic schemes (distant user authenticated
protocol [20], secure and lightweight authentication scheme [25], blowfish, RSA, and
ElGamal). The objective of this work was to minimize the correlation between original
data and encrypted data and thereby prevent the hacker from extracting the original data
from the network. Thus, if the objective considered in Equation (21) was fulfilled, then the
attack rates would be negligible. For both cryptographic comparison and optimization
comparison, the introduced SI-AO scheme achieved better outcomes than the compared
schemes. Primarily, slight CPA and CCA values assured the minimal attack rates of the
SI-AO scheme. As seen in Figure 3, the deployed SI-AO scheme accomplished the least
CPA attack rate of −0.135, while the other evaluated schemes, LA, BOA, SMO, AO, and
PRO, accomplished relatively higher attack rate values of −0.128, −0.13, −0.04, −0.09, and
−0.08, respectively. The attack rates were quantitatively measured and compared. The
SI-AO model achieved the lowest CPA attack rate of −0.135. This is considered a superior
performance in minimizing the correlation between the original and encrypted data, and
it can be concluded that the correlation between the original data and retrieved data was
low. Consequently, the analysis proved the superior efficacy of SI-AO with its optimized
encryption theory.

5.4. Convergence Analysis

The convergence (cost) analysis of the presented SI-AO method over traditional
schemes (LA, BOA, SMO, AO, and PRO) for different iterations is illustrated in Figure 4.
The evaluation was conducted by adjusting the iterations from 0 to 5, 10, 15, 20, and 25.
Lower cost values would indicate improved system performance. The presented SI-AO
attained the minimum cost values, ranging from the 12th iteration to the 25th iteration.
Moreover, from iteration 0 to 12, the cost values were somewhat higher for the developed
model, whereas from iteration 13 to iteration 25, the proposed model showed comparatively
lower cost values. At the final iterations (13–25), minimal cost values (−0.189) were attained.
Here, extant SMO and PRO models revealed the worst performance over LA, BOA, and
AO schemes. Therefore, the overall assessment corroborates the better performance of the
developed model with the inclusion of the introduced SI-AO concept.
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5.5. Analysis of Encryption Time and Decryption Time

Table 2 shows the decryption and encryption times of the developed SI-AO scheme
compared to the existing schemes LA, BOA, SMO, AO, PRO, distant user authenticated
protocol, secure and lightweight authentication scheme [25], blowfish, RSA, and ElGamal.
In fact, encryption time and decryption time must be minimal for the system’s improved
performance. It can be seen that SI-AO achieved the minimum values compared to the
existing schemes, meaning it took less time to encrypt and decrypt the messages. Moreover,
the time taken by the developed model to decrypt the message, 0.0225 s, was greater
than the time taken to encrypt the message, 0.0142 s. These results demonstrate the
enhancements attained due to the newly developed concepts in the proposed SI-AO model.

Table 2. Analysis of encryption and decryption times.

Methods Encryption Time Decryption Time

Distant user authenticated protocol [20] 0.0267 0.0226
Secure and lightweight authentication scheme [25] 0.0224 0.0256

BlowFish 1.2502 1.0388
RSA 0.10865 0.10886

ElGamal 0.016656 0.032491
LA 0.018907 0.025421

BOA 0.016194 0.037711
SMO 0.01574 0.024191
AO 0.015745 0.024057
PRO 0.015473 0.023785

SI-AO 0.014281 0.022525

5.6. Analysis of Computation Time and Computation Cost

Table 3 shows the analysis regarding computation time, and Table 4 shows the analysis
of computation cost. These aspects were analyzed to prove the enhanced performance
of the employed SI-AO approach in contrast to traditional methods. The conservative
schemes considered here were LA, BOA, SMO, AO, and PRO. Computation time must be
minimal for superior system performance. The proposed SI-AO scheme achieved negligible
improvement over the LA, BOA, SMO, AO, and PRO methods. Next to SI-AO, the AO
model had the lowest computation time values compared to the LA, BOA, SMO, and PRO
schemes. Similarly, the developed SI-AO scheme gained smaller computation cost values
over the LA, BOA, SMO, AO, and PRO methods. Namely, a minimal computation cost
value of −0.18931 was gained by the SI-AO model, which was negligible compared to the
values gained by the LA, BOA, SMO, AO, and PRO methods. Thus, the enhancement of
the adopted scheme was proven.
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Table 3. Analysis of computation time.

Methods Computation Time

LA 32.051
BOA 33.415
SMO 20.795
AO 20.676
PRO 62.465

SI-AO 20.012

Table 4. Analysis of computation costs.

Methods Computation Cost

LA −0.1608
BOA −0.16664
SMO −0.1608
AO −0.16813
PRO −0.16138

SI-AO −0.18931

5.7. Statistical Analysis

The statistical analysis of the proposed SI-AO method was computed compared to the
traditional models for fitness function and key sensitivity, and the results are depicted in
Tables 5 and 6. As seen in Table 5, the best-case scenario showed an improvement in the
proposed SI-AO model, which was −17.73%, −13.60%, −17.73%, −12.60%, and −17.31%
better than the traditional models LA, BOA, SMO, AO, and PRO, respectively. The mean
performance of the adopted SI-AO approach for key sensitivity showed better results than
the traditional schemes. As a result, the improvement in the proposed SI-AO model has
been validated effectively in all cases.

Table 5. Statistical analysis of fitness function.

Methods Best Worst Mean Median Std

LA −0.1608 −0.12961 −0.15855 −0.1608 0.0078522
BOA −0.16664 −0.16664 −0.16664 −0.16664 2.83E−17
SMO −0.1608 −0.12961 −0.15883 −0.1608 0.0065853
AO −0.16813 −0.12961 −0.15994 −0.16813 0.013225
PRO −0.16138 −0.15749 −0.15967 −0.16138 0.0019707

SI-AO −0.18931 −0.12961 −0.17371 −0.18931 0.018922

Table 6. Statistical analysis of key sensitivity.

Methods Best Worst Mean Median Std

LA −0.13338 0.20836 −0.034569 −0.080333 0.1379
BOA −0.096264 0.16962 −0.025719 −0.08559 0.1127
SMO −0.13338 0.20836 −0.041368 −0.080333 0.1425
AO −0.08886 0.1806 0.026558 −0.054052 0.1413
PRO −0.11499 −0.010926 −0.069182 −0.063782 0.041

SI-AO −0.13724 −0.096563 −0.12124 −0.12221 0.0156

5.8. Friedman Test

“The Friedman test is a non-parametric statistical test, similar to the parametric re-
peated measures ANOVA, it is used to detect differences in treatments across multiple test
attempts”. Table 7 shows that the proposed SI-AO model accomplished better performance
by meeting the fitness function with the minimum rank of 2.1429, whereas the existing
models such as LA, BOA, SMO, AO, and PRO accomplished a higher rank.
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Table 7. Friedman test of the proposed model over traditional methods.

Methods Rank

p-value 1.698 × 10−8

Sigma 1.8439
LA 4.6429

BOA 2.4762
SMO 4.6429
AO 2.619
PRO 4.4762

SI-AO 2.1429

5.9. Analysis of Wilcoxon Signed-Rank Test

“The Wilcoxon signed-rank test is a non-parametric statistical hypothesis test used
either to test the location of a population based on a sample of data or to compare the
locations of two populations using two matched samples”. Table 8 shows that the proposed
SI-AO model had better value when compared to conventional models such as LA, BOA,
SMO, AO, and PRO. Thus, the proposed SI-AO scheme represents an improvement over
previous models.

Table 8. Wilcoxon signed-rank test results.

Methods LA BOA SMO AO PRO SI-AO

Probability 1.31 × 10−6 5.73 × 10−7 1.83 × 10−6 5.49 × 10−6 6.41 × 10−6 7.35 × 10−6

Normal (Z) statistic −4.8378 −5 −4.7717 −4.5451 −4.5124 −4.4833

5.10. Analysis of Brute Force Attack and Man-in-the-Middle Attack

The outcomes of the brute force attack and man-in-the-middle attack are provided in
Table 9. The results confirm that the proposed SI-AO scheme achieved better results than
comparable schemes. The proposed SI-AO scheme attained a higher value of 0.0015732 for
the brute force attack, which was 15.01%, 14.06%, 33.78%, 72.92%, and 19.00% greater than
that for LA, BOA, SMO, AO, and PRO, respectively.

Table 9. Analysis of brute force attacks and man-in-the-middle attacks.

Attacks LA BOA SMO AO PRO SI-AO

Brute force Attack 0.001337 0.001352 0.0010417 0.0004261 0.0012743 0.0015732
Man-in-the-Middle Attack 0.60239 0.50026 0.11024 0.6581 0.40313 0.70112

6. Conclusions

A novel authentication protocol was introduced for IoT, where the initial user regis-
tration phase involved encryption with a hybrid ECC–AES model with an optimization
strategy, whereby key generation was optimally achieved via SI-AO. The second and third
phases included the login process and the authentication phase, in which information flow
control-based authentication was conducted. Finally, decryption was achieved based on the
hybrid ECC–AES model. Further analysis showed that the developed SI-AO scheme gained
negligible values over the LA, BOA, SMO, AO, and PRO methods. The AO model achieved
lower computation time values than the LA, BOA, SMO, and PRO schemes. Similarly, the
developed SI-AO scheme gained smaller computation cost values than the LA, BOA, SMO,
AO, and PRO methods. A minimal computation cost value of −0.18931 was gained by the
SI-AO model, which was negligible compared to that gained by the LA, BOA, SMO, AO,
and PRO methods. In the future, the new system will be practically implemented for better
performance on real low-end embedded IoT platforms, and traceability attack analysis will



J. Sens. Actuator Netw. 2024, 13, 41 16 of 18

be performed. Moreover, energy consumption based on PoC implementation may also
be considered.
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Abbreviations

Abbreviations Full form
IoT Internet of things
AES Advanced Encryption Standard
ECC Elliptic Curve Cryptography
SI-AO Self-Improved Aquila Optimizer
PUF Physical Unclonable Functions
ILAS-IoT Lightweight Authentication Scheme for IoT Deployments
ESL Ephemeral Secret Leakage
BAN Barrows-Abadi-Needham
ROR Real-or-Random
M2M Machine to Machine
AO Aquila Optimizer
C-OBL Chaotic Opposition Based Learning
LA Lion Algorithm
BOA Butterfly Optimization Algorithm
SMO Spider Monkey Optimization
PRO Poor and Rich Optimization
RSA Rivest-Shamir-Adleman
CPA Chosen-Plaintext Attack
CCA Chosen-Ciphertext Attack
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