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Abstract

:

The envisioned introduction of autonomous Small Unmanned Aircraft Systems (sUAS) into low-altitude urban airspace necessitates high levels of system safety. Despite increased system autonomy, humans will most likely remain an essential component in assuring safety. This paper derives, applies, and evaluates a display design concept that aims to support safety risk monitoring of multiple sUAS by a human operator. The concept comprises of five design principles. The core idea of the concept is to limit display complexity despite increasing the number of sUAS monitored by primarily visualizing highly abstracted information while hiding detailed information of lower abstraction, unless specifically requested by the human operator. States of highly abstracted functions are visualized by function-specific icons that change hue in accordance to specified system states. Simultaneously, the design concept aims to support the human operator in identifying off-nominal situations by implementing design properties that guide visual attention. The display was evaluated in a study with seven subject matter experts. Although preliminary, the results clearly favor the proposed display design concept. The advantages of the proposed design concept are demonstrated, and the next steps for further exploring the proposed display design concept are outlined.
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1. Introduction


In recent years, numerous research papers have been published that envision the operation of highly automated or even autonomous Unmanned Aircraft Systems (UAS) in low-altitude urban airspace [1,2]. The introduction of autonomous UAS into low-altitude airspace necessitates high levels of system safety, especially when operating over urban areas, as safety for the public needs to be ensured at all times. Humans are an essential component in assuring safety in aviation systems, despite the introduction of increasing system autonomy [3]. Most likely, humans will continue to be an important part of future, highly automated aviation systems and be responsible for the successful execution of safety critical system functions. If humans are to be involved in executing safety critical system functions in collaboration with a highly automated system, clear function and task allocation between the human operator and the automation is necessary to avoid confusion [4,5]. Generally, in highly automated systems the automation takes over the complete execution of functions [6,7,8], leaving the human operator in charge of monitoring the safe execution of system functions, also referred to as supervisory control [9]. The necessity of supervisory control poses one of the major challenges in designing Human–Machine Interfaces (HMIs) for highly automated or autonomous systems, such as autonomous UAS. The HMI must be designed in a way that will continuously keep the human operator updated about the automation’s behavior and its intent. However, complex autonomous systems with various modes of operation will result in vast amounts of system parameters to be monitored. If the HMI is not designed in a way that will support the human in monitoring these parameters, failures in correctly interpreting and perceiving system modes and safety critical warnings are likely to occur [10,11]. Thus, the successful design of the HMI for supervisory control of highly automated or autonomous UAS is critical for the overall system safety.



Several studies have been conducted regarding the human factors challenges of supervisory control of highly automated or autonomous UAS. However, most of these studies do not specifically focus on the design of the HMI. Instead, they focus on aspects such as the effects of different levels of automation [12,13], workload issues [14,15], decision support to fulfil mission objectives [16], or methods to enhance situation awareness [17]. Further, a detect and avoid display for UAS flying in the U.S. National Airspace System has been developed and evaluated within the scope of several studies [18,19,20]. Only a few publications specifically apply scientific methods to design HMIs for UAS supervisory control [21,22]. Further, Friedrich and Lieb [23] present an HMI (called U-FLY) that allows for supervisory control of multiple highly automated UAS, comparable to Medium Altitude Long Endurance (MALE) systems, in controlled airspace. However, none of these publications consider the unique safety challenges that arise from autonomous flight operations of Small Unmanned Aircraft Systems (sUAS) in low-altitude urban airspace while involving supervisory oversight and control of multiple vehicles simultaneously in the design of the HMIs. Therefore, studies are needed that aim to thoroughly analyze the arising safety challenges in autonomous flight operations of sUAS in low-altitude urban airspace and develop HMIs that specifically intend to enable an operator to deal with these safety challenges.



This paper introduces a display design concept that intends to enable an operator to deal with the unique safety challenges that arise from operating multiple autonomous sUAS simultaneously in low-altitude urban airspace. The display design concept represents an empirically based further development of the U-FLY’s design approach as presented in [23]. Hereby, the design concept utilizes principles of the Ecological Interface Design approach (EID [24]) and implements design properties that support parallel visual search [25] for detecting safety critical situations such as system failures. Before explaining the design concept, the following section will provide an overview of current technical approaches for enabling autonomous flight operation in low-altitude urban airspace, their associated safety risks, an overview of related human systems integration challenges, as well as short introductions to methods for guiding visual attention and to the EID approach.




2. Related Work


2.1. Autonomous Flight Operation in Urban Airspace


In recent years, research undertakings have been launched to enable the safe and efficient integration of UAS into low-altitude airspace. The European Union’s SESAR project CORUS recently released a European-wide concept of operations for UAS called U-Space [26,27]. In the U.S., the National Aeronautics and Space Administration (NASA), the Federal Aviation Authority (FAA), and industry stakeholders are working together to develop a new air traffic management ecosystem called UAS Traffic Management (UTM) [1,28]. The services that the UTM platform offers include flight planning and monitoring; means to avoid severe weather and wind conditions; as well as assurance of separation to other aircraft, buildings, obstacles and terrain. Furthermore, the goal for the future is to develop services for airspace congestion management and contingency planning. The services included in the UTM platform will be provided by so called UAS Service Suppliers.



In addition to the development of new air traffic management systems, numerous research papers have been published that propose technical means to approach safety risks due to the integration of UAS in controlled airspace. Young et al. [29] identify six safety risks that need to be addressed: (1) flight outside of approved airspace; (2) unsafe proximity to people and property; (3) critical system failures such as loss of link, degraded positional accuracy, or loss of power; (4) loss-of-control due to envelope excursions and flight control system failures; (5) cybersecurity-related risks; and (6) loss-of-separation (with other air traffic). Young et al. [29] developed a preliminary conceptual design of an in-time safety assurance system to account for these safety risks as an embellishment to the U.S. air traffic management system UTM. The safety assurance system can enable the safe operation of highly autonomous aircraft at low altitudes near and over populated urban areas. In addition to the safety assurance system, several other studies propose technical means to deal with these safety risks. These technical means include geo-fencing systems [30,31,32], autonomous collision avoidance systems such as the ICAROUS system [33,34], real-time risk assessment frameworks [35,36], flying time prediction algorithms [37,38], or a real-time software health management system for UAS [39].



It is envisioned that large numbers of UAS will operate in urban areas, executing most system functions automatically with the support of the aforementioned safety systems. However, according to Young et al. [29], a human operator will still be needed to monitor and supervise operations from a ground control station. This is because not all combinations or cascades of situations can be designed for or reacted to by autonomous systems. This means that interventions by a human can be necessary at certain times. These interventions will oftentimes not be executed by a pilot, but rather by an operator who will be involved at a higher level of abstraction, meaning that the human will mainly be an observer of potentially many vehicles with the authority to supervise changes to flight plans and maneuvers. Consequently, it is necessary that the system informs the human efficiently and thoroughly about the current situation of the system. The question remains what an effective design concept for human–system integration would be to achieve this. This paper addresses considerations for the design of such HMIs, particularly those related to assuring flight safety.




2.2. Human–System Integration Challenges


In a work system consisting of multiple highly automated UAS, human operators are required to supervise multiple UAS and intervene if needed. Thus, it is necessary to develop a design concept for an HMI that enables one ground station operator to monitor safety critical system information of multiple UAS efficiently. The HMI should present information on safety related system functions and allow for quick comprehension of current and evolving system states, especially during critical situations. If, for example, a UAS encounters a rogue aircraft and the autonomous detect and avoid functionality does not function as expected, the operator has to be informed quickly and might need to initiate a reroute maneuver. The operator can only react adequately if they have a comprehensive overview of all safety related aspects.



The task of an operator in a system of multiple highly automated UAS is therefore largely that of a supervisor of the system, reacting quickly if the need arises. However, monitoring activities can at times be monotonous. Thus, they can lead to boredom and decreased vigilance. This in turn can lead to conditions in which changes of system states are not noticed, possibly resulting in the failure to accurately detect safety critical system states. These so-called scanning failures play a major role in aircraft accidents [10]. As such, techniques that enhance the probability of detecting safety critical situations despite low levels of vigilance should be emphasized in the design of HMIs to support safety monitoring of multiple autonomous UAS.




2.3. Guidance of Visual Attention


Approaches on how to guide the operator’s visual attention to critical system states can be found in fundamental psychological research on human visual perception [40,41,42]. One example is studies on visual search tasks that show the existence of certain object attributes which can be processed in parallel and pre-attentively, prior to focused attention. These object attributes are called features and can, e.g., be hue, size, or shape. An object attribute is defined as a feature if, within a visual scene, a certain (target) object deviates from other (distracting) objects in only one basic attribute (e.g., hue) and the time to find the target object is not affected by the number of distracting objects. In other words, if distractors are uniformly colored and the reaction time to detect a differently colored target is independent of the number of distracting objects, color is a feature [25,42,43,44,45]. A visual search where a target can be identified based on a feature is said to be parallel. In parallel searches, the observer does not need to serially process each element on the display (serial search) but can perceive all items simultaneously (cf. Figure 1).



Based on these research findings, Wickens et al. [46] identified three target object attributes that are more likely to induce parallel visual search in displays: (1) discriminability from background elements (e.g., in hue, especially when distractors are uniformly colored), (2) simplicity (i.e., the target is defined by one feature), and (3) automaticity (i.e., the target should be familiar to the operator). In order to maximize the probability of detecting (noticing or recognizing) safety critical situations, a parallel search for off-nominal system states should be supported in the design of displays intended for safety monitoring. Parallel search is supported by the design concept presented in this paper by realizing the target properties identified by Wickens et al. [46] in the design of the HMI (see Section 3 on derivation of design principles).




2.4. Ecological Interface Design


Several approaches to HMI design have been proposed in the scientific literature. One of these approaches is the EID approach proposed by Vicente and Rasmussen [24]. The design concept in this paper is based on EID. Therefore, in this section, this approach will be introduced in detail.



The aim of EID is to visualize the constraints that govern the work system that the operator is monitoring and enhance understanding of the structure of the work system [3]. In the process of applying EID, two major steps are carried out: the system decomposition and the functional abstraction. These processes aim at determining the constraints of the work system and lead to the identification of information that needs to be presented to the operator in the HMI. The work system is first decomposed into meaningful entities, characterized by a part–whole relationship, also referred to as decomposition space [47]. The most common procedure is to decompose the work system into the whole system (e.g., a swarm of UAS), the subsystems (single UAS), and the components (single technical systems in a UAS). The whole system, the subsystems, and the components can be regarded as resolution levels of a system. The idea when using EID is that operators can reason on different resolution levels of a system and that the HMI always presents the information that best corresponds to the resolution level the human operator is reasoning on. For example, if an operator reasons about the battery voltage of a battery in a UAS, they are reasoning on a high system resolution. Therefore, the HMI should present information on the component level of decomposition (single technical systems in a UAS).



After decomposing the system, an abstraction hierarchy is constructed [47]. The abstraction hierarchy is a descriptive model of the functions of a work system and is composed of five different abstraction levels. Lower levels describe the actual physical objects in the work system and the physical processes. Higher levels describe the functions that a system has to fulfil to achieve the purposes of the work system. Adjacent abstraction levels are related to each other by means–end relationships [24,48]. This means that the level above a specific abstraction level describes why the function in this abstraction level is being executed and the level below describes how it is executed.



The next steps of the design process of the HMI are then based on the abstraction hierarchy. The aim of an ecological interface is to make the means–end relationships between functions from adjacent levels of the abstraction hierarchy visible to the operator. This should enable the operator to understand the interdependencies of processes and functions in the work system and meaningful associations among variables (e.g., headwind and ground speed) should become salient [3]. This understanding of the means–ends relationships between functions through the HMI design is one of the ways EID aims to improve the problem solving of operators. Vicente and Rasmussen [24] argue that if operators understand the constraints and relationships of the work system, they can start the problem-solving process (e.g., during a system failure condition) on higher levels of abstraction and identify which subparts of the system are relevant for achieving current system goals. Thus, operators can quickly narrow down their search to the subsystems and components affected by the system failure.



Another way EID aims to support problem identification and solving is by visualizing information on all variables affecting the system. Vicente [48] states that this enables the operator to easily detect off-nominal system behavior. Borst, Flach, and Ellerbroek [3] argue that with increasing system automation, even more information needs to be visualized so that the operator can understand the system and the automation’s behavior. Therefore, ecological displays can become by definition rather complex, because they aim to reflect and represent all functions and processes of what is often a complex work domain. Consequently, they are difficult to oversee, especially for novices. In fact, operators of ecological displays need extensive training to fully take advantage of the display. For complex work domains, parallel search is thus difficult to support in ecological displays. An example of an ecological display for the purpose of supervising UAS swarms is presented in Fuchs et al. [21]. The display provides a great deal of critical information and visualizes all the means–end relationships identified in the abstraction hierarchy. However, the display is complex and difficult to oversee at first glance, making search inefficient. Accordingly, parallel search is difficult to achieve in this display.




2.5. Contribution of This Paper


This paper proposes a display design concept that addresses the aforementioned display complexity issue of EID HMIs. The contributions of this paper are as follows.



	
Derivation of specific display design principles that aim to adapt EID to reduce display complexity;



	
implementation of design properties that support parallel visual search for detecting safety critical system states, while keeping the advantages of EID;



	
application of the proposed display design principles to the design of an HMI enabling a UAS operator to deal with the unique safety challenges that arise from operating multiple autonomous sUAS simultaneously in low-altitude urban airspace; and



	
mock-up evaluation of the display design concept and the designed HMI.







2.6. Structure of This Paper


In Section 3 of this paper, the proposed display design concept including its five display design principles is derived and described in detail. Section 4 describes the application of the five design principles to the design of an HMI for an operator of multiple autonomous sUAS operating in low-altitude urban airspace. Section 5 presents the final HMI layout in three different situations, including nominal and off-nominal conditions. Section 6 presents the methods and the results of the conducted HMI mock-up evaluation. Section 7 discusses the proposed display design concept in the light of the evaluation results and provides an outlook on the next steps. Section 8 consists of a short conclusion of the findings.





3. Proposed Display Design Concept and Principles


The core of the design approach of the U-FLY HMI presented by Friedrich and Lieb [23] is to visualize states of safety critical functions related to the operation of MALE class UAS by function-specific icons that change hue according to the current system state. This paper describes the further development of the design approach based on findings of the scientific literature and derives and demonstrates a display design concept based on specific design principles.



The aim of the design concept is to design an HMI that supports parallel visual search, while informing the operator about the states of all system functions that are affected by a safety critical system failure (or threshold exceedances for off-nominal conditions), thus enabling problem solving processes. Each principle will be derived from findings in the literature, and it will be explained how the principle can be applied to display design. After describing the proposed display design concept, in the next section it will be demonstrated by applying it to design a display that visualizes information on safety critical system functions that would need to be monitored by a ground station operator of multiple autonomous sUAS flying at low altitudes and within UTM urban airspace.



3.1. Design Principle 1: Hiding Information Depending on Levels of System Resolution and Functional Abstraction


Similar to EID, the system is first decomposed into three different resolution levels: the whole system, the subsystems, and the components. Second, an abstraction hierarchy is constructed. Depending on which resolution level of the system an operator should be reasoning on, information on different levels of abstraction is necessary [47]. Vicente and Rasmussen [24] argue that shifting the representation to a higher level of abstraction with a lower resolution of the system makes the system look simpler and thus provides a mechanism to cope with the complexity. For example, when reasoning about the state of the whole system, information from higher abstraction levels (e.g., the generalized functions level) is usually more meaningful than from lower abstraction levels (e.g., the physical functions level). When zooming in to lower levels of the system, i.e., increasing the resolution of the system the operator should reason on, the abstraction level of the provided information should decrease. For example, the state of a fuel pump is important at the component or subsystem level of an aircraft but does not provide enough information on its own regarding the state of whole aircraft performance. Similarly, information regarding the flight envelope limits does not provide meaningful information on the state of the fuel system but can be crucial information for a pilot when deciding whether the current airspeed is sufficient to ensure safe flight.



Following this line of argumentation, the proposed concept aims to adapt the type of displayed information in terms of its abstraction level to the level of system resolution and hide information from the other abstraction levels. However, information from other abstraction levels will remain available to the operator on request if they deem it necessary. Therefore, the design concept proposes that when reasoning about the state of the whole system (e.g., a system consisting of multiple sUAS), the abstraction level of the displayed information should match the generalized function level of the abstraction hierarchy and information of lower abstraction should (or can) be hidden. Within low-altitude multi-sUAS operations, a generalized function might for example be to ensure geo-fence conformance or that the range of the sUAS is still sufficient to execute the intended flight plan. When increasing the resolution level of the system and focusing on a specific subsystem (e.g., one specific sUAS), the abstraction level of the displayed information should match the physical functions and the physical forms level (cf. Table 1). For the aforementioned geo-fence conformance function, physical information could be the distance between the specific sUAS and a geo-fence. The position of the sUAS and the geo-fence itself would constitute the physical form.



Regarding the way the information should be presented on the display, research has shown that the usage of icons to convey safety critical information in complex systems promotes more efficient learning and interaction with the system compared to textual presentation of information [49,50]. In fact, textual presentation of safety critical information is one of the major design problems of current HMIs for UAS control [51] and was found to be a contributing factor in past UAS accidents [52]. Thus, safety-critical information should be displayed using icons (see design principles 2 and 4).



On a display applying the proposed display design concept, information on generalized functions should be visualized at all times using function-specific icons that change hue in accordance with the current state of the function. This ensures that an overview of safety critical information on a high abstraction level is given, i.e., an overview of the whole system. Simultaneously, information from the physical functions and physical forms levels of the subsystems are hidden from the view of the operator, unless they specifically request to have the information visualized (cf. Figure 2 and Figure 3).



This method of information visualization supports parallel visual search for off-nominal system states, as the complexity of the display is reduced by only showing the icons for the generalized functions. If an off-nominal system state occurs, the icon for the affected generalized function changes hue. The operator can then identify off-nominal system states shown by a changing icon hue quickly by applying parallel search. Simultaneously, if information is displayed through changing icon hues due to the system state, it visualizes the means–end relationships between system functions of adjacent abstraction levels. The (secondary) effect of an off-nominal system state of one function on other system functions that share common means–end relationships immediately becomes visible due to the respective icons changing their hue (cf. Figure 3). A degraded vehicle health (generalized function) due to a loss of battery voltage (physical function), for example, impacts the required range to execute intended flight plan (generalized function). In this example, the icons for the vehicle health and range functions would change hue. Consequently, an operator should be able to quickly gather information about whole system performance on the generalized functions level of abstraction (i.e., which function(s) is operating off-nominally and which functions are affected by this condition). Information on physical functions and physical objects is (or can be) displayed in a separate window or multiple separate windows as desired by the operator.



This information management approach provides a mechanism to simplify the display layout and reduce display complexity while simultaneously visualizing the means-end relationships on the generalized functions level of abstraction. The proposed design concept should thus enable an operator to focus on information of physical processes of one specific subsystem while simultaneously being able to monitor the states of the generalized functions of all other subsystems.




3.2. Design Principle 2: Support Parallel Visual Search Using Simple Icons and Well-Differentiable Hues


In order to support parallel visual search, the icons used to represent system states of generalized functions should preferably be kept simple and contain well-known recognizable shapes and features that are familiar to the human operator [46]. Further, the hues to differentiate between the system states of generalized function should be well differentiable from each other and the background. The background should be uniformly colored with an unobtrusive color that does not draw the human operator’s attention (e.g., gray).



Figure 2 and Figure 3 schematically illustrate an exemplary display layout. The icons are arranged in a matrix format (the triangles, rectangles, and circles represent the icons). Columns represent the different identical subsystems (e.g., different sUAS); rows represent generalized functions (e.g., geo-fence conformance). A row thus consists of multiple identical icons, each representing the same generalized function for a different subsystem.




3.3. Design Principle 3: Arrange Icons in a Semantically Meaningful Pattern


When observing a visual scene, humans tend to look for patterns of information in accordance to Gestalt principles. In fact, it has been found that the location of information is a major determinant for usability [49]. Furthermore, Howitt and Richards [49] suggest that grouping icons together in semantically meaningful clusters could create implicit categorical cues and may enhance performance. As such, the icons should be grouped together in a semantically meaningful way.



In order to group the icons meaningfully, the abstract functions level of the abstraction hierarchy is used as means to arrange the icons within each column (see Figure 2 and Figure 3). Icons that share means–end relationships with a common abstract function should be grouped together (e.g., if two icons were to represent barometric altitude and true airspeed, these icons would share a means–end relationship with the abstract function “aviate” and should thus be grouped together). Oftentimes, one generalized function shares a means–end relationship with more than one abstract function. In this case, the more important means–end relationship should be chosen to decide which abstract function the icon should be assigned to. One way to avoid situations where many generalized functions share a common abstract function is to try to define the functions in a way that decreases the amount of common means–end relationships between the generalized and the abstract functions level.




3.4. Design Principle 4: Use Unambiguous and Meaningful Icons


Icons can be used to quickly and effectively transmit information. However, if not designed adequately, icons can be ambiguous and interpreted in a number of different ways leading to inefficient or even false transmission of information. Accurate transmission of information is especially crucial in safety critical work domains. In order to ensure that icons transmit their meanings accurately, their suitability in terms of icon–function fit needs to be measured. Numerous research papers have been published that address the development of metrics for measuring and quantifying icon-function fit [53,54,55,56,57]. The most commonly proposed and investigated icon–function fit metrics are concreteness, complexity, familiarity, meaningfulness, and semantic distance. Concreteness describes how well the icon depicts an object in the real world. Complexity is a measure of the amount of detail in an icon. Familiarity describes how familiar the icon is in terms of how often it is encountered in everyday life. Meaningfulness characterizes how much meaning the icon conveys and semantic distance is a measure of closeness between the icon and its meaning.



Studies have revealed significant correlations between the five icon characteristics. Concreteness and familiarity were found to be crucial factors in the accurate transmission of meaning and showed correlations of r = 0.82 and r = 0.93 with the meaningfulness dimension [54,58]. Furthermore, McDougall, Curry, and de Bruijn [59] found that concrete icons performed better than abstract icons, especially in situations that require quick understanding of the icon (e.g., warnings). Complexity has been negatively related to search efficacy [60]. The more complex an icon is, the longer it takes participants to find the icon. However, the more detail an icon entails, the more concrete it is and the more accurate its meaning is being transmitted. Therefore, in the design of icons, the aim should be to achieve a well-balanced trade-off between concreteness and complexity and, if possible, use familiar features in the design. The guidelines for icon design are summarized in Table 2.




3.5. Design Principle 5: Define Adequate System States


The primary goal in monitoring (safety critical) functions of autonomous systems (such as autonomous sUAS) is to ensure that all functions are performing in an expected manner within some acceptable tolerance, and that there is no trend toward performing otherwise. Therefore, the operator needs information on whether a specific function is functioning as expected (i.e., normally) or whether any function is approaching critical limits (caution state) or has already reached a critical state (warning state). This distinction between system states is already required in current large aircraft cockpits [61]. Furthermore, for situations in which a function is functioning as expected but might require the operator’s awareness and potential subsequent response, the advisory state has been implemented. Accordingly, at least four states, i.e., normal/nominal, caution, warning, and advisory, should be defined. Depending on the system the display is being designed for, further system states may be introduced.





4. Application of Display Design Principles


4.1. Assumed System Capabilities


The five design principles were applied to design an HMI that comprehensively visualizes information on safety-critical functions that a ground station operator of multiple autonomous sUAS at low altitudes and within urban airspace needs to monitor. It was assumed that the sUAS are operated in UTM airspace, the air traffic management ecosystem for managing and coordinating airspace access developed by the NASA and the FAA in the U.S. [1]. In the following subsections, the enabling technologies considered as key parts of the system are described. An important criterion for the selection of the systems was that they have been demonstrated in real flight tests, as this would leverage the generalizability of the results.



4.1.1. Geo-Fencing System


A geo-fencing system is needed to operate sUAS in urban airspace to avoid sUAS entering prohibited areas (safety risks one and two by Young et al. [29]). The geo-fencing system SAFEGUARD [32] was chosen as a representative geo-fencing system. SAFEGUARD monitors whether a sUAS is currently approaching a geo-fence and/or about to hit one. The system uses three different boundaries in order to assure that a sUAS does not pass a geo-fence. The three boundaries are the warning, terminate, and hard boundary. The warning boundary represents the point when a notification should be issued (to the sUAS operator or the automation), that the sUAS is approaching the terminate boundary and therefore needs to initiate a contingency maneuver. If the sUAS crosses the terminate boundary, it is considered unrecoverable and flight termination should be initiated immediately in order to avoid crossing the hard boundary, which marks the area where the sUAS must not enter under any circumstances. SAFEGUARD has been demonstrated in a series of real flight trials [32].




4.1.2. Autonomous Collision Avoidance System


A system to avoid loss of separation autonomously is needed if sUAS are operated autonomously in shared airspace including conventional and unmanned traffic (safety risk six by Young et al. [29]). The ICAROUS algorithm [33,34] was chosen to represent an autonomous collision avoidance system. ICAROUS can be used to carry out a contingency maneuver and avoid geo-fences or other obstacles. The algorithm allows for autonomous rerouting around a detected geo-fence or air traffic that is equipped with a transponder. When encountering a geo-fence (or in case of SAFEGUARD, the warning boundary) or a detected (rogue) aircraft/sUAS, the ICAROUS algorithm computes an alternative trajectory around the object in question. In order to determine the conformance status of the sUAS, positions and distances to a geo-fence boundary or (rogue) aircraft are computed. When the distance to a geo-fence boundary or a (rogue) aircraft falls below a certain minimum, ICAROUS reroutes the sUAS around the object in question. ICAROUS has also been demonstrated in real flight trials [34].




4.1.3. Casualty Risk Assessment System


A major challenge for sUAS operation in low-altitude urban airspace is the risk minimization for the population on the ground (safety risk two by Young et al. [29]). In case of a severe system malfunction leading to a crash, timely hazard identification and proactive risk mitigation capabilities are needed to avoid endangering the public. Ancel et al. [35,36] developed a casualty risk assessment algorithm that includes three estimation models. The first one is a probabilistic model for computing the current failure probability and thus the mishap likelihood based on current vehicle health parameters, such as battery charge level or motor temperatures. The second model is an off-nominal trajectory and impact point prediction model, estimating the trajectory and point of impact after a failure has occurred, such as a motor failure leading to propulsion loss. Based on the outputs of the two afore mentioned models, a severity estimation model computes the current probability of a casualty by taking into consideration various databases, such as a population density map.




4.1.4. Flying Time Prediction System


In order to avoid the necessity for premature flight termination due to insufficient range and endurance of the sUAS, a system calculating the remaining flying time is needed. The remaining flying time prediction system by Hogge et al. [37] and Kulkarni et al. [38] is one example for flying time predictions for sUAS. For predicting the remaining flying time, the system uses online battery state estimation, a prediction of the future motor power demand based on the current flight plan, an online estimation of additional unknown demands on the battery, as well as a prediction of the battery discharge during executing the intended flight plan. The system was also tested in a series of flight tests [37,38].




4.1.5. Real Time Sensor and Software Health Management


In order to avoid critical system failures and subsequent loss-of-control (safety risks three and four by Young et al. [29]), the health of safety critical systems of the sUAS needs to be monitored. The real-time sensor and software health management system for sUAS by Schumann et al. [39] was selected as a suitable, field-tested enabling technology. The health models are computed among others by statistical reasoning using Bayesian networks.





4.2. Definition of System Resolution Levels through System Decomposition (Design Principle 1)


For this use case application, the system is defined by the whole fleet of sUAS that are being supervised. Therefore, the whole system consists of all sUAS, of which each sUAS represents a separate but similar or even identical subsystem. In accordance with the principles of the proposed display design concept, information on generalized functions (e.g., geo-fence conformance) is presented for all subsystems, i.e., for all sUAS that are being supervised. Information from the physical functions (e.g., the distance between a sUAS and a geo-fence) and physical forms (e.g., the position of a sUAS or a geo-fence) levels of abstraction is presented only on request of the operator for the selected sUAS (i.e., subsystem, cf. Figure 4).




4.3. Functional Abstraction—The Abstraction Hierarchy (Design Principle 1)


In the construction of the abstraction hierarchy, the aim was to comprehensively reflect the safety risks related to autonomous flight operations in low-altitude urban airspace, such as those identified by Young et al. [29]. They identified the following safety risks: flight outside of approved airspace, unsafe proximity to people and property, critical system failures, loss of control, cyber security-related risks, and loss of separation. The enabling technologies to approach the safety risks (i.e., SAFEGUARD, ICAROUS, the casualty risk assessment and flying time prediction algorithms, and the real-time software health management system) were considered as key parts of the overall system. The systems/algorithms were matched to the five levels of the abstraction hierarchy depicted in Figure 5.



For reasons of simplicity and clarity, only the most important means–end relationships that were considered as sufficient for understanding the rationales behind the construction of the abstraction hierarchy are visualized in Figure 5 and are being discussed in the following section.



The functional purposes level is the highest level of abstraction. At this abstraction level, the reasons and purposes of the system are described. The functional purpose of a system consisting of multiple autonomous sUAS is the safe autonomous flight operation at low altitudes. The abstract functions represent the second level of abstraction. Abstract functions are means to accomplish the functional purposes. The abstract functions were defined as functions that aim to mitigate the safety risks identified by Young et al. [29]. After defining the abstract functions, the subsequent levels of abstraction were defined. Thus, the abstract functions were decomposed into generalized functions, physical functions, and physical forms. In the following, the abstraction levels for each safety risk are described.



4.3.1. Loss of Control—Aviation of Aircraft


In order to avoid a loss of control of the air vehicle, the sUAS needs to be aviated successfully. Therefore, the abstract function to counteract loss of control was labeled Aviation of aircraft. The functions Flight envelope protection, Command conformance, and Range & endurance were defined as the generalized functions contributing to safe aviation of the sUAS. The physical function necessary to detect a potential violation of the flight envelope of the sUAS is the computation of deviations between the actual flight parameters (e.g., bank angle) and the maximum allowable parameters as defined by the flight envelope of the sUAS.



Command conformance refers to the supervision of flight parameters such as speed, altitude, track, or flight mode of the sUAS. The generalized function was labeled Command conformance because its main purpose is to monitor whether the sUAS is executing the predefined flight plan as expected. If, for example, the preplanned altitude for the current section of the flight plan was set to 40 m, the altitude indication should also indicate 40 m plus/minus an acceptable range (e.g., 5 m). The computation of the deviations between planned and actual flight parameters represents a physical function and was labelled Deviations from intended flight parameters and flight plan.



For the generalized functions flight envelope protection and command conformance, mere computations of deviations are necessary. For the generalized function range and endurance however, the computation is more challenging. The purpose of the function is to monitor if the range and endurance of the sUAS are still sufficient for the safe execution of the intended flight plan. Thus, predictions about the current remaining range and endurance need to be computed, considering various parameters, such as the current battery status or wind strength and direction. The predictions of the current remaining range and endurance then need to be compared to the required range and flight time for successfully executing the intended flight plan. The computations of predictions and comparisons represent the physical functions.




4.3.2. Air Traffic-Related Risks—Separation to Hazards and Prohibited Areas


In order to prevent hazards due to encountering other air traffic, the abstract function Separation to hazards and prohibited areas was defined. In order to achieve safe separation to potential hazards and prohibited areas, conformance monitoring is crucial regarding other (rogue) air traffic, geo-fences around prohibited areas, obstacles, and terrain, as well as areas with hazardous meteorological conditions. Accordingly, the generalized functions were defined as Traffic constraints, Geo-fence conformance, Meteorological constraints, and Obstacle & terrain constraints. The subsequent physical functions were defined as Computation of positions and Computation of distances to, e.g., other air traffic, geo-fences, or obstacles (cf. Figure 5). Examples of the technical implementation of these physical functions are the systems ICAROUS and SAFEGUARD, designed to autonomously avoid (rogue) air traffic and geo-fences [32,33,34].



Further, obstacles and terrain that are unknown to the system (e.g., because they are not available in a navigational database), as well as rogue air traffic without transponders and areas with severe meteorological conditions need to be detected and avoided. Therefore, the positions of and distances to these objects and possible areas with adverse meteorological conditions need to be computed. Again, the computations of positions and distances represent physical functions (cf. Figure 5). These functionalities are not covered by ICAROUS or SAFEGUARD and will therefore require the future development of safety systems or algorithms.




4.3.3. Flight Outside of Approved Airspace-UTM Airspace Conformance


In the UTM ecosystem, the UAS Service Suppliers are responsible for airspace management and airspace approvals and each sUAS needs to comply with their approvals. Therefore, the abstract function was labelled UTM Airspace Conformance. In order to achieve UTM airspace conformance, the sUAS operator needs to be supplied with information regarding airspace constraints and UTM-related information from the UAS service supplier. Specifically, the sUAS operator needs to be informed about current airspace sector constraints and other important notifications. Therefore, the generalized functions were labelled Airspace conformance and UTM related information with the contributing physical functions Airspace sector approval and Message status (cf. Figure 5).




4.3.4. Critical System Failures—Vehicle Health


In order to counteract potential hazards due to failures of safety-critical systems, the health of the technical systems of the sUAS itself needs to be monitored. The relating abstract function was labeled Vehicle health. Five generalized functions and five physical functions were defined to ensure vehicle health. The generalized functions were labeled as the monitoring of Motor health, Data transfer, Electrical supply, Sensor health, and Positional accuracy.



Monitoring of motor health is accomplished by supervising the physical processes that are necessary for motor operation, such as the spinning of the rotors. Assurance of successful data transfer between the aircraft and the ground control station is accomplished by monitoring the physical processes that are necessary for ground–vehicle telemetry, i.e., successful transmission and reception of radio signals. One necessary requirement for the monitoring of the motor and data transfer functions is the supply with electrical energy. Therefore, the physical function Storage and the distribution of electrical energy were defined.



In order to ensure that sensor data is trustworthy and not corrupt, a plausibility check of the received data is necessary. Thus, the physical sensor processes, i.e., sensor health need to be monitored (e.g., in terms of signal count/second). The corresponding physical function was labeled Sensor processes.



Positional accuracy is a critical function, especially when it comes to missions requiring operation of the sUAS in close proximity to solid and potentially dangerous structures, such as powerlines [62]. Therefore, an estimate of the current vertical and horizontal positional accuracy needs to be computed from the different methods of determining the position of the sUAS (e.g., the (Differential) Global Positioning System (GPS/ DGPS) or barometric altitude). This estimate needs to be monitored constantly. The computation of the accuracy estimate represents a physical function and was labeled Processes for position determination.




4.3.5. Unsafe Proximity to People and Property—Minimization of Risk to the Public


A fundamental aspect related to safety monitoring of UAS in low-altitude urban airspace is the risk of potential casualties because of an accident. The casualty risk caused by a UAS crash needs to be minimized. Accordingly, the abstract function relating to unsafe proximity to people and property was labeled Minimization of risk to the public. The subsequent generalized function was labeled Casualty risk. An estimation of the current casualty risk during UAS operation can be computed using real-time risk assessment. One example for such a risk assessment framework for UAS UTM was developed by Ancel et al. [35,36]. They developed an algorithm that computes the current mishap likelihood based on current system parameters. In addition, the mishap severity is derived from the estimated impact area and the population density around it. The computations of Mishap severity and Mishap likelihood were defined as the required physical functions contributing to the generalized function Casualty risk.





4.4. Design of Unambiguous and Meaningful Icons (Design Principles 2, 3 and 4)


In order to visualize safety-critical system states related to the generalized functions of the abstraction hierarchy depicted in Figure 5, function-specific icons were developed. The icons were designed based on the icon design principles presented in Table 2. Table 3 shows the designed icons and a brief description of the design rationale. Further, the table shows the order of arrangement of the icons in each column (cf. Figure 2 and Figure 3) based on the abstract functions.




4.5. Definition of System States and Hues (Design Principles 2 and 5)


The three system states nominal, caution, and warning were defined for each generalized function. In order to enhance awareness of successful execution of the command and geo-fence conformance as well as rerouting around obstacles, terrain, and traffic functions, a fourth state was introduced and labeled expected change. This state can be regarded as equivalent to the advisory state in current large aircraft cockpits [61]. A function is in the expected change state when a flight parameter is changing intentionally and as expected. As such, the human operator should be aware of the change but not be alarmed by it. For example, if the flight plan expects the sUAS to climb to 55 m and the sUAS is in the process of climbing, the command conformance function is in the expected change state. Similarly, when encountering a geo-fence or a rogue vehicle and the ICAROUS algorithm computes an alternative trajectory, the geo-fence conformance or the reroute around obstacles, terrain and traffic functions are active and impact the command conformance function due to updating the flight plan. Thus, an expected change occurs and both functions (i.e., the command conformance and reroute around obstacles, terrain, and traffic function) are in expected change states.



The background color of the display is grey (RGB: 64, 64, 64). A slightly lighter gray hue (RGB: 128, 128, 128) is used to indicate nominal states. An expected change is visualized in cyan (RGB: 0, 220, 220). The color was chosen because it should not resemble urgency or caution/danger. For the caution and warning states, yellow (RGB: 255, 230, 0) and red (RGB: 255, 35, 35) were chosen, because, as opposed to cyan, they imply urgency [63]. Red was chosen to represent the warning states, as it was found to imply a more urgent state than yellow. Additionally, when a function is in a warning state, flashing is used to make the icon even more salient and draw the operators’ attention to the icon. Additionally, parallel visual search for off-nominal system states should be supported by the layout of the icon displays. The system states, a specification and examples are provided in Table 4. Note that meanings of color and thus their implications can be culture specific. This may be a limitation of this color concept which might need to be further explored.





5. Final Display Layout


In the following, the final display layout will be presented and described for three different situations including nominal and off-nominal conditions as well as differing numbers of UAS under supervision. Figure 6 presents the final display layout in a situation where all three supervised sUAS are in a nominal state. In the middle of the display, the Icon display is shown, presenting the states of the identified generalized functions. Each column in the Icon display represents a different subsystem (i.e., sUAS) and each row a different generalized function. In Figure 6, all functions show a nominal state, indicated by the gray color of each icon. The column of UAS-3 is framed in white, indicating that UAS-3 is currently selected and information on physical parameters is presented. The information on physical parameters is presented on two displays on the left side of the Icon display. The upper physical parameters display (cf. Figure 6) is called the Aviate display and shows an artificial horizon including indications of current attitude, Ground Speed (GS), Altitude (ALT), and Heading (HDG). The lower physical parameters display is called Technical parameter display (or short Tech display) and presents the physical parameters of the currently selected generalized function in the icon display, which in this case is the command conformance function, indicated by the white frame around the icon. As evident from the abstraction hierarchy (see Figure 5), the parameters of the physical functions that correspond to the generalized function command conformance are the deviations between intended and actual parameter values. Whereas the Aviate display shows the current GS, ALT, and HDG, the Tech display presents the Deviations (DEV) from the intended values indicated by the letters “DEV”. For example, the GS indicator in the upper display shows a current ground speed of 6 m/s. The deviation from the intended value, which is 5 m/s, is +1.00 m/s. However, as a deviation of 1 m/s is within the acceptable range of variation, the icon of the command conformance function stays gray indicating that all flight parameters are within the acceptable limits of variation. If the GS were to exceed a predefined value of, e.g., +/− 5 m/s, the icon would turn yellow, indicating a caution state informing the operator about the conformance violation. Above the Aviate display, the call sign of the selected sUAS is shown (in this case, UAS-3 is selected). On the right side of the Icon display, the Map display (cf. Figure 6) is presented, showing geographical information such as the position of the sUAS, geo-fence boundaries and the flight route of the selected sUAS. In the Aviate, Tech, and Map displays, only the parameters from the physical functions and physical forms levels of the selected sUAS, i.e., UAS-3, are shown.



Figure 7 presents a situation with eight UAS in which a rogue UAS (shown in magenta) is approaching the currently selected UAS-4. As the situation could potentially result in a collision, the collision avoidance system (in this case ICAROUS) computed a new trajectory around the rogue UAS to evade it. The updated trajectory (which represents information from the physical forms abstraction level) is visualized with cyan lines in the Map display. The icons representing the generalized functions obstacle, terrain and traffic, and command conformance are displayed in cyan, indicating that the flight plan has intentionally been updated in order to avoid a collision and therefore the flight mode intentionally changed to GUIDED (i.e., guided by ICAROUS). The flight mode indicator together with other relevant physical parameters are shown in the Tech display in the bottom left of Figure 7.



Simultaneously to the rogue UAS encounter of UAS-4, UAS-2 is experiencing a loss of data link. This critical event is visualized by the red icons representing data transfer (due to the impaired signal strength) and command conformance (due to the unreliable/ unavailable data of the UAS) as well as the red colored icon of the UAS itself. If the human operator wished to get more detailed information, they could select the red icons in the Icon display and the information would be displayed in the Tech display.



Figure 8 presents the display during a critical situation for UAS-3 due to a problem in the electrical supply function while UAS-1 is simultaneously and intentionally rerouting around a geo-fence. In Figure 8, UAS-3 is currently selected, indicated by the white frame around the column in the Icon display. Consequently, only physical information on UAS-3 is being displayed in the Aviate, Tech, and Map displays. Further, the icon representing the generalized function range and endurance for UAS-3 is selected. Accordingly, the information presented in the Tech display is physical information (i.e., information from the physical functions and forms levels of abstraction), corresponding to the generalized function range and endurance. The displayed parameters are the estimated remaining ranges and endurances in meters and minutes after successful completion of the intended flight plan (Range/Endurance Flight Plan) as well as after a potential direct return to the launch point (Range/Endurance Home). In this case, the estimated range and endurance after completing the intended flight plan are below 0 for UAS-3, meaning that the flight plan cannot be completed. However, if the UAS-3 were to directly return to the launch point, the estimated remaining range would still be 200 m with a leftover endurance of 5 min. Consequently, in the icon display, the icons representing the generalized functions command conformance, range, and endurance, as well as electrical supply show caution states, indicated by the yellow color. Even though the corresponding physical parameters of the electrical supply functions are not displayed, the operator can assume that there must be a malfunction of the battery due to which the remaining range is not sufficient for completing the intended flight plan. By selecting the electrical supply icon and retrieving the corresponding physical parameters, they could confirm that assumption. The caution state of the command conformance icon results from the fact that the flight mode of UAS-3 switched to the so-called Return to Launch mode (RTL). The flight mode indicator (physical parameter related to the generalized function command conformance) is not shown since the range and endurance icon is currently selected. However, by looking at the yellow command conformance icon and the current flight route, displayed in yellow on the Map display, the operator is able to see that the flight route of UAS-3 has been modified and that it is directly returning to the launch point. The flight route and waypoints that could still be reached as well as the RTL route are displayed on the Map display in yellow, and the route section and waypoints that cannot be reached anymore are displayed in red.



Simultaneously, UAS-1 is encountering a geo-fence which was set up after planning the flight for UAS-1. The avoidance maneuver is indicated by the cyan color of the command conformance and geo-fence conformance icons as well as the icon representing the sUAS itself. The cyan color of the command conformance icon indicates a change of flight plan and flight mode (to GUIDED), and the cyan color of the geo-fence conformance icon indicates that the flight plan and flight mode changed intentionally due to encountering the geo-fence. Note that the updated flight route of UAS-1 is not shown in the Map display, as the flight route represents physical information of UAS-1, but UAS-3 is currently selected, meaning that physical information is only shown for UAS-3. By selecting UAS-1, the operator can display the flight route on the Map display.



Figure 6, Figure 7 and Figure 8 show the advantage of the proposed display design concept with regard to multiple UAS supervision. By systematically hiding information from the primary view, the display design concept enables the human operator to concentrate on one sUAS in a potentially critical situation while still being able to monitor the states of the other sUAS under supervision. Simultaneously, the display is kept simple and implements the criteria for supporting parallel visual search for off-nominal system states in the Icon display.




6. HMI Evaluation


An evaluation study with seven Subject Matter Experts (SME) was conducted. The study was an online study using mock-ups of the designed HMI (cf. Figure 6, Figure 7 and Figure 8). The use of system mock-ups without extensive simulations requiring a considerable amount of development is a commonly used tool for early evaluations of HMI concepts [64,65,66,67]. Given that the mock-up correctly reflects the behavior of the assumed system and all parts of the assumed system have been tested in the field, the results of the mock-up-based HMI evaluation may be generalized to a real environment. The aim of the study was to first investigate if the SMEs perceive themselves as situationally aware while using the HMI to monitor multiple UAS simultaneously during nominal and off-nominal situations. Second, it was investigated how much effort they think would be required to use the HMI. Third, it was investigated if the perceived complexity of the display is in fact within acceptable limits, as postulated by the design concept.



6.1. Scenarios and Tasks


The participants completed four different scenarios. Three of the scenarios utilized static versions of the mock-up, meaning that the sUAS were not moving and system parameters did not vary. However, user interaction with the mock-up was possible and the participants were able to “click through” the mock-ups and retrieve information as they wished (they were, for example, able to click on each of the sUAS to show their flight routes as well as retrieve information on the physical parameters of each generalized function by clicking on the respective icons). In each of the static scenarios, eight sUAS were under supervision, of which two were experiencing an off-nominal event. In scenario 1, UAS-1 encountered a geo-fence and was currently rerouting (displayed by the cyan color of the command and geo-fence conformance icons as well as the UAS icon on the Map display) and UAS-6 experienced a degraded positional accuracy due to a low number of available satellites (displayed by the red color of the command conformance and positional accuracy icons as well as the UAS icon on the map display). Scenario 2 included an encounter with a rogue UAS for UAS-4 and a loss of data link for UAS-2, as depicted in Figure 7. Scenario 3 consisted of a geo-fence encounter for UAS-8 and a degraded range due to low battery voltage and subsequent return to the launch point for UAS-5. This scenario closely resembled the situation depicted in Figure 8, only with eight instead of four sUAS. In each static scenario, the participants were instructed to report which of the sUAS were currently experiencing off-nominal situations, name the problem including the affected system parameters (e.g., degradation of positional accuracy due to a low number of satellites), and articulate their thoughts while clicking through the mock-up to retrieve the information they based their assessment on. The order of the scenarios was randomized across all participants to mitigate possible learning effects.



Scenario 4 consisted of a video showing the mock-up with eight dynamic (i.e., moving) sUAS and varying system parameters. The participants were not able to interact with the HMI in scenario 4. Throughout the video, the positional accuracy icon of UAS-6 was selected, meaning that the participants only saw the flight route of UAS-6 on the Map display and the physical parameters of the positional accuracy function in the Tech display. During the course of the video, each of the UAS experienced off-nominal events (leading to color changes of the icons of the affected functions and UAS) and the participants were instructed to (1) stop the video once they observed an off-nominal event and (2) report what the event was in a similar manner as in the static scenarios. Note that the participants based their interpretation of the events only on the information they received from the Map display and the color changes of the icons in the Icon display, as UAS-6 was selected at all times. The events were essentially the same as in the static scenarios (e.g., rogue UAS/ geo-fence encounter or degraded range), only the flight routes and therefore the positions of the UAS on the Map display differed.




6.2. Dependent Variables


6.2.1. Performance


A video of the screen and the voice of the participants were recorded. From the recordings, the performance of the participants was determined, i.e., whether they correctly identified the events and the system parameters that displayed the off-nominal condition. Further, it was analyzed how they reached their conclusions.




6.2.2. Display Complexity


In order to obtain a measure of the perceived display complexity, a questionnaire to evaluate information complexity on displays [68] was used. For the purpose of this study, the questionnaire was shortened, because some of the questions required active interaction with the display. These questions were removed. The questionnaire consisted of 26 statements regarding the perceived visual complexity, which are answered on a 6-point Likert scale, ranging from 1 to 6. High values point to a favorable and low values to an unfavorable result.




6.2.3. Situation Awareness


For obtaining a measure for situation awareness, the Situation Awareness for Solutions for Human Automation Partnerships in European Air Traffic Management (SASHA) questionnaire [69] was used. In order to use the questionnaire for the static mock-up scenarios, the questions needed to be modified slightly and one question was deleted. The questionnaire consisted of five statements, which were answered on a 7-point Likert scale, ranging from 0 to 6. High values point to a favorable and low values to an unfavorable result.




6.2.4. Perceived Effort


The perceived effort needed to use the display was obtained with the Perceived Ease of Use questionnaire by Davis [70]. This questionnaire consisted of six statements that are answered on a 7-point Likert scale, ranging from 0 to 6. High values point to a favorable and low values to an unfavorable result.





6.3. Procedure


The study was conducted online using a conference call software. In the beginning, each participant gave their informed consent for inclusion in the study, followed by a 30 min presentation explaining the scope of the study and the functionalities of the HMI. A 15 min training followed, during which the participants made themselves familiar with the HMI using a mock-up showing a static scenario with eight UAS, one of which was currently rerouting around a geo-fence. To interact with the HMI, screen control was transferred to the participants. After the training, the three static scenarios were conducted in a randomized order. On average, the participants needed five minutes to complete each scenario. After the static scenarios, the dynamic scenario was presented (five minutes), followed by an online questionnaire (~25 min). In total, participation in the study took about 90 min.




6.4. Participants


Seven participants took part in the study. The mean age was 36 years. Six of the participants held an active UAS license, and the mean UAS flight experience was 40 h on various UAS types, such as DJI Phantom (DJI, Shenzhen, China), Mavic Pro (DJI, Shenzhen, China), or SwissUAV V125. (Swiss UAV AG, Niederdorf, Switzerland).




6.5. Results


6.5.1. Performance


The screen and voice recordings indicated that all participants could correctly identify each critical event. For scenarios 2 and 3, all participants could identify the physical parameters that displayed off-nominal values and caused the critical conditions. In scenario 1, one participant was not able to correctly identify the cause of the degraded positional accuracy. From the screen recordings, each participant’s strategy to gather the required information could be identified. For the most part, the participants used the Icon and the Map display to retrieve the information they needed. Only when they narrowed down the causes of critical system states (i.e., caution and warning states) did they retrieve the detailed (physical) information from the Tech display. For the expected change states during reroute maneuverers, most participants looked at the Tech display only once (mostly during the first scenario). In the remaining scenarios, they mainly relied on the information they received from the Icon and Map displays, which essentially were the cyan colored icons and the adapted flight route, also displayed in cyan.




6.5.2. Display Complexity


The mean score of the display complexity questionnaire was 4.69 (SD = 0.62) with a median of 5 across all participants. Of particular interest for the support of parallel visual search were the results of the first four questions, which answer the question how easily information could be found on the display. For questions 1, 2, and 4, the median score was 5, and for question 3 the median score was 4.




6.5.3. Situation Awareness & Perceived Effort


The mean situation awareness score across all participants was 4.97 (SD = 0.62) with a median of 5. The mean score for the ease of use was 5.12 (SD = 0.60) with a median of 5.17. Table 5 depicts the descriptive results for all dependent variables.






7. Discussion


This paper derives, demonstrates, and evaluates a display design concept that aims to limit display complexity of HMIs that support the monitoring of safety risks associated with the operation of sUAS in low-altitude urban airspace. The display design concept is based on five design principles which were introduced and applied to design a display supporting the monitoring of multiple sUAS flying at low altitudes in urban airspace. The display visualizes system states of safety relevant system functions using unique icons that change hue according to current system states. The rationale of the design approach is to primarily visualize system states of highly abstracted functions from the generalized functions level of an abstraction hierarchy and hide information from lower abstraction levels from the primary view. The final display layout was presented for three different situations including nominal and off-nominal conditions and evaluated by seven subject matter experts.



7.1. Visualization Approach


The main notion of EID is to enable the human operator to gain a deep understanding of the current state of the system that they are supervising. This is done by displaying all variables associated with the physical processes and functions of the system [3,48]. However, this paper argues that in order to avoid scanning failures [10], it is necessary to limit the complexity of HMIs. This is especially true when it comes to the supervision of multiple highly complex systems with various modes of operation and vast amounts of system parameters that need to be monitored. If all variables in this case were to be shown on the display, the information load would simply be too high for a human operator to comprehend. In order to limit display complexity, it is necessary to limit the amount of simultaneously displayed variables. This paper demonstrates that it is possible to adapt the EID approach to design a display that should enable a human operator to gain a deep understanding of the current system state, although the amount of simultaneously displayed information is limited. It is shown that it should be possible to support parallel visual search for off-nominal conditions and enable the human operator to effortlessly perceive the current state of the system by systematically hiding detailed technical information from low abstraction levels with a high resolution of the system. Instead, system states on higher abstraction levels and lower system resolution are displayed using unique icons.



The results of the evaluation study provide initial empirical proof that the display complexity of the designed HMI is at least within acceptable limits. The results of the display complexity questionnaire showed considerably high (i.e., favorable) scores with a mean of 4.69 (maximum possible value: 6). The results of the display complexity questionnaire were also informative regarding the goal to support parallel visual search in the display. The questions evaluating parallel visual search showed moderate to high scores, providing data backing the assumption that the HMI design supports parallel visual search for information. However, more empirical studies are necessary to support this hypothesis that gather eye tracking data of participants while using the display.




7.2. Functional Decomposition Approach


The design approach of only displaying high-level system states itself is not new. Many cockpit design philosophies already implement this approach by presenting only high-level status information of the system, sometimes referred to as the dark display design philosophy (for details, please refer to the works in [71,72]). Oftentimes, the pilots are only notified in off-nominal conditions; otherwise, the displays stay dark (or silent). For the most part, these HMIs provide information on physical functions and processes, and are heavily based on the technical structure of the aircraft. They do not provide information on the functional implications of different conditions of physical functions. The pilot might for example be warned about a hydraulic failure leading to the inability to deflect flaps. The inability of deflecting flaps then implies among others the necessity for a higher speed during the approach and landing phases (to prevent the aircraft from stalling), resulting in a longer landing distance. However, information on these functional implications is not displayed. Pilots must be able to derive the functional implications from the technical information—if they are not, it can result in a safety risk. Especially during situations with a high workload for the pilots (such as the landing phase) or during unfamiliar situations that require experience to quickly derive the functional implications of a system failure, making the right decisions is challenging. As such, presenting the functional implications would relieve the pilots of the cognitive processing of technical data (to derive the functional implications) and thus limit the amount of additional workload resulting from, e.g., a hydraulic failure or an unfamiliar situation. The pilots would therefore be supported in making the right decisions despite the complexity and unfamiliarity of the situation.



An HMI designed according to ecological interface design principles displays these functional consequences. However, EID HMIs include all parameters entering into a system and all means–end relationships of system functions of adjacent abstraction levels. This leads to an HMI that provides the human operator with a lot of information, resulting in a more difficult visual search when monitoring the HMI. The increased time needed for visual search could lead to important information being perceived slower or not at all, which could be a safety risk. The proposed display design concept presented in this paper approaches this issue by implementing key design principles to support parallel visual search while presenting the functional implications resulting from an off-nominal system state or a failure condition.



The display design concept aims to combine the advantages of a quick visual search resulting from a more decluttered HMI while providing the human operator with both physical information and information on functional consequences. Information about the failure of a physical function, such as sudden loss of battery voltage, leading to warning states for the generalized functions electrical supply, range and endurance, and command conformance, is available to the operator on the Icon display due to the respective icons changing their hues. Hereby, the warning states of the command conformance and range and endurance functions represent the functional consequence of the battery failure (i.e., the sUAS is about to enter a contingency maneuver since it cannot execute the intended flight plan anymore). Therefore, the operator is not left to evaluate the functional consequences of the sudden loss of battery voltage by themselves. Instead, the functional consequences are comprehensively visualized through the icon hues, supporting the operator in quickly understanding the current situation.



By displaying information on the generalized functions using simple icons, the supervision of multiple sUAS is supported. If two or more sUAS under the supervision of the operator encounter a problem, the operator can quickly perceive these problems through parallel visual search. The hue of the icon informs the operator if they have to manage the problem or if the system is taking care of it. This functional decomposition and information visualization approach of the proposed display design concept thus enables the operator to quickly perceive current system states (using parallel visual search) and gain an understanding the functional implications resulting from different system states including safety critical system failures of all sUAS under supervision. The results of the evaluation study support the hypothesis that the display enables an operator to quickly gather an understanding of the cause and the functional consequences of a critical situation. The screen and voice recordings indicated that the participants were able to correctly identify the causes of a critical situation, e.g., a low battery voltage, and identify the functional consequences.



The SASHA scores for measuring situation awareness were also considerably high, indicating that the participants perceived themselves as situationally aware while using the HMI during the scenarios. Furthermore, the scores of the ease of use questionnaire indicated that the participants thought that not much effort would be required to use the HMI.




7.3. Future Work


This paper derives a new display design approach based on several design principles. These design principles were then applied in the design of a new HMI and the resulting HMI was evaluated. The next steps that are planned to further develop the design approach are described in the next sections.



7.3.1. Further Evaluation Studies


The results of the evaluation point to a successful implementation of the design approach, resulting in an adequate display complexity, ease of use, and a high situation awareness while supporting parallel visual search. However, the conclusions are limited due to the low fidelity of the mock-ups and the small sample size. As such, studies are needed that specifically aim to investigate whether the designed HMI for monitoring multiple sUAS (1) supports parallel visual search for off-nominal system states (using eye-tracking data) and (2) enables an operator to gain a deep understanding of the current state of the system despite limiting the amount of simultaneously displayed variables. If the rationale behind the proposed display design concept holds true, the operators should be able to quickly and correctly perceive the impact of a critical functional state on the performance of other system functions that share a common means–end relationship, despite hiding information from lower abstraction levels from the primary view.




7.3.2. Embedding the HMI into a Simulation Environment


In order to evaluate the HMI further, studies in which the participants have the possibility to actively intervene are necessary. For this purpose, the HMI needs to be embedded into a simulation environment. The simulation environment needs to be capable of real-time simulation of multiple sUAS and simulate the envisioned capabilities of the system as assumed in this paper (e.g., geo-fencing and autonomous collision avoidance). One future approach could be to develop an interface to connect the HMI and the ArduSim simulation environment [73], which is capable of simulating multiple multicopters accurately and in real-time.




7.3.3. Application to Other Use Cases


In addition, the display design concept may be applied to another use case. This paper, for example, assumes that the sUAS are operated in UTM airspace, the air traffic management ecosystem developed by the NASA and the FAA in the U.S. [1]. However, the European-wide concept of operations for UAS called U-Space was recently released [26,27]. U-space and UTM differ in a number of aspects, for example, in the definition of the so-called very low-level airspace in which sUAS are supposed to be operated. The proposed display design concept could easily be applied to design an HMI to support an operator supervising multiple sUAS operated in U-space airspace. Most likely the differences between UTM and U-space will become predominantly evident on the physical functions and forms levels of abstraction as both systems serve the same purposes but partly achieve the purposes using different approaches reflected on the physical functions level.






8. Conclusions


The novelty of the proposed display design concept lies in the application of EID principles while hiding information from low abstraction levels to limit display complexity. The scientifically derived design principles were thoroughly introduced, and the design concept was applied to design an HMI that supports monitoring of safety critical functions of multiple sUAS operated in low-altitude urban airspace. While the designed display was only evaluated with a small sample size using mock-ups, this paper thoroughly demonstrates the advantages of the display design concept and the resulting HMI. Thus, further exploration of the proposed display design concept within the scope of simulation studies using simulation environments such as ArduSim [73] is warranted.
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Figure 1. Illustration of parallel and serial search. The task of the observer is to find the unique object: (a,b) the targets are presented among homogeneous distractors and defined by the unique attributes color (a) and shape (b), enabling parallel search for finding the targets. (c) The distractors are heterogeneous, and the target (horizontal green bar) is not defined by a unique attribute, leading to serial search for finding the target. 
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Figure 2. Schematic illustration of the proposed display design concept. Note: SUB = Subsystem. 
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Figure 3. Schematic illustration of the proposed display design concept for off-nominal system state indications of two generalized functions of subsystem SUB-3. The display visualizes which generalized functions are currently affected by a failure and which state they are in through the different hues. In the figure, the different hues are visualized by the patterns of the icons. 
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Figure 4. System and functional decomposition of a work system consisting of multiple sUAS according to the principles of the proposed display design concept. 
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Figure 5. Abstraction hierarchy for the work domain of an operator monitoring an autonomous sUAS operated in low-altitude urban airspace. For reasons of clarity, the number of visualized means–end relationships is limited. 
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Figure 6. Final display layout showing an exemplary non-critical situation. The yellow and red boxes represent the three geo-fence boundaries from the geo-fencing system SAFEGUARD, warning, terminate and hard boundary. DEV = deviation, GS = ground speed, ALT = altitude, HDG = heading. 
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Figure 7. Final display layout showing a situation in which UAS-3 encounters a rogue UAS and ICAROUS autonomously computes an alternative trajectory around the rogue aircraft in order to avoid a collision. Simultaneously, UAS-2 is experiencing a loss of data link. 
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Figure 8. Final display layout showing a critical situation for UAS-3. Due to a battery failure, UAS-3 cannot execute the intended flight plan and is directly returning to the launch point. At the same time, UAS-1 is rerouting around a geo-fence. 
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Table 1. System decomposition and abstraction levels of displayed information.
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System Decomposition Level

	
Functional Abstraction Level






	
Whole system

	
Generalized functions




	
Subsystem and components

	
Physical functions




	
Physical forms
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Table 2. Derived icon design principles.
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	Derived Design Principle
	Metric





	Icons shall resemble the real-world object they are intended to represent.
	Concreteness



	Icons shall entail as much detail as necessary, but as little as possible.
	Complexity



	Icons shall include features that are familiar to the operator.
	Familiarity
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Table 3. Designed icons and descriptions of the design rationales.






Table 3. Designed icons and descriptions of the design rationales.





	
Abstract Function

	
Generalized Function

	
Icon

	
Description






	
Aviation of aircraft

	
Command conformance

	
 [image: Aerospace 08 00071 i001]

	
sUAS + arrows representing direction of movement.




	
Flight envelope protection

	
 [image: Aerospace 08 00071 i002]

	
sUAS + scales representing the bank angle.




	
Range & endurance

	
 [image: Aerospace 08 00071 i003]

	
Battery capacity + route from origin to destination.




	
Separation to

hazards &

prohibited areas

	
Geo-fence conformance

	
 [image: Aerospace 08 00071 i004]

	
Fence representing a geo-fence.




	
Obstacles, terrain & traffic

	
 [image: Aerospace 08 00071 i005]

	
Arrow around a triangle + exclamation mark, representing rerouting around a potentially hazardous object.




	
Meteorological constraints
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Wind sock representative for weather.




	
Minimization of

risk to the public

	
Casualty risk
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Group of people representing the general public that needs to be protected.




	
Vehicle health

	
Data transfer
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Icon for signal reception quality, known from mobile phones, representing data link reception.




	
Positional accuracy

	
 [image: Aerospace 08 00071 i009]

	
Cross + square + dotted circle, intended to resemble a target for representing accuracy.




	
Electrical supply

	
 [image: Aerospace 08 00071 i010]

	
Battery icon, familiar from the automotive domain.




	
Motor health

	
 [image: Aerospace 08 00071 i011]

	
Rotors + circle, representing a motor of a multi-copter.




	
Sensor health

	
 [image: Aerospace 08 00071 i012]

	
Sensor + radio waves, representing a sensor.




	
UTM airspace conformance

	
UTM information

	
 [image: Aerospace 08 00071 i013]

	
Open envelope, visualizing incoming mail.




	
Airspace conformance

	
 [image: Aerospace 08 00071 i014]

	
Air vehicle + box with a dotted line, representing approved airspace boundaries.











[image: Table] 





Table 4. Description of the defined system states.
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State

	
Specification

	
Color

	
Example






	
Nominal

	
All parameters are within nominal limits.

	
Gray

	
 [image: Aerospace 08 00071 i015]

	
Range is sufficient.




	
Expected change

	
One or more parameters are changing in an expected manner.

	
Cyan

	
 [image: Aerospace 08 00071 i016]

	
Guided mode engaged due to encounter of rogue traffic.




	
Caution

	
One or more parameters are approaching critical limits.

	
Yellow

	
 [image: Aerospace 08 00071 i017]

	
Battery voltage below threshold value.




	
Warning

	
One or more parameters are within critical limits.

	
Red (flash)

	
 [image: Aerospace 08 00071 i018]

	
Loss of data link.
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Table 5. Results of the questionnaires.
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	Questionnaire
	M
	SD
	MD



	Display complexity
	4.69
	0.62
	5.00



	Situation awareness
	4.97
	0.62
	5.00



	Ease of use
	5.12
	0.60
	5.17



	Questions assessing visual search
	M
	SD
	MD



	I know where to look for the information I need.
	5.29
	0.76
	5.00



	I can see the information I need without searching.
	4.57
	0.98
	5.00



	I have to search through the display to find the information I need. (inverted)
	3.43
	1.72
	4.00



	I can find the information I need with one or a few glances.
	5.14
	0.90
	5.00
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