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Abstract: Predictive maintenance has received considerable attention in the aviation industry where
costs, system availability and reliability are major concerns. In spite of recent advances, effective
health monitoring and prognostics for the scheduling of condition-based maintenance operations is
still very challenging. The increasing availability of maintenance and operational data along with
recent progress made in machine learning has boosted the development of data-driven prognostics
and health management (PHM) models. In this paper, we describe the data workflow in place at
an airline for the maintenance of an aircraft system and highlight the difficulties related to a proper
labelling of the health status of such systems, resulting in a poor suitability of supervised learning
techniques. We focus on investigating the feasibility and the potential of semi-supervised anomaly
detection methods for the health monitoring of a real aircraft system. Proposed methods are evaluated
on large volumes of real sensor data from a cooling unit system on a modern wide body aircraft from
a major European airline. For the sake of confidentiality, data has been anonymized and only few
technical and operational details about the system had been made available. We trained several deep
neural network autoencoder architectures on nominal data and used the anomaly scores to calculate
a health indicator. Results suggest that high anomaly scores are correlated with identified failures in
the maintenance logs. Also, some situations see an increase in the anomaly score for several flights
prior to the system’s failure, which paves a natural way for early fault identification.

Keywords: aviation; predictive maintenance; prognostics and health management; condition moni-
toring; anomaly detection; deep learning; neural networks; autoencoders; time series

1. Introduction

Prognostics and health management (PHM) has drawn growing interest from indus-
trial and academic research in the last few years, especially in sectors like aviation where
profit margins are small and operational costs are critical. Aircraft availability and system
reliability can be improved with effective health monitoring and prognostics. The purpose
is the anticipation of system failures before their actual occurrences, as these cause major
repair cost and operational disruptions. Condition monitoring is also key for optimising
the scheduling of maintenance operations based on the estimated condition or remaining
useful life (RUL) of the systems.

The increasing availability of large volumes of sensor data generated daily by aircraft
in flight calls for technologies to make the best of recent progresses made in the field of
machine learning (ML) and anomaly detection [1]. This data can be exploited by algorithms
in order to extract patterns or anomalies to be linked with the degradation of the system.
In PHM, data-driven approaches are particularly relevant for complex systems for which
appropriate physics-based models may not exist.
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In this paper, we investigate the use of anomaly detection to generate system health
indicators (HI) for a fleet of a modern wide-body aircraft. We focus our analysis on a
specific aircraft system, but claim that the presented methodology is generic enough to be
adapted to other use cases. More precisely, our contribution includes:

1.  a presentation of the different sources of data available at a major airline for the
maintenance of an aircraft cooling system unit. We explain the difficulties to exploit
such data for health monitoring primarily due to the inherent uncertainties in the
maintenance data;

2. the introduction of a semi-supervised anomaly detection approach for condition
monitoring based on autoencoders to extract meaningful information from a complex
dataset with high uncertainty in the labelling. For the sake of confidentiality, data has
been anonymized and prior knowledge about the system under study is very limited;

3.  the experimentation of the proposed approach with three types of autoencoders to
compute the anomaly scores: a fully-connected autoencoder, a convolutional autoen-
coder, and a variant of a long short-term memory (LSTM) autoencoder available in
the literature.

4.  amethod to determine a health indicator from the anomaly scores by computing a
threshold based on the Fg-score metric.

5. the evaluation of the autoencoders with a set of binary classification metrics by using
instance weights to account for the uncertainty on the provided failure data.

We explore the feasibility and potential of an approach based on standard anomaly
detection techniques and autoencoders for condition monitoring when applied to a real
and complex dataset.

The results of the study show that a relatively high anomaly score usually corresponds
with the periods where a failure has been expected by maintenance engineers. In some
cases, we also observe an upward trend on the anomaly scores a few flights before the
failure was actually detected by the maintenance operators. However, the task remains
challenging because of the lack of prior system knowledge (confidentiality constraints),
sensor data complexity, the lack of guarantee that available signal data are appropriate to
detect a given failure and general uncertainties in the sensor and provided failure data.

The paper is organised as follows. Section 2 reviews the classical and more recent
anomaly detection methods used in aviation, as well as the data-driven approaches specific
to prognostics and their application to health monitoring. Section 3 describes the system
under study and the different data sources available as well as the adopted approach
to constitute a properly labelled dataset with failure periods. Section 4 overviews the
anomaly detection approach to address data labelling uncertainty and compute the health
indicator. Section 5 presents the design of the autoencoders used for anomaly detection
and the alternative options tested. Section 6 describes the details of the training and testing
of the autoencoders. Section 7 provides an analysis of the results and a discussion on
the suitability and issues related to the use of such models for health monitoring. Lastly,
Section 8 highlights the main points of the study, the implications for health monitoring
and suggests some potential ideas for future work.

2. Literature Review and Background
2.1. Anomaly Detection Methods in Aviation

Autoencoder architectures can be considered as part of the recent advances in the
field of neural networks and deep learning, which explains why their application to
anomaly detection in aviation and PHM are still relatively limited compared to other
classical approaches.

In this sub-section, we briefly review progresses made in anomaly detection applied
to aviation in general, before focusing in the next subsections on data-driven methods
adapted to the PHM field. For more details, the reader may refer to popular surveys in the
literature on anomaly detection methods [2—4] including the recent advances [5] and their
application to aviation [1].
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Firstly, it is important to note that aviation data is challenging for several reasons:
its large volume, high-dimensionality, heterogeneity (mixed categorical and continuous
attributes), multi-modality (multiple modes of nominal and non-nominal operations with
different types of aircraft, airports and airspaces) and temporality (long time-series). In
addition, the challenge is expected to be even bigger in the future with the continuously
growing number of sensor-equipped aviation systems.

Among the classical approaches for anomaly detection in aviation, Multiple Kernel
Anomaly Detection (MKAD) [6] developed by NASA is still one of the state-of-the-art
methods for the detection of anomalies in flight data. Based on kernel functions and One-
Class Support Vector Machine (OC-SVM) [7], its computational complexity is quadratic
with respect to the number of training examples. More recently, Puranik et al. [8] propose a
framework based on OC-SVM to identify anomalies with the aim of improving the safety
of general aviation operations.

Anomaly detection based on clustering methods (ClusterAD) are also widely applied.
For instance, Li et al. [9,10] uses ClusterAD methods based on DBSCAN [11] to detect
anomalies in the take-off and approach operations with datasets containing from a few
hundreds to a few thousands flights. OC-SVM and ClusterAD methods have both perfor-
mance issues with large datasets. ClusterAD methods have the advantage though that
they can identify multiple types of flight operation patterns (different nominal operations)
corresponding to the identified clusters.

As far as we know, only a few classical techniques for anomaly detection are scalable to
large datasets. For instance, Oehling et al. [12] approach based on Local Outlier Probability
(LoOP) [13] was applied to an airline dataset of 1.2 million flights in order to detect
anomalies related to safety events.

Classical approaches such as clustering or distance-based methods like k-Nearest
Neighbours (kNN) suffer from the curse of dimensionality issue when applied to high-
dimensional data. The solution is often the application of a dimensionality reduction
technique like principal component analysis (PCA) [14] as a preprocessing step. On
the other hand, distance-based methods are computationally expensive even during the
prediction phase, which makes them inappropriate for certain applications.

With large-scale high-complex data as the one generally available in aviation, deep-
learning approaches are supposed to perform better than traditional machine learning
methods [5]. This is because deep-learning algorithms are specifically designed to learn
complex patterns in big data. A diversity of neural network models are used in deep-
learning, such as the traditional Fully Connected Network (FCN), Convolutional Neural
Networks (CNN) or Recurrent Neural Networks (RNN). Deep-learning architectures are
based on a sequence of layers combining one or several types of such neural network
models. Their goal is to progressively find a representation of the original data features
which is more appropriate for tasks like classification or regression.

In the particular case of autoencoders, they are trained to find a lower-dimensional
hidden representation (latent space) from which original data can be reconstructed, so they
are often used as a technique for non-linear dimensionality reduction. In addition, they are
suitable for anomaly detection based on the assumption that anomalies are incompressible
and cannot be properly reconstructed from the lower dimensional representation of the
latent variables. In the case of time-series data, autoencoders with RNN layers should be
particularly adapted to exploit the temporal dependencies related to anomalies. In practice,
however, they present significant limitations when applied to long sequences.

2.2. Data-Driven Approaches for Prognostics

PHM has leveraged the increasing availability of sensor data to monitor the health of
complex systems. The advantage of data-driven approaches is that they generally do not
require any knowledge about the failure mechanisms inherent to these systems.

Depending on the availability of time-to-failure or end-of-life data, data-driven meth-
ods for prognostics can have two types of expected outputs [15]: direct failure prediction in
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the form of remaining useful life (RUL) estimation, or indirect failure prediction through the
calculation of health degradation indicators. The first type of output requires availability of
enough historical failure cases to train a RUL estimator. In the aerospace domain, failures
are very scarce which make RUL prediction challenging. This second type of results need
fewer failure cases, but do require the definition of a threshold to decide on the presence of
a failure. Anomaly detection for prognostics falls within this second category.

Data-driven approaches for PHM can be divided in two major categories [16-18]:
statistical approaches (e.g., hidden Markov models, Bayesian networks, Gaussian mix-
ture models) and neural networks approaches (e.g., autoencoders), the latter being more
frequently used over the past few years.

As for the statistical approaches, in [19] a mixture of Gaussian Hidden Markov Models
is presented for RUL prediction of bearings from a NASA benchmark database. Also, we
can cite the work by Zhao et al. [20] to detect early anomalies in an electric generator’s
multivariate sensor data, based on Pearson correlation between the sensors and vector
quantization clustering.

Concerning the application of neural networks to PHM, as sensor data come naturally
in the form of time series, RNN have been widely used. For instance, in [21,22] a RNN is
trained for temporal feature extraction and RUL estimation. In both methods, models are
trained in a supervised way on run-to-failure time series data, and test on time series data
for systems that have not reached failure yet. More recently, Husebg et al. [23] propose a
CNN autoencoder for feature extraction to diagnose electrical faults in induction motors.

In PHM, neural networks have also been specifically used for anomaly detection. We
can mention hybrid neural network approaches such in [24], where a CNN is combined
with a gated recurrent unit (GRU) RNN in order to extract spatio-temporal features from
sensor data and detect anomalies in rotating machinery. Hundman et al. [25] propose
an approach based on LSTM for anomaly detection in spacecraft systems in real time:
the comparison between the values predicted by the LSTM and the actual data gives a
reconstruction error, used as a health indicator. Non-parametric dynamic thresholding is
then used to determine whether there is a failure or not and alert operations engineers.

2.3. Applications to Aircraft Systems Health Monitoring

The increasing availability of condition monitoring data for aircraft fleets has made
data-driven PHM valuable for proactive maintenance of aviation systems. Thus, in [26]
a non-parametric modelling technique is described to calculate the health indicator for
an aircraft air conditioning system. In [27], a study is made on several feature selection
techniques in combination with neural networks for RUL prediction applied to a gas
turbine engine dataset.

More recently, Schwartz et al. [28] propose a method using self-organizing maps
(SOMs) and kernel density estimation for fault detection and identification in aircraft jet
engines. Baptista et al. [29] study the use of hybrid neural networks combining RNN
layers with multi-layer perceptron (MLP) layers to estimate the RUL. The hybrid neural
network is fed with statistical features computed on time series of two real-world aircraft
engine datasets.

Concerning the more specific use of autoencoder-based anomaly detection with flight
data, we can mention a few recent efforts. For instance, an approach based on fully-
connected deep autoencoders [30] and another one based on convolutional denoising
autoencoders [31] have been applied for fault detection, the first on the NASA DASHIlink
open database [32], and the second on a dataset of customer notification reports sent over
aircraft communications addressing and reporting system (ACARS) to airlines for engine
fault detection.

However, as far as we know, there is no comparative study in the literature on the use
of several kinds of autoencoders for the computation of a health indicator of an aircraft
system, which is the purpose of our research.
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3. System and Data Description
3.1. System under Study

The aircraft system under study is a cooling unit system belonging to a modern and
widely-used airliner. Each aircraft has four units installed. A pump package pumps
cooling fluid sequentially through each of the 4 cooling-units. Each cooling unit consists of
a compressor, condenser, flash-tank and evaporator. Depending on the required cooling
capacity, one or more cooling units may be operational. By changing the priorities of the
cooling unit during each flight, the aircraft attempts to spread usage equally over each of
the 4 units. For most failure cases, failure starts with clogging of the cooling-units filters,
which can ultimately lead to failure of the compressor. When failure on any of the cooling
units internals is expected, the entire unit is replaced and sent to the maintenance-shop for
repair. Early detection of a fault in the filter could avoid a costly repair of the cooling-unit’s
compressor. These cooling units are not safety critical, the aircraft is allowed to depart even
with all cooling-units inoperative. However, this would impose an operational limitation
to the airline.

3.2. Flight and Sensor Data

The 32 GB dataset provided by the airline contains anonymous sensor and contextual
data for 18,294 flights. Contextual flight data is a mix of categorical and continuous
variables such as timestamp, flight identification number, tail number, flight phase, altitude,
computed airspeed (CAS), airport departure and arrival. Sensitive information such as the
names of the airports or the flights and tail numbers have been encrypted, and timestamps
do not correspond with the real departure times as they have been shifted.

Sensor data is provided in the form of variable-length (per flight) time series of nine
continuous variables sampled at 1 Hz for each of the four cooling units installed. The
physical nature of the signals is unknown as the names of the parameters are encrypted.
After a discussion with the airline, it was concluded that the four units could be assumed to
work independently, so the number of actual samples are four times the number of flights.

Figure 1 shows the nine types of anonymised sensor signals for a healthy cooling unit
system during a flight. Each of the nine subplots displays four time series representing the
sensor values of the four cooling units installed in the aircraft.
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Figure 1. Anonymous sensor data during a flight for the four healthy cooling units installed in an aircraft.
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3.3. Maintenance Data

For the cooling unit, most replacements are triggered by aircraft maintenance messages
(MMS). These messages are raised when a suspected deviation from nominal operation
is detected by the aircraft. In the ideal case, a failure isolation procedure follows, which
identifies the corrective action immediately, resulting in replacement of the cooling unit
and disappearance of the MMS. In most cases however, trouble-shooting is less trivial, as
these maintenance message are 'noisy” on its own. For example, faults in various compo-
nents may result in the same maintenance message, making fault isolation challenging.
Furthermore, a simple re-set of a system can make the messages disappear, only to re-occur
months later. In practise, the diagnostics of whether a cooling unit is faulty and need
replacement comes down to the engineering judgement of the responsible specialist. When
the replaced cooling-unit is inspected at the repair-shop the existence of the fault can be
confirmed, but no start-date of the fault can be inferred from this inspection. This makes
labelling of the data a challenge on its own. To address this problem, we make use of
multiple data sources for labelling of the data:

* Removal data: list of removal dates for all replaced cooling units. For non-safety
critical components such as the cooling unit, immediate corrective action after ex-
pected failure is not mandatory. Hence, removals dates do not correspond to actual
failure dates.

e Aircraft technical logbook: Contains potential issues reported by the crew. This textual
data is ordered by date, but the fault description is not well structured which makes it
difficult to link an issue directly to cooling-unit failure.

¢  Central maintenance computing function (CMCF) data: system generated messages
including flight deck effects (FDE) and MMS.

®  Shop reports: List the condition of the internals of the cooling unit upon inspection at
the component repair shop.

For labelling the data, the following approach is taken. Firstly, the dates for all
unscheduled removals of the cooling unit are collected. Only removals that have resulted
in disappearance of the MMS are considered. Subsequently, only those removals that were
confirmed in the shop-report were considered. For these failures, the start-date of each of
these failures was selected to be the first day prior to the removal, after which maintenance
message appeared consistently over multiple flights. Technical specialists and predictive
maintenance engineers from the airline were asked to confirm these failure dates (PM). As
uncertainty about the actual failure data persisted, each failure in the PM data was tagged
by the airline as either TRUE, LIKELY or DUBIQUS.

The final labelling data consists of expected failures of the cooling-unit, including:
the aircraft tail number, the position of the failed cooling system unit, dates on which the
failure was detected, dates on which the failure was fixed by the removal, the uncertainty
tag (TRUE, LIKELY or DUBIOUS) and sometimes associated comments. The tag and comments
can provide valuable information concerning the uncertainty on the actual occurrence
of fault.

The airline provided the MMS as well, which might help to understand some anoma-
lies identified by the models outside the PM failure data intervals (potential false positives).
MMS and PM uncertainty tags are especially exploited when computing the performance
metrics on the models (see Section 7.2).

The distribution of faults per aircraft is shown in Table 1.
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Table 1. PM and MMS fault distribution per aircraft tail number.

MMS PM Total
apbsayjk 9 0 9
cntxlxyh 20 1 21
cwuumlxe 55 1 56
dlkzncgy 97 4 101
ekzlmbdx 146 3 149
enwslczm 236 3 239
ibaugnxj 223 3 226
iefywfmy 103 5 108
iilvtkok 105 3 108
1bhkyjhi 196 3 199
rguwyqtt 155 3 158
tjyjdtaf 93 4 97
trmblwny 276 3 279
vazmznfq 42 0 42
whjlcdan 44 0 44
wnjxbgsk 79 3 82
zcbiftrr 42 0 42
Total 1921 39 1960

4. Anomaly Detection Approach
4.1. Semi-Supervised Learning

Models are trained on what we assume to be normal or healthy data, i.e., flights for
which a failure has been identified are removed from the training set. Thus, our setting is
the most extended variant of semi-supervised anomaly detection known as learning from

positive (i.e., normal) and unlabeled examples (LPUE) [33,34].

More precisely, we removed from the training set the flights falling within the PM
failure periods. However, we do not exclude the flights for which only a MMS but no
confirmation of a fault exists. In addition, we removed from the training set the flights
within the 20 days preceding the detection of a PM failure, where the uncertainty on the
real health status of the cooling system is higher. In spite of that, the uncertainty on the
labelling makes it impossible to ensure that all flights in the training set are actually healthy.

4.2. Anomaly Detection Models

Anomaly detection is based on a variety of neural networks known as autoencoders.
The advantage of the autoencoders is their ability to reduce dimensionality, by automati-
cally extracting the most significant features in a lower dimensional latent space.

Three variants of autoencoders are tested: fully-connected, convolutional and RNN
autoencoders. RNN-based autoencoders are well adapted to find time-dependent patterns
in the signals, which is not the case of the fully-connected and convolutional autoencoders.
In addition, RNN autoencoders can accept variable-length sequences as input, whereas
the other two types of autoencoders require the use sliding windows to breakdown the

sequences into fixed-sized vectors.

Autoencoders output an anomaly score which is the reconstruction loss, i.e., the
difference between the predicted and the actual value according to some norm (e.g., MSE,
L1). Anomaly scores are assumed to increase with anomalous data “not seen” by the model,
since correlations in sensor data should change because of some incipient degradation or
fault. In addition, we expect the anomaly scores to present an upward trend a few flights

before the system runs into failure in order to prevent its breakdown.

The architecture and characteristics of the three variants of autoencoders are further

detailed in Section 5.
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4.3. Anomaly Threshold

For each flight and for each cooling unit, a health indicator is produced, which is an
anomaly score along with a binary health status (“healthy” or “faulty”). A flight anomaly
score is the mean of the anomaly scores calculated at sensor level. For the models requiring
a sliding window, we take the average of the scores computed over the sliding windows of
a flight.

In order to determine the health status, we need to compute a threshold. Then, we can
predict the label (“faulty” or “healthy”) of a flight depending on whether the anomaly score
of the system is higher (“faulty”) or lower (“healthy”) than the threshold. The predicted
label can then be compared with the real label in order to assess the performance of our
model. However, the ground truth as to whether a flight is faulty or not depends on the
fault information, which is uncertain for the reasons we mentioned before.

Obviously, there is a trade-off when computing the threshold. If it is set too high,
some faults will be missed. If it is too low, the rate of false alarms (false positives) will
become unacceptable. Selecting the optimal threshold is case-specific, as it depends on the
underlying failure rate of the cooling unit, the performance of the anomaly detector, and
the cost of (corrective and preventive) maintenance. After a discussion with the airline, it
seems preferable to set a relative high threshold because of several reasons. Firstly, faults
are rare in aviation and so they are for this cooling unit. Hence, the distribution between
healthy and faulty legs is biased to healthy data. For instance, if we say only 0.1% of the
flights are faulty, a model with a 100% of true positives and 1% of false positives will
end up triggering 110 alerts every 10,000 flights even though only 10 alerts correspond
with a real fault. Secondly, too many false alarms would outweigh the benefit of cheaper
preventive repairs, and may require more units to be held in stock. Finally, a low rate of
false positives is necessary if we want our prognostic alerts to be trusted and accepted
by the maintenance operators. This requires that at least between 65% or 70% of the total
alarms are true (precision).

The methodology to determine the threshold is described in Section 7.2.

5. Autoencoder Models

We have implemented three different autoencoders solutions which are described
in the following three subsections. Although we did perform some testing with other
variants in order to select the presented architectures, the objective was not to find the most
optimized one in terms of layers, units per layer, activation functions and so on. The goal
was to come up with three reasonable models for comparison, each one representing a
different approach to autoencoders: fully-connected, convolutional-based and LSTM-based
autoencoders.

5.1. Fully-Connected Autoencoder (FCAE)

The FCAE used in this paper is a multi-layered neural network with an input layer,
multiple hidden layers and an output layer (see Figure 2). Each layer can have a different
number of neural units and each unit in a layer is connected with every other one in the
next layer. For this reason we call it here fully-connected, although in the literature it is
usually refer to as autoencoder (AE), or to emphasise the multi-layer architecture aspect,
as deep autoencoder (DAE) or stacked autoencoder (SAE). In all cases, an autoencoder
performs two functions in a row: encoding and decoding.



Aerospace 2021, 8, 103

9 of 33

compression decompression
projection generation

stacked layers

9000

latent space

input space output space

Figure 2. FCAE with multiple stacked layers.

The encoding function maps the input data s € R to a hidden representation y €
R" = e(s) = g(w - s + b) where w € R¥" and b € R are respectively the weight matrix
and the bias vector and g(+) is a non linear activation function such as the sigmoid or ReLU
functions. The decoding function maps the hidden representation back to the original
input space according to § = d(y) = g(w’ -y + '), g(-) being most of the time the same
activation function.

The objective of the autoencoder model is to minimise the error of the reconstructed result:

(w,b,w',b") = argmin £(s,d(e(s))) 1)

where ¢(u,v) is a loss function determined according to the input range, typically the mean
squared error (MSE) loss:

() = = Y s~ o4l @

where u is the vector of observation, v the reconstructed vector and n the number of
available samples indexed by variable i.

The proposed FCAE architecture is described in Table 2. We use three blocks of layers
both in the encoder and decoder, which have a symmetric structure in terms of number
of neural units per layer. The output shape refers to the shape of the tensors after the
layers have been applied, where bs, wl and nf refers respectively to the the batch size,
(sliding) window length and number of features. The layer dimensions are defined as
diml = wl x nl, dim2 = dim1/3 and dim3 = dim2/2.
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Table 2. Fully-Connected Autoencoder (FCAE) architecture.
Block Layer Output Shape
Input - (bs, dim1)
Linear (diml, dim2) (bs, dim?2)
Encil ReLU
Linear (dim2, dim3) (bs, dim3)
Enc2 ReLU
Enc3 Linear(dim3, nf) (bs, nf)
Encoding - (bs, nf)
Linear(nf, dim3) (bs, dim3)
Dec1l ReLU
Linear (dim3, dim2) (bs, dim?2)
Dec2 ReLU
Dec3 L%nealj(dzmz, dim1) (bs, dim1)
Sigmoid
Output - (bs, dim1)

The encoder Enc1 and Enc2 are blocks made up of pairs of Linear and ReLU activation
layers. The input encodings (bottleneck with dimension nf) are the result of Enc3. As a
mirror of the encoder, the decoder has also two blocks (Dec1 and Dec2) both combining
Linear and ReLU layers. The last decoding block (Dec3) is made up of a Linear layer with
a Sigmoid activation as FCAE outputs are expected to be in the range of 0 to 1 (features are
min-max scaled). A ReLU rather than a Sigmoid activation is used in all the other layers
as it presents theoretical advantages such as sparsity and a minor likelihood of vanishing
gradient resulting in faster learning.

5.2. Convolutional Autoencoder (CAE)

Table 3 shows the CAE architecture proposed in this paper. It is inspired from the
one in [23], which has been applied with good results for anomaly detection in time series
data. The proposed CAE is a variant of the FCAE where fully-connected and convolutional
layers are mixed in the encoder and decoder. Like the FCAE, the decoder structure is kind
of a mirrored version of the encoder.

Table 3 shows also the shape of the input and output tensors in each layer, where bs and
nf refers to batch size and number of features respectively. The input is three-dimensional,
where the last dimension is the (sliding) window size (30) and the second dimension is the
number of channels which in our case are the features (1 f). Unlike a FCAE, a change in the
size of the input window may involve substantial parameter adaptation, because of the
symmetric structure of the autoencoder and the nature of convolutional layers.

The first three layers of the encoder (Conv1 to Conv3) and the last three ones of the
decoder (ConvTranspl to ConvTransp3) are convolutional, whereas the innermost layers
are fully-connected. Convid(ic, oc, k, s, p) (and its transpose ConviDTransp(ic, oc,
k, s, p, op))denotes a convolutional (deconvolutional) layer with ic and oc channels,
kernel size k, stride s and padding p and output padding op. Please note that dimensionality
reduction is achieved by using a s > 1 rather than by using pooling layers [35].
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Table 3. Convolutional autoencoder (CAE) architecture.

Block Layer Output shape
Input - (bs, nf, 30)
ConviD (30, 32, 5, 2, 1) (bs, 32, 14)
Convl BatchNorm
ReLU
ConviD (32, 64, 5, 2, 1) (bs, 64, 6)
Conv2 BatchNorm
RelLU
ConviD (64, 128, 3, 2, 2) (bs, 128, 4)
Conv3 BatchNorm
ReLU
Flatten Flatten (bs, 512)
Linear (512, 64) (bs, 64)
Dense E1 ReLU
Linear (64, 32) (bs, 32)
Dense E2 ReLU
Encoding Linear (32, 9) (bs, 9)
Linear (9, 32) (bs, 32)
Dense D1 ReLU
Linear (32, 64) (bs, 64)
Dense D2 ReLU
Reshape Linear (64, 512) (bs, 512)
P Reshape (bs, 128, 4) (bs, 128, 4)
1dT 12 4 2, 2
(1Jc)';nv dTransp (128, 64, 3, 2, 2, (bs, 64, 6)
ConvTranspl BatchNorm
ReLU
ConvidTransp (64, 32, 5, 2, 1, (bs, 32, 14)
ConvTransp2 D
p BatchNorm
RelLU
ConvidTransp (32, nf, 5, 2, 1,
ConvTransp3 1) (bs, nf, 30)
Sigmoid
Output - (bs, nf, 30)

All convolutional layers are followed by BatchNorm layers [36] to normalise the inputs
to the activation layers. ReLU is used as the activation layer everywhere except for the last
one in the decoder (ConvTransp3) where a Sigmoid has been used instead for the same

reasons stated with the FCAE.

We tested other alternative options for the activation functions, such as using SELU
everywhere (with appropriate LeCun normal initialisation of weights), or Sigmoid in the
dense layers and ReLU in the convolutional ones as in [23]. However, the results were worse

and these options were abandoned.

5.3. LSTM Autoencoder (LSTMAE)

The blocks of the two autoencoders previously introduced are made up of either dense
or convolutional layers, which makes necessary the use of sliding windows to provide them
with fixed-sized input vectors. In this subsection, we introduce the LSTM autoencoders
(LSTMAE), where layers consist of Long Short-Term Memory (LSTM) neural networks

allowing for input sequences to be of variable length.
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A LSTM is a type of RNN widely used for sequential data processing, since it can
learn temporal dependencies over longer sequences than a simple RNN. For our particular
purpose, a LSTMAE presents a theoretical advantage: samples can be entire flights instead
of sliding windows, and anomaly scores can be calculated for the flight as a whole rather
than by aggregating window anomaly scores.

In the literature, there have been a few efforts to implement a LSTMAE. For instance,
Malhotra et al. [37] introduced the model in Figure 3 for anomaly detection in time se-
ries data.

Input

x(1) (2} x(3)
Sequence
q < ~ ~
heW) —f h 2 F— h B
|Initialize decoder
hp ! ho'? F hq{a}
S / “w.h+b
Reconstructed —=* T T swhy
¥ (1) x'(2) x'(3)
Sequence

Figure 3. LSTM autoencoder by Malhotra et al. [37].

In this architecture, the encoder and the decoder are both LSTM networks. The last
hidden state of the encoder is passed as the initial hidden state to the decoder. Then, at
every instant ¢, the decoder takes as input the reconstruction of the previous instant x'(t=1)
obtained by linear transformation of the hidden state #;_; computed by the decoder cell.

Srivastava et al. [38] introduced the LSTMAE architecture shown in Figure 4, which
combines input reconstruction with future prediction in order to achieve a better hidden
representation. Reconstruction is operated in reversed order as the last hidden state of the
input sequence contains better information about the short-term correlations which should
improve the reconstruction of the beginning of the sequence in reversed order.

The authors reported good results in both papers. However, Malhotra’s LSTMAE
is mostly applied to short univariate time series of around 30 points, or several hundred
points in the case of periodic series. As for Srivastava’s, good results are also reported
with short video sequences (although of very high dimensions) by using high-dimensional
hidden state vectors of size 2048 or even 4096.

We tested both LSTMAE architectures with our data and reconstructions were in
general of poor quality, even with large latent spaces and after dimensionality reduction
with severe sighal downsampling and PCA. The intuition is these methods do not scale
well when applied to our time series, which can reach several thousand points in long-
haul flights. This could be explained by the fact that the hidden representation h(")
has not enough capacity to allow for a good reconstruction of a long and multivariate
input sequence.
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Figure 4. LSTM autoencoder by Srivastava et al. [38].

Pereira et al. [39] mentioned this issue with long sequences and propose an attention-
based mechanism to help the decoder. The resulting architecture is however highly com-
plex, so we decided instead to work on a variant of the LSTMAE architectures by Malhotra
and Srivastava. The goal is to test whether such an architecture could be good enough for
our data when combined with appropriate dimensionality reduction.

The proposed LSTMAE architecture is depicted in Figure 5. Two encoders and two
decoders are introduced to improve the reconstruction of long sequences, in particular the
beginning and the end of the input sequence, where signal variation is very significant.
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Figure 5. LSTM autoencoder proposal.

The input sequence of length 7 is split in half, where each x; (i = 1..n) is a vector of
size nf (the number of features). In Figure 5, each encoder is represented by a rectangular
block of multiple LSTM cells, where I and h;, are the last hidden state vectors output
respectively by the top and bottom encoder. As for the decoders, they are both represented
on the right side. The two sequences of small circles are the LSTM cells of the decoders.
Each ¢; outputs a hidden state vector computed from the reconstruction and the hidden
state of the previous decoder step. The dimensions of all hidden states of the two encoders
and decoders have been set to 80.

The top LSTM encoder receives the first half of the input in reversed order and
computes latent representation /1 which is fed to the top decoder. The bottom encoder
receives /1 and the second half of the input sequence in the original order and outputs
the hidden representation %,. The top decoder takes  and linear transformation L1(%) to
feed cell state c1. The rest of the cell states c; (i = 2..m) hidden states are computed from
previous c;_1 hidden state and reconstruction £;_;. The first half of the output sequence is
obtained by linear transformation L1 of the cell hidden states.
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The inputs of the bottom LSTM encoder block are /1 and the second half of the input
sequence in the original order, and its output the hidden state /. The bottom decoder
decodes the sequence in reversed order, and takes as inputs /, and linear transformation
L2(h) to output ¢, hidden state. The rest of the cell hidden states for ¢; (i = n — 1..m + 1)
are computed from c; 1 hidden state and £;,1. The second half of the output sequence is
obtained by linear transformation L2 of the cell hidden states and needs to be reversed.

6. Model Training and Testing
6.1. Dataset Preparation

After studying the distribution of flight durations, we excluded from the dataset the
flights with a duration of less than two hours (952 flights). These flights correspond to
shorter legs in case the aircraft flies multiple legs in a single flight-segment. The goal was to
reduce variability on operational conditions and focus the study on medium and long-haul
flights, i.e., the main operating mode for the fleet under study. 139 flights with NaN values
in sensor data were also removed. The NaN were present in the readings of sensors 2, 7
and 9 for the whole duration of the flights, since these sensors were not operational yet for
these flights according to the airline.

Also, we noticed in some cases the presence of —9999 values recorded for practically
the whole duration of a flight. These outlier values appeared simultaneously in several
sensors and often for the four system units. This occurred independently of the real health
status of the concerned cooling units due to a failure in a higher level system upstream of
the cooling unit. In total, 207 flights were identified and removed from the dataset.

In order to reduce the dimensionality of sensor data, we generated several datasets
by downsampling the original 1 Hz sensor data to lower rates such as 1/10 Hz, 1/30 Hz
and 1/60 Hz. The last two sampling rates were tested only with the LSTMAE as a way
to mitigate the LSTM limitations with long sequences. Also, like Malhotra et al. [37],
we apply an additional linear dimensionality reduction technique (PCA), as an optional
pre-processing step when using LSTMAE.

Figure 6 shows the variance ratio explained by the three first components, which
reaches 99% no matter the sampling rate used to generate the dataset.

1/10Hz 1/30Hz 1/60Hz
100 100 100
99 99 99
98 98 98
97 97 97
96 96 96
95; 95 95
94 94 94
93 93 93
92 92 92
91 91 91
90: 90 90
89 89 89
1 2 3 1 2 3 1 2 3

Figure 6. PCA—Variance ratio explained vs number of features.

Sliding windows were also generated for the FCAE and CAE models which need
fixed-length sequences as inputs. After a few preliminary tests were done with different
windows lengths and steps, we finally chose to apply 30-point-long and 20-step sliding
windows (10 overlapping points).

Following the cleaning and re-sampling, we create a test set (tey,r) by selecting a subset
of six tails with a significant number of failures, which accounts for about 20% of data.
The 80% of data left is split into what we assume to be healthy and faulty data. Around
80% of healthy data is used as training set (fr,), and the 20% left as validation set (v},) for
early-stopping. A second validation set (vy) is created with the remaining faulty data,
which is combined with vy, to set the anomaly threshold (see Section 7.2).
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Finally, we calculate the max and min values for each feature in the training set try, in
order to perform feature max-min scaling in all of the datasets.

In Table 4 we show the sample distribution per dataset type as well as in terms of
health status (healthy vs faulty). Please note that there are four samples for each flight in
the dataset, i.e., one for each system unit. When using sliding windows, the number of
samples is much higher (see Table 5) and sample distribution can be slightly different as
NaN filtering is performed at window rather than at flight level.

Table 4. Cooling unit dataset.

Faulty Healthy Total Faulty Healthy Total
test 2542 20,850 23,392 3.7% 30.1% 33.8%
train 0 31,632 31,632 0.0% 45.7% 45.7%
val 1652 12,596 14,248 2.4% 18.2% 20.6%
Total 4194 65,078 69,272 6.1% 93.9% 100.0%

Table 5. Cooling unit dataset with 30-20 sliding windows.

Faulty Healthy Total Faulty Healthy Total
test 420,672 3,578,908 3,999,580 3.6% 30.7% 34.3%
train 0 5,259,420 5,259,420 0.0% 45.1% 45.1%
val 274,398 2,123,922 2,398,320 2.4% 18.2% 20.6%
Total 695,070 10,962,250 11,657,320 6.0% 94.0% 100.0%

6.2. Model Training

Several runs were planned to test some combinations of models, training datasets and
hyper-parameters. In particular, several experiments are defined to test the LSTMAE with
different sampling rates as well as with and without PCA.

The batch size is set to 200 samples for LSTMAE and 20,000 samples for the FCAE
and CAE. This is to take into account the fact that LSTMAE takes as input long time series
corresponding with full flights (it can be several thousand points), whereas the other two
models take windows of reduced size (30 points).

LSTM can be hard to train [40], especially with long input sequences of more of a
thousand points for a long-haul flight with 1/10 Hz sampling rate. To avoid the issue
of unstable training linked to exploding gradients, we apply gradient norm clipping set
to 1.0 during the training of LSTMAE models. In addition, we use the truncated back-
propagation through time (TBTT) technique [41]: input sequences are split into chunks of
200 time-steps for both the forward and backward-pass.

To avoid overfitting, the number of training epochs is controlled via an early-stopping
mechanism and the validation v), dataset. Early-stopping is setup to monitor the vali-
dation loss and halts the training process after 10 consecutive training epochs with no
improvement of the validation loss.

The model parameters are optimised with Adam algorithm [42] to minimise the MSE
loss with a learning rate set to 1 x 1073.

Table 6 lists the subset of the runs for further analysis in Section 7. Other runs were
performed to test a few architectural options (see Section 5), but resulted in overall worse
performance in terms of the metrics defined in Section 7.2. Hence, we dropped them to
limit the study to the best candidate model found per autoencoder category. In the case
of LSTMAE models, we included several runs to test the impact of several pre-processing
options (the use of PCA and sampling rate).
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Table 6. Runs performed with the number of epochs.

Run Epochs

0 lstmae_pca_10 101
1 lstmae_10 101
2 lstmae_30 101
3 lstmae_60 8

4 lstmae_pca_30 29
5 lstmae_pca_60 54
6 cae_30_20_10 23
7 fcae_30_20_10 117

The name of each run indicates: (1) the model used (fcae, cae, 1stmae), (2) whether
PCA features (pca) are used instead of the original ones, (3) the length and step used for the
sliding windows (30_20) for FCAE and AE models, (4) the resampling rate (e.g., 10 means
1/10 Hz). The epochs shown are the effective number of epochs as controlled by the early
stopping mechanism with the maximum number of epochs set to 120.

6.3. Model Testing

During the testing phase, trained models are used to output the anomaly scores for
all the samples. Then, we set an anomaly threshold based on the scores in the validation
dataset, which allows for the calculation of the performance metrics on the test set.

Figure 7 plots the anomaly score distribution per dataset type as calculated with a CAE
model. You can see as the anomaly scores for the datasets with faulty data are distributed
differently from the ones with normal data: faulty data present a higher density for the
highest anomaly scores.

test_faulty test_healthy train_healthy val_faulty val_healthy

5
0
15
10
5
o
o oo 02

04 06 08 10

test val healthy faulty full

00 02 04 06 08 10 00 02 04 06 08 10 00 0z 04 06 08 10 00 02 04 06 08 10 00 02 04 06 08 10

Figure 7. Anomaly score distribution with a LSTMAE obtained with a CAE model.

In order to calculate the metrics commonly used to evaluate the performance of binary
classifiers, we need first to set a threshold 7. A flight is faulty if T > 4; and healthy
otherwise, where 4; is the anomaly score of a system unit.
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T is calculated by maximizing Fg-score:

precision - recall
(B? - precision) + recall
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According to the parameter  and the precision and recall values computed for a set
of possible thresholds over the merge of the two validation sets v, and vy.

We can observe the trade-off between precision and recall in Figure 8, which plots
the precision-recall curve for a run with a LSTMAE. For the reasons explained in
Section 4.3, maximising the precision is the priority which means to choose a § < 1. For
the sake of comparison, we will set § = 0.05 to compute the threshold as well as the related
performance metrics.

=== Precision
=== Recall
0.0 0.2 0.4 0.6 0.8 1.0 0.00 0.01 0.02 0.03 0.04 0.05 0.06 0.07

Recall (tp / tp + fn) Threshold

Figure 8. Precision-Recall curve for threshold setting.

Once the threshold is set, models can be evaluated with the test set by using classical
performance metrics such as precision, recall and Fﬁ-score. In addition to the classifi-
cation performance metrics, we calculate the rate of flights predicted as faulty five days
before the fault was actually identified in the maintenance checks (pbfr). This metric is to
measure the predictive ability of the models to anticipate a fault, which highly depends on
whether a “degradation signature” is actually present or not in the signals.

To take fault data uncertainty into account when calculating the performance metrics,
we give a weight between 0 and 1 to each sample based on the level of confidence on
its real label. Please note that by sample here we mean a system unit per flight (not a
sliding window).

Table 7 describes more precisely the rules for sample allocation of health status label
and uncertainty weights. We allocate zero weight to samples for the 20 days prior to the
identification of a fault or for which we have an associated MMS, since their real health
status is in fact unknown. On the other hand, we set a high weight for the flights where
the fault has been labelled as TRUE or LIKELY by the airline. For the vast majority of cases
(Rest category in Table 7), we assume they are mostly healthy with a weight of 0.85.
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Table 7. Rules on sample allocation of health status label and weight.

Condition Label Weight
TRUE fault FAULTY 1
LIKELY fault FAULTY 0.7
DUBIOUS fault FAULTY 0.2
20 flights before fault HEALTHY 0
Associated MMS HEALTHY 0
Rest HEALTHY 0.85

7. Results and Discussion
7.1. Training and Validation Losses

Before analysing the performance metrics in the next section, it is worth looking at
what happened during the learning process in terms of the evolution of the reconstruction
losses. This should help understand the models ability to learn to reconstruct what we
consider normal data. By analysing the training and validation curves, we can also check
whether there are cases of models overfitting or underfitting the data.

The x-axis in the loss plots represents the step in the training and validation set (i.e.,
an iteration with a forward and backward pass of a batch of samples) and y-axis is the MSE
loss. The left subplots display the evolution of the loss for the training set (tr;) and the
right ones for the validation one (vy,).

Figure 9 shows the training and validation curves for the FCAE and CAE models. We
can observe that convergence of both losses is reached pretty early by the two models. Loss
decreasing is smooth in all cases except for a slight fluctuation of the validation loss of the
CAE model. Based on these observations, there is no evidence of either model overfitting
or underfitting.

fcae fcae
0.0100
4 0.0075 0.0010
2
n 0.0050
8
2 0.0025 0.0005
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0 5000 10000 15000 20000 25000 0 5000 10000 15000 20000 25000
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Figure 9. FCAE and CAE—Reconstruction loss (MSE) for the training (left) and validation (right) sets.

Figure 10 shows the training and validation curves for the LSTMAE models trained
with the original nine features. The training loss is very noisy for the three runs, although
a downwards trend (orange curve) can still be observed in the three cases. The periodic
fluctuations in the training loss is a sign of instability in the batch gradient descent caused
by the variety of batches containing each one a different subset of flights. The high volatility
is also symptomatic of the difficulty for our LSTMAE models to learn from long-sequences,
in spite of our design with a double LSTM encoder/decoder and the application of training
techniques such as gradient clipping to avoid gradient vanishing or exploding. A smoother
downward trend can be observed in the three validation losses. In conclusion, there is
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no evidence of overfitting, but we cannot completely rule out a certain degree of model
underfitting based on the shape of the training losses.
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Figure 10. LSTMAE trained with the nine original features—Reconstruction loss (MSE) for the training (left) and validation

(right) sets.

The losses for the LSTMAE trained with PCA are plotted in Figure 11. The training loss
curve is again fluctuating but still headed downwards. However, in the last two plots there
is a change of trend with an increase of the training and validation losses towards the end.
The increases in the validation losses certainly triggered the early-stopping mechanism to
halt the training process in order to avoid overfitting. The validation losses for the two last
plots are also far less smooth when compared to the ones for the LSTMAE models trained
with the original features. If overfitting has been prevented by early-stopping even in the
most evident case of 1stmae_pca_30, we cannot rule out by looking at the training curve

the possibility of a certain degree of underfitting.
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Figure 11. LSTMAE trained with PCA—Reconstruction loss (MSE) for the training (left) and validation (right) sets.

7.2. Performance Metrics

Table 8 lists the resulting performance metrics for the runs sorted out by the auc_pr
(area under precision-recall curve) metric and Fg-score computed with = 0.05.

Table 8. Performance metrics.

Run auc_pr Precision Recall fbeta pbfr
0 lstmae_pca_10 0.471 0.805 0.126 0.794 0.124
1 lstmae_10 0.451 0.665 0.169 0.660 0.183
2 lstmae_30 0.450 0.661 0.169 0.656 0.185
3 lstmae_60 0.430 0.687 0.148 0.681 0.158
4 lstmae_pca_30 0.348 0.858 0.077 0.837 0.083
5 lstmae_pca_60 0.341 0.672 0.133 0.665 0.140
6 cae_30_20_10 0.231 0.934 0.033 0.875 0.054
7 fcae_30_20_10 0.218 0.971 0.031 0.902 0.049

In terms of Fg-score and precision only, CAE and FCAE models gets the top results.
However, when considering other metrics like recall or pbfr, LSTMAE presents a more
balanced overall performance in most of the runs, especially in 1stmae_pca_10.
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LSTMAE performance is highly sensitive to the combination of sampling rate and
PCA. The best precision and Fg-score for LSTMAE models is practically always reached
with PCA. On the other hand, the higher the sampling rate the better the auc_pr metric is
when using PCA.

In general, but particularly with FCAE and CAE models, recall is low, even though
it could be increased with a higher j by sacrificing part of the precision. Depending on
the shape of the precision-recall curve, an increase of recall (even small) is not always
possible without a significant drop of precision. In that sense, the relatively low auc_pr
of FCAE and CAE models is not a good sign.

The evaluated autoencoders can correctly identify the health status of the flights in the test
set with a level of precision higher than the goal of 65% discussed in Section 4.3. Although
FCAE and CAE precision is the highest, both models tend to reconstruct some of the
anomalies in the test set which results in a high rate of false negatives and low recall
(further analysis provided in Section 7.4). The added complexity of a CAE compared to a
FCAE does not translate into any performance improvement. LSTMAE models are more
balanced in terms of precision and recall and overall superior when considering auc_pr
and pbfr. Based on the auc_pr metric, which offers a good comparison between different
models on a binary classification problems with an imbalanced dataset as in our case, we
recommend using 1stmae_pca_10 model.

As for the choice of sensors and features, apart from recommending the use of the PCA
features and a sample rate of 1/10 Hz for the LSTMAE model, the analysis in Section 7.6
points out the relevance of sensors 2, 3 and 9 and the insignificance of the others as fault
precursors. It would be interesting to evaluate the models again with only these three
sensors. Concerning the parameters of the sliding windows for the FCAE and CAE, more
tests are required to assess the sensitivity of the models to their length and step. It is
however not straightforward in the case of the CAE to perform such tests as the design
needs to be adapted each time we change the sliding window length.

7.3. Signal Reconstruction

The main assumption when using autoencoders for anomaly detection is that after
being trained with mostly normal data, they should be able to reconstruct healthy data
better than faulty one.

FCAE and CAE models produce reconstructions of similar quality. Figure 12 illustrates
this principle with an example of signal reconstruction for 4 sensors by a FCAE of both a
healthy (left) and a faulty (right) cooling unit during two flights of aircraft tjyjdtaf. We
can see that reconstruction is indeed better for the healthy than the faulty system, which
results in a correct identification of their health status.

As for the LSTMAE (see Figure 13), in spite of reconstructions following the original
signal trend, they are very smooth even with the dataset generated with a sample rate of
1/10 Hz. As high-frequency components of the signals are ignored, LSTMAE performance is
worse than the one of the FCAE and CAE models in terms of Fg-score and precision (see
Table 8). However, LSTMAE overall performance is more balanced in general as discussed in
Section 7.2, and the HI produced correlates well with some of the failures (see Section 7.5).
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Figure 12. Signal reconstruction examples with a FCAE of two flights from tail tjyjdtaf. On the
left, good reconstruction for a healthy cooling unit. On the right, bad reconstruction for a faulty
cooling unit.
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Figure 13. LSTMAE signal reconstruction examples (run lstmae_pca_10) of the same two flights
and sensors from Figure 12.

7.4. False Negative and False Positive Analysis

Unfortunately, we have cases where faulty signals are correctly reconstructed (false
negatives) and healthy signals are not (false positives). Thus, it can be interesting to look
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Unit 1

at the loss signatures to analyse which sensor contributes the most to the different cases.
The spider plots represent the contribution to the reconstruction loss per sensor for the
different cases and models.

Figure 14 shows the average loss per sensor as generated by a FCAE for each of the
four cooling units. We plot on top the contribution of each sensor in the true positive cases,
and in the bottom those of the false negatives. A first observation is that not all faulty
cooling units (true positives) present exactly the same loss signature, so there are some
differences in the way they fail. A second observation is that in the false negative cases, the
model is able to reconstruct the signals better that it should have done, including sensor 9
(units 1, 3, 4) as well as sensors 5 and 6 (unit 2), which are the main contributors in the case
of the true positives.

Unit 2 Unit 3 Unit 4

Figure 14. FCAE loss signatures per cooling unit for the true positive cases (top) and the false negatives (bottom).

Figure 15 shows the plots for the cases where healthy flights are correctly classified
(true negatives) or wrongly classified as faulty (false positives). For the true negatives,
sensor 9 signals are the ones being reconstructed the worst, although its loss value is still
relatively low enough. For the false positives, the situation is more complex as several
sensors contribute to the misclassification. Furthermore, each unit has a different false
positive signature, although the ones in unit 1 and 3 are close. Sensor 9 is in all cases the
major contributor to false positives.
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Unit 1 Unit 2 Unit 3 Unit 4

Figure 15. FCAE loss signatures per cooling unit for the true negative cases (top) and the false positives (bottom).

However, we noticed that loss signatures are model dependent. For instance, we can
see in Figure 16 how the false negatives and false positive loss signatures for a LSTMAE
(run 1stmae_pca_10) can be significantly different from the FCAE ones.

Figure 16. LSTMAE loss signatures per cooling unit for false negatives (top) and false positives (bottom).

After analysis with the help of the airline, false negatives can be generally explained
by weak or short-lived faulty signatures. Even for the airline experts, it was difficult
sometimes to detect a clear faulty signature when looking at some of the signal plots.
Another explanation could be the uncertainty on the labelling of health status, especially
for the flights with incipient faults in the beginning of the failure period. This is however
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not always the case as it can be observed in the HI plots in Section 7.5. Finally, we noticed
false negatives are less frequent for the flights where there is a corresponding MMS.

On the other hand, we have not found an enough degree of similarity in the signatures
generated by the different models as to hold a specific subset of sensors responsible for
the false positives. Noisy data could have been then a clear cause, such as a malfunction
in an external system impacting the operation of the cooling system and changing signal
correlations. Whereas noise can still be one of the issues, false positives can also be linked
to model shortcomings in discriminating certain cases. Also, a subset of the false positives
are repeating in almost every run, which indicates that for some reason correlations in the
sensor signals in these cases must be significantly different from the ones found in healthy
signals. Finally, some of the false positives are correlated with the presence of MMS (see
example in Section 7.5), which indicates the detection of some abnormal behaviour on
the system.

7.5. Health Indicator: Correlation with PM Faults and MMS

In this section, we analyse whether high anomaly scores and predicted failure health
status correspond well with the periods where a fault has been identified. For that, we
plot the HI showing the anomaly score per flight and system unit along with the failure
periods. Due to the size of the figures, we present only the plots for two of the tails in the
test set. The anomaly scores in the plots has been generated with a LSTMAE model (run
lstmae_pca_10).

Figure 17 shows the HI for the tail enwslczm. There are four plots, each one represent-
ing one of the four system units. The blue horizontal line is the average HI for healthy data
and the red horizontal line is the anomaly threshold 7. On top of each plot, the coloured
bars show the PM failure periods: TRUE faults in red and LIKELY faults in orange. The blue
little ticks underneath the bars represent the MMS, whereas the vertical lines represent the
anomaly scores for a system unit computed over a flight. Health status is determined from
the anomaly scores and threshold: red for the faulty flights (T > HI) and green otherwise.

The long TRUE failure period in unit 1 has many flights properly identified as faulty.
However, for the LIKELY failure period that follows, no flights are identified as faulty. In
unit 3, only four flights are faulty for the LIKELY fault period. These two LIKELY cases
are examples of fault uncertainty, which makes it difficult to ascertain whether the model
predictions are correct.

Another observation is that for the long failure period in unit 1, some of the anomaly
scores can be high in spite of the lack of an associated MMS. We have noticed this happening
for other failure periods in other tails, which drew the attention of the airline as it shows our
anomaly detection can be complementary to the one currently implemented in the aircraft.
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Figure 17. HI computed for the test tail enwslczm.

Figure 18 plots the HI for another tail in the test set (tjyjdtaf). The second fault in
unit 4 is well identified, with all corresponding flights in the period being predicted as
faulty. Unfortunately, this is not at all the case for the shorter failure periods in units 3
and 4, in spite of the anomaly scores being relatively high and close to the threshold. The
shorter LIKELY fault period in unit 1 is also well identified. In unit 2, there are a few MMS
and no confirmed PM faults. It can be observed that some of the MMS correlate sometimes
with high anomaly scores, which seems to indicates there was some issue with the system
identified by the aircraft and reflected in sensor data. Finally, we can see a few isolated
red anomaly peaks in units 1, 2 and 3 with no corresponding MMS or fault, which are
fault positives.
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Figure 18. HI computed for the test tail tjyjdtat.

7.6. Fault Anticipation

In addition for our models to be able to properly discriminate healthy from faulty
data, we would like them to anticipate the occurrence of a fault. Ideally, any incipient
degradation present in the signals should translate into a progressively higher anomaly
score for the few flights preceding the start of a failure period. Of course, such capability
ultimately depends on whether a degradation signature actually exists in the sensor signals.

Figure 19 shows the evolution of the anomaly scores for the last 40 flights before
a cooling unit runs into failure as computed in run lstmae_pca_10. We plot only the
subset of faults tagged as TRUE and concerning the tails in the test set. Each plot shows the
rolling average of both the anomaly score per sensor and the aggregated mean loss (thick
blue line).
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Figure 19. Run-to-failure computed in run 1stmae_pca_10 for the test tails.

In general, the average loss is rather flat except for the last plot (fault_id = 28),
where the upward trend is the most visible by far. Sensors 2, 3 and sometimes 9 are the
main contributors to the increasing trend, whereas the rest of the sensors play a minor
role and remain mostly flat except in the last plot. The characteristics of the anomaly
score slopes are highly dependent on the fault and seem to indicate different degradation
signatures probably corresponding to different failure modes.

Although an upward trend in the anomaly scores of some sensors can be observed
for most of the faults, the prediction of a fault occurrence seems difficult as dynamics are
different from one case to another. The limited number of faults in the dataset and the lack
of knowledge on the failure modes make the task very challenging. However, what these
plots do seem to reveal is the importance of sensors 2, 3 and 9 and the insignificance of the
others as fault precursors when using a LSTMAE. These same subset of sensors are also
the main contributors to the loss signatures of a LSTMAE (see Figure 16).

8. Conclusions

In this study, we illustrated the difficulties in extracting meaningful information
for health monitoring, by exploiting real raw sensor and maintenance data provided by
an airline. We focused on a specific example with the cooling unit system of a modern
wide body aircraft. Determining the ground truth on the real health status of the aircraft
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systems is an arduous task: the labelling of data is uncertain and the use of supervised ML
techniques unfitted.

In this context, we investigated the potential of a semi-supervised anomaly detection
framework: we evaluated three different autoencoder architectures to assess whether such
approach is viable with a complex system such as the cooling unit system. The training
and the proper evaluation of the models have proven to be challenging because of the
uncertainty in the ground truth and the lack of prior knowledge on the system. In the
end, the proposed approach provided useful insights for condition monitoring in spite of
uncertain and noisy data.

High anomaly scores and faulty status detected by our models matched periods where
a fault had been identified. Further, our metrics (the health indicator) were able to correctly
detect faulty flights which were not identified as such by the on-board detection systems,
with a clear upward trend before a failure occurs in some situations. This approach opens
promising perspectives, and would be appreciated as a complement to the existing certified
aircraft fault detection systems. Alongside other information sources such as MMS, the
health indicator can help the airline maintenance team with more efficient diagnostics.
Although the different dynamics in the evolution of the anomaly curves do not make their
use very straightforward for fault prediction, they can be of great value for monitoring
the rate of degradation, anticipating an impending failure and scheduling a preventive
replacement at a convenient time-slot.

Future research works include a thorough finetuning of hyper-parameters and autoen-
coder architectures and a better understanding of the trends in resulting anomaly scores
depending on the physics of the system; this would bring the approach to a higher technol-
ogy readiness level, which falls beyond the scope of our current study. Further, as LSTMAE
and RNN-based autoencoders seems unfitted for such long time series, attention-based
mechanisms [43] or transformer architectures [44] could be a powerful tool to cope with
longer intra-flight or even inter-flight temporal dependencies.

In spite of the mentioned shortcomings pointed out in our study, we have shown the
potential of our proposed approach and its value to monitor the health of an aircraft fleet.
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Abbreviations

The following abbreviations are used in this manuscript:

ACARS  Aircraft Communications Addressing and Reporting System
AE Autoencoder

CAE Convolutional Autoencoder

CMCF  Central Maintenance Computing Function

CNN Convolutional Neural Network

FDE Flight Deck Effects
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GRU Gated Recurrent Unit

HI Health Indicator

LSTM Long-Short Term Memory

LSTMAE Long-Short Term Memory Autoencoder

MMS Maintenance Messages

MSE Mean Square Error

PCA Principal Component Analysis

PHM Prognostics and Health Management
PM Predictive Maintenance

RNN Recurrent Neural Networks

RUL Remaining Useful Life
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