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Abstract

:

Given the various aspects of climate change and the growing demand for energy, energy efficiency and environmental protection have become major concerns worldwide. If not taken care of, energy demand will become unmanageable due to technological growth in cities and nations. The solution to the global energy crisis could be an advanced two-way digital power flow system that is capable of self-healing, interoperability, and predicting conditions under various uncertainties and is equipped with cyber protections against malicious attacks. The smart grid enables the integration of renewable energy sources such as solar, wind, and energy storage into the grid. Therefore, the perception of the smart grid and the weight given to it by researchers and policymakers are of utmost importance. In this paper, the studies of many researchers on smart grids are examined in detail. Based on the literature review, various principles of smart grids, the development of smart grids, functionality of smart grids, technologies of smart grids with their characteristics, communication of smart grids, problems in the implementation of smart grids, and possible future studies proposed by various researchers have been presented.
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1. Introduction


With the growing concern for the environment due to greenhouse gas emissions resulting from the use of fossil fuels to generate electricity, the concept of the smart grid has emerged. The smart grid allows renewable energy to be integrated into the power grid, reducing dependence on power plants that use fossil fuels to generate electricity. A smart grid, also referred to as an intelligent grid [1], uses network and information technology to modernize the power infrastructure and provide a better power supply to customers. The two-way communication mechanism is used by a smart grid to transmit electricity between centralized generation plants and end users and from distributed energy sources (DES) to other customers. In delivering electricity to consumers, the smart grid is much more autonomous and has higher reliability and efficiency. Utilities will use existing power grids in smart grids, which will reduce the cost of building new power plants and substations. The smart grid has evolved from a vision to a mission that is increasingly being implemented around the world. Clear energy policies and audit management are helping to support global smart grid initiatives [1,2,3]. The authors of [4] presented the importance and effects of big data analytics in smart grid performance to achieve sustainable development goals (SDG). Many developed countries have already implemented smart grid technology in their power grids. However, some other countries are lagging behind in implementing smart grid technology. The introduction of smart grids required the traditional utility grids to be updated [5,6,7]. The control system applied in smart grids and microgrids with a focus on techniques related to Petri nets is reviewed in Reference [8].



This paper discusses and explains the smart grid architecture, its operation, and implementation issues. This paper aims to show the importance of smart grid technology in designing the hybrid electricity system of the traditional grid and achieve higher efficiency in power transmission and distribution than the traditional grid. It addresses the definition of a smart grid, the growth of smart grids, technology for smart grids, innovation for smart grids, cybersecurity for smart grids, and functionality of smart grids. This paper also aims to explain the research work on smart grids, its implementation challenges and problems, and possible future research areas. More productive knowledge and experience in smart grid operation will allow researchers and policymakers to show greater interest in building the capabilities and implementation of the smart grid. A large number of research papers have been analyzed to find the most up-to-date details on the fundamentals, innovations, characteristics, threats, and future potential of smart grids. Smart grid technologies such as smart electricity meters and their applications in smart grids are also discussed. Finally, the role of smart grid metering and communication technology for real-time measurement, monitoring, and the issue of data protection are studied.




2. Definition of Smart Grid


Smart simply means intelligent, productive, clean, neat, or automatic running stuff, and grid means a network for supplying electricity to consumers. As of now, there is no single definition for a smart grid. Therefore, it can be defined in both simple and complex terms. A smart grid can be described in simple words as electricity with a brain. However, the National Institute of Standard and Technology (NIST), USA, defines a smart grid as follows [9]:




“A modernized electric grid that enables bidirectional energy flows and uses bidirectional communication and control capabilities that will lead to a range of new functionalities and applications”.



The IEEE definition of a smart grid is [10]






“A revolutionary endeavor-with new communications and control capabilities, energy sources, generation models, and compliance with cross-jurisdictional regulatory structures”.



The IEC definition of a smart grid is [11] the following:






“It is a power grid that can intelligently integrate the actions of all connected users-generators, consumers, and those who do both-to efficiently provide a sustainable, economical, and secure power supply”.





According to the U.S. Department of Energy, a smart grid is defined as




“A smart grid uses digital technologies to improve the reliability, security, and efficiency (both economic and energy) of the electric system-from large-scale generation to utility systems to electricity consumers and a growing number of distributed generation and storage resources”.





Based on the above definitions, the smart grid can be characterized as a bidirectional flow of energy and information that enables the utility to efficiently manage energy transmission and distribution while allowing customers to influence energy decisions. The smart grid takes advantage of real-time communications and information technology data to enable a smooth balance between energy demand and electricity supply. The main difference between the smart grid and the conventional power grid is the bidirectional energy exchange and two-way knowledge sharing between utilities and consumers. The smart grid improves reliability, infrastructure efficiency, economic development, and protection against cyber-attacks and power interruptions.



Therefore, the working definition of the smart grid can be formulated as follows: “A two-way digital communication in the electric power flow with the ability of self-healing, interoperability and prediction under various uncertainty conditions, equipped with cyber security measures against malicious attacks”.



Thus, a smart power grid means smarter generation, transmission, distribution, and integration of customers, operations, markets, and service providers. The main objective of a smart grid is to enable intelligent or efficient use of available resources. In [5,6], the authors evaluated conventional power grids and smart power grids. The difference between conventional power grids and smart power grids is shown in Table 1.




3. Evolution of Smart Grids


With the rapid growth and urbanization in various parts of the world in the 21st century, the demand for electrical energy is also increasing, which can no longer be met by traditional power grids. Therefore, it is important to upgrade the existing power grids. The same technology is used by utilities in different parts of the world, even if they are located in different regions. The political, economic, and geographic conditions of each country affect the creation of power grids. Despite these differences, the basic characteristics of the power grid remain the same. The power industry operates with a strong distinction between generation, transmission, and distribution subsystems. At each stage, different levels of automation and transformation have emerged as the smart grid has evolved. The conventional utility grid is a hierarchical structure in which electricity is distributed to customers at the lower level, and power generation is provided by the power plant at the upper level, as shown in Figure 1. In the current power grid, the generation plants or sources do not have real-time data on the endpoints or user parameters, and the mechanism is a one-way power flow. In addition, the reliability of the system is deteriorating due to the huge increase in electricity demand and the comparatively low investment in electricity infrastructure. As the safety margin is exhausted, any disturbances or anomalies in the distribution networks and the sudden increase in electricity demand would lead to failures of system equipment, resulting in catastrophic power outages. To facilitate troubleshooting and maintenance of expensive power plants, many utilities have implemented various levels of monitoring and control functions. SCADA is a common example of where the new power system is most commonly used. Nearly 90 percent of all faults and power outages recorded by the authors in [22] originate in the distribution system, where the smart grid would come in. Additionally, the failure of utilities to produce electricity to meet energy demand and higher fossil fuel prices have increased the need to upgrade distribution grids by implementing new technologies to protect sales and demand-side management (DSM). Most utilities are investing in distribution grid metering systems.



As can be seen in Figure 2, recent investments in distribution system infrastructure have been concentrated on the metering side of the system. One example is the introduction of the automatic meter reading (AMR) system. With the introduction of AMR systems to the distribution grid, utilities can remotely read the records, alerts, and status of energy consumption. The major drawback of AMR technology is that it does not solve demand-side management (DSM) problems, as shown in Figure 3. Based on the data collected from the meter, utilities cannot take corrective action with AMR technology, which means that the transition to a smart grid is not feasible. Given all these limitations, utility spending shifted to advanced metering infrastructure (AMI).



AMI is a two-way communication system that allows utilities to both collect meter data and change parameters at the customer service level. The fundamental goal of load management and securing utility revenues can be achieved through AMI.




4. Smart Grid Architecture


Smart grid infrastructure architecture is driven by smart grid system priorities and requirements. The self-healing and interoperability capabilities of the grid, the reliability, and the robustness of the system will depend on the implementation of the smart grid [23]. The National Institute of Standards and Technology (NIST) [24] and IEEE propose and implement conceptual models to support preparation, documentation, specification setting, interconnection of networks, and smart grid equipment. As shown in Table 2, the IEEE categorizes the smart grid into eight sub-areas that pertain to smart grid actors and applications and discusses them in more detail in the following section.



Figure 4 illustrates the basic support structure required in the smart grid, which communicates with actors from different sub-domains. For example, if electricity meters are located in the consumer domain, a distribution management system acts as an actor in the distribution service provider in the operational domains [24].



4.1. Operation Domain


The operational areas, as shown in Figure 5, include delivery operation, field system operation, transmission operation, and visibility and control. It regulates and monitors all other aspects of power flow in the smart grid. This area provides monitoring, regulation, reporting, status monitoring, critical processing of information, and decision making. It uses a two-way communication system to connect substations in the field substation, customer networks, and other intelligent electronic devices (IEDs). The business intelligence process collects customer and network data and generates information to support the decision-making process. The participants in the operations domain and their functions are summarized in Table 3.




4.2. Markets Domain


The markets are the places where the network assets are bought and sold. As shown in Figure 6, the market domain oversees and controls all electricity market participants within the smart grid. The boundaries of the market domains are the edge of the operating domain where control takes place, the domains that supply assets (generation domains, transmission domains, distribution domains), the domains of a service provider, and the customer domain. Market management, distribution, retail, and trading of electric energy services are covered in this domain. It acts as a clearing house for the energy information house and the exchange of information with third-party providers. One example that falls within this area is the roaming of plug-in vehicle billing information between utilities. Exchange rates and balancing supply and demand are market participants in the electricity system. High-priority challenges in the market domain include extending prices and DER signals to all customer subsets, enhancing aggregator capabilities, ensuring interoperability among all market information providers and consumers, managing the growth (and regulation) of retail and wholesale energy, and creating communication mechanisms for prices and energy characteristics. The market area participants and their functions are summarized in Table 4.




4.3. Transmission Domain


This domain is responsible for the large-scale transmission of electricity from the power plant to the distribution grid via multiple substations. The transmission domain includes actors such as RTUs, safety relays, phasor measurement units (PMUs), power quality control, substation meters, substation user interfaces, and so on. DERs, such as electrical energy storage or peaking generation systems, are often used in the transmission domain. The majority of transmission domain activities take place in substations. Transmission systems are typically monitored and controlled by a SCADA system, which consists of communication networks, monitoring equipment, and control equipment. The primary role of a regional transmission operator (RTO) or independent system operator (ISO) operating a transmission system is to maintain system stability by balancing generation (supply) with load (demand) on the transmission system. Energy and related services are purchased through the business domain, planned and controlled by the operations domain, and then distributed through the transmission domain to the distribution system and eventually to the consumer. The market domain participants and their functions are summarized in Table 5.




4.4. Generation Domain


The generation sector is responsible for delivering electricity to customers. Bulk electricity is generated from renewable and non-renewable energy sources. The bulk power generation areas are electrically connected to the transmission area via a cable and share a common interface with the markets, operations, and transmission area, as shown in Figure 7. Communication with the transmission area is very important because power is delivered to customers through the transmission area. With good coordination between the generation domain and the transmission domain, the power supply deficit can be addressed directly by operations and indirectly by markets. The requirement for the generation domain is to minimize greenhouse gas emissions, provide storage to handle variable generation from renewable energy sources (RESs), and increase the inclusion of RESs. Various devices such as protective relays, remote terminal units (RTUs), programmable logic controllers (PLCs), fault recorders, and user interfaces (UIs) are used in this area. The power generation domain is further divided into two sub-domains, namely the bulk power generation domain and the non-bulk power generation domain. The participants of the generation domain and their functions are summarized in Table 6.




4.5. Distribution Domain


The smart grid distribution areas that transport electricity to and from end consumers are depicted in Figure 8. The distribution domain is the electrical link between the transmission area, the customer area, and the meters for consumption, distributed storage, and distributed generation (DG). The electrical distribution system might be mesh, looping, or radial in design. The distribution domain can interact more directly and in real-time with the service domain to manage power flows related to a more complicated market domain and other environmental and security-based variables. It connects, manages, and monitors smart meters and other IEDs via bidirectional communication networks. The boundaries of the distribution domain include customer domains, market domains where regulation takes place, operational domains, and transmission domains. The actors of the distribution domain are protective relays, storage units, circuit breakers, capacitor banks, DG, and other regulation devices. Distribution domain participants and their functions are summarized in Table 7.




4.6. Customer Domain


The customer domain of the smart grid is where end users connect electricity to the distribution grid through smart meters. Smart meters track and control the flow of electricity to and from consumers and provide information about energy use and patterns. End users include commercial/building, industrial, and residential, as shown in Figure 9. The energy service interface (ESI), which provides secure communication between the utility and the consumer and the electric meter, is commonly referred to as the customer area boundary.



The ESI, in turn, acts as a bridge to systems that focus on facilities such as the consumer energy management system (EMS) and building automation systems (BAS). The customer domain is further subdivided into the home (energy range ≤ 20 kW), building/commercial (energy range 20–200 kW), and industrial (energy range ≥ 200 kW) subdomains. This domain can also generate, store, and manage energy and connect plug-in vehicles. Within the consumer domain, two-way communication between the devices and the system takes place over a local area network (LAN) and a home area network (HAN). The customer domains share the interface between the service provider, operations, distribution, and business markets. The customer domain participants and their functions are summarized in Table 8.




4.7. Service Provider Domain


Figure 10 shows the smart grid service provider domain, which manages all third-party operations between domains. The players in this domain provide facilities that support energy producers, distributors, and consumers in their daily tasks. Traditional utility services, such as billing and managing customer data on energy consumption, are juxtaposed with advanced market services, such as energy efficiency management, demand response systems, outage management, and home energy generation. In addition to serving customers, this division also manages the stability, reliability, cybersecurity, and safety of the electric grid. Interfaces between service provider markets, operations, and domains and consumer markets, operations, and domains are shared. In order to enable a market-driven environment and safeguard vital energy infrastructure, this domain aims to develop important interfaces and standards. Table 9 provides a summary of the players in the service provider domain and their roles.





5. Smart Grid Characteristics


The smart grid enables faster response and resolution in the event of disruptions in the power supply to consumers. It also stores energy and enables the integration of renewable energy sources into the grid. In the literature, the characteristics of a smart power grid are described as follows.



5.1. Efficiency, Security, and Reliability of the Grid


Increased efficiency and reliable power supply to consumers are critical to the power system evaluating the grid implementation. Therefore, a smart power grid has fast fault detection [24,25] and provides self-healing [26,27]. As the size and complexity of power grids continue to increase, it has become difficult to evaluate the reliability of power grids, but the reliability of modern power systems can be realized with the efforts of many researchers. The authors in [28] use Bayesian networks to estimate the reliability of the grid using a data mining algorithm that recognizes the structure of the grid from raw historical data. Higher efficiency is achieved by monitoring hybrid generations in a remote region and automatically managing unstable distribution [29]. The development of smart grid networks using online monitoring technologies, data collection, etc., poses a security threat to the system. However, the problems are addressed in [30] by improving the security threat model (SSTM) of integrated smart grid systems. Moreover, the problems are addressed by establishing cyber security threat requirements and policies for the smart grid [31].



The smart grid allows the integration of distributed generation (DG), which will increase the efficiency and reliability of the system. Moreover, with the introduction of information technology in smart grid systems, real-time power system data can be recorded and stored for use in determining the efficiency and reliability of the system.




5.2. Demand Response (DR) and Demand-Side Resources


The Federal Energy Regulatory Commission defines DR as “changes in electricity consumption by demand-side resources from normal consumption patterns in response to changes in the price of electricity over time or to incentive payments intended to induce lower electricity consumption during periods of high wholesale prices or when system reliability is threatened” [25]. DR would reduce overall energy consumption and required generation by allowing customers to participate in grid operations. The development of demand response strategies and the modernization of the electric grid through the deployment of grid modernization technologies is the main goal of the U.S. Department of Energy [32]. It has been noted that there is increasing investment in demand-side resources, which include energy efficiency and load management programs [33]. Economic, environmental, and reliability issues are the driving forces for demand-side services.



With the integration of distributed generation in smart grids, the customer can manage their own load depending on the consumption pattern of the customer, which will improve the efficiency and reliability of the system. The information technology in smart grids will provide real-time data on energy prices. This will allow customers to manage their load and prices.




5.3. Energy Storage


The amount of electricity generated from renewable energy sources varies by the second, depending on input parameters such as solar radiation, wind speed, etc. Energy storage is also a must in smart grids as it enables the integration of renewable energy sources. The storage system stores the excess power generated from renewable energy sources. The energy from storage systems is supplied when the demand for electricity increases. Energy storage systems include battery storage, flywheel storage, compressed air storage, ultracapacitor storage, and pumped storage. The authors of [34,35,36,37] have conducted various studies on energy storage systems for the smart grid to support the functionality of the smart grid.




5.4. Distributed Energy Resource (DER) Integration


DERs are small sources of energy that meet the constant electricity demand of a place and help us shift from the traditional grid to a smart grid. DER distributed generation, which is a renewable energy source, aims to reduce the loss of fossil fuel supplies and reduce emissions. Distributed generators include photovoltaic and wind power plants, as well as battery storage systems that combine thermal and electric vehicles [38]. The integration of distributed generation systems into the power grid requires the management and processing of a large amount of data, for which a specific architecture is needed. The authors propose this architecture in [39].




5.5. Smart Meters and Distribution Automation


A smart meter in the smart grid enables two-way communication between the meters and the utilities. The smart meters not only provide accurate bills but also let the customers monitor their energy consumption. The smart meter consists of sensors, power outage alerts, and power quality monitoring [40]. Distribution control is connected to the smart meter. Thanks to the advancement of advanced metering infrastructure (AMI), utilities can more easily collect customer information, which contributes to the improvement in grids where the integration of electric vehicles, converters, feed-in control, and fault isolation is possible. The substation automation system (SAS), which resolves power system congestion and restricts the integration of renewable energy sources less, is an example of distribution automation [41,42].




5.6. Integration of Smart Home Appliances


Smart appliances are devices that can connect to the power grid, shut off power during peak hours, and intelligently change their power consumption. Smart devices are typically installed on the user side, which includes smart buildings, and help decouple household electricity demand from peak hours. In a study from the UK, it is found that with smart device penetration of 20 percent, demand-side management can provide up to 54 percent of the operating reserve demand, depending on the time of day [43].




5.7. Device Interoperability


The components of the electric grid must work together to reliably deliver energy to customers from the power plant. Therefore, device interoperability is very important for grid architecture design and implementation. The Smart Grid Interoperability Panel (SGIP) develops the interoperability standards, which is created by NIST. The panel develops standards for smart grids that ensure seamless operation and communication between different components [44]. Some research investigated interoperability with respect to the current state of international cloud standardization activities [45].





6. Smart Grid Technologies


A wide range of technologies should be developed and implemented for the transition from the traditional power grid to the smart grid (see Figure 11). The next section discusses the smart grid technologies that facilitate the transition from the conventional power grid to the smart grid.



6.1. Intelligent Appliances


Based on preset consumer preference data, smart appliances can decide on energy use. This leads to a reduction in peak load, which affects electricity generation costs. A smart building with a variety of smart home appliances can save real-time pricing costs [41], and peak demand can be reduced because the smart appliances can operate based on consumer preset data. The smart appliances help to flatten the load curve, thereby reducing the chances of grid failures.




6.2. Smart Meters


Smart meters will be the most important technology for the transition from conventional power grids to smart grids [42]. A smart meter records energy consumption hourly or more frequently and communicates with the utility, which performs billing and maintenance. It provides two-way communication between the utility and the end user for the automatic collection of billing data, detects equipment faults, and sends repair/maintenance teams to the exact location of the fault much faster. The deployment of smart meters will reduce the incidents of energy theft [43] and thus increase the revenue of service providers or utilities. Moreover, smart meters increase computational capacity for local processing to support the distributed control of future microgrid cluster operation models. Figure 12 shows the snapshot of the smart meter.




6.3. Smart Substation


A substation typically controls and monitors operating data for critical and noncritical loads, such as power status, energy security, power factor performance, breaker, and transformer. An intelligent substation consists of sophisticated primary-side high-voltage devices and networked secondary devices [44]. The IEC61850 communication protocol is used in smart substations for information exchange and interoperability of smart electrical devices. Smart substations transform multiple voltages at different locations to provide a safe and reliable power supply.




6.4. Superconducting Cables


Superconducting cables can transmit electricity over long distances with minimal losses. They have mechanized monitoring and analysis tools capable of either detecting faults themselves or predicting the fault based on real-time data and failure history. Superconducting cables have high current transmission capability and low transmission loss [45]. The main drawback of superconducting cables is that they currently lack mature, practical applications under room temperature conditions, but the future of smart grids depends on superconducting cables.




6.5. Integrated Communications


Integrated communication is a basic need of the modern power grid, required by and essential to other key technologies [46]. It will create a dynamic and collaborative mega-infrastructure for the exchange of information and energy in real-time. Smart grid specifications such as programmable logic control [48], supervisory control and data acquisition [49], and wireless, cellular, and broadband power lines [50] combine communication technologies. Ease of implementation, data transmission capacity, standards, network coverage, latency, and a secure system are the factors that must be considered for integrated communications.




6.6. Phasor Measurement Units (PMUs)


PMUs are used to calculate the magnitude and phase angle of electrical waves such as voltage or current. The calculation is performed using the traditional synchronization time source. GPS provides timing control and helps synchronize multiple remote points in the power system. PMUs have real-time synchronization phase data and strong situational awareness of the power system, which can be used to take remedial actions to improve power system reliability [51]. PMUs are also used for frequency measurements in the power system. Figure 13 shows a snapshot of the typical architecture of synchro-phasor networks.





7. Smart Grid Communication and Metering


Communication plays a critical role in the real-time operation of power systems. Different types of communication technologies are being developed for applications in smart grid development, such as wired (e.g., fiber optic and telephone) and wireless (in different frequency bands, namely VHF/UHF) technologies. Wireless technologies have additional advantages over wired technologies, such as low installation cost, rapid deployment, ease of use, etc., and are ideal for isolated applications [53]. To better understand the different forms of wireless technologies, comparisons are made in Table 10.



Initially, wired systems such as telephones are used to communicate line utilization to the control center and dispatch operators performing switching operations at substations. Due to a number of power grid constraints, such as voltage limits, thermal overloads, and other complexities of hardwired grid connections, the communication networks in individual DERs in smart grids are becoming more complicated by the day as more DGs are integrated into power grids. Therefore, the success of a smart grid implementation depends on the adoption of a reliable and cost-effective communication system for metering, control, and monitoring purposes.




8. Smart Grid Security


Security of smart grids is very important since smart grid exchange power and information online using various technologies explained in earlier sections. A smart grid’s vulnerabilities are more popular in smart meters, smart electronic systems, and IP-based components that are more likely to attract the fact that many stakeholders are involved [55]. Various organizations such as NIST, IEEE Power and Energy Society, IEC Smart Grid Standardization, and National Standard of the People’s Republic of China [56] created several safety standards for smart grids. The authors of [57] conducted a study on cybersecurity challenges for IoT-based smart grid networks and the financial and economic losses from cyber-attacks. The multiple types of security threats to smart grids, such as physical attacks and cyber-attacks leading to a violation of consumer privacy, energy theft, power blackouts, infrastructure failure, and operating staff protection, are discussed in [58].



The smart grid protection system literature is published in [30,31,59,60,61,62,63,64]. Work in the literature includes cyber-security assessment criteria for smart grids, security risk assessment for smart-grid-enabled software-defined networking (SDN), location-based protection for smart grid applications, ortho-code privacy mechanisms in smart grids using ring communication architecture, integrated smart grid systems security threat models, cyber-security of a power grid, analysis of smart grid communication infrastructure and smart grid cyber-security, and smart grid information security for the protection of smart grid knowledge.




9. The Future: The Challenges in Smart Grids


9.1. The key Challenges in Smart Grids


The smart grid has benefits in energy conservation, low environmental pollution, higher energy efficiency, self-healing properties, and bidirectional communication. Despite the enormous benefits stated, smart grid achievement is quite far away. Listed below are smart grid challenges, which are also potential research areas:




	
Problems in smart grid routing design [65].



	
Issues related to cybersecurity [57].



	
Interoperability and the incorporation of renewable energy [66,67].



	
Regulatory challenges [29].



	
Compatibility issues of intelligent devices, communications, and data logging standards [30].



	
Security in the handling and study of big data [68].



	
Automation of distributed system and distributed generation in distribution system [31].



	
Interoperability standard, cognitively recovering unlicensed spectrum and enhancing cybersecurity [69].



	
Physical and cyber-security, advanced metering system vulnerabilities [70].



	
Obstacles to smart grid implementation: costs and advantages, institutional in-action [71].



	
Vehicle-to-grid (V2G): low electric vehicle penetration [72].









9.2. The Future of Smart Grids


The analysis of smart grids has come a long way since the first smart meter report appeared in the late 1980s. Since then, various technologies, systems, procedures, and processes have been implemented and developed to modernize the electricity grid. Future research has tremendous potential to improve smart grids. Some of them are among several potentialities (based on literature):




	
Battery storage system, modern and improved [73].



	
Cloud-based data storage and processing studies/cloud computing [74,75].



	
Integration of electric vehicles into smart grids [76].



	
Integration of renewables into smart grids [77].



	
New communication technologies and grid self-restoration systems to increase stability and power studies [78,79].



	
Large-scale integration of renewable energy sources into the smart grid [80,81].



	
The smart grid virtual energy storage scheme [82,83,84,85].










10. Conclusions


In this paper, we provided an overview of the development, concepts, components, technologies, features, implementations, and potential scope of smart grids. The smart grid technologies mentioned include smart appliances, smart meters, superconducting cables, and the phasor measurement unit (PMU). The role of smart grid instrumentation and communication technology in real-time monitoring and measurement of power system reliability was also explored, as well as privacy challenges. The architecture of smart grids was also covered in depth. The future research opportunities on smart grids were addressed in “The Future: The Challenges in Smart Grid”. If more money, time, and in-depth research are invested in smart grids, it will help achieve energy efficiency and environmental protection. It will be difficult to predict the future of smart grids precisely, but given recent advancements in smart grid technology and science, smart grids have a bright future. In the study of smart grids, there are research opportunities in the fields of power flow optimization, renewable energy integration, electric vehicle integration, cloud computing, storage systems, power quality and reliability studies, and cybersecurity.
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Figure 1. The current electricity utility grid. 
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Figure 2. The evolution of the smart grid. 
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Figure 3. Smart grid return on investment (ROI). 
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Figure 4. IEEE smart grid domains and sub-domains [24]. 
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Figure 5. Operations domain [25]. 
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Figure 6. Markets domain. 
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Figure 7. Generation domain. 






Figure 7. Generation domain.



[image: Technologies 11 00081 g007]







[image: Technologies 11 00081 g008 550] 





Figure 8. Distribution domain. 
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Figure 9. Customer domain. 






Figure 9. Customer domain.



[image: Technologies 11 00081 g009]







[image: Technologies 11 00081 g010 550] 





Figure 10. Service provider domain. 
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Figure 11. Overview of smart grid technologies [46]. 
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Figure 12. Smart meter [47]. 
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Figure 13. Architecture of synchro-phasor networks [52]. 
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Table 1. The conventional utility grid vs. smart grid.
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	Parameters
	Conventional Grid
	Smart Grid





	Communications
	One-way
	Two-way [5]



	Power generation
	Centralized generation
	Decentralized/distributed generation [6,7]



	Control methods
	Manual control
	Automatic control and recovery [10,11,12]



	Monitoring system
	Manual monitoring
	Automatic monitoring [13,14]



	Sensors required for monitoring and control
	No/fewer sensors
	Large numbers of sensors for monitoring and control [15,16,17]



	Response to emergencies
	Slow response
	Fast response



	Choices to customer
	Limited choices
	Vast choices



	Network type
	Radial
	Dispersed/distributed [18,19]



	Security/privacy concerns
	Less security and privacy concerns
	Prone to security and privacy issues



	Data involved
	Less data
	A huge volume of data is involved [20]



	Storage system
	No storage is used
	A storage system is used [21]
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Table 2. Domains on smart grid conceptual model by IEEE.
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	Domain
	Description





	Operations
	The proper operation of the power system is guaranteed



	Markets
	Grid assets are exchanged



	Transmission
	Bulk transfer of electricity from generating station to distribution is carried out



	Bulk generation
	The bulk generation of energy is performed



	Non-bulk generation
	The generation from distributed energy resources such as solar, wind, etc.



	Distribution
	Transmission, consumer, consumption metering, and distributed energy storage are interconnected



	Customer
	The electricity is consumed, which includes the subdomains as homes, commercial and industrial, etc.



	Service provider
	The producers, consumers, and distributors’ support services are performed
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Table 3. Participators of operation domains and their functions.
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	Participator
	Functions





	Monitoring
	Supervise network connectivity



	Control
	Supervise wide area as well as localized automated or manual monitoring



	Fault management
	Fault identification, elimination, and service restoration



	Analysis
	Compare data records with the historical event data



	Reporting and statistics
	Achieve online data and perform feedback analysis



	Calculations
	Real-time network calculations actors



	Training
	Real-time network calculations actors



	Records and assets
	Provide dispatchers with facilities to practice using the systems



	Operation planning
	Monitor and report on the inventory of network equipment



	Maintenance and construction
	Maintains continuous power supply by doing different network action



	Extension planning
	Create long-term strategies for the stability of the power system



	Customer support
	Helps customers to troubleshoot power system services
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Table 4. Participators of market domains and their functions.
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	Participators
	Functions





	Retailing
	
	
Sell powers to end consumers



	
Connect to a trading organization








	DER aggregation
	Aggregators combine smaller participants



	Trading
	
	
Purchasing and selling of energy



	
Participants in the market








	Market operations
	Make the market functions smoothly

Clearing of financial and products exchanged, price quote sources, audit, and balancing



	Market management
	Markets managers include independent system operators (ISOs) for whole markets



	Ancillary operations
	To provide support such as frequency, voltage, and spinning
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Table 5. Transmission domain participators and their function.
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	Participator
	Functions





	Substation
	Controlling and monitoring within a substation system



	Storage
	Controls how an energy storage device is charged and discharged



	Measurement and control
	Measure, record, and manage in order to safeguard and improve grid operation










[image: Table] 





Table 6. Generation domain participators and their function.
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	Participator
	Functions





	Control
	Manage the system’s power flow and reliability



	Measure
	Analog and digital measurements collected via the SCADA system



	Protect
	Protect the system from various abnormal events



	Record
	Keep the records of the system status for forecasting purposes



	Asset management
	Determining equipment maintenance schedule

Finding the life expectancy of the device
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Table 7. Distribution domain participators and their function.
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	Participator
	Functions





	Substation
	Controlling and monitoring systems within a substation



	Storage
	Controlling a charging and discharging of an energy storage unit



	Distributed generation
	Power sources located on the distributed side of the grid



	Measurement and control
	Measuring, recording, and controlling to protect and optimize grid operation
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Table 8. Consumer domain participators and their function.
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	Participator
	Functions





	Building and home automation
	Control various functions within a building



	Industrial automation
	Controlling industrial processes such as manufacturing/warehousing



	Micro-generation
	Generation from distributed sources such as solar, wind, etc.
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Table 9. Service provider domain participators and their function.
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	Participator
	Functions





	Billing
	Managing customer billing information



	Home management
	Monitor and control home energy



	Building management
	Monitoring and controlling building energy



	Account management
	Manage supplier and customer business accounts



	Customer management
	Manage customer relationships



	Installation and management
	Install and maintain premises equipment



	Emerging services
	All of the services and innovations for future smart operation
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Table 10. Comparison of wireless technologies.
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	Wireless Technologies
	Zigbee
	Wi-Fi
	WiMax





	Design target
	Low cost

Low power
	Indoor WLAN and small networks
	Indoor or outdoor WAN, large networks



	Target application
	No infrastructure, nearby devices
	Indoor, high-capacity, small network
	Outdoor, high capacity, large network



	Range channel
	10 ~×75 m
	10 ~×100 m
	Up to ×50 km [27]



	Bandwidth
	5×MHz
	5 or 10 MHz
	>5 MHz [27]



	Maximum capacity
	250 kbps
	54 Mbps [54]
	10–50 Mbps [27]



	QoS mechanism
	None
	Limited to AP’s local QoS, 4 types: voice, video, best effort, and background
	Network-wide QoS, 5 types: UGS, ertPS, rtPS, nrtPS, and xBE



	Security measures
	No security measures
	Security at MAC with WEP encryption, etc.
	MAC layer encryption and key exchange via licensed spectrum
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