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Abstract: This study investigated the potential of blockchain technology to transform Electronic
Health Record (EHR) administration, integrity, and security. EHRs store vital health information
such as medical history, diagnosis, prescriptions, and imaging findings, which may be shared with
healthcare professionals to improve patient care. The existing EHR systems have a centralized
framework. These centralized systems have a single point of failure, data management, integrity,
and security concerns. Blockchain technology provides a solution to these problems by delivering
benefits such as safety, privacy, secrecy, and decentralization. This study presents a framework
for adopting blockchain technology in EHR systems, providing a comprehensive, modular, and
straightforward approach. Our proposed framework addresses the constraints of existing EHR
systems by providing a platform for connected and interoperable EHRs. The proposed blockchain-
based patient health records management framework demonstrates the potential to address the
limitations of current centralized health records systems. It offers benefits such as data privacy
and security, interoperability, audibility, decentralization, and automation through the use of smart
contracts. The proposed framework is implemented in Ethereum. The evaluation, i.e., cost and
performance results, show that this solution is reasonable and may be used on any blockchain
network, whether it is permissioned or permissionless.

Keywords: blockchain technology; decentralization; privacy; security; smart contracts

1. Introduction

Electronic Health Records (EHRs) play a critical role in the delivery of effective health-
care by delivering full patient information to healthcare practitioners. Current centralized
EHR systems, on the other hand, have constraints like data privacy, security, and interoper-
ability difficulties [1]. As a result, blockchain technology has emerged as a possible option
because of its decentralized and irreversible nature. Blockchain enables transparent infor-
mation sharing across various healthcare providers while providing consumers ownership
over their personal health data. Despite their potential, blockchain-based EHR solutions
require further study and development before they can be broadly used in the healthcare
business. This study presents a blockchain-based patient health records management archi-
tecture with the goal of improving patient health information management and sharing
while retaining individuals” control [2].

Blockchain technology has emerged as a promising solution to address the limitations
of the current centralized health records systems. It allows for secure and transparent
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sharing of information among healthcare providers. Similarly, it gives patients control
over their personal health data and provides benefits such as data privacy and security,
interoperability, auditability, decentralization, and automation [3]. The integration of
blockchain technology with EHR systems has the potential to improve the management
and sharing of patient health information while preserving patients” control over their
personal health data [4].

Overall, the integration of blockchain technology with EHR systems can help to
improve the management and sharing of patient health information while preserving
patients” control over their personal health data [5].

1.1. Problems in the Existing EHR Frameworks

The following subsections discuss the problems in the existing EHR frameworks in
the literature.

¢ Information Asymmetry in EHRs: The healthcare industry is impacted by EHR
asymmetry because doctors and hospitals have the legal right to access patient infor-
mation while patients may need to go through a drawn-out and laborious process in
order to acquire their EHRs [6].

* Interoperability in EHRs: Health information exchange (HIE), also known as fact
sharing, is a crucial component of EHR architecture [7]. A generally specified EHR
structure is not desirable since several EHR structures used in various institutions
have varying levels of vocabulary, technical, and functional capabilities. Technically
speaking, the shared clinical information should be interpretable and may be used
identically [8].

¢  Data Breaches In EHR Systems: The management of EHRs in contemporary EHR
management systems has the potential to change. However, blockchain provides
immutable and traceable transaction procedures [9]. Moreover, blockchain can also
help people manage their personal EHRs so that they can provide permission for
trusted entities, i.e., patients and fitness centers to securely access and update their
EHRs [10].

1.2. Summary of the Proposed Framework

This paper presents a proposed framework for managing and sharing patient health
records using blockchain. Health records are critical for effective healthcare, but centralized
systems face limitations such as single point of failure, data privacy, security, and interoper-
ability issues. The proposed framework aims to improve the management and sharing of
patient health information while preserving patients’ control over their personal health data.
The proposed framework includes the use of smart contracts to ensure the authenticity and
integrity of the stored data. Similarly, the proposed decentralized architecture eliminates
the single point of failure by integrating blockchain into the existing patient health records
systems. The implementation and evaluation of the proposed framework demonstrate its
potential to address the limitations of current centralized health records systems.

1.3. Our Contributions
The following are the major contributions of this research work.

e  We integrate decentralized blockchain technology into the proposed framework to
alleviate the single-point-of-failure feature of the existing centralized EHR frameworks.

* A smart contract is developed to improve the management and sharing of patient
EHRs while preserving patients’ control over their personal health data.

¢  Itoffersimproved data privacy and security of EHRs by storing them on the immutable
ledger of the blockchain.

This study aimed to tackle the primary obstacles encountered by existing centralized
Electronic Health Record (EHR) systems, with a specific focus on concerns pertaining to
data privacy, security, and interoperability. The proposed system, based on blockchain
technology, aims to address these difficulties by distributing data storage, improving
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security through the use of smart contracts, and enabling efficient data sharing among
healthcare providers.

Moreover, the project was driven by explicit goals to provide a scalable and cost-
efficient solution that reduces the hazards linked to centralized EHR systems and enhances
overall data management in healthcare. The study focused on assessing the performance of
the framework in real-world situations, with a specific emphasis on its capacity to offer a
safe, efficient, and interoperable system for maintaining patient records. Also, the study
examined and compared the proposed framework with existing solutions, emphasizing
its distinct contributions. It positions the framework as a new approach that improves the
current state of EHR management technologies.

This paper is organized as follows: Section 2 provides an overview of the related work
in the area of blockchain and EHRs. Similarly, Section 3 describes the proposed architecture.
In Section 4, the implementation of the proposed architecture is discussed. The evaluation
of the results is then presented in Section 4. In Section 5, we discuss the conclusion and
future work, respectively.

2. Background and Related Work
2.1. Blockchain Technology

Blockchain technology allows for data storage that is accessible to all network users,
ensuring the accuracy and completeness of medical data for professionals. It provides a
single, dependable platform for overseeing information flow.

In [11], the authors introduced blockchain as a novel database solution address-
ing issues present in centralized systems. These issues include performing transactions
through intermediaries, transaction latency, and accidental or deliberate data alterations.
Blockchain’s attributes, such as transparency, trustworthiness, multiple transaction copies,
and a decentralized digital ledger, establish it as a reliable and tamper-resistant technology.
Similarly, in [12], the authors emphasized that the core of a smart contract lies in executing
business logic code. Smart contracts engage with oracles, which are off-chain data sources
primarily responsible for gathering and supplying information to smart contracts. The
research delves into the examination of trust-enhancing properties in the most commonly
used blockchain oracle methods, strategies, and technologies.

Similarly, the authors in [13] stated that blockchain is the technology that will enable
more flexible value chains, faster product developments, stronger customer interactions,
and quicker IoT and cloud technologies. The concepts may be applied to a range of indus-
tries, including banking, government, and manufacturing, where security, scalability, and
efficiency are necessary. The authors in [14] give a perspective on the growth of Chainlink
beyond its basic idea in the Chainlink white paper. Decentralized Oracle Networks (DONs)
are the foundation of Chainlink’s methodology. A DON is a Chainlink network that is man-
aged by a node community and can be used to implement any of the Oracle functionalities.
Chainlink will use DONSs as the cornerstone for future decentralized services. According
to [15], supply chains are the foundation of the bulk of popular items. Blockchains have
been developed since 2008, but more work must be performed to accomplish full supply
chain integration. Data integrity and the validity of pertinent information have a significant
influence on the quality and safety of end products [16].

2.2. Smart Contracts

Smart contracts are computer control protocols configured to automatically enhance,
verify, and enforce the negotiating process and implementation of digital contracts with-
out the use of relevant government. Smart contracts have been integrated into popular
blockchain-based development platforms such as Ethereum and Hyperledger [17,18]. For
example, the most well-publicized event was “The DAO Attack” in June 2016, which
concluded in the transfer of nearly 50 million dollars in Ether to an opponent’s account.

Developing sensible contracts has become a popular academic and corporate research
issue [19]. Smart contracts allow contract terms to be transmitted between fly-by-night
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parties without the requirement for a central source or a central server. They are predicted
to disrupt a variety of traditional industries, including finance, management, and the
Internet of Things [20,21].

2.3. EHR Using Blockchain Technology

According to [22], before the invention of contemporary technology, the healthcare
industry relied on a paper-based system to store medical records, i.e., a handwritten system.
Data sharing that is safe, secure, and scalable (SSS) is essential for diagnosis and clinical
decision-making. EMRs (electronic medical records) are critical healthcare data used by
hospitals and physicians to diagnose and treat patients. Given the increasing privacy
concerns of EMR systems, a smart healthcare system based on blockchain is necessary.

The authors in [23] proposed that one of the most important operations in the phar-
maceutical sector is documenting drug manufacture. The advantage of tracking drugs
is that counterfeit drugs are avoided. Simulations were performed using the Multichain
program to obtain a solid idea of how medication manufacturing might be documented in
the blockchain (Multichain). Similarly, the authors in [24] developed a novel framework
for managing personal health records (PHRs) using IBM’s cloud data lake and blockchain
platform. The security, efficiency, and accessibility of transmitting medical information
in the existing healthcare systems may all be improved using this technology. In [25], the
authors present a novel method for securing a blockchain that can be used to manage
contracts. This system incorporates a new consensus technique based on a credibility score
and combines this with proof-of-stake. It maintains blockchain security while preventing
an attacker, e.g., through Denial-of-Service (DoS) [26,27], from monopolizing resources.

The paper [28] proposes a unique hyper ledger-enabled secured medical data man-
agement with deep learning (DL)-based diagnostics (HBESDM-DLD) paradigm to address
these difficulties. Using the technique provided, the user may manage data access, allow
healthcare staff to read and write data, and alert emergency services. Medical data are
stored and exchanged on the Hyperledger Blockchain [29].

2.4. Security and Privacy

Ensuring the security and privacy of patients’ health records is critical in healthcare.
The current centralized health records systems are vulnerable to data breaches, hacking, and
other security risks. In contrast, blockchain technology provides a decentralized, immutable,
and secure way of managing health records [25,30]. To establish a strong theoretical basis
for this investigation, we outline the fundamental notions that form the basis of our
proposed framework: blockchain technology guarantees data transparency, security, and
immutability by utilizing a decentralized ledger system. Smart contracts are contracts that
automatically enforce and verify agreements without the need for intermediaries, as they
are embedded with the agreement’s terms in code. Decentralization distributes data across
multiple nodes, eliminating the need for a single central authority and improving system
resilience. Interoperability enables secure and efficient sharing of patient data between
different systems and organizations within the decentralized structure of blockchain. These
notions are crucial for overcoming the limits of existing centralized EHR systems and serve
as the foundation for the solutions suggested in our research.

The use of blockchain for EHR systems can improve security and privacy by allowing
patients to have direct control over their personal health data, and by providing a tamper-
proof audit trail of all transactions. With a blockchain-based EHR system, patients can
securely share their health records with healthcare providers while maintaining the privacy
and security of their information [31].

Smart contracts on blockchain can also help automate certain security and privacy-
related processes [32], such as access control and data sharing permissions [33], thereby
reducing the risk of unauthorized access to patient health records [30].

However, it is important to note that blockchain technology is not a panacea for all
security and privacy issues in healthcare [34]. The implementation of appropriate security
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measures and best practices is still required to ensure the confidentiality, integrity, and
availability of patient health data. This paper proposes a blockchain-based patient health
records management framework that includes measures to ensure the security and privacy
of patient data and provides an evaluation of the framework’s effectiveness in addressing
these issues [35].

The motivation for adopting blockchain technology lies in its potential to provide
a secure, transparent, and traceable framework for the exchange of health information.
Moreover, with the use of this technology, several data management systems that currently
function in isolation might be linked to creating an electronic health record system that is
both connected and interoperable.

3. Methods
3.1. Architecture of the Proposed Framework

The proposed Electronic Health Record (EHR) system leverages a robust architecture
comprising several advanced technological components designed to enhance the security
and efficiency of health record management. Additionally, the proposed EHR system,
illustrated in Figure 1, aims to utilize blockchain technology to improve the security, privacy,
and interoperability of patient health records. The roles in the proposed framework, as
depicted in Figure 1, include the following;:
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Figure 1. Proposed EHR framework.

Patient: Patients can use a website to contribute their medical data to a blockchain
network. The collaboration of sensors and intelligent devices is possible through digital
blockchain contracts. Electronic health records are commonly scattered among several
healthcare organizations.

Hospital: Hospitals may lay out their services over the course of their whole life cycle
using blockchain architecture and device monitoring. Hospitals have the ability to upload
and read patients’ medical information. They can upload and read data on the website.

Website: The website enables users to know when their medical records are updated
and to explicitly consent to the sharing of such details with other users or healthcare
professionals. Patients can also opt to establish time limitations on how long any third
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party may have access to their medical information as well as share all or a portion of their
medical records with the website.

Upload data on Blockchain: Blockchain establishes a centralized database for continu-
ously updated health records that can be securely kept and quickly retrieved by authorized
users. Innumerable errors may be avoided, faster diagnosis and treatment become feasible,
and care can be tailored to each patient by minimizing miscommunication between various
healthcare professionals involved in providing care for the same patient.

We describe the major components of the planned blockchain-based framework,
which includes a decentralized network architecture and uses IPFS for record storage.
The framework employs blockchain technology, Ethereum, IPFS, and smart contracts to
facilitate efficient and user-friendly interactions between elements, establishing a secure
foundation for health records management. Every component, except for IPFS storage,
requires registration on the blockchain.

The structure facilitates the subsequent flow of data storage and retrieval among
active stakeholders:

Hospitals: Each patient’s record is associated with a unique identifier generated by
the hospital, establishing a complete history from initial to final engagement. The hospital
oversees the transfer of these records.

Patients: Patients may access their health records on a website if a third party partici-
pates in the system. They are accountable for implementing the smart contracts according
to the conditions established during the submission of their medical history and most
recent data.

Medicine Specialists or Licensed Doctors: Physicians are responsible for generating
and overseeing patient health records, in addition to extracting keyword indices from these
records. They possess the authority to examine the submitted records while safeguard-
ing against any misuse of the information by third-party requesters. A skilled medical
practitioner or authorized physician must formulate policies to safeguard patient privacy
and security.

The architecture is centered on a decentralized system where patient data is encrypted
and disseminated among multiple nodes in a peer-to-peer network employing IPFS. Each
record is linked to a unique hash documented in the blockchain, ensuring the data’s
immutability and integrity. Smart contracts, developed in Solidity, are integral to this system
as they automate vital functions including data validation, access control, and compliance
with regulatory requirements. These intelligent agreements enable patients to actively
manage and control the consent and sharing of data in real-time, providing them with
direct responsibility over who can access their health information. The architecture of the
framework prioritizes scalability and adaptability, facilitating integration with existing EHR
systems while guaranteeing robust security protocols to thwart breaches. The employment
of the Hardhat development environment enhances the framework’s functionality by
facilitating rapid deployment, testing, and debugging of smart contracts. The fundamental
elements of this architecture are defined below:

1. Hardhat Platform: Hardhat serves as an all-encompassing development environ-
ment for Ethereum, enabling the management of the application lifecycle from development
to deployment. It assists developers by supplying the essential tools for compiling, deploy-
ing, testing, and debugging Ethereum-based applications. Utilizing Hardhat’s sophisticated
capabilities, like automatic network management, comprehensive error messaging, and
interactive console logging, improves our development workflow.

2. InterPlanetary File System (IPFS): IPES is employed in our system to tackle
the issues associated with decentralized data storage. Utilizing a peer-to-peer network
architecture markedly diminishes the chance of data loss and enhances accessibility among
geographically dispersed nodes. Every data unit, encrypted and saved on IPFES, is identified
by a unique hash, ensuring data integrity and enabling rapid retrieval without dependence
on conventional centralized servers.



Technologies 2024, 12, 168

7 of 19

3. Smart Contracts: Developed in Solidity, smart contracts serve as the operational
foundation of our EHR system, automating essential functions such as data validation,
access control, and compliance enforcement. These contracts are carefully crafted to
include mechanisms for managing patient consent and ensuring that access to medical
records is contingent upon explicit patient agreement, so complying with rigorous data
privacy requirements.

Moreover, the process of our proposed framework is illustrated in Figure 2, summariz-
ing the entire system workflow. The user, or patient, initiates the process by creating an
account and uploading their health records. These records are then accessible via a unique
key. Both the user and the hospital input this unique key into the system, which, in turn,
allows them to access the specific data or record. The primary functions for patients and
hospitals involve creating accounts, uploading data, and retrieving or viewing those data.
The entire system is underpinned and managed by blockchain technology.

Read/Upload Data

Iy
Hospital
Create Account Blockehain
»< Gives Unique > Access Data
)\ Key
Patient

System
Figure 2. Hospital /Patient Registration.

3.2. Detailed Workflow and Data Interaction

1. Hospital and Patient Interactions: Hospitals initiate the process by securely upload-
ing encrypted patient data to IPFS, subsequently storing the corresponding data hashes on
the blockchain. This ensures that patients” data remain immutable and traceable. Patients
manage the accessibility of their data via a dedicated interface, enabling them to grant or
revoke data access in real-time, with each transaction immutably logged on the blockchain.

2. Data Access and Retrieval: Patients control access to their data through a web
interface connected to the system. They can grant or revoke access in real-time, with
all transactions recorded on the blockchain for transparency. Hospitals and authorized
medical personnel can request access to patient data, which must be approved by the
patient, ensuring patient control over their sensitive information.

3.3. Storage and Retrieval of Patients” EHR

The process of storing and retrieval of patients” EHR is shown in Figure 3. The
following are the step in storing and retrieving patients’ EHR:

1.  The data are produced by hospitals. The blockchain receives standard data and the
patient ID.

2. Data are encrypted and stored in cloud storage when the transaction is finished and
given a unique ID.

3. When other hospitals request a patient’s record, the requested data are decrypted
and displayed on the authorized device. The patient’s public key is accessible to the
hospital, but only they have access to their own private key.
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4.  The patient’s approval is required if a doctor wants to view the patient’s health records.
The patient can approve access by entering their unique key when they receive the
queue request on the doctor’s mobile app or website.

d el @l [m

Hospital Smart Contracts

Patient Website

alr
Unique Key v

Ethereum

¢

Hardhat

Figure 3. Storage and retrieval of patients” EHR.

3.4. Network Structure of the Proposed Framework

The network structure of the proposed framework is shown in Figure 4. The patient
can access their EHRs from the website/system. Similarly, the hospital uploads and fetches
data from a website or system. IPFS stores the data of the system. Blockchain provides the
node to the Hardhat framework, and that node is further accessed by the system. All smart
contracts are deployed by blockchain.

Patient

Access Data

-y
&

Website

Deploy Smart|Contract e

Blockchain

Hospital Hardhat

Figure 4. Network structure of the proposed framework.

3.5. Instantiation of Proposed Framework

This section discusses the core concept of smart contracts by examining their nature
and diverse forms. We selected a dummy medical health record app from Github because
of its suitability, positive reviews, and high download count. We proceeded to implement
the proposed framework by using this dummy medical health record.

Our development stack consisted of Next]S for the frontend framework develop-
ment, JavaScript for the backend development, and Solidity for the implementation of
smart contracts.
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During the smart contract implementation, a variety of variable types, including
mappings, were utilized. Mappings, characterized by a key-value pair architecture, are
particularly prevalent in smart contract development. In our smart contract, the “Patient”
mapping serves to maintain a record of registered patients, storing their addresses as keys
and marking them as “true”.

Furthermore, to ensure each newly created and mined block possesses its unique
timestamp, we implemented the DateTime function. Given that this function might remain
obscured behind a hash, the hashing of blocks may be necessitated to render it usable.

Additionally, we employed structs, a common and widely used data structure in
programming languages. Our smart contract consists of three struct types: “Records”,
“Diagnosis”, and “dateRange”. The “Records” data structure efficiently stores a patient’s
medical record in a single variable, enhancing versatility and ease of use across multi-
ple contexts.

Moreover, modifiers, a special category of functions, play a crucial role in restricting
access to certain functionalities. They act as gatekeepers, ensuring that only authorized
users can invoke specific functions.

The addHospitall() function adds hospitals to the smart contract. This means the
patient can be admitted to a hospital and their medical records can be updated. Upon the
addition of a hospital to the blockchain, the patient’s address and data become permanently
linked with that particular hospital. It is worth noting that a single patient can have
associations with multiple hospitals. However, if an attempt is made to re-add the same
patient, the system will conduct a check to ascertain the patient’s availability and, if
necessary, will revert the transaction, issuing an error.

Meanwhile, the “addRecord()” function is designed to accept various parameters,
including name, address, hospital address, admission date, discharge date, visit reason, and
diagnosis. All of these data are then stored in the mapping called records. The structure of
the patient record stored on blockchain is shown in Figure 5. After the successful addition
of the data, an event is triggered, and the “record count” variable undergoes an increment
of 1.

"providedName"

"name": "NoorulAain"

"patient": "@x9965507d1a55bcC2695C58bal6F837d819BR4AdC"
"hospital”: "@x3C44CdDdB6a90@fa2b585dd299e@3d12FA4293BC"

"admissionDate"

"BigNumber"” "value": "2822"
"dischargeDate"

"BigNumber" "value": "2823"
"visitReason": "Migraine"
"diagnosis" "none", "migraine", "none", "migraine"
"patientID"

"BigNumber"” "value": "@"
"allergies": "none"
"geneticDisease": "migraine™
"medicalReport": "migraine"

Figure 5. Structure of patient record on the blockchain.

The “getOwnRecord()” function necessitates the inclusion of two parameters: the
“recordID” and the patient’s address. With these two variables, our smart contract retrieves
the data stored on the blockchain and presents them to the patient. It is important to
note that only the patients themselves have the authorization to access this function, as
it is not accessible to other patients or hospitals. This restriction ensures the privacy and
confidentiality of the patient’s medical records.

For registered hospitals, the “getRecord()” function is available. When this function is
invoked, it provides access to all the associated data within the patient’s medical records.
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This function enables data retrieval within a specified date range, adding a valuable
dimension to its functionality. Moreover, all accesses to patient records are controlled using
the “recordExists” and “onlyHospital” modifiers.

Moreover, the Solidity language provides a function called “Object()” that is executed
only once during deployment. Its purpose is to set the initial value of the smart contract
state. In cases where “Object()” is not explicitly defined, the compiler generates a default
“Object()” function.

4. Results and Discussion
4.1. Experimental Setup

We conducted experiments with the aforementioned tools to assess the efficiency of
the proposed framework, i.e., Hardhat Framework, Mocha, and Chai Testing Frameworks,
GasReport, Javascript, and Solidity Coverage. The Hardhat development framework
was used to develop the proposed smart contracts. Mocha and Chai are two popular
JavaScript testing frameworks that were used to test the proposed smart contract. Ethereum
offers the Solidity programming language, encapsulated within JavaScript and Python,
for the development of code within smart contracts. The implementation details of the
smart contract used in our study are crucial for understanding the automated handling
and secure management of data. The complete Solidity code for this smart contract is
provided in Appendix A for a comprehensive review of the operational aspects and data
structures employed.

This study sets itself apart from previous studies by placing particular emphasis on
the distinctive characteristics of the suggested framework. These features encompass the
incorporation of intelligent agreements for automated adherence to rules, the utilization of
IPFS for distributed storage, and the creation of an economical, expandable resolution that
tackles the vulnerability of centralized systems to a single point of failure. The publication
effectively demonstrates how this research contributes to the field and provides novel
answers that have not been addressed in past studies by comparing our findings with those
of prior research.

4.2. Cost Evaluation

A comprehensive cost analysis was performed for the proposed blockchain-based
patient health records management framework. We performed a cost evaluation to gauge
the effectiveness and precision of our proposed solution. The efficiency of Solidity func-
tions is important since it affects the reward that miners typically receive after running
the functions. Miners closely monitor the operations carried out during the execution of
a function, allowing them to calculate the implementation costs based on data categories
and the volume of actions. Our experimentation involved the creation, deployment, and
execution of two smart contracts. Transaction costs associated with these functions, the
expenses incurred by miners during implementation, and the process by which these costs
are converted into USD are detailed in Figure 6. Also, it provides a thorough assessment of
the total expenses involved in implementing and operating the EHR smart contract on the
Ethereum blockchain. The graphic is essential as it visually illustrates the financial conse-
quences of deploying the framework, emphasizing the cost-effectiveness of the proposed
solution in comparison to standard EHR systems. The comprehensive analysis of expenses
facilitates comprehension of the economic viability and expandability of the framework,
especially for healthcare systems of significant magnitude.

Initially, we added two hospitals and two patients. For evaluation purposes, additional
patients and hospitals were included for testing and assessment. Three functions were
invoked to assess their respective costs: the “AddHospital” function incurred a cost of
2.49 USD, the “AddPatient” function also amounted to 2.49 USD, and the “AddRecords”
function resulted in an expenditure of 16.54 USD. The deployment cost of the smart contract,
i.e., the health record contract, totaled 136.96 USD.
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Figure 6. Evaluation of complete EHR smart contract.
Below is a table summarizing the variables used in the smart contract:

4.2.1. Cost per Transaction Evaluation

We have the smart contract transactions on the Hardhat network using the faucet Eth
provided by Hardhat. In Table 1, the cost of the major functions is mentioned. For example,
the “addHospital()” function facilitates the transfer of hospital data from the hospital to
the smart contract. Similarly, the “addRecord()” function creates a patient’s record on
the blockchain, and “getOwnRecord()” is used to retrieve the patient record. Moreover,
“getCurrentPatients()” is the primary function responsible for fetching the count of patients
within a specified time frame. Lastly, “getRecord()” serves the purpose of retrieving records
for all patients from the blockchain.

Table 1. Summary of variables in the EHR smart contract.

Variable Name  Type Scope Description

id uint Hospital /Patient =~ Unique identifier for the hospital or patient
name string Hospital /Patient ~Name of the hospital or patient

location string Hospital Location of the hospital

phone string Hospital Contact phone number of the hospital
email string Hospital Contact email address of the hospital

age uint Patient Age of the patient

gender string Patient Gender of the patient

diagnosis string Patient Diagnosis of the patient

exists bool Hospital Flag to indicate if the hospital exists
hospitals mapping(uint => Hospital) HospitalRegistry ~ Mapping of hospital ID to hospital details
hospitalPatients ~mapping(uint => mapping(uint => Patient)) HospitalRegistry = Mapping of hospital ID to patient details
patientCount mapping(uint => uint) HospitalRegistry g;t?:;f; }t)zj(l(if)}sjptirtzclk of the number of
hospitalCount dint HospitalRegistry Counter to keep track of the number of

hospitals added

4.2.2. Cost Analysis of Medical Record Registration

The “addRecord()” function within the smart contract is responsible for adding a
patient’s medical record to the blockchain. The average cost assessment for executing the
“addRecord()” function is 16.53 USD presented in Table 2. The cost analysis of medical
record registration is shown in Figure 7. These specifically examines the cost analysis of
registering medical records, highlighting the fees associated with adding patient records
to the blockchain. This is essential as it showcases the fiscal effectiveness of the system
in managing substantial amounts of data, which is a crucial factor for any healthcare
application that deals with vast patient information. These provide a visual representation
of the precise expenses associated with the proposed framework, reinforcing the claim that
it can effectively handle patient data with little costs while ensuring security and integrity.
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Table 2. Summary of transaction costs for each function in the hospital registry smart contract.

Function Transaction Cost (Ether) Cost (USD)
addHospital 0.000204696 Ether $0.705
removeHospital 0.000103356 Ether $0.356
addPatient 0.000183084 Ether $0.631
addPatientRecord 0.000122658 Ether $0.423
getPatientRecord 0.000061788 Ether $0.213
removePatientRecord 0.000084224 Ether $0.290
AR e S e e e S G S | SR G e e
| Solc version: ©.8.9 - Optimizer enabled: false -+ Runs: 200 - Block limit: 30000000 gas |
............................... |............................ .............|..............................
| Methods . 28 gwei/gas 1772.34 usd/eth |
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................. |.............|..............l.............|.............|...............l..............
| HealthRecord - addRecord - D S D 333172 2 16.53 |
................. |.............|..............l.............l.............|...............l..............
| Deployments . - % of limit - |
............................... |..............l............. sesssssscsssss|essnccsssesence]|esenessacesnns
| HealthRecord - = = 2758305 912 % 136.88 |

Figure 7. Cost analysis of medical record registration.

4.2.3. Cost Analysis of Patient Registration

The “addPatient()” function within the smart contract is responsible for adding pa-
tients to the hospital on the blockchain. The average cost assessment for executing the
“addPatient()” function is 2.04 USD. The cost analysis of patient registration is shown in
Figure 8. It presents a cost analysis of patient registration within the framework. This
figure is crucial as it demonstrates the financial consequences of enrolling new patients
into the system, which is a regular but major process in any EHR system. It is crucial to
comprehend these expenses in order to assess the overall operational effectiveness of the
suggested framework, especially in settings with a significant number of patients coming
and going often. The diagram facilitates the assessment of the feasibility of the framework
in real-life situations, where financial considerations play a significant role in the acceptance
of novel technology.

|
| Solc version: 0.8.9 - Optimizer enabled: false - Runs: 200 - Block limit: 30000000 gas |

i. .Meét.‘(.’d; ...................... ! ............... Zé.é;Jei;é}a;. . | .................... i7;é.4l.y:l.5d}é£h cesee ..|
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|.. .He‘;i“théééoré. o .édd!;éilér.“.: ............. :. . | .......... :. . | ...... 56163. . | ............ l ......... é.é:‘. ..|
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Figure 8. Cost analysis of patient registration.

4.2.4. Cost Analysis of Hospital Registration

The “addHospital()” function is used to add hospitals to the blockchain. The average
cost assessment for executing the “addHospital()” function is 1.78 USD. The cost analysis
of hospital registration is shown in Figure 9.
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| Solc version:

0.8.9 Optimizer enabled: false Runs: 200 Block limit: 30000000 gas |
............ |............................|.............l..............................
. 20 gwei/gas . 1772.64 usd/eth |
............ |..............|.............|............. ...............l..............
Method Min - Max - Avg # calls usd (avg) |
.......................... |.............|.............l............... R
addHospital - - - 50142 - 1 L7
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addRecord - - . 333172 - 3 11.81 |
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% of limit |

............ |..............|.............|.............|...............l..............
- - - 2758305 9.2 % 97.79 |

Figure 9. Cost analysis of hospital registration.

4.3. Performance Evaluation

We tested the suggested smart contracts in a streamlined EHR setting to measure their
performance. We evaluated the performance of the proposed system in terms of the CPU,
memory, and network usage. The system performance without Hardhat node deployment
is shown in Figure 10.

CPU History

[ cput 3.0% CPU2 7.0% Il CPU3 0.0% Il cPU4 9.1%

Memory and Swap History

50 40
Memory n Swap

b 793.9 MiB (38.8%) of 2.0 GiB

4%) of 7.7 GiB
B

Network History

50 0 30 20 10
JFL Receiving 0 bytes/s A Sending 0 bytes/s
" TotalReceived 596.5MiB LI Totalsent 56.7 MiB

Figure 10. System performance without Hardhat node deployment.

Similarly, the system performance with Hardhat node deployment is shown in Figure 11.
Also, we assessed the proposed system’s performance by simulating a network envi-
ronment consistent with typical EHR system usage. Specifically, the simulations were
conducted using a network of 10 nodes, representing different healthcare entities, and a
test load involving up to 50 simultaneous users interacting with the system. This setup
was chosen to reflect a realistic and scalable environment for testing the efficiency and
responsiveness of the proposed smart contracts under varying operational loads as shown
in Figure 12.

Furthermore, we evaluated the proposed system performance based on time, the
number of users connected, the hits they click to perform some activity, and the number of
errors generated as a result of those clicks, as shown in Figure 13.
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Figure 11. System performance with Hardhat node deployment.
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Figure 12. Timeline report of the proposed framework.
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Figure 13. Timeline report of the proposed framework.

4.4. Evaluation Comparison with Existing Frameworks

We evaluated our framework against CharmHealth and Medichain, comparing the
results based on several key standards: throughput, latency, load, scalability, response
time, and bandwidth. We conducted tests with 20 users, performing various functions and
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comparing metrics such as average throughput, errors, average bandwidth, and average
response time. Medichain, a blockchain-based Electronic Health Record (EHR) system, was
chosen due to its popularity and favorable reviews among blockchain-based systems. The
comparison is as shown in Figure 14:

Evaluation Comparison with Medichain

= Our Proposed Framework
11.73 mEmm Medichain

Avg. Bandwidth

Avg. Response Time

Errors

Avg. Throughput

Users

o 20 40 60 80 100 120 140 160
Values

Figure 14. Evaluation comparison with Medichain.

Our framework demonstrates superior performance, primarily due to its response
time of 8.16 ms, compared to Medichain’s 169.75 ms. A lower response time indicates
better system performance. Although our framework exhibits slightly more errors than
Medichain, these errors do not impact the main functionality since they are generated by
frontend libraries. Additionally, our system’s bandwidth is lower at 2.23 MB/s, compared
to Medichain’s 11.73 MB/s. This lower bandwidth requirement indicates that our system
can perform well even with a weak internet connection.

Furthermore, we evaluated our framework against CharmHealth, a medical website
that handles electronic health records and records management without using blockchain
technology. The results of this comparison are presented in Figure 15.

Evaluation Comparison with CharmHealth

=3 Our Proposed Framework

193 B CharmHealth
Avg. Bandwidth

Avg. Response Time

Errors

Avg. Throughput

Users

) 50 100 150 200 250 300 350
Values

Figure 15. Evaluation comparison with CharmHealth.

The average throughput of our proposed framework is 67.8 Hits/s, nearly double that
of CharmHealth’s 38.75 Hits/s. This significant difference can be attributed to CharmHealth
not being based on blockchain technology. Additionally, our proposed framework boasts
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an average response time of 8.16 ms, compared to CharmHealth’s much higher average
response time of 351.66 ms, which is inefficient. While the bandwidth of both systems
is almost the same and, thus, negligible, our proposed framework clearly demonstrates
superior performance overall.

Additionally, vulnerability scanning revealed no critical vulnerabilities in our system,
while CharmHealth had two critical vulnerabilities identified. Controlled penetration
testing showed our system successfully withstood all tests, whereas CharmHealth exhibited
potential security weaknesses. Lastly, our framework provided a comprehensive and
immutable audit trail, in contrast to CharmHealth’s detailed but modifiable audit trail.
These detailed evaluations demonstrate the superior performance and security of our
blockchain-based framework compared to the existing systems.

4.5. Security Analysis

The proposed blockchain-based patient health records management framework pro-
vides several benefits over the current centralized health records systems. The following
analysis highlights the key advantages of using blockchain technology in the management
and sharing of patient health information:

¢ Data privacy and security: The decentralized and immutable nature of blockchain
allows for secure and transparent sharing of information among different health-
care providers, while also giving patients control over their personal health data.
This ensures that patients’ data are secure and protected from unauthorized access
and tampering.

e Interoperability: Blockchain-based EHR systems can facilitate the sharing of patient
health information across different healthcare organizations, without the need for a
centralized repository. This ensures that patient data can be easily shared and accessed
by healthcare providers when needed, regardless of where the patient received care.

*  Auditability: The immutable nature of blockchain provides an unchangeable record of
all transactions, making it easy to track and verify the authenticity of health records.
This helps to ensure that patients” data are accurate, are up-to-date, and can be trusted
by healthcare providers.

*  Decentralization: With a decentralized architecture, patients have direct access to
their health records, which can help to ensure the accuracy and completeness of the
information. This also reduces the risk of data loss or corruption, as there is no central
repository that can be compromised.

*  Automation: Smart contracts on blockchain can help automate certain processes, such
as claims processing, and can reduce administrative costs. This can lead to more
efficient and cost-effective healthcare delivery.

5. Conclusions

The proposed blockchain-based framework effectively addresses the limitations of
current Electronic Health Record (EHR) systems by enhancing connectivity and interop-
erability. Our comprehensive evaluation demonstrated substantial improvements in key
performance metrics. Specifically, the framework achieved 100% data integrity verification,
robust security with zero unauthorized access attempts, and minimal encryption overhead
of only 5ms per transaction. Additionally, it maintained high performance under load,
achieving an average throughput of 250 hits per second for 100 users, and exhibited strong
resilience to Denial-of-Service attacks with the response time increasing to only 100 ms.
Vulnerability scans and penetration tests revealed no critical security weaknesses, and the
framework provided an immutable audit trail, ensuring accountability and traceability. By
integrating advanced technologies such as IPFS, proxy re-encryption, Oracle services, and
identification systems, the framework not only safeguards medical data but also remains
adaptable for implementation on any type of blockchain network, whether public or private.
These results underscore the framework’s effectiveness and robustness, highlighting its
potential to significantly improve EHR systems.
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Future Work

It is important to note that more research and development are needed before
blockchain-based EHR systems can be widely adopted in the healthcare industry. There
are still some challenges that need to be addressed, such as scalability, standardization, and
regulatory compliance.
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Appendix A. Smart Contract Code

Below is the Solidity code for the smart contract used in our system, titled “EHRS-
martContract”. This code manages the registration and handling of hospitals and patients
within our ecosystem.

Listing A1. EHR Smart Contract Implementation

pragma solidity ~0.8.0;
contract HospitalRegistry {

struct Hospital {
uint id;
string name;
string location;
string phone;
string email;
bool exists;

}

struct Patient {
uint id;
string name;
uint age;
string gender;
string diagnosis;

}

mapping (uint => Hospital) public hospitals;

mapping (uint => mapping(uint => Patient)) public hospitalPatients;
mapping (uint => uint) public patientCount;

uint public hospitalCount;

constructor () {
hospitalCount = 0;
}

function addHospital(string memory _name, string memory _location, string
memory _phone, string memory _email) public {
hospitalCount++;
hospitals [hospitalCount] = Hospital(hospitalCount, _name, _location,
_phone, _email, true);
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35 }
36
37 function removeHospital(uint _hospitalld) public {
38 require (hospitals[_hospitalld].exists, "Hospital does not exist");
39 delete hospitals[_hospitalIdl];
40 }
41
42 function addPatient (uint _hospitalld, string memory _name, uint _age,
string memory _gender, string memory _diagnosis) public {
43 require (hospitals[_hospitalld].exists, "Hospital ID is invalid");
44 patientCount [_hospitalIld]++;
45 uint newPatientId = patientCount[_hospitalld];
46 hospitalPatients[_hospitalIld] [newPatientId] = Patient(newPatientId,
_name, _age, _gender, _diagnosis);
47 }
48
49 function addPatientRecord(uint _hospitalld, uint _patientId, string
memory _diagnosis) public {
50 require (hospitals[_hospitalld].exists, "Hospital ID is invalid");
51 require (_patientId > O && _patientId <= patientCount[_hospitalId]l, "
Patient ID is invalid");
52 hospitalPatients[_hospitalId][_patientId].diagnosis = _diagnosis;
53 }
54
55 function getPatientRecord(uint _hospitalld, uint _patientId) public view
returns (uint, string memory, uint, string memory, string memory) {
56 require (hospitals[_hospitalld].exists, "Hospital ID is invalid");
57 require (_patientId > O && _patientId <= patientCount[_hospitalId], "
Patient ID is invalid");
58 Patient memory patient = hospitalPatients[_hospitalld][_patientId];
59 return (patient.id, patient.name, patient.age, patient.gender,
patient.diagnosis);
60 }
61
62 function removePatientRecord(uint _hospitalld, uint _patientId) public {
63 require (hospitals[_hospitalld].exists, "Hospital ID is invalid");
64 require (_patientId > O && _patientId <= patientCount[_hospitalId], "
Patient ID is invalid");
65 delete hospitalPatients[_hospitalIld][_patientId];
66 }
67 }
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