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Abstract: Safety assessment of modern critical instrumentation and control systems is a complicated
process considerably dependent on expert techniques, single/multiple faults consideration scope,
other assumptions, invoked limitations, and support tools used during the assessment process.
Ignoring these assumptions, as well as the significance of expert and tool influence, could lead to such
effects as functional safety underestimation or overestimation in such a manner that functional safety
assessment correctness and accuracy are affected. This paper introduces XMECA (x modes, effects,
and criticality analysis, where x could be from different known techniques and domains—failures
in functional safety, vulnerabilities and intrusions regarding cybersecurity, etc.) as a key technique
of safety assessment. To verify the results obtained as XMECA deliverables, expert and uncertainty
modes, effects, and criticality analysis (EUMECA) is performed, in particular focusing on decisions
and judgments made by experts. Scenarios for processing verbal and quantitative information of
XMECA tables from experts are offered. A case study of a possible functional safety assessment
approach that considers the above-mentioned techniques and a supporting tool is provided. To
assess the trustworthiness of safety analysis and estimation using XMECA, a set of the metrics is
suggested. Features of adapting the suggested method for security assessment considering intrusions,
vulnerabilities, and effects analysis (IMECA technique) are discussed.

Keywords: safety; security; FMECA; expert assessment
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1. Introduction
1.1. Motivation

Safety assessment was not a trivial task in the past, but, nowadays, safety assessment
challenges are significantly increased. These challenges, among other factors, result from
the complexity of modern electronic systems comprising thousands of components, as well
as the control platforms on which they are built [1].

Such systems and platforms comprise hundreds of documents (standards, specifica-
tions, project, verification, and validation documents and artifacts, etc.) to be analyzed by
experts during safety assessment [2], giving rise to dependence on expert judgments.

The range of possible failure causes is extended due to the extensive utilization of
complex electronic components, such as microprocessors and FPGA: such components are
subject to hardware and software failures that should be considered during the assessment
process [3]. Besides, an additional challenge is caused by the vulnerability of software and
hardware components and threats of intrusions and cyber-attacks, which can be reasons
for failures and blocking of performance as well [4].

As a response to the above-mentioned challenges, regulatory bodies and auditing
authorities are constantly making safety requirements more exacting, in such a manner
turning the assessment process into a more time- and resource-consuming activity.
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Another challenge is related to the existence of a variety of safety assessment ap-
proaches and their modifications (including techniques for safety constituents, such as
functional safety, cybersecurity, etc.). There are many assessment techniques (FMECA—
failure modes, effects, and criticality analysis, FTA—fault tree analysis, HAZOP—hazard
and operability study, HAZID—hazard identification study [5–7]) that can be applied sepa-
rately and jointly to guarantee the trustworthiness of results. Besides, there is a problem of
incompatibility and inconsistency of their outputs in the general case [8], etc.

Traditional approaches cannot be directly implied as they were not designed for
complex systems incorporating a huge variety of new failure types, and, hence, they are
becoming too time- and resource-consuming or even absolutely unsuitable for performing
trustworthy assessment. Therefore, modifications aiming to support the safety assessment
process are essential. However, simple modifications allow for solving only some tasks; for
strategic ones, a new assessment platform is needed.

It is noteworthy that FMECA, among other techniques, has gained widespread atten-
tion due to its visibility and simplicity, and, to this point, it is being extensively used in
various industries [9]. Therefore, regarding this method and its modifications precisely, it
would be beneficial to choose it as a basis for a safety assessment orchestration platform.

In this paper, XMECA is presented as an attempt to provide such a platform that
allows using different assessment techniques and has possibilities to process and evaluate
expert judgments to ensure trustworthy safety assessment.

1.2. State of the Art

Failure modes, effects, and criticality analysis (FMECA) is one of the techniques for
quantitative analysis of the risks recommended by the IEC/ISO 31010:2019 guidelines [10].
FMECA is a method of determining the failure types and high-level assessment of their
impact on performance and the level of effects criticality. A feature of the method is the
systematic and semi-formal approach, while practicality is in determining the impact of
failures on the product (software, hardware, subsystem, system) or process. Some FMECA
standards define not only FMECA implementation procedures but also the way they fit
into overall safety assessment processes [11].

Applications of the FMECA technique nowadays are really wide and impressive: it is
being used in radiotherapy [12], there are successful cases of application to cyber–physical
systems [13], power electronic-based power systems [14], heating, ventilation, and air
conditioning (HVAC) systems in railways [15]. FMECA could also be usefully performed
on a mass vaccination process to help identify potential failures [16], as well as be used
as a simple, powerful, and useful tool for quick identification of criticality in a clinical
laboratory process [17].

In addition to ‘pure’ FMECA usage, it is being increasingly used in combination with
other techniques. In Ref. [18], the system functional modeling, the failure propagation
analysis, FMECA, and FTA are combined for ship complex systems assessment. The authors
of Ref. [19] combine FMECA with the entropy and best worst method (BWM), EDAS, and
system dynamics. An example of effective usage of FMECA, used along with safety block
diagrams, preliminary hazard analysis, is shown in Ref. [20].

A combination of FMECA and FTA methods was successfully employed to assess
the safety and reliability in the maritime sector [21]. Integrating systems theoretic process
analysis with FMECA is suitable for hazard analysis and risk assessment and generation of
safety requirements of modern software-intensive, complex safety-critical systems for road
vehicles [22]. Research [23] highlights that condensation of several risk factors into one
variable, the RPN (risk priority number), used in traditional FMECA, neglects a great deal
of information; therefore, the PRISM method and some of its possible aggregation functions
are presented to be more suitable for risk evaluation and prioritization in different cases.

Another modification of the FMECA model for risk analysis is proposed in Ref. [9] by
using an integrated approach, which introduces Z-number, rough number, the decision-
making trial, and evaluation laboratory method. Moreover, an interval-based extension
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of the elimination and choice translating reality (ELECTRE) TRI method is proposed in
Ref. [24] for the classification of failure modes into risk categories to consider the vagueness
and uncertainty of the FMECA evaluation process. In Ref. [25], it is stated that assessing the
likelihood of failure, severity level, and detection rate provides a more reliable perspective
for prioritizing failure modes as an adjunct to the “classic” addressing the severity of failure
modes approach. The methodology proposed in Ref. [26] simplifies FMECA by automatic
analysis of the effects of different faults and identifying the critical faults at the system level.

One of the modifications of FMECA is IMECA, which follows a similar procedure but
aims to assess information security or cybersecurity. IMECA is based on chains “threat—
vulnerability—attack/intrusion, effects, assessment of criticality in terms of violation of
the cybersecurity properties (confidentiality, integrity, accessibility), and, under certain
conditions, functional security as well [27–29]. A unified approach combining FMECA,
IMECA, and other assessment methods was referred to in our previous publications as
XMECA [30,31].

Even though FMECA has been used for more than half of the century, the analysis
performed shows that the challenge in defining and classifying FMECA outputs applied to
modern complex products and systems still takes place. The absence of any interrelation
between the ranking of failures and a procedure for selection of the most critical mainte-
nance and/or improvement tasks limits the potential of FMECA for implementation in real
environments [32]. Drawbacks of the conventional FMECA method are also addressed in
Ref. [33] by examples in the oil refinery field, providing a new fuzzy risk quantification
approach method, “four fuzzy logic system”, that includes pre-assessment by sets of fuzzy
logic systems.

According to Ref. [34], FMECA and its modification play an essential role in increasing
reliability and safety, but they still undoubtedly have drawbacks regarding risk evaluation
and uncertainties. A multicriteria decision-making risk evaluation model, as well as
a prioritization of risks, may be used to simplify decision-makers’ judgments and to
handle uncertainty caused by these judgments [35]. Using security analysis results as a
factor in increasing or decreasing the risk level could affect the introduced uncertainty of
probabilistic model parameters [36].

According to other authors [37,38], it is natural that different experts during the imple-
mentation of FMECA procedures provide assessments that differ in metrics of completeness
(or incompleteness), accuracy (or inaccuracy), and their own definition of criticality (critical
or non-critical). Another conclusion is that there are various shortcomings of FMECA, but
the authors [39–41] do not analyze the impact of expert errors on evaluation results.

Besides, the important fact is that a specific part of FMECA operations is usually
performed without the use of automatic or semi-automatic tools by experts, or using such
tools without additional verification, as well as checking for updates to databases that
work with these tools [42–44]. It can also be a source of certain errors. To address this issue
in the oil and gas sector, the analytic hierarchy process is used to evaluate the ability of
experts to improve the objectivity of expert judgment [45]. In Ref. [46], an attempt was
made to provide an improved approach to FMECA using a method called multi-criteria
decision-making (MCDM). A feature of MCDM is the ability to tolerate the hesitation
of experts during the assessment by using the mathematical apparatus of an indefinite
fuzzy set.

There is a method that modifies the known RPN model [47] by determining the
degree of uncertainty of some expert conclusions when performing FMECA as the relative
importance of each expert who assesses safety using FMECA. As tool support, different
questionnaires for estimating uncertainties are provided [48].

Errors of experts and inaccuracy of assessment caused by uncertainties of the values
of input parameters, influence of faults, and so on have been analyzed in Refs. [49–51]. This
problem can be addressed by using FMECA (XMECA) and other techniques, such as FTA,
fault injection testing (FIT), reliability block diagrams (RBD), and so on. Table 1 illustrates
the expert impact on application of safety assessment techniques.
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Table 1. Analysis of expert impact on application of safety assessment techniques.

Safety Assessment
Technique

Type of
Techniques/Measure Expert Support Reasons of Errors and

Uncertainties
Percent of
Operations

XMECA Semi-formal/risk
Selection of critical elements,
failure modes, criticality
assessment

Task dimension Over 50%

Software/hardware
fault injection testing

Semi-formal/special
metris

Selection of statements
(operators and components),
error types, criticality
assessment

Task dimension and
technological complexity Over 30%

FTA and RBD Formal/probability of up
or down states

Definition of initial reasons,
influence and probabilities of
element failures

Task dimension Over 50%

Markov and
semi-Markov models

Formal/availability
function

Definition of states and
trasitions, parameters of
distribution laws, failure and
recovery rates

Task dimension Over 70%

Common cause
failure (CCF) Semi-formal/risk of CCF Definition of diversity types

and metrics

Absence of
representative statistics,
testing complexity

Over 50%

After performing a literature review, it is possible to recognize that:

1. Although FMECA is a well-known technique that has been used in different domains
for quite a long time, it is still quite complicated to use due to task dimension, not
having a formalized procedure, a huge amount of modifications, etc. Therefore, recent
research still provides additional clarifications to FMECA utilization, its peculiari-
ties, etc.

2. FMECA is a methodological technique, but its key drawback is semi-formalism and
the need for expert support, which is not studied in detail in well-known works;

3. To increase the trustworthiness of assessments, experts are needed, but procedures and
tools are needed that either improve trustworthiness due to the correct combination
of assessments and/or reduce the influence of individual experts by reducing non-
formalized operations (tool support). Such an integrated approach requires additional
formalization and development.

1.3. Objective and Research Questions

The objective of this paper is to increase the trustworthiness of XMECA-based safety
assessment by minimizing risks of inaccuracy caused by assumptions that are usually
used in the different modifications of traditional techniques, and potential errors of experts
caused by the uncertainty of input data and their errors.

The following research questions have been formed to address this objective:

• What approach could be utilized to minimize safety assessment inaccuracy? With
what limitations?

• In what way could the generic XMECA technique be applied for safety and security
assessment?

• How could the criticality of assumptions usually used to implement FMECA be
analyzed?

• What are the impacts of expert approaches and tool support?
• In which manner could FMECA modification (IMECA) be utilized for cybersecurity

assessment within XMECA?
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1.4. Paper Structure

The paper is structured as follows. Section 2 provides a description of the materials
and methods. Section 3 provides the results, namely XMECA and its usage, the analysis
of expert uncertainties of XMECA, a case study, XMECA application for cybersecurity
assessment, and an example of a tool used to support the XMECA process. In Section 4,
the discussion is provided. Finally, in Section 5, we make conclusions and outline future
directions.

2. Materials and Methods

The presented approach is based on the combination of the following main principles:

• a formal description of the shortcomings and the consequences of these shortcomings
for the FMECA methodology, which is combined in the form of the XMECA conception,
which allows minimizing the risks of erroneous decisions and narrows the area of
uncertainty. To accomplish this, we use the EUMECA analysis of XMECA (E—error;
U—uncertainty). To evaluate the consequences of possible errors, we use an expert
procedure for determining the importance of error and uncertainty factors;

• scenario-oriented integration of expert assessments when using XMECA, consider-
ing the complexity of such integration when using verbal, fuzzy, and quantitative
assessments. This principle allows various scenarios to achieve the best result when
combining expert estimates to maximize the accuracy of estimation. Moreover, the
number of operations performed by an expert is being reduced;

• reducing the influence of individual experts and uncertainty factors during the as-
sessment process by minimizing non-automated (manual) operations using improved
tools. This principle is a natural addition and support for the first two.

The interrelationship of these principles is shown in Figure 1. As an input, we have
assessment results with some degrees of errors and uncertainties (sets E0 and U0). After the
application of EUMECA, new sets E1 and U1 can be obtained. These sets are the subsets of
E0 and U0, correspondently.
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This decrease can be estimated by metrics, which are determined by the ratio of the
powers of the corresponding sets |E|, |U|:

hE10 = |E1|/|E0|, hU10 = |U1|/|U0|, hEU10 = (|E1| + |U1|)/(|E0| + |U0|) (1)

During the next step, scenario-oriented approach is applied to the outputs of the
previous step (sets E11 and U11 for the first expert, sets E12 and U12 for the second expert,
sets E13 and U13 for the third expert, and so on). The effectiveness of this procedure is
assessed by similar metrics

hE21 = |E2|/|E1|, hU21 = |U2|/|U1|, hEU21 = (|E2| + |U2|)/(|E1| + |U1|) (2)

Alternative to this step is the usage of tools to decrease the influence of individual
experts and uncertainty factors, allowing to obtain sets E1T and U1T correspondently and
calculate metrics.

hET1 = |E1T|/|E1|, hUT1 = |U1T|/|U1|, hEUT1 = (|E1T| + |U1T|)/(|E1| + |U1|) (3)

This principle could be used as an alternative to the previous one, or as an additional
operation. Examples of tools that can be applied to support assessment procedures are
described in Refs. [50,52] and discussed in Section 3.7.

In general, maximal decreasing for the expert and uncertainty influence on the trust-
worthiness of assessment due to the application of described procedures can be calculated
as a multiplying of metrics

hEU = hEU10 × hEUT1 × hEU21 (4)

It should be noted that EUMECA analysis considers results of preliminary expert
assessment and research of trustworthiness sensitivity for different expert and uncer-
tainty factors. These three stages of assessment methodology are described in Section 3.4,
Section 3.5, Section 3.6.

3. Results
3.1. XMECA Model

The XMECA model in this section is presented by the example of FMECA. For other
techniques (for instance, IMECA), the approach would be similar, but intrusions would be
used instead of failures.

An example is the FMECA table, which could be reported in terms of list FT list
involving a set of T tuples:

FT =< fi, mi =
{

mij
}

, ei =
{

eij
}

, pi =
{

pij

}
, si =

{
sij
}

, j = 1, . . . , ki >
F
i = 1 (5)

where
fi implies failure cause (failed element);
ei is herein taken to mean a set of failure consequences (effects);
pi denotes failure probability, which can be preassigned qualitatively with the fuzzy

scale (as an example, «low»–«medium»–«high») or quantitatively as a value in range 0–1;
si identifies failure severity, which can also be defined using a fuzzy scale or quantita-

tively;
ci stands for a failure criticality determined as a function of fuzzy variables ϕ, ci = ϕ

(pi,si);
mi signifies a set of possible failure modes;
ki is the number of considered failure modes of element i; the total number of failure

modes is calculated by the following expression:

k = k1 + k2 + . . . + kF (6)
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Figure 2 depicts the interrelation between previously mentioned fi, mi, and ei, and the
relation between si, pi, and ci is shown in Figure 3.
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MEi (8)

where ∆Ei is a set of failure effects defined by an expert for a particular failure mode mij of
an element fii; MEi is a set of all possible effects for a particular failure mode of this element;

• probability pij and severity sij of failure mode mij of element fi; probability pij and
severity sij are being adopted according to defined scale on the sets of values MP = {p’h}
and MS = {s’g} accordingly; criticality cij of failure mode mij of element fi, which could
be either explicitly evaluated by an expert using given function ϕ or assigned by an
expert manually on the set of values MC = {c’g}.
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3.2. Stages of XMECA Application

XMECA could be applied in the following stages (Figure 4): specifying system require-
ments, defining system structure, selection of elements, and implementation.
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In the first stage, functional requirements are analyzed. In this case, rows in the
XMECA table are represented by system functions and possible events, leading to full
or partial system failure. Outcomes, received during functional XMECA, are used for
requirements tracing and verification of designing results.

The second stage represents the usage of XMECA applied to sub-systems and elements,
with a focus on software and hardware.

3.3. XMECA and Other Assessment Techniques

Typical assessment techniques and their modifications could be presented as the
transformation of input data set I into output data set O according to requirements R with
parallel or serial possible usage (Figure 5).
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XMECA is a set of techniques based on FMECA and its modifications (IMECA,
FMEDA, etc.).

X = {F, I, . . . } (9)

X1HAZOP is a set of techniques based on HAZOP and its modifications (software
HAZOP, control HAZOP, etc.).

X1 = {S, C, . . . } (10)

X2IT is a set of techniques intended for fault/intrusion insertion to verify XMECA or
X2HAZOP assumptions and statements (fault, vulnerability, software fault, etc.).

X2 = {F, V, SF, . . . } (11)

X4TA is a set of techniques based on FTA and its modifications (FTA, ETA, etc.):

X3 = {F, E, . . . } (12)

X4BD is a set of techniques based on RBD and its modifications (safety, security,
availability, etc.):

X4 = {R, Saf, Sec, Avail, . . . } (13)

The final stage is the construction of Markov models and their modifications to obtain
quantitative assessment results:

X5 = {M, SemiM, . . . } (14)

Technique choice and acceptance of its particular modification (Xi) depends on the
input information completeness, requirements to output information, etc.

Xi = f (I, O.R, . . . ) (15)

3.4. EUMECA Analysis of XMECA
3.4.1. Uncertainty Evaluation Questionnaire

The questionnaire presented in Table 2 was prepared to be distributed among experts.
Each expert is expected to specify the probability and severity of the assumptions using a
1–3 scale.

3.4.2. Evaluation in Case of Equal Qualification (Self-Assessment) of Experts
Scenario-Based approach

Assuming XMECA assessment is being performed by a group of Q experts that have
an identical qualification, or, in the case when expert qualification may be disregarded
entirely, assessment of different experts’ opinions requires the following steps:

• analysis of divergence types associated with different constituents of the model (1);
• generation of the final version for each divergence;
• preparation of integrated version of XMECA;
• accomplishing analysis of it and provision of eventual safety assessment.

For XMECA assessment being performed by a group of Q experts, possible divergences
are summarized in Table 3.

By this means, the following crucial assumptions are considered: firstly, all varieties of
possible expert opinions are entirely covered by sets M∆F, M∆Mi, and M∆Ei, and, secondly,
failure probabilities, severities, and criticality assessment scales (values) MP, MS, and MC
are common and cannot be changed during the assessment process.

Hence, three assessment scenarios based on expert opinions are available: conserva-
tive (ScC), when the generated list of failure modes is the most comprehensive and the
pessimistic way is chosen for consequences and risks assessment; optimistic (ScO), when
the list of failure modes is minimal because of generation based on the intersection of sets
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of failure modes, and choice of best values during consequences and risks assessment; and,
lastly, weighted (ScW), when a generation of the common subset of failures is performed,
and, then, with complementation by modes, discovery and selection by two or more experts
is conducted; consequences and risks assessment is based on averaging of obtained values.

Table 2. Questionnaire for assumptions effects, probability, and severity.

Assumptions,
Limitations Modes Effects Probability Severity

Expert assessment

Not all components are defined for safety
assessment Safety overestimation

The number of components used for safety
assessment is given too high Safety underestimation

Not all failure modes are considered Safety overestimation

Excess failure modes are considered Safety underestimation

Failure criticality (probability, severity) is
underestimated Safety overestimation

Failure criticality (probability, severity) is
overestimated Safety underestimation

Failure mistakenly treated as detected Safety overestimation

Failure mistakenly treated as undetected Safety underestimation

Single/multiple
faults

Failure multiplicity is underestimated Safety overestimation

Failure multiplicity is overestimated Safety underestimation

Multiple faults of different components at one level
are not considered Safety overestimation

Multiple faults of different components at different
levels are not considered Safety overestimation

Multiple faults of different versions are not
considered Safety overestimation

System levels

Not all levels are considered Safety overestimation

Excess levels are considered Safety underestimation

Interaction between levels is not considered Safety overestimation

Excess interaction between levels is considered Safety underestimation

Types of faults

Not all software faults are considered Safety overestimation

More than required software faults are considered Safety underestimation

Not all hardware faults (physical and project) are
considered Safety overestimation

More than required hardware faults (physical and
project) are considered Safety underestimation

Hardware and software faults are not considered
considering possible attacks Safety overestimation

Scenario ScC

Here, the following assessment steps are performed:

• generation of a set of elements to be included in FMECA table according to (1):

M∆F(ScC) = U∆F(q), q = 1, . . . , Q (16)

• generation of sets of failure modes to be considered for all elements fi εM∆F(ScC):
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M∆Mi(ScC) = U∆Mi(q), q = 1, . . . , Q (17)

• generation of sets of failure effects eij of mode mij of element fi to be considered:

M∆Ei(ScC) = U∆Ei(q), q = 1, . . . , Q (18)

• evaluation of failure probabilities of mode mij of element fi by equation:

pij (ScC) = max {∆Pij(q)}, q = 1, . . . , Q (19)

• evaluation of failure severities of mode mij of element fi by equation:

sij (ScC) = max {∆Sij(q)}, q = 1, . . . , Q (20)

• evaluation of failure criticalities of mode mij of element fi by equation:

cij (ScC) = max {∆Cij(q)}, q = 1, . . . , Q (21)

Scenario ScO

For this scenario, the following assessment steps are performed:

• generation of a set of elements to be included in FMECA table according to (1) using
the equation:

M∆F(ScO) = ∩ ∆F(q), q = 1, . . . , Q (22)

• generation of sets of failure modes for all elements fi εM∆F(ScC) to be considered:

M∆Mi(ScO) = ∩ ∆Mi(q), q = 1, . . . , Q (23)

• generation of sets of failure consequences eij of mode mij of element fi to be considered:

M∆Ei(ScO) = ∩ ∆Ei(q), q = 1, . . . , Q (24)

• evaluation of probabilities of failure modes mij of element fi using equation:

pij (ScO) = min {∆Pij(q)}, q = 1, . . . , Q (25)

• evaluation of severities of failure modes mij of element fi by equation:

sij (ScO) = min {∆Sij(q)}, q = 1, . . . , Q (26)

• evaluation of failure criticalities of mode mij of element fi by equation:

cij (ScO) = min {∆Cij(q)}, q = 1, . . . , Q (27)

Scenario ScW

This scenario incorporates the following steps:

• generation of set of elements, of which failures are to be included in FMECA table
according to (1):

M∆F(ScW) = ∩ ∆F(q) U∆F(q) *, q = 1, . . . , Q (28)

where ∆F(q) * is a set of elements, of which failures are considered by several (two or more)
experts;
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• generation of sets of failure modes for all elements fi εM∆F(ScC), which have to be
considered:

M∆Mi(ScW) = ∩ ∆Mi(q) U∆Mi(q) *, q = 1, . . . , Q (29)

where ∆Mi (q) * is a set of elements’ failure modes considered by several (two or more)
experts;

• generation of sets of failure consequences eij of mode mij of element fi, which have to
be considered:

M∆Ei(ScW) = ∩ ∆Ei(q) U∆Ei(q) *, q = 1, . . . , Q (30)

where ∆Ei (q) * is a set of elements’ failure consequences considered by several (two or
more) experts;

• evaluation of probabilities of failure modes mij of element fi by application of ceiling
function to the average:

pij (ScW) = avermax {∆Pij(q)}, q = 1, . . . , Q (31)

• evaluation of severities of failure modes mij of element fi by equation:

sij (ScW) = avermax {∆Sij(q)}, q = 1, . . . , Q (32)

• evaluation of failure criticalities of mode mij of element fi by equation:

cij (ScW) = avermax {∆Cij(q)}, q = 1, . . . , Q (33)

Table 3. Divergences for a group of experts.

Divergence Expression Explanation

definition of different sets of elements in
which failures fi are to be considered

set M∆F of sets ∆F(q),
q = 1, . . . , Q,

∆F(q) is a set of elements in which
failures are considered by a q-th expert

definition of different sets of failure
modes mij of element fi that are to be
considered

set M∆Mi of sets ∆Mi(q), for all q, ∆Mi(q)
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• elements fi (for instance, module components, program operators, process opera-
tions, etc.), failures of which are to be considered, that is fi ϵ ΔF, ΔF ϲ MF, where ΔF is 
a subset of components investigated; MF is a set of components; 

• failure modes mij of element fi, which are to be considered, i.e.,  

mij ϵ ΔMi, ΔMi ϲ MMi (7) 

where ΔMi is a set of elements fi failures investigated; MMi is a set of all element fi failures; 
• effects eij of failure mode mij of element fi, which are to be considered, i.e., 
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where ΔEi is a set of failure effects defined by an expert for a particular failure mode m ij 
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element;  

• probability pij and severity sij of failure mode mij of element fi; probability pij and se-
verity sij are being adopted according to defined scale on the sets of values MP = {p’h} 
and MS = {s’g} accordingly; criticality сij of failure mode mij of element fi, which could 

be either explicitly evaluated by an expert using given function φ or assigned by an 

expert manually on the set of values MС = {с’g}. 

MC

criticality is either evaluated explicitly by
a q-th expert using specified function ϕ
or is defined by an expert manually (these
two cases can be handled separately)

3.4.3. Evaluation in Case of Different Qualification (Self-Assessment) of Experts

Assuming that FMECA is being performed by a group of Q experts, with differences,
the assessment of opinions of different experts requires the addition of MScD sets to the
ScC, ScO, ScW scenarios presented above. Therefore, the following groups of scenarios
could be considered, ScDT and ScDW.
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Group of Scenarios ScDT

Scenarios from this group are based on ignoring of assessments provided by experts
that have a qualification that is below the minimum specified level, and, further, going
to execution of one of the presented above scenarios ScC, ScO, ScW, with the further
transformation of them into scenarios ScTC, ScTO, ScTW, where qualification of experts is
not considered anymore.

Group of Scenarios ScDW

This group of scenarios is based on the ScC scenario in the generation of M∆F (ScC),
M∆Mi (ScC), and M∆Ei (ScC) sets and subsequently weighted failure probability, severity,
and criticality assessments with ceiling function used for rounding.

3.5. Case Study. Expert-Based FMECA Assessment of Hardware/Software Module Safety
3.5.1. Results of EUMECA

Table 4 provides averaged results obtained from ten experts who have more than ten
years of experience in the area of development, verification, and certification of safety-
critical systems (instrumentation and control systems for NPPs). Risk is evaluated as a
product of probability and severity.

Table 4 allows making the following considerations:

• in considered cases, higher probability and severity are assigned to hardware-related
assumptions;

• by experts’ opinions, the higher risk caused by uncertain assessment of probability in
respect to safety overestimation is due to failure mistakenly treated as detected, while,
in respect to safety underestimation, it is due to several components used for safety
assessment being given too high or excess system levels being considered;

• by experts’ opinions, the higher risk caused by uncertain assessment of severity in
respect to safety overestimation is due to not all software faults being considered and
hardware and software faults are not considered in respect to possible attacks, while,
in respect to safety underestimation, it is due to fact that more than required software
faults are considered and more than required hardware faults (physical and project)
are considered;

By experts’ opinions, higher integral risk concerning safety overestimation is when
the failure is mistakenly treated as detected, and, while concerning safety underestimation,
when the failure modes are not considered.

3.5.2. Assumption Modes and Effects Evaluation Example

Assessment performed by several experts implies consideration of the following
particular cases and appropriate responses:

• different sets of elements: sets of elements provided by different experts can be merged;
• different sets of failure modes: two scenarios of merging are possible: optimistic

(intersection of sets) and conservative (union of sets);
• different sets of failure effects: to choose more critical effects, preference relation could

be utilized.

Table 5 provides an example of assumption modes and effect analysis.
For an illustration of the scenarios described above, three examples of FMECA pre-

pared by three different experts are provided in Tables 6–8, respectively. These tables are
used further to show the application of different scenarios.
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Table 4. EUMECA results.

Assumptions,
Limitations Modes Effects Probability Severity Risk

Expert assessment

Not all components are defined for safety
assessment Safety overestimation 2.1 1.6 3.36

The number of components used for safety
assessment is given too high Safety underestimation 2.4 2.3 5.52

Not all failure modes are considered Safety overestimation 1.5 1.5 2.25

Excess failure modes are considered Safety underestimation 2.3 2.6 5.98

Failure criticality (probability, severity) is
underestimated Safety overestimation 2 1.6 3.2

Failure criticality (probability, severity) is
overestimated Safety underestimation 2.2 2.3 5.06

Failure mistakenly treated as detected Safety overestimation 2.3 1.7 3.91

Failure mistakenly treated as undetected Safety underestimation 2.1 2.1 4.41

Single/multiple
faults

Failure multiplicity is underestimated Safety overestimation 1.6 1.3 2.08

Failure multiplicity is overestimated Safety underestimation 2 2.2 4.4

Multiple faults of different components at
one level are not considered Safety overestimation 1.9 1.6 3.04

Multiple faults of different components at
different levels are not considered Safety overestimation 1.8 2 3.6

Multiple faults of different versions are not
considered Safety overestimation 1.8 2 3.6

System levels

Not all levels are considered Safety overestimation 2.1 1.7 3.57

Excess levels are considered Safety underestimation 2.4 2.5 6

Interaction between levels is not considered Safety overestimation 1.7 1.7 2.89
Excess interaction between levels is

considered Safety underestimation 2.3 2.5 5.75

Types of faults

Not all software faults are considered Safety overestimation 1.7 1.9 3.23

More than required software faults are
considered Safety underestimation 2.2 2.7 5.94

Not all hardware faults (physical and project)
are considered Safety overestimation 1.9 1.6 3.04

More than required hardware faults
(physical and project) are considered Safety underestimation 2.2 2.7 5.94

Hardware and software faults are not
considered in possible attacks Safety overestimation 2 1.9 3.8

Table 5. Assumption modes and effect example.

Assumption Mode Effect

Absolute expert credibility Incomplete analysis Incorrect assessment

Expert qualification

Incorrect generation of a set of failure modes
Excess failure modes are chosen
Not all failure modes chosen
Wrong failure modes chosen

Incorrect generation of a set of failure effects
Overestimation of effect
Underestimation of effect
Wrong effect
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Table 6. FMECA example prepared by expert 1.

Name Type Failure Mode Failure Effect Failure Probability Failure
Severity

D14 DC-DC converter No output No 24 V voltage 3.7 × 10−8 High
High output (up to 20%) Voltage is higher than 24 V 5.4 × 10−9 High
Low output (up to 20%) Voltage is lower than 24 V 5.4 × 10−9 High
Pull high input current No 24 V voltage 5.4 × 10−9 High

D17 Opto-coupler Open circuit of individual
connection Stuck Off 6.8 × 10−9 Medium

Short circuit between any
two input connections Stuck Off 6.2 × 10−9 Medium

Short circuit between any
two output connections Stuck On 6.2 × 10−9 High

Short circuit between any
two connections of input
and output

Isolation Fault 1.9 × 10−10 High

VD19 Diode Short circuit No effect 8.4 × 10−10 Medium
Open circuit Open input path 3.6 × 10−10 High

R21 Resistor Short circuit Voltage is lower than 24 V 9.0 × 10−11 High

Table 7. FMECA example prepared by expert 2.

Name Type Failure Mode Failure Effect Failure Probability Failure
Severity

C18 Capacitor Short circuit No 5V voltage 3.0 × 10−10 High
Open circuit No effect 1.8 × 10−10 Medium
Reduced value up to 0.5× No effect 6.0 × 10−11 Low

R21 Resistor Short circuit Voltage is lower than 24 V 9.0 × 1011 High
Open circuit Open input path 5.4 × 10−10 Medium
Reduced value up to 0.5× No effect 1.4 × 10−10 Low
Increased value up to 0.5× No effect 1.4 × 10−10 Low

D14 DC-DC converter No output No 24 V voltage 3.7 × 10−08 High

Table 8. FMECA example prepared by expert 3.

Name Type Failure Mode Failure Effect Failure Probability Failure
Severity

FU07 Fuse Fail to open No effect 5.0 × 10−9 Medium
Slow to open No effect 4.0 × 10−9 Low
Premature open No 24 V voltage 1.0 × 10−9 High

C18 Capacitor Short circuit No 5V voltage 3.0 × 10−10 High
Open circuit No effect 1.8 × 10−10 Medium
Reduced value up to 0.5× No effect 6.0 × 10−11 Low
Increased value up to 2× No effect 6.0 × 10−11 Low

D14 DC-DC converter No output No 24 V voltage 3.7 × 10−8 High
High output (up to 20%) Voltage is higher than 24 V 5.4 × 10−9 High
Low output (up to 20%) Voltage is lower than 24 V 5.4 × 10−9 High
Pull high input current No 24 V voltage 5.4 × 10−9 High

Applying the conservative scenario described above to the FMECA tables in Tables 6–8,
we obtain the results provided in Table 9.
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Table 9. FMECA table after ScC application.

Name Type Failure Mode Failure Effect Failure Probability Failure
Severity

D14 DC-DC converter No output No 24 V voltage 3.7 × 10−8 High
High output (up to 20%) Voltage is higher than 24 V 5.4 × 10−9 High
Low output (up to 20%) Voltage is lower than 24 V 5.4 × 10−9 High
Pull high input current No 24 V voltage 5.4 × 10−9 High

D17 Opto-coupler Open circuit of individual
connection Stuck Off 6.8 × 10−9 Medium

Short circuit between any
two input connections Stuck Off 6.2 × 10−9 Medium

Short circuit between any
two output connections Stuck On 6.2 × 10−9 High

Short circuit between any
two connections of input
and output

Isolation Fault 1.9 × 10−10 High

VD19 Diode Short circuit No effect 8.4 × 10−10 Medium
Open circuit Open input path 3.6 × 10−10 High

C18 Capacitor Short circuit No 5 V voltage 3.0 × 10−10 High
Open circuit No effect 1.8 × 10−10 Medium
Reduced value up to 0.5× No effect 6.0 × 10−11 Low
Increased value up to 2× No effect 6.0 × 10−11 Low

R21 Resistor Short circuit Voltage is lower than 24 V 9.0 × 1011 High
Open circuit Open input path 5.4 × 10−10 Medium
Reduced value up to 0.5× No effect 1.4 × 10−10 Low
Increased value up to 0.5× No effect 1.4 × 10−10 Low

FU07 Fuse Fail to open No effect 5.0 × 10−9 Medium
Slow to open No effect 4.0 × 10−9 Low
Premature open No 24 V voltage 1.0 × 10−9 High

After applying the optimistic scenario described above to the FMECA tables in
Tables 6–8, we obtain the results provided in Table 10.

Table 10. FMECA table after ScO application.

Name Type Failure Mode Failure Effect Failure Probability Failure Severity

R21 Resistor Short circuit Voltage is lower than 24 V 9.0 × 1011 High
D14 DC-DC converter No output No 24 V voltage 3.7 × 10−8 High

With the application of the above-mentioned weighted scenario ScW to the FMECA
tables presented in Tables 6–8, we obtain the results summarized in Table 11.

Table 11. FMECA table after ScW application.

Name Type Failure Mode Failure Effect Failure Probability Failure
Severity

D14 DC-DC converter No output No 24 V voltage 3.7 × 10−8 High
High output (up to 20%) Voltage is higher than 24 V 5.4 × 10−9 High
Low output (up to 20%) Voltage is lower than 24 V 5.4 × 10−9 High
Pull high input current No 24 V voltage 5.4 × 10−9 High

C18 Capacitor Short circuit No 5 V voltage 3.0 × 10−10 High
Open circuit No effect 1.8 × 10−10 Medium
Reduced value up to 0.5× No effect 6.0 × 10−11 Low

R21 Resistor Short circuit Voltage is lower than 24 V 9.0 × 10−11 High
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Considering this case, we can conclude that complete automation of multi-expert
assessment of safety using FMECA is impossible. To provide complete automation, a more
detailed description of the procedure of hardware/software analysis and support by a
database of specific parameters would be necessary.

3.6. Application of XMECA for Cybersecurity Assessment

IMECA analysis (intrusion modes, effects, and criticality analysis) is a technique within
XMECA intended for cybersecurity assessment considering refinements in the system and
can be applied to analyze the intrusions in the assessed object [53].

IMECA focuses on vulnerabilities that can be utilized by intrusions. In gap analysis,
the detection of nonconformities and discrepancies (and related vulnerabilities in the case
of cybersecurity assessment) can be implemented by separately identifying/analyzing
problems caused by human factors, techniques, and tools, considering the impact of the
development environment. Then, after identifying all the vulnerabilities as a priority, it
is possible to ensure the cybersecurity of critical instrumentation and control systems by
implementing appropriate countermeasures.

Depending on the critical instrumentation and control system considered, each space
should be presented in the form of a formal description that identifies any discrepancies
(between “ideal”, i.e., described in the requirements, and real). Such a formal description
should be made for the set of inconsistencies identified by a gap.

The concept of a gap is one of the main concepts underlying the idea of the approach.
The analyzed product development features are process, product, and cybersecurity threats.
Processes are implemented through the development stages of critical instrumentation and
control system lifecycle to produce products. Processes can be vulnerable due to incorrect
execution. Products, in turn, can be subject (i.e., vulnerable) to intrusions of various types
that can affect them as well. The results of process execution could have negative effects on
possible consequential changes in the mentioned processes. Each process includes some
activities and, in the case of “non-ideal” implementation of such activities, some of them
can contain discrepancies. Therefore, a gap could be defined as a part of such discrepancies
(related to the use of an inappropriate tool or introduced by humans, or due to shortcoming
of development technique). In other words, a gap is a set of inconsistencies (discrepancies)
of any single process within the critical instrumentation and control system life cycle [29]
that may introduce some anomalies (e.g., vulnerabilities) to its product and/or cannot
detect (and eliminate) existing anomalies in the product.

Each detected gap must be represented by the IMECA table, and each discrepancy
within the gap can be represented by a row in this table, considering the characteristics of
the product and/or process feature. A separate table is created for each gap that contains
the vulnerabilities identified during the gap analysis. All individual tables are combined
into a common IMECA table.

The overall sequence of IMECA application is depicted in Figure 6 [53]. The ideal
system is represented by a requirements profile (SRS, security requirements specification),
containing all the elements of the processing system at different levels of detail. Require-
ments can be hierarchically decomposed into different levels. After determining the number
of hierarchical levels of requirements, experts compile a list of requirements for each level.
The requirement levels are filled evenly from top to bottom. When completing one level,
for each requirement of that level, lower-level requirements that expand, refine, or detail
are created. As a result, a requirement at the level in question may correspond to one or
more of the requirements of the level below (see Step 1 and Step 2).

After every requirement is entered, their analysis at the lowest level should be con-
ducted. It is assumed that the requirement can potentially be violated, thus introducing
the gap artificially with further detailing. During the requirements analysis, the specific
violations that may occur are clarified. It depends on the nature of the requirement itself. In
such a way, each gap is represented in a form of the set of violations that could take place
in the critical instrumentation and control system of a particular requirement. After that,
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IMECA tables are filled in for every discrepancy (see Step 3, Step 4). More options could
also be defined. They can be additionally determined by expert assessment or supporting
analysis. Among the required parameters are the probability and impact on the system.
Some additional parameters could also be defined via expert assessment or using the
additional analysis methods as well. Above the assessed parameter, the probability and
critical impact on the system are placed. Quantitative parameters can be further determined
through the use of expert methods or other additional tools. A separate table is created
for each gap, containing all the vulnerabilities that were identified during the analysis
of this gap. Every vulnerability is supported by a criticality matrix. With the help of the
criticality matrix based on vulnerability parameters, the metric should be calculated, and
the resulting conclusion for vulnerability shall be made. For the criticality matrix, the
set of valid parameters is defined. The analysis of vulnerabilities can be based, using
open databases, on results of cybersecurity research for different applications, embedded
systems, IoT, and so on [54].
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If any of the vulnerability parameters are not included in the agreed range, a decision
that the vulnerability is presented in the system and requires further attention should be
made (see Step 5). After the discrepancy is determined based on the criticality matrix, the
checklist of those requirements is formed and a conclusion about their implementation
should be made (see Step 6).

3.7. The Tool for XMECA Assessment of Safety and Security
3.7.1. AXMEA Tool

AXMEA is a tool that automates XMECA techniques, providing users the possibility
to utilize different failure and vulnerability sources, specify their priorities, assign failure
rates for electronic components, and obtain required reliability and safety metrics [50]. The
tool is intended to simplify the analysis of critical instrumentation and control systems and
minimize the influence of expert judgments. AXMEA supports the usage of templates for
input information (such as bills of materials with pre-defined structure, export information
from electronic design software, etc.) and output information (projects, reports with
configurable structure, etc.).

Figure 7 shows the AXMEA tool that has specified failure rates automatically based on
component information. Information that was filled in by the expert manually in Table 6 of
Section 3.5.2 is being populated by the tool automatically.

All known components are assigned failure rates by AXMEA automatically from
different configured failure rate sources. The database of failure rates could be updated
cumulatively by users from project to project, but the basic database already contains
failure rates of components appropriate to the following international normative documents
supplied as AXMEA modules:

• MIL-HDBK-217F “Military Handbook Reliability Prediction of Electronic Equipment” [55];
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• IEC 62380 “Reliability data handbook—Universal model for reliability prediction of
electronics components, PCBs and equipment” [56].
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AXMEA accounts that each component may have one or more failure modes. Each
type of failure must be classified according to IEC 61508 [57] as safe detected, safe unde-
tected, dangerous detected, and dangerous undetected (Figure 8). Default classification of
failures into dangerous undetected (or any other type specified by the user) is supported.
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Basic safety and reliability metrics provided by AXMEA include failure rates classified
according to IEC 61508 [57] requirements, safe failure fraction, diagnostic coverage, and
safety integrity level (Figure 9).

Mathematics 2022, 10, x FOR PEER REVIEW 20 of 25 
 

 

 

Figure 8. AXMEA tool: specification of severity and detectability. 

Basic safety and reliability metrics provided by AXMEA include failure rates classi-

fied according to IEC 61508 [57] requirements, safe failure fraction, diagnostic coverage, 
and safety integrity level (Figure 9). 

 

Figure 9. AXMEA tool: safety metrics calculation. 

AXMEA provides the possibility to generate reports on the work performed accord-
ing to configurable templates that could be used as relevant project reliability and safety 

documentation. The reports include all the obtained metrics, used failure source database, 
and assessment process steps. 

3.7.2. Assessment of Increasing Trustworthiness  

AXMEA tool allows to lower expert uncertainty by providing automation support of 
modes presented in Table 2. For example, the following modes could be supported by 
AXMEA in such a manner that allows eliminating dependence on expert decisions: 
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AXMEA provides the possibility to generate reports on the work performed according
to configurable templates that could be used as relevant project reliability and safety
documentation. The reports include all the obtained metrics, used failure source database,
and assessment process steps.

3.7.2. Assessment of Increasing Trustworthiness

AXMEA tool allows to lower expert uncertainty by providing automation support
of modes presented in Table 2. For example, the following modes could be supported by
AXMEA in such a manner that allows eliminating dependence on expert decisions:

• not all components are defined for safety assessment;
• number of components used for safety assessment is given too high;
• not all failure modes are considered;
• excess failure modes are considered;
• failure multiplicity is underestimated;
• failure multiplicity is overestimated;
• multiple faults of different components at one level are not considered;
• multiple faults of different components at different levels are not considered;
• multiple faults of different versions are not considered.

Using a straightforward approach based on expressions (1)–(3), we can conclude that
it is possible to increase trustworthiness for nine out of the twenty-two modes presented in
Table 2, or 40.9%.

Besides, the efficiency of the AXMEA tool application can be assessed by the expert
involvement indicator presented in Refs. [49,50]:
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EID (expert involvement degree) is evaluated as the number of operations that are
performed by expert(s) divided by the total number of operations:

EID = NOE/TNO (34)

EUD (expert uncertainty degree) is evaluated as number of operations with uncertainty
that are performed by expert(s) divided by number of operations that are performed by
expert(s):

EUD = NUE/NOE (35)

ETD (expert trustworthiness (certainty) degree) is evaluated using following expression:

ETD = 1 − EID ∗ EUD (36)

Due to the application of the AXMEA metric, ETD, in comparison with existing tools,
has been increased by 16.3% (from 0.619 to 0.720).

4. Discussion

In our previous works, we presented different modifications of FMECA that could be
applied to different domains. In particular, IMECA is intended for security assessment by
analyzing intrusions and their effects [27–29].

XMECA is an extension of FMECA that can be applied to analyze other aspects related
to safety and security analysis, except failures only. Among them could be, e.g., intrusions
(i.e., intrusion modes, effects, and criticality analysis, IMECA), etc. [30].

The proposed methodology does not exclude the use of experts at all but aims to, on
the one hand, reduce their impact in a negative sense, and, on the other hand, provide for
their use when they can reduce the risk of errors or inaccuracies.

The effectiveness of the proposed method is assessed by qualitative and quantitative
metrics. These metrics estimate methodological, human, and technological benefits, which
improve the trustworthiness and productivity of assessment processes and results by:

• specifying and excluding traditional assumptions for FMECA and IMECA techniques
(first of all, types of faults);

• minimizing errors caused by objective uncertainty of input data, the complexity of
systems, and decisions of experts;

• improving part of activities based on automatically executed operations.

Besides, the cumulative effect of the method application is that it provides decreasing
risks of inaccurate safety and security assessment.

5. Conclusions

A framework for safety assessment that uses XMECA as a key methodology and
handles expert and tool outputs was proposed in this paper.

Based on XMECA, various functional safety and cybersecurity assessment chains
can be built for embedded systems based on FPGA or CPU. To obtain a high level of
trustworthiness in safety assessment, it is important to reduce the level of expert influence
not only in terms of their possible mistakes but also considering situations when certain
decisions are made by experts in conditions of uncertainty.

It is proposed to measure trustworthiness using several fairly simple metrics. For the
examples presented in this paper, the implementation of the proposed approaches allowed
to increase trustworthiness by decreasing expert influence and the degree of non-automated
operations. The first group of metrics (1)–(3) outlines drawbacks in assumptions and expert
errors, while the second one (14)–(16) deals with automation degree.

In terms of the use of XMECA (IMECA) to assess cybersecurity, the approach becomes
more complicated as the appropriate vulnerability attacks possibility factor is being consid-
ered as the implementation of certain threats. The main stages of cybersecurity assessment
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are provided using a special software tool for conducting sequential application of gap
analysis and IMECA.

The probability of successful attacks on the system may vary over the time period
depending on the development of the attack and methods of defense, increasing knowledge
about the measures of control and system protection, as well as other reasons. A common
limitation of the consecutive application of analysis of gaps and further application of
IMECA is the limitation in analysis of only individual causes of the particular effect. This is
the reason why some multistage attacks can pass over. Thus, cybersecurity controls have a
much shorter lifespan than safety measures, and they require updates more frequently.

The combined application of EUMECA and supporting tools AXMEA and IMECA
(with the implementation of supporting countermeasures) will increase the functional
safety and cybersecurity of the systems in time.

Therefore, the raised research questions could be answered positively. The innovative-
ness of the proposed method is based on the well-known statement that investing in safety
is always an innovation because it reduces the risk of losses, which can significantly exceed
the cost of overcoming the consequences of dangerous failures and accidents, especially
when it comes to critical systems, and reduce reputational risks of companies that design
safety-critical systems. The results of this research have theoretical and technological com-
ponents. The innovative theoretical component, namely the development of an assessment
methodology that minimizes the risks of untrue/non-trustworthy safety assessment due
to (1) use of well-known and established assumptions in the assessment, (2) uncertainties
in the input data, and (3) potential inaccuracies or even the mistakes of experts, is deter-
mined by the fact that some complications of the assessment process and additional costs
of resources to compensate for it are addressed by reducing the probability of functional
safety overestimation of unspent funds (and, hence, the actual income) to overcome the
consequences of accidents.

This effect is enhanced by the use of the proposed technological tools that not only sup-
port the methodological component but also provide the opportunity to involve a limited
group of professional experts to form important conclusions for safety assessment, which
are related to the processing of verbal, fuzzy, and quantitative information. Therefore, the
proposed theoretical and technological solutions are not limited to the XMECA methodol-
ogy and define broader aspects of use for safety analysis and accident risk reduction.

Possible future work could be focused on the following directions:

• development of software platform for safety and security assessment based on the
complexation of different analysis techniques with the possibility to choose their
combinations, data transfer between techniques, and metrics calculation [31,58];

• provision of integration into this platform subsystem for expert assessment and tools
developed earlier (IMECA, AXMEA);

• development of automatic vulnerability monitor based on vulnerability data process-
ing from different databases of programs and programmable components;

• improving trustworthiness accuracy assessment by application of considered and new
metrics and their calculation considering weights of operations, assumption severity,
and so on.
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