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Abstract

:

Traditional video conference systems depend largely on computational complexity to ensure system security, but with the development of high-performance computers, the existing encryption system will be seriously threatened. To solve this problem, a hybrid encryption scheme for quantum secure video conferencing combined with blockchain is proposed in this study. In the system solution architecture, first, the quantum key distribution network is embedded in the classic network; then, the “classical + quantum” hybrid encryption scheme is designed according to the secret level required for the video conference content. Besides, the real-time monitoring module of the quantum key distribution network is designed to ensure that users can check the running state of the network at any time. Meeting minutes can be shared by combining with blockchain. In order to quickly query meeting minutes, a cache-efficient query method based on B+ tree is proposed. The experimental results show that compared with the traditional video conference system, the quantum secure video conference system sufficiently integrates the technical advantages of the quantum key distribution to resist the security threats such as channel eavesdropping and high-performance computational attacks while ensuring the stable operation of the classic system, thus providing a video conference system with a higher security level. Meanwhile, the query time cost of blockchain with different lengths is tested, and the query efficiency of the proposed method is 3.15-times higher than the original query efficiency of blockchain.






Keywords:


video conference systems; quantum key; blockchain; hybrid encryption




MSC:


68U10; 68U35; 81P45; 94A08












1. Introduction


Information exchange and communication are tremendously facilitated by the development of the Internet. Under the general background of promoting a new era of government affairs and business applications that are convenient, efficient, and environmentally friendly, video conference systems are widely applied in various fields, such as government, military, enterprise, education, medical, and personal fields. From an enterprise perspective, the rational utilization of video conference systems can facilitate information transfer and shorten decision cycles and execution cycles, thereby reducing time and space costs. Meanwhile, it can also improve the overall operational efficiency of the enterprise, thus accomplishing eco-friendly administration. With the continuous improvement of information technology, Internet infrastructure is being constructed all over the world, and the update of video technology is quickly changing. To meet the overall demands of terminal users for high-quality video streaming, researchers began to improve key technologies such as compression algorithms, transmission delay, and the error rate. Wen Tao et al. [1] applied VPN technology to the construction of a cross-regional technology video conference network, and an enterprise video conference dynamic resource reservation algorithm with a variable bandwidth was designed by Cheng Haixiu et al. [2]. By analyzing the resource allocation of the video conference system according to different priority levels, the QoS control framework was designed with the OpenDayLight lithium-based controller [3].



In video conferences, military intelligence, business secrets, classified information, personal privacy, etc., are often involved in conference contents. Therefore, people are paying more and more attention to the security of video data and the instantaneity of transmission. According to the pseudo-randomness of the chaotic sequence cipher, the chaotic cipher generation algorithm was improved by using a two-dimensional time-varying discrete space–time system, and then, the video frame was encrypted by XOR with the new pseudo-random key stream, which improved the security and real-time performance of network multimedia video files [4]. Zhu Yanping [5] applied wavelet transform technology to video scrambling encryption and, at the same time, used chaotic keying technology to increase the amount of keys and improve the parallelism of algorithms, so as to improve the security and real-time performance of video encryption. Di Xiaoqiang et al. [6] used the chaotic sequences generated by a quantum cellular neural network to initialize the chaotic map of logistics, generated the chaotic sequence, and then, repeated bitwise operations to obtain enough keys to solve the problem of large video coding delay after the chaotic video encryption algorithm. Pseudo-random sequences were generated based on the spatiotemporal lattices, which were used for the encryption and decryption key of the image or video file [7]. According to two chaotic maps, a secure pseudo-random number generator was designed, and a binary sequence was generated by this pseudo-random number generator [8]. Reference [9] proposed an alternative video encryption algorithm, in which the key is generated pseudo-randomly by the ChaCha algorithm. The H.264/A VC encoding algorithm encodes the video into multiple slices; the key semantic elements in the slice can be selectively encrypted; the key is generated by a pseudo-random generator and updated in real-time [10]. However, in the existing scheme, although the video security problem can be solved well, the key is pseudo-randomly generated according to the traditional key negotiation process, and the security mainly depends on some number theoretic problems with computational complexity, such as the discrete logarithm problem, integer factorization problem, and elliptic curve discrete logarithm problem. With the development and implementation of high-performance computers, especially quantum computing technology, the existing encryption system that guarantees security based on computational complexity will pose a serious threat [11].



In order to deal with the security threat brought by quantum computing, a quantum secure communication scheme based on the quantum key distribution (QKD) can be adopted [12]. Quantum communication uses a single photon as the information carrier, and the single photon is inseparable. An eavesdropper cannot obtain the key information by stealing half a photon and measuring its state. The eavesdropper can measure the state of a single photon after intercepting it, but the Heisenberg uncertainty principle in quantum mechanics detects the eavesdropper’s measurement of the photon, thereby verifying the security of the key established by the two communicating parties. The eavesdropper can also steal the information by copying the quantum state of the single photon, but the no-cloning theorem guarantees that an unknown quantum state cannot be exactly replicated. The QKD method realizes the generation of a key with theoretical absolute randomness and does not require a third party to transmit the key. Therefore, QKD does not depend on the complexity of computing to ensure communication security, so that the security of quantum cryptosystems will not be threatened by the continuous improvement of computing power and the mathematical level, thus ensuring the security of the encrypted information of the quantum cryptography system.



This paper proposes a hybrid encryption scheme for quantum secure video conferencing combined with blockchain, aiming at solving the security problem of data information in a classical video conference system. Firstly, the QKD network based on time phase coding technology running on commercial optical fiber is effectively combined with the classical video conference system network. The QKD network generates theoretically absolutely secure quantum keys and uses quantum keys to encrypt audio and video data information. Then, due to the low key rate of the QKD network, it cannot satisfy the one-time pad encryption of all audio and video data. A hybrid encryption scheme is proposed, that is the main site selects classical key encryption and quantum key encryption according to the security level of video conference content. Secondly, the QKD network runs in the actual commercial optical fiber, and the key distribution is easily affected by external factors. Therefore, a real-time monitoring function is designed to display the network operation status on the interface of the video conference system to ensure the stable operation of the system. Finally, with the advantages of blockchain technology, such as tamper-proofness, decentralization, and traceability, the meeting minutes are encrypted and uploaded to the blockchain (alliance chain). A cache-efficient query method based on B+ tree is designed to facilitate viewing of the meeting minutes. The blockchain information is uploaded to the cache layer, and the keyword index in the block is used as the index address. The leaf nodes in the B+ tree store the index address of meeting minutes and the ciphertext. To solve the conflict of index addresses, the leaf nodes store the ciphertext in an adaptive space. The layers above the leaf nodes are used as indexes.



Compared with the classical video conferencing system, the main contributions of this paper include the following four aspects:




	(1)

	
A networking scheme for seamlessly connecting QKD equipment to the video conferencing system is established to realize the effective combination of the quantum key and classical applications.




	(2)

	
According to the characteristic that the quantum key generation rate is lower than the quantum key consumption rate, a hybrid encryption scheme is designed. Based on the security level of the video conference data, two sets of encryption algorithms of “one-time pad + AES” quantum key encryption and “AES” classical key encryption are adopted.




	(3)

	
Since the QKD is affected by factors such as the channel, environment, and eavesdropping, the real-time monitoring function of the QKD network is designed to detect the key generation, so as to ensure the continuous and stable operation of the video conference system.




	(4)

	
Using blockchain technology to share meeting minutes. After the meeting, miners write the encrypted meeting minutes into the blockchain. A cache-efficient query method based on B+ tree is designed, and an adaptive space method is used to solve the problem of index address conflict. On the basis of not revealing the plaintext of meeting minutes, previous meeting information can be searched, decrypted, and viewed.









The other parts of this paper are arranged as follows. Section 2 explains the basic knowledge of the Quantum Key Distribution, Blockchain and B+ tree. Section 3 describes the system model. Section 4 gives the specific design of the scheme. Section 5 analyzes the security and stability of the model. Section 6 provides the system operation analysis. Section 7 summarizes the full text. Appendix A describes two algorithms.




2. Preliminaries


2.1. Notations’ Definition


All the notations used in this paper are summarized in Table 1.




2.2. Quantum Key Distribution


The quantum key distribution (QKD) can enable both parties of the communication to generate and share a random and secure key to encrypt and decrypt the communication message based on quantum mechanical properties. QKD protocols mainly comprise the single-photon-based QKD protocol, the continuous variable-based QKD protocol, and the quantum-entanglement-based QKD protocol, wherein the BB84 protocol [13] is a more common protocol used in current research. The BB84 protocol, also known as the four-state protocol, was proposed by C.H. Bennett and G. Brassard in 1984. The implementation of this protocol requires two channels: one is a classic channel and the other is a quantum channel for transmitting the quantum state carrying random numbers. In the protocol, the quantum state corresponds to the classical binary code, wherein the   0 ∘   or   45 ∘   phase corresponds to the classical bit 0 and the   90 ∘   or   −  45 ∘    phase corresponds to the classical bit 1. Use the    |   ψ 00   〉    and   0 ∘   phase quantum state of the corresponding photon, the    |   ψ 10   〉    and   90 ∘   phase quantum state of the corresponding photon, the    |   ψ 01   〉    and   45 ∘   phase quantum state of the corresponding photon, and the    |   ψ 11   〉    and   −  45 ∘    phase quantum state of the corresponding photon. The basic principle is that Alice sends the single photon of horizontally vertical and positive and negative quantum states to Bob, and Bob measures the quantum state. After receiving all the information sent by Alice, Bob performs the base loss comparison with Alice through the classic channel; if the base loss is the same, the original quantum key is obtained. Since Eve cannot observe the photon phase quantum state without changing the state, once it is eavesdropped, the bit error rate will be significantly improved. Therefore, the key distribution security can be guaranteed in theory, thus providing a safe channel that is difficult to crack for information transmission. In addition, it can effectively deal with security threats such as channel eavesdropping and high-performance computational attacks, therefore greatly improving the encrypted communication security and ensuring the network transmission security.



At present, the construction of actual quantum networks such as quantum satellite networks, quantum metropolitan area networks, and quantum trunk networks [14], the participation of Alibaba Cloud, mobile, and telecom operators, and the integration of quantum keys and classical applications have involved many fields. QKD was used for secure data transmission in network microgrids [15]. A satellite-based QKD network was created to realize the quantum key distribution between two legitimate users and the satellite for secure communication [16]. References [17,18,19] introduced the combination scheme of the quantum key and power business and gave the security protection architecture of a new urban power business. The integration of quantum keys with classical applications has been involved in several fields, but in the existing schemes, most of them consider the scheme of using quantum keys and never consider the monitoring of the operation status of quantum key distribution networks. In video image encryption, Reference [20] first proposed an image encryption algorithm based on quantum cryptography. Reference [21] used a six-state scheme to generate quantum keys, performed a XOR operation with the image data, and permuted the image data to realize the encryption of images. Reference [22] obtained the quantum key according to the BB84 protocol, then fused the quantum key with the logistic chaotic sequence to generate the final key stream and permuted the image pixel values by the heteroskedastic operation to realize the image encryption. The literature [21,22] used the basic protocol of the quantum key distribution to generate quantum keys and implemented image encryption experimentally, but did not consider the relationship between the key consumption of the one-time pad algorithm and the key generation rate based on the BB84 protocol in the actual quantum key distribution network and the influence of other related factors on image encryption. References [23,24,25,26] used the quantum random walk technique to generate quantum keys and then encrypted the image information. Reference [27] fused quantum keys to chaotic sequences by nonlinear operations and used hybrid keys to encrypt images. This scheme fuses random keys with pseudo-random keys, which improves the randomness and consistency of pseudo-random keys, but reduces the randomness of quantum keys. Reference [28] proposed an image encryption scheme based on discrete-time alternating quantum walk (AQW) and the advanced encryption standard (AES), which used quantum walk technology to provide theoretically safe keys for the AES algorithm. Although References [23,24,25,26,28] used quantum random walk technique to generate quantum keys and provided a scheme for encrypting images, the quantum keys are not theoretically completely random, but have pseudo-randomness, which is different from the quantum keys generated through the quantum key distribution technique. At the same time, the generation of quantum keys is real-time, and the use of a single encryption scheme will result in the waste or tightness of quantum keys. In general, there are some image encryption schemes that introduce quantum keys, and each has its own differences, but such schemes are still relatively few.



Reference [29] introduced the quantum blockchain [30], proposed a new quantum blockchain scheme based on quantum entanglement, and analyzed the security of the transaction from the keys and quantum coins. Reference [31] used quantum keys to encrypt bidders’ private data and submit them to the blockchain and designed a quantum-based auction system on the blockchain. These schemes give the combination of quantum communication technology and blockchain; for the security proof, however, no specific experimental verification and analysis have been designed. In this paper, QKD technology is introduced into the existing video conference system scheme, making full use of the physical properties of quantum keys and combining with existing schemes to effectively strengthen the system security.




2.3. Blockchain


Blockchain consists of multiple nodes, each of which is independent and has the same status. Each node keeps certain information and relies on the consensus mechanism to ensure the consistency of stored data, which can be understood as a distributed ledger technology (DLT), and DLT is jointly maintained by these nodes. The characteristics of blockchain are that data are difficult to tamper with and forge and have traceability. The blockchain records the information of all transactions; the process is efficient and transparent, and the data are highly secure. According to the degree of openness of the nodes, it can be divided into three categories: public chain, alliance chain, and private chain.



The public chain is completely developed externally, and users can directly participate anonymously and can access the network and blockchain without registration or authorization. The scope of application of the private chain is limited to private organizations, and the read and write privileges and participation in the blockchain are set according to the rules of private organizations. The alliance chain refers to a blockchain in which several institutions jointly participate in bookkeeping, that is alliance members reach a consensus through mutual trust of multiple centers. The data of the alliance chain only allows the member nodes in the system to read, write, and send transactions and record transaction data together.



Compared with the public chain, the alliance chain has more advantages in high availability, high performance, programmability, and privacy protection. It is considered to be a “partially decentralized” or “multi-center” blockchain. The number of consortium chain nodes is limited, and most nodes only need to reach a consensus to trade, while the transaction speed is fast, so in real scenarios, the consortium chain is easier to use. In the alliance chain platform, Hyperledger is a classic case. Hyperledger is a collaborative open-source project of the Linux Foundation in 2015, aiming to promote cross-industry blockchain technology. It is a cooperative project of global cross-industry leaders and has become a global technology alliance in the field of blockchain. By creating enterprise-level, open-source distributed classification frameworks and code bases, it assists organizations to expand and build industry-specific applications, platforms, and hardware systems to support their respective transaction businesses.



At present, blockchain has typical applications in all walks of life. Reference [32] designed a 2019-nCoV vaccine supply platform based on a blockchain platform. According to the tamper-proofness feature of the blockchain, it was used to verify identity, vaccine registration, storage, and side effect reporting. Reference [33] applied blockchain technology in the management of college students’ transcripts. Reference [34] presented a land certificate management scheme based on blockchain. Xu Wenyu et al. [35] proposed a privacy protection scheme for electronic health records based on blockchain and homomorphic encryption, which solved the problem of electronic health record interaction. Using the combination of blockchain smart contracts and homomorphic encryption technology, the function of automatic claims’ settlement was realized without revealing any sensitive user information. Yang Xiaodong et al. [36] proposed an electronic evidence sharing scheme for the Internet of Vehicles based on signcryption and blockchain, using signcryption and proxy re-encryption technology to encrypt the electronic evidence of the Internet of Vehicles, storing evidence reports on the blockchain; the evidence ciphertext was stored in the cloud server. Tan Haibo et al. [37] proposed a blockchain-based archive data protection and sharing method. This method stores archive data through a private Inter Planetary File System (IPFS) cluster and uses smart contract technology to realize the sharing and acquisition of archive data. Through the combination of the alliance chain and the public chain, the protection, verification, and recovery of archive data were realized.




2.4. B+ Tree Structure


B+ tree is a balanced multiway search tree, which is widely used in file systems. Its characteristics are that it can keep the data stable and orderly and the insertion operation has a relatively stable logarithmic time complexity. An M-order B+ tree node has the following characteristics:




	(1)

	
Each node has at most m subtrees.




	(2)

	
A node with n subtrees contains n keywords.




	(3)

	
All leaf nodes contain the information of all keywords and pointers to records containing these keywords, and the leaf nodes themselves are linked in ascending order according to the size of the keywords.




	(4)

	
All non-terminal nodes can be regarded as the index part, and the node only contains the largest (or smallest) keyword in its subtree.









In data retrieval, because B+ tree has the characteristics of strong range query and sorting ability, as well as stable efficiency, this scheme adopts 3-order B+ tree as the index structure of the data buffer. The leaf node information structure is shown in Figure 1. Each keyword index corresponds to the quantum key ID and the ciphertext information of the meeting minutes. The B+ tree structure is shown in Figure 2. In order to solve the conflict of the same keyword index value, this scheme stores the node information of the same keyword index value in an adaptive space, where it is required.



To query the node information with the keyword index value   k e y   = 25, the following retrieval rules are required:




	(1)

	
  8 ≤ k e y ≤ 46  , select the P1 pointer.




	(2)

	
  21 ≤ k e y ≤ 35  , select the P2 pointer.




	(3)

	
In the leaf node set pointed to by pointer P2, find the node with   k e y = 25   through traversal.











3. Problem Formulation


In this section, we define the problem from three aspects: system model, threat model, and security requirements.



3.1. System Model


The system solution architecture of the quantum secure video conference system combined with blockchain is shown in Figure 3. The architecture comprises users (main site and sub-site), the video conference system server (VCSS), quantum key management equipment (QKME), QKD equipment, classical channels, and quantum channels, wherein, the role of each component is as follows:




	(1)

	
Users: store video conferencing software, application platform for meeting minutes’ recording, and local quantum key database. Among them, the video conferencing software includes a quantum-key-based “one-time pad + AES” encryption and decryption module, a classical key-based AES encryption and decryption module, and a QKD real-time monitoring module. Users of the main site can switch between quantum encryption and classical encryption, and it include necessary hardware for video conferences such as cameras, microphones, and monitors. The meeting minutes application platform uses the quantum key to encrypt the meeting minutes and obtains the key index value of the meeting minutes, together with the key ID used as a transaction, which is written into the blockchain by the miners. In order to facilitate users to query the minutes multiple times, the transaction information on the blockchain is written into the application platform cache.




	(2)

	
VCSS: VCSS creates multiple tables in the database to store the symmetric quantum keys generated by each QKD device.




	(3)

	
QKME: QKME stores QKD real-time monitoring software and quantum key management software (QKMS). The QKD real-time monitoring software checks the key generation status of the QKD equipment and sends a timeout heartbeat response to the user when there is a problem with the key generation. QKMS is used to store and manage quantum keys generated by QKD devices.




	(4)

	
QKD equipment: It adopts the quantum key distribution equipment based on time phase encoding, which is mature and widely used. The generation of quantum keys and the transmission of quantum states are based on quantum channels.




	(5)

	
Blockchain: It stores the cipher text information of the video conference text minutes and has the query function.




	(6)

	
Classical channel: used to transmit classical data.




	(7)

	
Quantum channel: used to transmit quantum states and generate keys.
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In the model of the video conference system, we set up a standard star quantum communication network, which needs to deploy QKD devices to realize the secure communication with each other. The specific structure is as follows:



(1) Quantum key storage: The QKD equipment completes key agreement through the quantum channel and stores the Bob–Alice symmetric key in the QKME in the form of a file. Bob’s QKME creates multiple key files according to the number of Alice’s and stores the symmetric key matching Alice. Alice’s QKME only stores the local key. Alice’s user and Bob’s server, respectively, read the key from the key file and store the key in the local database.



(2) Hybrid encryption scheme: The user obtains the key from the database, and according, to the security level of the video conference data, the main site user chooses to use the key scheme of “one-time pad + AES” or AES to encrypt audio and video data. The encrypted data are transmitted to the server of the video conference system through the classical channel. After the server decrypts and encrypts them, they are sent to the other user. The user uses the local key to decrypt and display the audio and video data. The running process is shown in Figure 4.



(3) The real-time monitoring of QKD is shown in Figure 5. The QKME monitors the key file in real-time to check whether the file size is updated. Time interval    T  H e a r t b e a t   =  T  r e a d   +  T  s e n d   +  T  o t h e r    , where   T  H e a r t b e a t    is the heartbeat waiting time to check whether the file is updated,   T  r e a d    is the time to read the size of the key file,   T  s e n d    is the heartbeat command sending time, and   T  o t h e r    is the heartbeat waiting timeout. In the figure, when the user’s heartbeat waiting for the longest time T satisfies   T ≥  T  H e a r t b e a t    , the system runs normally; otherwise, the system shows that the QKD process is abnormal.



(4) Meeting minutes sharing: After the meeting, user uses the keyword generation algorithm to generate the meeting minutes’ keywords. Then, they hash the keyword to obtain the keyword index. The meeting minutes are encrypted with quantum keys to the ciphertext. Together with the quantum key ID used, they are uploaded to the alliance chain as a transaction and broadcast, and other users on the alliance chain verify it. The past video conference minutes’ information is stored on the alliance chain for legal users to view. The structure of the alliance chain is shown in Figure 6.



(5) Meeting minutes query: In order to facilitate users to query meeting minutes multiple times, we propose an efficient query method model based on B+ tree. The model consists of three layers, the data layer, cache layer, and application layer. The data query model is shown in Figure 7.



Data layer: The alliance chain platform, the blockchain that stores the ciphertext information of the meeting minutes.



Cache layer: The cache layer reads the ciphertext transaction information of the meeting minutes in each block and caches it in the B+ tree. The transaction information indexed by the same keyword is stored in the same adaptive space.



Application layer: The application layer includes synchronization, query, and decryption operations. Users search for transaction information in the cache layer. If the corresponding data are found, the query result will be returned. Then, through the decryption operation, the plaintext of the meeting minutes is obtained. If no transaction information is found, insert the newly generated transaction information of the blockchain into the B+ tree through synchronous operation and query again.




3.2. Threat Model


There are three main threats in this scheme:




	(1)

	
Network monitoring: The attacker knows the user’s address information by some means. In the video conference system network, the attacker can intercept the encrypted video information by setting the network interface to the monitoring mode with tools such as Wireshark. The attacker tries to decrypt the video information and obtain the plaintext in order to achieve a certain purpose.




	(2)

	
Minutes ciphertext cracking: The attacker knows the hash algorithm and creates a keyword index. Disguised as a legitimate user, the keyword index is sent to the alliance chain platform, and the alliance chain searches the corresponding cryptographic information according to the index value and returns it to the attacker. The attacker tries to crack the ciphertext information and obtain the plaintext of the minutes.




	(3)

	
Unpredictable threats: Quantum states are transmitted through quantum channels, which is easily influenced by the environment, eavesdropping, and other factors, and it is a possible that the key cannot be generated.










3.3. Security Requirements


This scheme mainly has the following three security objectives:



First, during the operation of the video conference system, the network monitor cannot analyze the intercepted video encryption information; second, the attacker cannot decrypt the ciphertext of the meeting minutes returned by the alliance chain; third, the video conference system can run stably under the unpredictable external environment.



In order to achieve the first and second goals, QKD technology is used to replace classical technology, and symmetric quantum keys are generated among users to realize key security sharing and effectively prevent attackers from obtaining keys. The important content and meeting minutes of the video conference are encrypted by the quantum key to prevent attackers from decrypting and obtaining plaintext information.



To ensure the third security goal, this scheme sets up two key encryption schemes of classical and quantum according to the security level of the video conference content. Considering the unpredictability of quantum channel security and the low rate of quantum key generation, quantum encryption includes two schemes of one-time pad + AES to ensure the operation of the system.





4. Our Construction


This section introduces the detailed construction of the model. Based on the three-node star quantum communication network (Bob, Alice1, Alice2), through the quantum key distribution, Bob–Alice1 generates a symmetric quantum key, and Bob–Alice2 generates a symmetric quantum key. The video conference system server is placed at Bob; user1 is in Alice1; user2 is in Alice2. Bob, Alice1, and Alice2 are local area networks, respectively.



4.1. Hybrid Encryption


According to the secret level of the video conference content, the system designs two data encryption schemes: one is the classical key encryption scheme and the other is the quantum key encryption scheme. The two schemes can be switched without affecting the operation of the video services. This configuration is an excellent business redundancy mechanism of quantum secure communication in a video conference system:




	(1)

	
The secret level of the video conference content is low, and the business data adopt a classical key encryption scheme.




	(2)

	
The secret level of the video conference content is high, and the business data adopt the quantum key encryption scheme.









4.1.1. Encrypt


If user1 (main site) chooses the quantum key encryption scheme, it will be encrypted by the one-time pad encryption algorithm. Once the key amount is insufficient, it will switch to the AES encryption algorithm. If the classical key encryption algorithm is selected, it will be encrypted by AES. User1 transmits the encrypted information to the VCSS; see Algorithm 1 for the specific process.



	Algorithm 1: Video encryption algorithm
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4.1.2. Decrypt


The VCSS receives the ciphertext information sent by user1 and decrypts it using the key in table   Q  T  B 1    . Then, use the key in the table   Q  T  B 2     to encrypt and send it to user2. User2 decrypts the ciphertext with the key in the table   Q  T  A 2     and obtains the video plaintext data, and the decryption process of user2 is the same as the decryption process of the server, which is not repeated here. See Algorithm 2 for the server decryption process.





4.2. QKD Real-Time Monitoring


The QKME sets   T  s t a r t    as the start time of heartbeat monitoring,   T  c u r r e n t    as the current system time,   T  c r e a d    as the current system time of reading the file size, and   T  c s e n d    as the current system time of sending the heartbeat command. At regular intervals, the QKME sends   T  H e a r t b e a t    to the user, and the user sets the longest waiting time of heartbeat T. If   T ≥  T  H e a r t b e a t    , the QKD network runs normally; otherwise, the video conference system displays the QKD network abnormality in the main interface. See Algorithm 3 for the specific flow of the real-time monitoring algorithm.



	Algorithm 2: Video decryption algorithm
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	Algorithm 3: Real-time monitoring algorithm
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5. Security Analysis


(1) Data security:



Key security ensures the security of communication data. Existing key distribution schemes generally use assumed secure channels to transmit key system parameters or the two communicating parties can only meet privately to exchange keys. In practical applications, due to the complexity of the network, there are security problems such as eavesdropping or cracking, so the quantum key distribution mechanism is introduced. The system makes full use of the security characteristics of the quantum key distribution and generates a theoretically absolutely secure symmetric key through the quantum channel. Encrypting data through “one-time pad” can effectively prevent monitoring and theft and strengthen the data security of the existing scheme.



Assuming that the attacker knows the user’s communication address information, during the operation of the video conference system, the Wireshark tool is used to successfully intercept the network data packet   {  C 0  ,  C 1  ,  C 2  ⋯  C n  }   of important data, but the encrypted quantum key is private and updated in real-time, so   {  C 0  ,  C 1  ,  C 2  ⋯  C n  }   is indistinguishable in the form of ciphertext. For example, the attacker constructs a pair of information   (  m 0  ,  m 1  )  ,    m 0  ,  m 1  ∈ M  , and   (  m 0  ,  m 1  )  , which is encrypted by quantum key encryption method   E  n  o p t    ( q k , M )   , respectively, where   q k   is the real-time update by the QKD network. By repeated encryption, the ciphertext   (  c i  ,  c j  )   obtained by each plaintext   (  m 0  ,  m 1  )   is different, that is the attacker does not know which plaintext   (  m 0  ,  m 1  )   corresponds to   (  c i  ,  c j  )  . Therefore, it can effectively resist eavesdropping attacks.



Assume that the attacker can access the alliance chain and query the meeting minutes’ information through the keyword index. The attacker constructs the keyword   k  w ′    through the collision attack of the hash function, calculates   h k w = H a s h ( k  w ′  )  , and uses the query function of the alliance chain to obtain the ciphertext C of the meeting minutes associated with   h k  w ′   . Similarly, because the ciphertext C stored in the blockchain is indistinguishable, the attacker cannot decrypt C and obtain the plaintext M of the meeting minutes. At the same time, due to the one-way characteristic of the hash function, the original data cannot be deduced by collision attack, so the video conference communication data and meeting minutes’ data are safe.



(2) System stability:



Because of the influence of the channel, environment, eavesdropping, and other factors, quantum keys cannot be generated. In order to ensure the stable operation of the system, two encryption schemes are provided, namely the “one-time pad + AES” quantum key encryption scheme and the “AES” classical key encryption scheme. The two schemes can be switched at any time when the system is running. When the security level of the conference content is high, the user switches the quantum key encryption scheme. When the quantum key is sufficient, the system uses the “one-time pad” encryption scheme; when the quantum key capacity is insufficient, the system will automatically switch to the “AES” encryption scheme, and there will not be a crash. When the security level of the conference content is low, the user can switch to the classical key encryption scheme without consuming quantum keys. At the same time, in order to monitor whether the QKD network is running normally, a heartbeat monitoring mechanism is set to determine   T ≥  T  H e a r t b e a t    , so that the user can grasp the real-time dynamics of the QKD network and ensure the stable operation of the video conference system.




6. Experimental Evaluation


6.1. System Network Topology


The system combines the time phase quantum key distribution equipment with the classical network, and the designed video conference system network topology based on the quantum key is shown in Figure 8, wherein:




	(1)

	
The dotted line indicates the quantum channel for quantum key distribution; the solid line indicates the classic channel for the encryption communication line of the video conference system. The line attenuation value of the main site and the sub-site is less than or equal to 18 dB. All lines are bare fibers, and devices such as optical amplifiers cannot be included in the line.




	(2)

	
The video conference system comprises a main site and a sub-site. The main site includes a single-receiving time phase QKD device; the sub-site includes a single-emitting time phase QKD device. The key is generated through the QKD device quantum channel of each site and saved to the quantum key management equipment of each site. Based on the decoy BB84 protocol, the QKD device integrates the quantum signal- emitting or -receiving module with a working frequency up to GHz. The signal light has a wavelength of 1550 nm and a pulse width of 200.




	(3)

	
Through wavelength division multiplexing, the multi-channel quantum wavelength division multiplexing terminal aggregates multiple QKD devices into the same fiber for transmission, which achieves multiple expansion of the quantum key distribution rate.




	(4)

	
The video conference system consists of one server and two users, namely user1 and user2. The server is a ThinkServer TS540 with a CPU model of Intel Xeon E3-1225, a clock speed of 3.2 GHz, and a memory size of 4 GB. The user uses an 8G, i5-4200U industrial computer. The virtual machine uses the Centos 6.6 64 bit operating system.




	(5)

	
Each terminal node can directly access office applications such as voice calls and faxes or access office data subnets. When the internal IP service data performs secure communication with the outside, it needs to be encrypted by a quantum key.
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Figure 8. The video conference system network topology based on the quantum key. 
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6.2. Analysis of Quantum Key Generation


The distance between the main site and the branch site is about 33.6 km, and the outdoor temperature is 5    ∘  C. When the QKD network is started, initialization work such as basis comparison is needed. In this process, Alice and Bob choose to keep the part of the data with the same basis and discard the data with different bases. After the basis comparison, Alice and Bob count the number of signal states, decoy states, and vacuum states and then obtain the corresponding detection rate. Let the optical error rate caused by the imperfect optical calibration of the system be   e  o p t    and the detection rates of the signal state, decoy state, and vacuum state be S, D, and V, respectively, then the error rates of signal state and decoy state are    e s  =  e  o p t   + 0.5 × V      V         S,   e D  =  e  o p t   + 0.5 × V      V         D. The calculation results are shown in Figure 9. QKD runs stably for 50 min; the signal state error rate is about 0.92%, and the decoy state error rate is about 2.07%



In the QKD process, Alice and Bob generate different sifted keys due to noise such as channel interference, optical adjustment problems, and dark counting of detectors. As shown in Figure 10, the key rate of sifted keys is about 24.57 kbps. In order to ensure the correct encryption and decryption of data, the sifted keys are corrected. After processing, Alice and Bob generate the same final key. The final key is the symmetric key for information encryption and decryption, and the quantum key rate is about 3.64 kbps. The key rate after error correction is lower than that of the sifted key, and the quantum key is stored in the QKME.



In order to observe the relationship between the quantum key rate and the storage space occupied by the image, this paper lists the memory space occupied by single-frame images with 160 × 120, 320 × 240, 640 × 480, 800 × 600, 1024 × 768, when the color depth is 3, 8, and 16 bits. As shown in Table 2, the image with a resolution of 160 × 120 and a color depth of 3 bits occupies the smallest space. The higher the resolution and the greater the color depth, the larger the space the image takes up. In order to ensure the stable and clear operation of the system, the resolution of this system is 320 × 240. In the quantum key generation, the quantum key rate is about 3.64 kbps, which is far lower than the storage space occupied by the image. Therefore, the QKD network needs to run for a long time and store enough quantum keys.




6.3. System Operation Data Analysis


The video conference system consists of a login interface and a main interface. The main interface includes functions such as site layout, classical encrypted communication, and quantum encrypted communication. QKD equipment generates quantum keys in real-time, and the quantum key rate is about 3.64 kbps. According to the key reading speed of 3 kb/s, the two sites are stored in their respective quantum key management servers. At the same time, the main site writes the key to the video conference system server. After the video conferencing system is started, the classic encryption is used by default, and the user of the main conference site switches to use quantum encryption. After running for 300 s, the total key consumption is shown in Figure 11 and Table 3. The key adopts the classical key + quantum key, so the key consumption increases with time. In 300 s of operation, user1 and user2 use about 62.74 KB keys per second, while the reading speed of quantum keys is 3 kb/s, so the algorithm of “one at a time + AES” can ensure the normal operation of the system.




6.4. Scheme Comparison


This scheme is a quantum key distribution network based on actual commercial optical fiber, which realizes the unconditional security scheme of image encryption transmission. The comparison between the scheme and other schemes based on quantum keys for encrypting images is shown in Table 4. References [21,22] used theoretically absolutely secure quantum keys, but the encryption method is only an XOR operation, which does not take into account the case that the key consumption is greater than the key generation for multiple consecutive images. The quantum keys used in References [25,27,28] have pseudo-randomness and are not secure quantum keys generated by a quantum key distribution. At the same time, the scheme in this paper is run in actual commercial fiber, while the image encryption in other references is run in experimental environments.



In this paper, in order to verify the image encryption and decryption speed, the Lena images were encrypted and decrypted by using an industrial computer with 8G memory and an i5-4200U CPU, a Windows 10 operating system, and MatlabR2016a environment. The experimental results are shown in Table 5. The average encryption and decryption time of Reference [27] is 0.0815 s, and that of Reference [25] is 0.335 s. We adopted a multi-modal hybrid encryption architecture of “one-time encryption” +AES. When the quantum key was sufficient, the one-time encryption algorithm was adopted, and the average encryption and decryption time was 0.0509 s, which is shorter than that in References [25,27]. However, when the quantum key was insufficient, the AES algorithm was adopted, and the average encryption and decryption times were more than 1.5 s. Therefore, in order to run the system quickly, it is necessary to ensure that the quantum key capacity is large enough.




6.5. Execution Cost


In order to test the time cost, the hardware simulation environment for the blockchain application experiment was an Intel Core i5-7200 2.50 GHz dual-core processor with 12G of running memory and a 64 bit Windows 10 computer operating system. The ubuntu20.04 system with 4 GB of memory and 50 GB of hard disk was established by using VMware Workstation Pro 16.2.3. With the open-source Hyperledger fabric v2.2, we built a blockchain network with one Org organization, two peer nodes, and one orderer node and set the block out time to 2 s. The application program was built based on the fabric go sdk.



Considering the actual situation of the video conference system, miners generate blocks after uploading the ciphertext information of the meeting minutes to the blockchain. That is, each block only saves the ciphertext information of one meeting minutes. We tested the time cost of uploading the meetings’ minutes to the blockchain with different lengths, as shown in Figure 12. According to the length of the meeting minutes in real life, the user’s application will use 100, 200, 300, 400, 500, 600, 700, 800, 900, and 1000 characters as the ciphertext information of the meeting minutes and upload them to the blockchain, and the average block generation time is 2232 milliseconds. We found that the block generation time of 300 characters was the longest, while that of 1000 characters was the shortest, so the block generation time had little relationship with the character length, but it was related to the network delay between the application and the blockchain. The reason for the network delay in our experiment was probably the processing power of the computer at that time. According to this experiment, based on the processing time of 1000 characters, the network delay times of other characters were 83, 24, 191, 0, 98, 3, 0, 169, and 34, respectively.



We created 100, 200, 300, 400, 500, 600, 700, 800, 900, and 1000 blockchain blocks, respectively, for the simulated query experiments and compared the B+ tree query of the cache layer with the original query efficiency of the blockchain, as shown in Figure 13 and Table 6. The query time of B+ tree is the return time of the user’s cache layer according to the keyword index. The original query time of the blockchain is the time when the user sends the keyword index to the blockchain and the blockchain returns to the user after querying. In order to ensure the correctness, we calculated the time consumption of different query algorithms, respectively, and then, took the average of 10 times. Through calculation, the original query times of the blockchain with different lengths were 18.9, 19.2, 20.4, 19, 19.6, 21.5, 21.9, 20.3, 17.4, and 20.3, respectively; the query time of the cache B+ tree was 5.7, 8.1, 4.8, 4.6, 8.6, 5.9, 5.6, 6.3, 5.1, and 7.3, respectively. From the experimental results, it can be seen that the query efficiency of using the cache layer B+ tree was 3.15-times higher than the original query efficiency of the blockchain, and the query efficiency has obvious advantages.





7. Conclusions


The security of video conference systems is very important, and the content of the conference often involves military intelligence, commercial secrets, state secrets, and personal privacy. To solve the problem of communication data security, this paper designed a hybrid encryption scheme for quantum secure video conferencing combined with blockchain, making full use of the characteristics and advantages of the quantum key, integrating the quantum key distribution network with the classical network and using classical and quantum double-encryption schemes. At the same time, two quantum encryption schemes of “one-time pad” and AES were adopted to solve the problem of the low key rate of quantum keys. The system implements the QKD network operation monitoring scheme, enabling users to better grasp the QKD network operation. With the advantages of blockchain technology, such as tamper-proofness, decentralization, and traceability, the ciphertext of the meeting minutes is stored in the blockchain, so that the brief content of the meeting can be reviewed. Through the actual operation of the video conference system, the results show that the system has high stability and practicability. A cache-efficient query method based on B+ tree was designed, which was 3.15-times more efficient than the original query of the blockchain. In the future work, we plan to design a high-efficiency quantum key expansion algorithm. Since the video conference uses about 62.74 KB keys per second, the quantum key is expanded to 63 times, which can satisfy the requirements of encrypting and decrypting video conference data.
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Appendix A.


Appendix A.1. Quantum Key Storage


In this scheme, Bob stores the quantum key files   F  B 1    and   F  B 2    corresponding to Alice1 and Alice2; Alice1 stores the symmetric key file   F  A 1    with Bob; Alice2 stores the symmetric key file   F  A 2    with Bob, wherein    F  B 1   =  F  A 1    ,    F  B 2   =  F  A 2    ; the keys of Alice1 and Alice2 are different. The VCSS creates the key table   Q  T  B 1     and   Q  T  B 2    ; user1 creates the key table   Q  T  A 1    , and user2 creates the key table   Q  T  A 2    .   Q T = (  l 1  ,  l 2  ,  l 3  , ⋯ )  ; the length of   l i   is 1024 Byte. After the quantum key distribution network is normally started, the quantum key is generated in real-time. The keys   q  k  B A 1     and   q  k  B A 2     are stored in Bob’s   F  B 1    and   F  B 2    files, respectively.   F  A 1    of Alice1 stores   q  k  B A 1    , and   F  A 2    of Alice2 stores   q  k  B A 2    . The function of Algorithm A1 is to read the key in file F and write it into the database table of the VCSS, user1, and user2.



	Algorithm A1: Quantum key is stored to the database table
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Appendix A.2. Meeting Minutes’ Sharing


In the meeting minutes’ data query model, in order to improve the efficiency of multiple queries by users, the blockchain transaction information is cached in the B+ tree. If the ciphertext information of the meeting minutes is indexed by the same keyword, increase the memory space of the leaf node according to the ciphertext length and save it to the same leaf node. The blockchain data are updated after each meeting, so the user needs to perform a synchronization operation to insert the newly generated transaction information of the blockchain into the B+ tree. The user searches the B+ tree of the buffer area according to the keyword index. According to the search principle of B+ tree, the leaf node associated with the keyword index is retrieved, and the ciphertext information of the meeting minutes is taken out. The information includes the quantum key ID and the ciphertext of the meeting minutes. Using the quantum key ID as the query condition in the database, then the decryption operation is performed with the meeting ciphertext to obtain the plaintext of the meeting, which realizes the sharing of meeting minutes. See Algorithm A2 for the specific process.



	Algorithm A2: Meeting minutes’ sharing algorithm
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Figure 1. Leaf node structure. 
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Figure 2. B+ tree structure. 
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Figure 4. Data transmission between users. 
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Figure 5. QKD real-time monitoring. 
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Figure 6. Alliance chain structure. 
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Figure 7. Data query model. 
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Figure 9. The quantum key error rate. 
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Figure 10. The quantum key rate. 
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Figure 11. The quantum key consumption of the user. 
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Figure 12. Generate block time with different character lengths. 






Figure 12. Generate block time with different character lengths.



[image: Mathematics 10 03037 g012]







[image: Mathematics 10 03037 g013 550] 





Figure 13. Query time comparison. 
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Table 1. Notations used in our scheme.
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	Notations
	Definitions





	F
	Quantum key file



	   c k   
	Classic binary key



	   q  k  B A     
	Bob and Alice’s symmetric binary quantum key



	   l i   
	Row i of the database



	   Q T   
	Quantum key table



	   Q  T B l    
	Row l in Table B



	   M i   
	Group i plaintext with a length of 1024 Byte



	   C i   
	Group i ciphertext with a length of 1024 Byte



	   E  n  o p t    ( q k , M )    
	Encryption operation, where   o p t   is the encryption algorithm



	   D  e  o p t    ( q k , C )    
	Decryption operation, where   o p t   is the decryption algorithm



	   I  D  A E S     
	Quantum key ID when starting AES encryption
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Table 2. Image size in storage space (unit: KB).
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	Color Depth
	160 × 120
	320 × 240
	640 × 480
	800 × 600
	1024 × 768





	3
	7.03
	28.13
	112.5
	175.78
	288



	8
	18.75
	75
	300
	468.75
	768



	16
	37.5
	150
	600
	937.5
	1536
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Table 3. The quantum key consumption in different time periods.
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	30 s
	60 s
	90 s
	120 s
	150 s
	180 s
	210 s
	240 s
	270 s
	300 s





	User1
	948.17
	2129.58
	3345.83
	4345.2
	4969.9
	5479.06
	5998.53
	6517.91
	7026.44
	7548.63



	User2
	1064
	2219.31
	3414.83
	4379.33
	4980.24
	5468.71
	5966.79
	6464.92
	6952.69
	7453.51
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Table 4. Scheme comparison.
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	References
	Encryption Method
	Key Randomness
	Key Generation Mode
	Scheme Type





	[21]
	One-time pad
	Random
	Six-state scheme
	Experiment



	[22]
	One-time pad
	Random
	BB84 scheme
	Experiment



	[25]
	Arnold scrambling + block encryption + bidirectional diffusion
	Pseudo-random
	Two-state Pauli quantum walks
	Experiment



	[27]
	Obfuscation method based on back propagation neural network
	Pseudo-random
	Quantum random walk
	Experiment



	[28]
	AES
	Pseudo-random
	Quantum random walk
	Experiment



	Ours
	One-time pad + AES
	Random
	QKD
	Actual
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Table 5. Calculation speed test.
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	Reference [27]
	Reference [25]
	Ours





	Encryption time (s)
	0.075–0.080
	0.331–0.339
	0.0501–0.0505 or greater than 1.5



	decryption time (s)
	0.080–0.085
	0.331–0.339
	0.0510–0.0515 or greater than 1.5
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Table 6. Query time of different numbers of blockchain blocks.
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	100
	200
	300
	400
	500
	600
	700
	800
	900
	1000





	B+ Tree
	5.7
	8.1
	4.8
	4.6
	8.6
	5.9
	5.6
	6.3
	5.1
	7.3



	Blockchain original query
	18.9
	19.2
	20.4
	19
	19.6
	21.5
	21.9
	20.3
	17.4
	20.3
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