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Abstract

:

dark patterns in the interfaces of users using sites and portals of online trading affect their behavior by companies that own digital resources. The authors propose to implement the detection of dark patterns on sites in user interfaces using cluster analysis algorithms using two methods for clustering many dark patterns in application interfaces: hierarchical and k-means. The complexity of the implementation lies in the lack of datasets that formalize dark patterns in user interfaces. The authors conducted a study and identified signs of dark patterns based on the use of Nelsen’s antisymmetric principles. The article proposes a technique for assessing dark patterns using linguistic variables and their further interval numerical assessment for implementing cluster data analysis. The last part of the article contains an analysis of two clustering algorithms and an analysis of the methods and procedures for applying them to clustering data according to previously selected features in the RStudio environment. We also gave a characteristic for each resulting cluster.
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1. Introduction


Trade relations always included the principles associated with persuading a potential client of the need to purchase a particular product. People used various ways to impose additional options and manipulate the behavior of the client. The goal was to increase the organization’s profit per purchase (customer) through psychological methods of managing customer behavior.



The spread of digital technologies in trade and the service sector in modern conditions has new opportunities to influence the behavior of the client and get more profit. The principles of trade relations and methods of persuasion have been transferred to digital platforms, the user interfaces of which contain “dark patterns”. Such patterns influence people’s behavior, for example, for commercial or political purposes. The number of websites and mobile applications is constantly growing, and their digital architecture and interface design have a powerful influence on human behavior and decision-making. The authors of various scientific articles have raised this issue, considering the design of interfaces over the past 10 years.



Since we associate the use of dark patterns with user interface design, we can name two Danish engineers Jakob Nielsen and Rolf Molich as the founders of this area of activity. In 1990, they planned 10 principles that a user-friendly interface should comply with [1,2,3,4,5]. From this point of view, “dark patterns” are a vivid example of ignoring these principles, “dark patterns” are interfaces created based on Nielsen’s antisymmetric principles.



The number of dark patterns in user interfaces has increased in recent years, so the amount of damage caused to consumers has also increased. The number of various scientific papers devoted to various aspects of the detection, research, and classification of dark patterns has also increased. We would like to note the studies [6,7,8,9,10,11,12,13,14,15,16], in which the authors consider the problem of using dark patterns in user interfaces from different points of view. We present the references list in historical-logical order. The number of publications is growing non-linearly and we see some progress in the scientific interest in this problem; this emphasizes the relevance of the study.



Perhaps the most successful attempt to classify dark patterns is the deceptive design [1,2] (formerly darkpatterns.org), which is owned by Harry Brignull, an independent user interface designer based in London. Harry Brignull is compiling a unique collection of dark patterns—real examples of how designers and businesses use specific web design techniques to deceive Internet users and encourage them to take action.



Economics Nobel Prize winners Daniel Kahneman and Amos Tversky indirectly looked at dark patterns in terms of how they affect people’s behavior; they identified and formalized the psychological principles and criteria for decision-making and the risks associated with them [17].



The trend associated with the introduction of digital platforms in all areas of the economy stimulates the appearance of dark patterns in application interfaces and increases the number of their types, so it will take more time and effort on the part of users to detect dark patterns. In addition, practically no such studies have been conducted in the Russian segment of the Internet; this is due to the lack of data and methods for their formalization. In general, I would like to note that while in the world the classification of dark patterns is carried out on the basis of expert assessments, therefore, a technique is required to automate this process. Our article proposes an approach that allows us to automate the process of extracting types of dark patterns to some extent.



The purpose of the article is to cluster dark patterns in application interfaces using the R language based on user data and criteria developed by the authors.



Dark patterns in application interface are the object of research.



The subject of the study is classifying dark patterns in application interfaces using clustering algorithms implemented in the R language.



The article is divided into 4 parts. The first part contains a detailed analysis of the literature on various issues of using dark patterns in user interfaces. In the second part, the authors discuss existing approaches to the classification of dark patterns in various scientific studies. The third part of the article describes the data preparation model for the clustering procedure. In the fourth part, a cluster analysis of data on the use of dark patterns in application interfaces is carried out, with an emphasis on Russian-language content. In conclusion, conclusions are drawn and prospects for the study are discussed.




2. Using Dark Patterns in Application Interfaces


Dark patterns are user interfaces whose designers deliberately confuse users, make it difficult for users to express their actual preferences, or manipulate users into taking certain actions. The goal of most dark patterns is to manipulate the consumer into taking actions that are inconsistent with their preferences, as opposed to marketing efforts to change those preferences.



In terms of Kahnemann et al., “dark patterns” encourage users to decide using “System 1” based on an intuitive approach, rather than thinking through decisions using “System 2” based on cognitive features of decision-making.



We associate the first wave of academic research on dark patterns with the formalization of this phenomenon and the development of the first typologies of dark patterns [1,2,3,4,5,6,7,8,9].



The authors of most studies focus on user interfaces, including the location of windows, buttons, titles, and other elements on application screens [3,4,12]. José P Zagal et al. explore the features of using dark patterns on game portals [4,7]. Studies [6,9] consider the psychological basis for the use of dark patterns. The works [10,12,14] contain legal content devoted to dark patterns.



Arunesh Mathur and co-authors published a voluminous academic study on the prevalence of dark patterns and proposed a semi-automated method for scanning over 11,000 popular shopping sites. The written script allowed them to get interesting results: over 11% of sites contained certain types of dark patterns [13]. The modern trend in the study has shifted towards mobile applications. Most of the works of 2020–2021 explore the features of using dark patterns in mobile applications and social networks [18,19,20,21,22,23,24,25,26,27,28].



We see a pop-up in the Instagram app asking, “Do you want the service to use your actions in the app and on the website to provide better ad quality?”. Two types of response for the user: a button with a slightly darker shade of black than the background of the popup, which allows “Make ads less personalized”, and a bright blue button that calls for “Make ads more personalized” [5,29].



The number of dark patterns multiplied during the COVID-19 pandemic. Most purchases are made online. The most common way to control people’s behavior has become the way when buying food, air and railway tickets, services of various kinds, and adding services to the basket that the user would not like to add; this method is used not only for beginners or inexperienced users; it is successfully used for advanced users [11].



Godaddy.com sells domain names and uses a dark pattern: «Get 3 and save 69%» for USD 17.00. The next page adds privacy protection automatically to your shopping cart for USD 7.99 (Figure 1a,b).



The purchase price is quadrupled to USD 154.31 because there were a few extras tucked into the shopping cart—2 years of domain registration for all four domains (instead of one year as listed in the price list on the front page) and privacy protection; this scheme is one of the most common among all dark patterns.



There are similar dark patterns on many Russian-language sites and portals related to the sale of air and railway tickets, where insurance is imposed on potential customers, payment for SMS messages about force majeure, etc. Sales services of Aeroflot, Pobeda, Russian Railways, planning portals travel from Tinkoff, Ostrovok, etc. we can give as an example.



If we assume that only 1% of 1000 customers do not notice dark patterns, then godaddy.com will earn not USD 17,000 but about USD 1370 more; this is good for the company but bad for the customer.



If the first wave of research created a useful classification of dark patterns in user interfaces, then the second wave allowed us to establish the growing prevalence of dark pattern types, and also automated recognizing dark patterns in user interfaces to some extent. The directions of scientific search research are diverse, and, on the one hand, scientists evaluate the effectiveness of dark patterns in persuading customers, on the other hand, they are trying to develop measures to protect users from using dark patterns in online trading. If society wants to understand the scale of the problem and the feasibility of their regulation, then these and related issues should be important.



From the point of view of the concept of symmetry, dark patterns are a certain asymmetry that occurs in the process of online trading; this asymmetry lies in the fact that the owners of online trading applications know more about the purchase process (not about the product, as in the classical theory) than users do, and this leads to the fact that a potential client when buying a product or service, pays more than they would like.




3. Classification of Dark Patterns


By going to the «Types of deceptive design» page of the Deceptive design service, you can get acquainted with the classification of dark patterns [1]:




	
«Trick questions»—by filling out a form, you answer a question that tricks you into giving an answer you didn’t want. On a cursory glance at the question, it seems to ask one thing, but on closer reading, it is asking quite another;



	
«Sneak into basket»—you’re trying to buy something, but somewhere along the way, the site adds an item to your cart, often via an opt-out switch or a checkbox on the previous page;



	
«Roach motel»—you get into a situation easily but then it is difficult for you to get out of it (for example, a premium subscription);



	
«Privacy zuckering»—they tricked you into publicly sharing more information about yourself than you intended. Named after Facebook CEO Mark Zuckerberg;



	
«Price comparison prevention»—the seller prevents you from comparing the price of the product with another product, so you cannot make an informed decision;



	
«Misdirection»—design focuses your attention on one thing to divert attention from another;



	
«Hidden costs»—you get to the last step of the checkout process but find some unexpected charges like shipping, tax, etc.;



	
«Bait and switch»—you intend to do one thing but something else happens;



	
«Confirmshaming»—the user’s fault for choosing something. The opt-out option is worded in such a way as to shame the user;



	
«Disguised ads»—ads disguised as other content or navigation to get you to click on them;



	
«Forced continuity»—when your free trial ends and your credit card is being charged insanely; this is exacerbated because unsubscribing becomes difficult in some cases;



	
«Friend spam»—a site or other web service that asks you to access email or social media under the pretense of using it for the desired result (such as finding friends) but then spamming all of your contacts in a message.








We have given a classification of all existing and noticed scientists’ dark patterns that are used in the interfaces of various web services. On the one hand, some dark patterns from the above classification cannot be automatically recognized and included in some predictive systems, on the other hand, some types of dark patterns in the above classification are similar and can be considered as variations of the same type of dark patterns; it is necessary to cluster the data array on dark patterns, but here there is a difficulty in the absence of datasets with selected features (predictors) of dark patterns. Below, we will present an approach that will allow us to build a new classification of dark patterns and simplify the writing of service for intelligent recognition of dark patterns.




4. Model of Data Preparation for the Procedure of Clustering Dark Patterns Based on Expert Assessment


Clustering (or cluster analysis) is partitioning a set of objects into groups called clusters. Within each group, there should be “similar” objects, and objects of different groups should be different [30]. The application of cluster analysis includes the following steps:




	
selection of a sample of objects for clustering;



	
determination of the set of variables by which the objects in the sample will be evaluated. Normalization of variable values, if necessary;



	
calculation of similarity measure values between objects;



	
application of the cluster analysis method to create groups of similar objects (clusters);



	
presentation of the results of the analysis [31];








To get data for cluster analysis, we selected 152 sites from various sources with dark patterns and chose 20 people—students of the study program «Business informatics» and «Information security» at the Ural State University of Economics (Yekaterinburg). We used linguistic variables to exclude the subjectivity of ratings as a rating scale. Each respondent had to evaluate a certain number of sites from the sample according to several criteria we obtained these signs during the analysis of 10 heuristic principles of Nielsen. We have identified 10 antisymmetric principles that show dark patterns. Many features are common to several patterns at once. Based on the listed signs, we can select several significant ones. Using the DEMATEL and MICMAC methods, we excluded five features [32,33,34,35].



Signs of dark patterns in the interface:




	
complicated interface (ID);








This concept includes a non-obvious interface, small print, and not noticeable explanations;



	
data leak (UD);






A sign of an interface where the user presents more information about himself to companies than he really would like;



	
cost increase (US);






The sign is typical for dark patterns, where the client, one way or another, will spend more money;



	
impossibility to refuse (UO);






The opportunity to refuse everything exists formally; however, not every user can notice an additional option when making a purchase and inadvertently take an action that he would not like to do;



	
hidden advertising (UA);






The sign is typical for patterns that do not force the user to pay money directly, but indirectly have some psychological effect on him, which contributes to the acquisition of additional goods or services.



Scale:




	
no sign of a dark pattern in the interface (Z);



	
low presence of a dark pattern in the interface (L);



	
uncertainty of finding a feature in a dark pattern (N);



	
influential presence of a dark pattern in the interface (H);



	
dark pattern is always present in the interface (F);








Thus, any site under study (S) from the list was encoded with a tuple G (1):


S = G (ID, UD, US, UO, UA),



(1)







Experts, using a linguistic scale built with the help of fuzzy set theory, had to give their marks for a particular instance of the site. We can present the result of their work for the i-th site containing a dark pattern as follows (2):


Si = G(IDi = N, UDi = H, USi = F, UOi = Z, UAi = L)



(2)







It is known that implementing cluster analysis of data requires numerical values of features, so we assigned a certain numerical value to each linguistic variable based on the interval scales used in fuzzy set theory and expert assessment methods [36,37,38,39,40,41]. Since nothing is known about the distribution of values of linguistic variables within the interval, we decided [42,43], by the theory of fuzzy sets, to consider the value of a linguistic variable as a triangular number, where the maximum value of the membership function lies in the middle of the interval (Table 1). Our assumption was completely confirmed after receiving the clustering results.



The peculiarity of this approach is that when we get an unsatisfactory result of the value of the membership function, we can redefine and re-execute the clustering algorithm. A more subtle approach to determining the center of a triangular number.



The following estimates were obtained because of processing the data of the respondents. Table 2 shows these results.



The number of sites from the sample with dark patterns is in Table 2 in the second column in brackets; these data show the balance of the sample regarding the classified dark patterns on online trading sites.




5. Implementation of Cluster Analysis Using the R Language in the RStudio Environment


We will carry out cluster data analysis using two methods (k-means and hierarchical cluster analysis), which will allow us to accurately determine the differences between clusters and establish their number with a certain accuracy [32,33].



After importing the data into RStudio and preparing it for the cluster analysis procedure, it is necessary to determine the optimal number of clusters; this is achieved using the fviz_nbclust() function.



The fviz_nbclust() function supports several methods for finding the optimal number of clusters: «silhouette» (average silhouette width), «wss» (sum of squared distances), «gap_stat» (gap statistics). Figure 2, Figure 3 and Figure 4 show the result of all three methods.



An analysis of the results obtained shows that the “silhouette” method did not cope well with the optimization problem, highlighting 6 clusters. The resulting graph (see Figure 2) erroneously suggests 6 clusters as the optimal number. We will show this later.



First, apply the k-means method to cluster the results.



The result of the performed manipulations is Figure 5, which presents the results of cluster analysis.



The result of applying hierarchical cluster analysis became dendrograms (Figure 6 and Figure 7).



Analyzing the results of clustering, we conclude they are identical.



Using the method of hierarchical cluster analysis, we will divide into 6 clusters, which was recommended by the “silhouette” optimization method. Figure 8 shows the result.



The analysis of the obtained dendrogram shows that the 6th and 11th types of dark patterns are in separate clusters, although it is visible that we can combine them with the 2, 5, 7 types of dark patterns.



We would like to note that the use of several clustering methods, methods for calculating distances, and determining the optimal number of clusters is a necessity when implementing the data clustering process; this is because the clustering algorithm always gives the result—splitting the data into clusters, even when there are no actual clusters. The application of several methods confirms the obtained results.



We can conclude that in this case, there are three clusters.



The first cluster includes the following dark patterns:




	
confirmationshaming;



	
disguised ads;



	
«roach motel»;



	
bait and switch;



	
trick questions;








The second cluster includes the following dark patterns:




	
privacy zuckering;



	
«friend» spam;








The third cluster includes the following dark patterns:




	
price comparison prevention;



	
hidden costs;



	
sneak into basket;



	
misdirection;



	
forced continuity.








If we turn to the definition of the dark patterns in the existing classification, then the cluster analysis of the data helped to identify 3 clusters that combine dark patterns that are similar in meaning.



Next, we analyzed the websites of Aeroflot (3) and Tinkoff Bank (4).


Sa = G (IDa = 0, UDa = 0.9, USa = 0.9, UOa = 0.3, UAa = 0.5)



(3)






St = G (IDt = 0,UDt = 1, USt = 0.5, UOt = 0.9, UAt = 0.5)



(4)







Dark patterns were found on these sites, and according to the results of cluster analysis, they belong to the third cluster of our classification.




6. Conclusions


The authors of the article analyzed the existing classification of dark patterns in the application interface of users of online services and Internet commerce, gave their chief characteristics, and provided examples. All types of dark patterns were sorted into three clusters based on the selected features. Based on the 10 Nelsen principles of building a user-friendly interface, the authors first formed 10 antisymmetric principles that characterize dark patterns and then they combined them using the DEMATEL and MICMAC expert methods into five features that describe each type of dark pattern.



The article presents a method for preparing data for cluster analysis, based on the linguistic assessments of respondents from a set of 152 sites containing dark patterns.



In the last section of the article, we implemented several clustering algorithms with different parameters using the R language libraries in the Rstudio environment and showed the optimal number of clusters into which the initial sample of data obtained from the survey of respondents is divided.



Because of the work done, we obtained three clusters into which the existing dark patterns were combined. According to the logic of cluster analysis, we have given a characteristic of each cluster.



The characteristic of the first cluster, which combines the dark patterns 1, 3, 8, 9, 10, is associated with the use of a complex interface, an incomprehensible arrangement of windows, switches, confirmations of certain actions, and the impossibility of canceling them. We classify them as veiled fraudulent activities.



The characteristic of the second cluster, which combines the dark patterns 4 and 12, is associated with a violation of user data confidentiality. Such sites require special attention from regulators and law enforcement agencies, up to a complete ban on the use of such interfaces in Internet commerce.



The third cluster, which includes types of dark patterns 2, 5, 6, 7, 11, is associated with extracting additional profit by explicitly or implicitly imposing additional services, and monthly debiting of funds from users’ cards. Such sites offer nothing illegal, and therefore the user of Internet trading sites must know and follow several rules when using their interfaces.



We have identified features that characterize dark patterns in user interfaces; they can be successfully formalized, and based on them, a fairly simple program code can be obtained, which can later be used as the basis for a site analysis service for dark patterns.



As a continuation of scientific research in this direction, I would like to propose, based on the constructed model, to develop software that would identify dark patterns in user interfaces using machine learning methods, and indeed, we are already developing such developments. Machine learning methods will also make it possible to identify frequently used types of dark patterns in application interfaces.
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Figure 1. «Add to cart» dark pattern on godaddy (https://www.godaddy.com/. accessed on 12 May 2022). 
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Figure 2. Results of applying the “silhouette” method to the data. 
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Figure 3. Results of applying the “wss” method to the data. 
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Figure 4. Results of applying the “gap_stat” method to the data. 
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Figure 5. Clustering of the initial data by the k-means method. 
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Figure 6. Dendrogram (“complete” method).* - hclust command options. 
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Figure 7. Dendrogram (method “ward.D2”). 
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Figure 8. The result of hierarchical clustering into 6 clusters. * - hclust command options. 
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Table 1. Numerical values of linguistic variables of the interval scale.
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	Linguistic Variable
	Value Interval [0;10]
	Interval Midpoint
	The Value of the Membership Function [0;1]





	no sign of a dark pattern in the interface (Z)
	0
	0
	0



	low presence of a dark pattern in the interface (L)
	[2;4]
	3
	0.3



	uncertainty of finding a feature in a dark pattern (N)
	5
	5
	0.5



	Continuation of Table 1.
	
	
	



	an influential presence of a dark pattern in the interface (H)
	[6;10]
	8
	0.8



	a dark pattern is always present in the interface (F)
	10
	10
	1
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Table 2. Respondents’ assessment of presence of signs of dark patterns on websites and portals of online trading.
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	Dark Patterns
	Data Leak
	Cost Increase
	Complicated Interface
	Hidden Advertising
	Impossibility to Refuse





	1
	Trick questions (12)
	0.1
	0.5
	1
	0
	1



	2
	Sneak into basket (14)
	0
	1
	0.8
	0.1
	0



	3
	«Roach» motel (10)
	0.1
	0.5
	1
	0
	0.8



	4
	Privacy zuckering (15)
	1
	0
	0.5
	0.1
	0.5



	5
	Price comparison prevention (11)
	0
	1
	0.8
	0.1
	0



	6
	Misdirection (14)
	0
	1
	0.8
	0.5
	0.1



	7
	Hidden costs (15)
	0
	1
	0.8
	0
	0



	8
	Bait and switch (17)
	0.1
	0.5
	1
	0
	1



	9
	Confirmshaming (14)
	0.1
	0.5
	1
	0.8
	1



	10
	Disguised ads (11)
	0.1
	0.5
	1
	1
	1



	11
	Forced continuity (10)
	0
	1
	0.8
	0.1
	0.5



	12
	«Friend» spam (12)
	1
	0.1
	0.5
	0.1
	0.5
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