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Abstract: A combinatorial model is proposed for determining the probability and information losses
in an organizational and technical system (OTS) under destructive external influences. Mathematical
expressions are obtained to determine the loss of information in the clusters of the control system. It is
shown that the use of this model for a quantitative analysis of the probability of occurrence of events
and information losses in the control system, under varying external influences on the dynamic OTS,
makes it possible to carry out a quantitative analysis and synthesis of the structure of the control
system that is resistant to destructive external influences. A decomposition of the probabilities of
occurrence of events and the corresponding loss of information by the levels of the hierarchy of
the analyzed air traffic control system is presented. The achieved result is due to the sensitivity of
the model for determining information losses relative to changes in the structure of the system and
destructive external influences, as well as the use of the mathematical apparatus in combinatorial
analyses.

Keywords: information loss; combinatorial model; organizational and technical system; destructive
influences; system analysis

MSC: 68R01

1. Introduction

The process of analyzing complex control systems is associated with the problem of
completeness of its description model, which would allow one to obtain a sufficient idea of
the system under study and identify and reproduce the actual features of its functioning.
The organizational and technical system implements its functioning through a system of
managing the objects that are part of it.

A complex dynamic system cannot be represented by a single model—an entire
hierarchy of models is needed, which will differ in the level of displayed events. As a rule,
four main gradations of levels are used [1,2]:

. The level of the system as a whole;

*  The level of subsystems functionally included in the system;

*  The level of control units and executive bodies;

e Thelevel of individual elements of nodes, for example, information converters (people,
machines, and algorithms).

The approaches presented in [1-7]for constructing models of complex dynamical
systems have a number of disadvantages. For example, in [4,7], the presented approach
to building a model is applicable only in the case of the availability of statistical data on
the functioning of the system and does not take into account the information component
of the processes in the system. The papers [1-3,5,6] also do not consider issues related to
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the assessment of information losses in the system due to external destructive influences.
Therefore, we proposed an informational approach for the construction of the combinatorial
model for determining information loss in organizational and technical systems.

In accordance with the information approach , the system under study in the most
abstract form can be represented by a hierarchical structure at the lower level of which
there are control objects, executive bodies, and sensors and at higher levels there are control
nodes connected with control objects by communication channels. The examples of such
an organizational and technical system include air-traffic control systems, a system for
protecting information from leakage through various channels in the organization, resource
supply management systems, etc.

The information circulating in the system usually manifests itself in three forms:

*  Aninformation moving mainly from control objects to the corresponding control units;

* A manager for information moving in the opposite direction;

*  Transformative information determining the patterns of behavior of the control unit
and algorithms for the functioning of its individual elements [3,8,9].

To solve the problem of system analysis, the behavior model of the object management
system has been developed, abstracting to a combinatorial representation of the number
of options for the interaction of system objects with a destructive external environment.
Note that for each level of the control system, there are characteristic features due to links
between its nodes, which must be taken into account when building a model.

The model realization consists the following steps:

1.  Determination of the set of initial parameters for solving a specific problem in deter-

mining the amount of information loss in the control system (for a given quantitative

effect on the nodes of the system);

Classification of adverse effects with the nodes of the object control system;

3. Determination of the area of admissible values of the parameters of information loss
in the event of an unfavorable situation;

4. Formation of rules for determining the amount of information loss in the clusters of
the control system;

5. Iteration of calculations until the combinations of random numbers corresponding to
the number of actions and elements of the control system are exhausted.

N

The developed model allows the formation of rules for determining the amount of
information loss in the clusters of the control system.

2. Statement of the Research Problem and Development of a Combinatorial Model

A complex control system in the form of a set of heterogeneous objects and rela-
tionships between them is presented as a set of directed graphs acting in order to timely
introduce control actions from the source of information to the consumer under conditions
of uncertainty in functions caused by destructive external influences, while in the system,
there is damage that is critical in terms of ensuring the fulfillment of tasks as intended.

Determining and evaluating the state of functioning of the existing control system are
required in order to develop a model for determining the probability and magnitude of
information losses in this system.

The essence of the model for determining the probability and value of information
losses in the control system under uncertainty is that the process of interaction between the
control system and the external environment is represented by specifying linked sets of
nodes at various levels of the hierarchy (source nodes, transit nodes, and consumer nodes),
a set of absorbed nodes, in accordance with the hierarchy of connections in the control
system, and the number of destructive influences (Figures 1 and 2).
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Figure 1. The investigated control system of a dynamic OTS.
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Figure 2. The control system’s graph.

We will describe the interaction between the objects of the control system and the
external environment using expressions of combinatorial analysis [4,10,11] and represent it
as a model defined by a pair of unordered sets—a set of variable parameters (nodes of the
control system and connections between them, as well as destructive effects) and a set of
relations connecting the values of these variables:

CU 1+Cu2C CU3 —|—Cu2C CU3 u? —I—CUZC CU3 u?

—(Uz+p) —(U*+p) —(U*+p)
u? us— u2 u? u3— u2 u? u— u2
+C C C (U ) C C C — (Ut ) + C C C (u*+;4) 1)
u? ud—-u? U, ud—-u? u? 3 —-u? _~u
+Cy C C —wr +y)+CM2C C (u*ﬂl)—kC}l C C (u*+y)+C¢ 7Clp,

where U—total nodes; U2—the number of second-level nodes involved in the combination;
UB—number of nodes at the third level, total; tp—number of destructive influences; U*—
number of absorbed nodes; y—the number of nodes of the lower level of the control system
participating in the combination.

The ratio of each constituent element of expression (1) to the total amount allows the
obtainment of the probability of an event occurring:

Py + P(12.3) + P(Zz.s) + P(32.3) + Pflze,) + P(52.3) + P(62.3) + P(72.3) + P(82.3) + P(92.3) +Ph =1 (2
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where Pj—the probability of hitting nodes at the first level; P;—the probability of hitting
nodes at the third level; P(2 3) P(2 3) —the probability of defeat with a combination of
nodes of the second and third levels.

Based on the fact that each combination of nodes that have been subjected to a destruc-
tive impact represents information losses determined by the weight of each node and the

hierarchy of building a control system, we define information losses as follows:

E1Py + E%z.a)P (12.3) + E%z.a)P (22.3) + E?z.a)P (32‘3) + E?z.a)P ?2‘3) + E?2.3)P (52.3)

€)

+E?2.3)P(()2.3) + E(72.3) P(72.3) + E?2.3)P(82.3) + E?2.3)P(92.3) +EsPs =E,
where E;—information losses from the defeat of first-level nodes; Es—information losses
from the defeat of third-level nodes; E %2.3) - E?2_3)—information loss from a combination
of nodes of the second and third levels.

Consistent applications of expressions (1)—(3) render it possible to obtain the distribu-
tion of probabilities and information loss by levels of the control system. Expressions (1)-(3)
are obtained to determine the numerical values of the probabilities and information losses
for a control system of 3 levels, 13 nodes, and 13 influences. The obtained numerical
values of P and E, as well as the dynamics of their changes, make it possible to judge the
quantitative potential and directions for modernizing the control system to achieve the
desired result.

Taking into account the hierarchy (absorptions), the procedure for clustering elements
of the control system is presented in Tables 1-3 and consists in sequentially determining the
set of nodes in the case of damage from 1 to 3 nodes of the second level of the control system
with simultaneous damage from 1 to 9 nodes of the third level and the corresponding
absorption of subordinate nodes [5].

The classification of combinations of nodes and levels of the control presented in the
tables provide a visual representation of the levels of nodes subjected to destructive effects
and their numbers in the level of control.

The clustering process presented in Table 1 to determine the probability of hitting
nodes and information loss by levels of the hierarchy of the control system is implemented
using the following expressions (4)—(12):

* wr st u? us-ud”
f <¢k’ u* = =3 u3) = Z:z:() CU? Cuthyclle (Uth;+u3)
u3* u3* uZ u3
Jo (W ,U3 =6 U3) 21:0 Cu-3 C uz Cl/’k (utzh'+u'3), )
f (lljk u?)* o 9 U3> ZUS* Cus* Cuz CUS U3*

- 3 2 3
=0 U U, T (U, U

where

Py (k =1+ 13)—the number of affected objects of the control system;
U3 =3, 6, 9—number of absorbed nodes of the third level of the control system;

thzh . = 1,2, 3—the number of affected nodes of the second level;

U1-3 ( =0+ U?’*)—number of nodes of the third level.

Furthermore, the influence of destructive influences on various elements of the system
control levels is considered.

In the course of the study, mathematical expressions (5)-(10) were obtained for the
number of combinations during absorption at the i-th node of the n-th level with k destruc-
tive effects on the control system.

The number of combinations in the case of absorptions at the first node of the second
level and 13 destructive effects on the control system is determined by the following
expressions.
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Table 1. Combinations of the 2nd and 3rd levesl for absorptions at the 1st node of the 2nd level.
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Table 3. Combinations of 2nd and 3rd levels for absorptions at 3 nodes of the 2nd level.
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The number of combinations in the absorption of two nodes of the second level and
13 destructive effects on the control system can be defined as follows.



Mathematics 2022, 10, 3448

7 of 12

us*
3 ) uZ u3 uS .
{fé (I/Jk ;U” =6; uthr ) Z Cua C W Ct/zk (utzhr_i_us) } (7)

fi(p=1) =C8C3C3 4+ CoCBC3, 4+ C8C3C3 , 4+ CSC3C3 , + COC3C3 4
+CEC3C3  + CSC3C3 ,;

fE(p =2) = C{C3CH + COCBC3 4+ CSC3C3, + CSC3C3 , + CoC3C3
+CEC3C3 5 + CEC3C3

o =3) = C5C3C3 + COC3C3 + CSC3C3 | + C§C3C3, + CSC3Ce,

+C8C3C3 , + CoC3Ce,; (8)
fé(p = 4) = C3CIC + C5CICY + CRCICY + CCIC2, + C4C3C2,
+CEC3C3 5 + CEC3C3 ,;

B(p =13) = CSC3C3, + C0C3C3, + CSC3C3 + C§C3C3 + CC3C3 + CecsCe
+CEC3CE.

The number of combinations in the absorption of three nodes of the second level and
13 destructive effects on the control system is calculated in accordance with the following
expressions:

I thr thr

u3*
% uZ u3 u3

ﬁ(—)—66@44%%0+@d@4£%%3+@®d6
+C2C3C3, + CRC3C3 4 + CYC3C3 5 + CC3C3 4, + C3C3C2 4

fi($ =2) = GGICL + CIGCL, + GCICY, + GGCL, + CGC,
FCCIC + CEGC2, + GC3CT + GCICL, + CoC3C2

fa(p =3) = CYC3CY 4+ CIC3CY, + C3C3C3, + C3C3C3 , + CJC3C3,
+C2C3C3 ; + CQC3C3 ( + CoC3C3 , + CgC3C3 ¢ + CgC3C3 ;5 (10) (10)
fo(p =4) = CYC3CY + C]C3CY + C3C3C3 | + C3C3C3, + C3C3C3,

+C2C3C3 ,+CAC3C8 o + CHC3C8  + CRC3C3 , + CIC3C3 ;

a3 (p =13) = CiC3CY, + C7C5CY + CIC3C3 + C3C3C3 + C3C3C3

+C2C3C2 + CLC3C3 + CIC3C3 + CYC3C3 + CC3Cs,

where

P (k =1+ 13)—the number of affected objects of the control system;

U3 =3, 6, 9—number of absorbed nodes of the third level of the control system;
uthr =1, 2, 3—the number of affected nodes of the second level;

U? ( =0+ U3*)—number of nodes of the third level.

Expressions (5)—(10) make it possible to evaluate the system’s ability to perform
functional tasks with a given number of destructive effects on various nodes of different
control levels.

The normalization expression for determining the probability is as follows.

_ st fotfoly,

. (11)
¢
Ck:l
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Hence, the loss of information is determined using the following expression.
E, = PE;. (12)

3. Simulation Results

The computational experiment was carried out using the Mathlab 2020b package. The
results of the experiment were obtained for a control system of 13 elements located at three
hierarchical levels.

As a result of the computational experiment, a curve was obtained that reflects the
information losses of the system under study depending on the number of destructive
influences (Figure 3). Taking the obtained values of information loss as the upper bound
and the loss of information for the control system presented in the form of a fully connected
graph as the lower bound, we obtain the area of admissible decisions on the modernization
of the control system.

E %
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-
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/ 2 |
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Figure 3. The area of acceptable solutions for the modernization of the control system.

The final phase and the result of the model developing is the decomposition
(Figures 4 and 5) of the values of the damage probability and loss of information between
the levels of the control system hierarchy [6].

Thus, the above dependences (Figures 4 and 5) allow one to obtain a general idea of the
probabilities and losses of the system with a different number of destructive influences and
provide the degree of model decomposition to the level of the control system’s hierarchy.

It can be seen that the values of probability and information loss have similar dynamics
depending on the number of affected nodes; however, the quantitative indicators of losses
do not coincide with the probability, which is the basis for excluding the probability values
from the analysis of the information loss characteristics of the organizational and technical
system, which was noted in a number of studies [12-19].

Thus, the reaction of systems to destructive influences applied to them depends,
among other things, on their current state, and the dynamics of the system over a time
interval is largely determined by its prehistory. This behavior of the system is close to the
phenomena of systemic hysteresis described in the literature [20-22].



Mathematics 2022, 10, 3448 90f 12
P.%
100
a0 /
80 /
70
AY /
&0 A
\ /
ks e —
50 — — = —
-
R /" e
40 o ——
¥ ” / "
30 £ o =, ~
o 5 L
/ ™ - N \G\
10 o e
[~ - % G
- - T
U T T T T T .-? —— .‘-{I“ - _.;\ W " w _h‘|)
& = &
1 2 3 4 5 6 ] ) 9 10 11 12 13 wn
Lst level —o — Ind+3rd level — ¢ = 3rd level

Figure 4. Dependence of the probability of hitting the nodes (P) of the system levels on destructive

influences.
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Figure 5. Dependence of information loss (E) by system levels on destructive influences.

The use of the combinatorial model given in the article, in contrast to the models
described in [1-7] and others, develops a set-theoretic representation of systems for solving
problems related to the study of the functioning of systems under destructive conditions
and external influences, namely with the minimization of information losses in the system.
The presented model, in our opinion, is invariant to the subject area, since it uses only a
multiple representation of the structure, which is not directly related to the functionality of

the system.
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An example of the application of the model for determining information losses can be
a change in the structure of air-traffic management in the Russian Federation.

Until 2021, the structure of the operational bodies of the unified air-traffic management
(ATM) system was a four-level structure, including the main, zonal, district, and airfield
control centers [23]. This structure is shown in Figure 6.
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Main center (MC)

Zonal center (ZC)

District center (DC)

Joint Air Traffic Management System of the Russian Federation (Joint ATM System)
Airfield hub (AH)

Figure 6. The structure of the operational bodies of the unified ATM system until 15 June 2021.

A transition from a four-level structure of interaction between the operational bodies
of the Unified System (ATM main center—-ATM zone center—ATM area center—ATM airfield
control center) to a three-level interaction (ATM main center-ATM regional center-ATM
airfield control center) was carried out, among other things, in order to reduce the load on
the centers of the Unified System when coordinating activities for the use of airspace by
reducing the volume of transmitted and coordinated information [23].

The new structure of the operational bodies of the unified ATM system is shown in
Figure 7.

For the four- and three-level structures of the operational units of the unified ATM system,
studies were carried out to assess information losses using the proposed combinatorial model.

Added concrete results of the analysis of comparative modeling of two structures.

The analysis of the above structures of the ATM system based on the proposed model
showed a decrease in information losses when exposed to the same destructive effects on
the nodes and communications connecting them, and a reliability factor of 0.92 by 14%
was observed (with normalized values of information losses: for structure 1—0.321, for
structure 2—0.276).

The results of the study led to the conclusion that to modernize the control system
in order to reduce information losses by forming additional links or adding nodes, it
is necessary to decompose the probabilities and information losses to the level of the
control-system object (node).
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Figure 7. The structure of the operational bodies of the unified ATM system after 15 June 2021.

4. Conclusions

The above results showed that the combinatorial approach to assessing information
loss under destructive external influences on the control system makes it possible to build
effective models for the analysis and synthesis of the structure of hierarchical control
systems. The results obtained using the combinatorial model make it possible to determine
the direction of modifying the structure of the control system to increase its resistance
relative to destructive external influences. A further direction of research is seen in the
development of a combinatorial approach for the study of systems in other subject areas
(gas transportation, oil production, etc.). For example, the application of a combinatorial
approach to the analysis of the gas distribution system of the region revealed shortcomings
in the structure and a number of hierarchical relationships of gas distribution substations.
A similar approach applied to software testing made it possible to find critical sections of
the program code and determine ways to bypass them. In addition, the proposed approach
to the analysis of the structure makes it possible to improve system properties such as
survivability and resistance to destructive external influences.
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