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Abstract: This paper explores the idea of a quantum exchange protocol between two entities, val-
idated by (at least) a third one. Two entities, part of a greater system, decide they want to trade
quantum goods: their exchange is configurable, and allows them to select the type of good, from a
selected preset, and the desired quantity, up to a maximum value (one of the quantum goods can be
interpreted as quantum money/a form of quantum currency). Certain qubits should also be used as
a way of storing the details of the transfer, after it has been validated (acting in a similar way to a
quantum ledger). The quantum circuits of the proposed design are implemented using the Python
programming language with the help of Qiskit, IBM’s open-source quantum framework.
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1. Introduction

Over the last years, the quantum research field has become more and more important,
as the available quantum processing power has been growing by the year (the article of [1]
contains a list of companies that use quantum technology, and also mentions some of its
advantages and disadvantages). The ideas and algorithms presented in this field must be
approached theoretically and from a practical point of view, thus being correlated with the
evolving quantum processors in order to obtain maximum performance, and helping to
solve the issues that occur from designing and implementing protocols on such complex
devices. We also notice the continuous development of the post-quantum cryptography
initiative (see [2] for details), seen from a security perspective: its main objective is to find
algorithms that can serve their security purpose when challenged by both classical and
quantum devices.

The algorithm introduced in this paper is meant to use the quantum properties as a
way of improving the future (quantum) blockchain. The Python implementation, quan-
tum circuits and measurement results describe a concrete way of designing architectures
that can be of use in the blockchain universe, and which also respect all of the already
discussed properties.

The paper is structured as follows: After a brief introduction to the quantum field in
the first section, the second one describes some of the innovations brought on by recent
research papers. The third section conceptually presents the proposed algorithm, with
the core ideas grouped into three stages, and shows the general diagram. The fourth
section illustrates different solutions for the design of the transfer circuit, and analyzes
some approaches for its components; it then offers details on the exchange circuit, for which
it shows the proposed circuits and presents the measurement results (obtained after the
implementation of the code written in the Python programming language and the Qiskit
framework; see [3] for details). The fifth section evaluates some parameters of the scheme,
simulated on the local machine, and discusses an alternative structure of the exchange
circuit, with support for multiple transactions as part of the same exchange; the conclusion
is drawn in the last section.
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2. Related Work

The blockchain concept refers to a distributed ledger that contains all transactions
made between various parties; a certain set of properties is imposed by design (such as
security, privacy and transparency), in order to gain and keep the trust of the users. The
development of various cryptocurrencies, such as Bitcoin, has made the blockchain more
popular nowadays. However, digital currencies are not the only purpose of this technology:
it is also used in finance, healthcare, smart contracts, voting and other fields (see [4] for
more details regarding the blockchain, its advantages and uses). It is, therefore, of no
surprise that, with the emergence of quantum technologies, researchers have approached
the problem of how to design protocols that are better able to withstand attacks through
the use of quantum properties. In our context, we analyze the quantum blockchain as
representing the system that encompasses different free agents, giving them the possibility
to execute various trading options; the purpose is to find a new way to design quantum
circuits that allows multiple entities to securely trade forms of virtual currencies, which are
regarded as quantum goods.

An overview of the cryptographic concepts that allow the blockchain to resist attacks
is presented in paper [5], where the most recent post-quantum systems are described,
together with their application in the distributed ledger technologies (DLTs); it offers a
list of encryption algorithms, digital schemes and comparisons using different metrics.
Paper [6] shows a survey that reveals on which layer should the analyzed blockchain
solutions be classified: on the data, application and presentation, network, consensus, or
infrastructure layer. It is also possible that the evaluated algorithms are not part of the
mentioned categories, but present ideas on the DLT topic. Multiple blockchain proposals,
together with an analysis of the issues that researchers must keep track of when discussing
new algorithms, are presented in paper [7]; these ideas refer to the migration from the
pre-quantum concepts to the post-quantum blockchain, the size of the algorithm keys, the
energy impact and so on. An analysis of the vulnerabilities of different cryptocurrencies
that are built using the blockchain technology is presented in paper [8], with the purpose
of obtaining the associated risk in the context of quantum attacks.

The authors of paper [9] present a quantum blockchain that can withstand attacks
generated using quantum technologys; it is based on quantum asymmetric cryptography
and a protocol regarding the stake vote consensus. The blocks are generated using the
delegated proof of stake with the node behavior and Borda count; the security property
of the transfers is fulfilled with the help of quantum signatures (using quantum one-way
functions). Another protocol is presented in paper [10], where in order to achieve a secure
way of transmitting data, concepts such as quantum hash, the quantum SWAP test and
quantum teleportation are combined. It is resistant by design, and thus, the nature of
the attackers’ resources is irrelevant (classical and/or quantum). A different approach is
considered in paper [11], where the quantum blockchain relies on the entanglement in time,
using temporal entangled states, such as the GHZ (Greenberger-Horne—Zeilinger) state;
an important advantage is justified by the fact that the physical (experimental) parts of
the system have already been implemented for the proposed idea. A way of developing
different blockchain techniques can be inspired by paper [12], where the authors describe
how the idea from the B92 quantum protocol can be extended and applied to grayscale
images; the paper shows how the proposed algorithm allows two entities, Alice and Bob,
to select a secret message, and then use it (as a key) for different cryptographic protocols.

An algorithm called MatRiCT is introduced in paper [13], where the authors describe
a new blockchain for confidential transactions, using lattice assumptions; this protocol
includes a full implementation with the performance of the transactions on a simple
computer. Another lattice-based signature scheme is proposed in paper [14], where the
keys are obtained using Bonsai Trees with the RandBasis algorithm; the security is analyzed,
followed by details for a post-quantum transaction. Other techniques and applications
regarding the blockchain can be consulted in papers [15-18].
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In terms of using the already existing infrastructure, we would like to mention one of
the solutions that builds on the fiber networks in-place across cities in order to achieve se-
cure authentication; this has implications for various applications (see [19] for details). The
design of a post-quantum blockchain for smart cities is discussed in paper [20], with a new
proof-of-work (PoW) consensus algorithm that can be used for different applications; the
authors describe a post-quantum lightweight transaction. The idea of using the blockchain
for a scalable smart city is also approached in paper [21], which presents a blockchain
framework, and then analyzes multiple candidates of cryptography for the desired goal,
such as lattice-based cryptography, quantum key distribution, and quantum entanglement
in time. The Internet of Vehicles (IoV) topic is discussed in paper [22], where the authors
propose a system based on blockchain technologies; a semi-quantum solution is illustrated,
using two lightweight quantum-reflection protocols with unconditional security. The two
proposed algorithms apply just two modular exponentiations as the main computational
effort. More ideas on the interaction between the blockchain and the Internet of Things
(IoT), as well as the IoV, can be found in papers [23-31].

3. Materials and Methods

The aim of the protocol introduced in this paper is to show a practical application
of the available quantum tools by offering two parties, belonging to a general quantum
system, the possibility to safely and securely trade two quantum goods (per transaction).
We chose to use Qiskit, the open-source quantum framework from IBM, as it provides vast
documentation for its available functions, as well as allowing the users to test their ideas
by designing circuits that can be simulated on the local machine or tested remotely on
real devices.

We consider the classical names for two entities, Alice and Bob, who want to engage
in a fair trade of their quantum goods (which can be seen as digital assets); their transfer is
supervised and validated by a third entity, Charlie, randomly chosen from the other parties.
The concept of Charlie’s validation as an entity, as well as its circuit implementation, can be
extended to cover multiple transfer validators; here, one idea is the presence of multiple
entities for each exchange, playing the role of the validators and all part of the system, with
each transfer requiring the acceptance of the majority.

We assume that the system is designed for four types of quantum goods, to which
we refer to as 0, 1, 2 and 3. Two qubits are needed for the representation of each one
of these goods. The transfer between the parties can also be configurable in terms of
quantity, allowing for values between 0 and 7; three qubits are required here. The type-0
good, together with the 0 quantity, could be selected as either a gift or as a solution for
an exchange requiring multiple goods from at least one party (part of a more complex
transaction, such as Alice exchanging 1 x type-1 + 3 X type-2 goods for Bob’s 2 x type-3
goods); this idea would require at least one more field, such as a transfer ID, to be able to
bind multiple exchanges as part of the same agreed transaction.

If we allocate 2 qubits to represent the type of goods, and 3 qubits for the quantity,
then the quantum states of the corresponding qubits for the available types of goods can be
mathematically written as:

e type0,[00) =[0) @ [0) =

OO R O O OO

o type-l,[01) =[0) @ [1) =
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e type2,|10) =[1) ® [0) =

o type3 [11) =[1) @ [1) =

The same applies to the quantum states that describe the available quantities; using
3 qubits, they are: |000),|001),|010),|011),|100),|101),|110),|111) . The mentioned
values (number of qubits for each property) are selected for demonstration purposes; gen-
eralized circuits can be created, depending on the properties and needs of the participants
in each system.

The algorithm can be broken down into three main stages:

Stage 1/3

At first, Alice and Bob must signal their intention of a quantum exchange to the
community (which can be interpreted as a public request to the system); then, randomly
selected entities should be informed of an active transfer taking place on a certain shared
communication infrastructure and tasked with overseeing the legitimacy of the transaction
(therefore, special attention should be given to the state of certain qubits). For simplicity,
we discuss the case of only a single validator, Charlie.

A dedicated qubit scheme can be used here, where all participants that want to trade,
together with the validators, can be in control of qubits in shared systems; an entity can
play either role for multiple trades, but only a single one in an exchange (either a trader or
a validator).

A CCNOT gate is used, where the control qubits belong to the two entities that want
to trade (Alice and Bob), and the target one belongs to the validator (Charlie). In order
to prevent any sort of arrangement between one or both of the trading entities and the
validator (basically cheating attempts or system exploits), it would be recommended for
the trading parties to set the state of the validation qubits of multiple entities (validators),
with the server only designating one (or a couple) for this purpose, unbeknownst to Alice
and Bob.

Stage 2/3

The actual configuration of the exchange circuit takes multiple aspects into account,
for all the involved entities, as mentioned below:

e  To benefit from the choice of using the quantum solution, the qubits which map the
actual values for the type of transferred goods, as well as the quantity, have to be first
set up in superposition; this is carried out by applying a Hadamard gate on each one;
then, NOT gates are added only for the qubits for which the desired state is |0), in
order to bring them to the |1) state, which can be further used for CNOT-type gates.

e  The system implies using a simple cross-validation mechanism (internal, relative to
the trading parties), so that both Alice and Bob can validate the states corresponding
to the other party’s qubits (using CNOT and CCNOT gates), for the type of good
received and its quantity; in other words, they check that their discussed arrangement
is the same as the one represented in the quantum circuit, which can be carried out
by adding a classical component (resulting in a hybrid system) using a system that
publicly posts the NOT gates (and all the gates between the Hadamard gates and
the CNOT/CCNOT gates) for that respective transaction. The main idea is for each
party to know when the other one’s configuration has matched the desired type and
quantity (multiple qubits are used for this).

e  The protocol uses a method for the system’s validation (external, relative to the trading
parties); after the circuit is completed, there is a control logic, which connects the
internal validation qubits of Alice and Bob to Charlie’s transfer validation qubit.
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e  If there is something wrong regarding the exchange (from Alice’s and/or Bob’s point
of view), then the state of one of the internal validation qubits would be |0), which
would further propagate to the external validation entity (and cancel the transfer);
depending on the quantum infrastructure, Charlie can check other parameters, such
as, for example, making sure that the exchanged goods are on the list of acceptable
tradable goods (there could be a ban at a certain point) and, perhaps, are also within
a limit (imposing a maximum value for various reasons). This restriction could be
especially useful in the scenarios where more qubits are needed for both the type and
quantity of the traded quantum goods, with the traders requiring a wider range of
values in their exchanges.

Stage 3/3

If everything is in order, the transfer is marked as verified (and completed) to the
community by the validator entity (Charlie), with the new (remaining) quantities being
updated for the trading parties, and the details of the transfer saved in the public ledger.
Alice and Bob are also notified that the transfer was successfully processed.

The algorithm is schematically presented in Figure 1.

Alice Request for

Step 1 transfer

validation

Bob

Transfer

Alice
details

Step 2
P (actual

Bob exchange)

Internal (Alice

and Bob) and
external
validation

(Charlie)

Transfer confirmation and
Charlie )
public storage

Step 3

Alice Bob

Figure 1. The proposed transfer scheme between Alice and Bob, for the scenario of a single validator
(Charlie). Step 1. Alice and Bob announce their exchange intent, thus requiring an entity to validate
the transfer. Step 2. The transfer details are mapped in a quantum circuit, together with the internal
and external validation processes. Step 3. If everything is in order, the validator entity confirms the
transfer details, merging the details into the public ledger.
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After the three stages have been completed, the state of each party should be updated
accordingly; the different solutions for quantum storage are not included in this paper. One
idea for the update process is to use quantum increment and decrement circuits, therefore
changing the state of the quantum memory registers of Alice and Bob.

The actual quantum methods used for representing the qubits and interacting with
their states vary and depend on the selected quantum infrastructure.

4. Results
4.1. Design of the Transfer Validation Request

The first step in our design is using a gate or set of gates that can act as a validation
request; one such relatively intuitive design, initiated by Alice and Bob, is simply simulated
using a CCNOT gate, as shown in Figure 2. The circuit presented here, where the target
qubit belongs to Charlie, can be extended to multiple validators (which is highly recom-
mended for real applications), either directly or by first replicating this circuit and then
adding a dedicated logic for the majority decider. This greatly contributes to the security
component of the scheme, as the probability of multiple entities (at least half of the network
members) being compromised is much lower than the error/compromise probability of a
single member of the system.

q_ Alice —
q Bob —

g_Charlie —

. 1 0
cl_Charlie =#=—————

Figure 2. A simple validation circuit for the transfer request, using a CCNOT gate. The algorithm
implies the existence of a dedicated quantum channel, which links Alice’s and Bob’s request qubits
(g_Alice and g_Bob) to Charlie’s qubit (q_Charlie), which is a generic party, randomly selected as validator.

Before going in depth regarding the actual transfer circuit, we describe the architecture
of a potential validation solution with multiple users from the system.

We assume that our system has a total number of N users. In this scenario, it is
necessary for each user to have qubits connected to all the other users (thus, N — 1 qubits
each) for the validation purpose. In each validation circuit, for the proposed notation,
the indexes show the owner of the qubit and to whom it is addressed; for example, the
q_user_x, qubit indicates that this qubit belongs to user x and is used in the validation
circuit of user y.

We can, therefore, use the following notations to indicate the validation qubits:

e The first user, user_1 shares the following N — 1 validation qubits: g_user_1,,
q_user_1ls,... q_user_1y

e  The second user, user_2, shares the following N — 1 validation qubits: g_user_2;,
q_user_23,...q_user_2y and so on for each user.

The output of each validation block—q_Charlie from Figure 2, to which we refer
to generically as q_val_i, where i indicates the user who owns the validation qubit—is
connected to a quantum addition circuit (paper [32] describes a solution for this goal).
This circuit will take all the validation qubits as input, add them up and generate the
total number of passed validations (the sum of their values). The resulting quantum state
will be further used as input for a quantum comparator, alongside a quantum register

corresponding to the value that indicates half of the users (rounded to {%} )- A design for



Mathematics 2022, 10, 3986 7 of 14

the quantum comparator is proposed in paper [33]. The output of the comparator (we refer
to this qubit as g_comp, which is initially set to the |0) state) can be interpreted as follows:

|0), if less than [%} users validated the transfer;

g_comp =
|1), if at least {g} users validated the transfer.

The expressed ideas can be summarized in Figure 3, where we show the validation
design of a transfer between two users, user_1 and user_2. Each validation block can
be implemented using the circuit described in Figure 2. There are (N — 2) validation
blocks, one for each of the other users, and these qubits serve as input to the quantum
addition circuit. The result of this circuit is represented by p qubits, res, 1res, > ... resp,

whereas the value of [%} would require one less qubit (generically written on k qubits as

auxy_1auxy_p ... auxg) being used as the other input for the quantum comparator.
q_user_13—>- | q_user_13
q_user_23 E— validation —> q_user_23 res res
g val 3 — > block user_3 q_val_3 o 0
q_user_14—>- o —> q_user_14 res, _ res, _
q_user_2, —> validation —> (q_user_2,
block user_4
q_val_4 ——> = Q_val_4  fQuantum . Quantum
y . comparator
res_, res_,
q_user_1N—>- L ——— q_user_1N > >
q_user_2 —> validation | q_user_2 4_comp o_comp
q val N — > block user_ N q_val_N - — >
) /
aux,  aux aux,_,

value representing
[N/2] users

Figure 3. Schematic of the validation process for a transfer between user_1 and user_2.

We also present the design of the quantum addition circuit, which is made up of
multiple increment circuits; more specifically, we require a number of (N — 2) increment
blocks, each one being controlled by the result of the validation block from the users
(namely, the g_val_i qubits). After applying the addition block, the res vector will hold the
sum of the g_val_i states, and this can be mathematically written as follows:

N
q_val_i =res, qresy_5 ... reso.
i=3
This is illustrated in Figure 4, where each qubit res;, with i = 3, N, is initially set to
|0) (the circuit is adapted from the one proposed in [32]); we are activating the increment
option with each of the g_val_i qubits (if the validator agreed on the transfer).
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q_val_3 q_val_4 g_val_N

> — —_— -
> L > —_— L >
. . . _ res _,res_,...res.res,
inc . linc : inc P P
p . p-1 ) 1
> —> —_— —
> > —_— > 1

Figure 4. The design of the quantum addition circuit.

This validation solution has the advantage of taking into account the majority’s opinion
of the transaction; the more users the system has, the less likely there will be a compro-
mise of any transfer. The validation blocks from Figure 3 can be improved (or changed),
depending on the generalization of the system that is required. The architecture can also be
modified to take into account the validation qubits from fewer users (or from randomly
chosen users) for each transfer. Although a significant number of qubits is required to
create connections between the validation qubits of all the participants, the proposed design
provides a decent level of security; another option here is the configuration of multiple
proxies that can perform the validation role for groups of users, thus reducing the qubit
cost; in this case, we have to accept lowering the security component.

A different idea for the validation system can be explored by the voting algorithm
described in paper [34], where the authors present a way in which grayscale images can be
used to hide and decide a winner in a voting context, illustrating the necessary circuits and
their measurement results. The mentioned article combines the least significant bit (LSB)
technique with the novel enhanced quantum representation of images (NEQR, see [35] for
details). This part of the architecture could be modified depending on the requirements
and scale of the actual system and its implementation. A special algorithm can be used to
randomly select only a certain number of users for the validation component, making sure
the performance of the system is not affected; this implies the reconfiguration of the second
input of the quantum comparator, in order to reflect this choice.

4.2. Design of the Exchange Circuit

In this section, we discuss the configuration of the exchange circuit: once the validator
is informed of the transfer intent of Alice and Bob, Charlie takes note of the transfer details,
presented in the circuit from Figure 5.

In this configuration, all qubits are at first in the |0) state. Then, we set the qubits
indicating Alice’s and Bob’s type of goods and quantity in the superposition (a Hadamard
gate is applied on each of them). Then, on each group of qubits we act with a potential set
of NOT gates; the idea is that we want to obtain the desired (corresponding) values for the
particular transfer. Another layer of NOT gates that mirrors the first one is applied at the
end. We configure the qubits’ state for the scenario of Alice transferring three goods of type-
1 to Bob, who sends five goods of type-2; the NOT gates in the initial layer are added for
the qubits that correspond to bits of 0 in the binary representation of each particular value.

The transfer circuit in this situation contains the following 16 qubits, some grouped
into qubit registers:

A 2-qubit register is used for the type of good that Alice trades (g_AliceType).
A 3-qubit register indicates the quantity of Alice’s good (g_AliceQuantity).

A 2-qubit register is used for the type of good that Bob trades (q_BobType).

A 3-qubit register indicates the quantity of Bob’s good (g_BobQuantity).



Mathematics 2022, 10, 3986

9 of 14

e  Then, 4 validation qubits are needed: q_BobTypeVal, qg_BobQtyVal, q_AliceTypeVal and
q_AliceQtyVal; for example, the validation qubit that indicates to Bob that he will
receive the desired type of good from Alice is g_BobTypeVal, and its state is set using
a CCNOT gate, where the control qubits are those indicating Alice’s type. The same
applies to all the validation qubits from the circuit.

e  Finally, 2 auxiliary qubits are also present: when more than 2 qubits are needed to
represent the actual value (for the quantity or type), auxiliary qubits are also used
(the design requires CCNOT gates for the validation qubits); in our case, we need one
ancilla qubit for each entity, called q_BobAux and q_AliceAux, since we need 3 qubits to
represent each quantity for Alice and Bob.

q_AliceType, TH
q_AliceType; — H ——.— . E
q_BobTypeVal

q_AliceQuantity, - H
q_AliceQuantity, - H E
q_AliceQuantity, H —_-__ _—
q_BobAux -
q_BobQtyVal
q_BobType, -Jil——JR— —_.__E
q_BobType; - H

q_AliceTypeVal E
q_BobQuantity, - H

q_BobQuantity; —H ——.— .

q_BobQuantity, - H

=
|

q_AliceAux —

q_AliceQtyVal I
c_BobType 2

¢_BobQuantity :

c_AliceType 3

c_AliceQuantity e

c_BobTypeVal L

c_BobQtyval L

c_AliceTypeVal L

c_AliceQtyVal L B

Figure 5. The quantum circuit that reflects the exchange between Alice and Bob. If Alice’s qubits are
in the |1) state (after the Hadamard and first layer of NOT gates), then the validation qubits of Bob
will be set to |1), and vice versa.

The results obtained after simulating the circuit illustrated in Figure 5 are shown in the
probability histogram from Figure 6, which contains the zoomed-in version of the results;
the full version contains 2!° entries (there are 10 qubits in superposition), and thus, it is
difficult to visualize all the results. The theoretical probability is % = 0.00097, and is also
what we obtained in our experiment.

The main state to check here is the one collapsed in the last column, for which we can
formally write as follows:
q_AliceQtyVal q_AliceTypeVal q_BobQtyVal g_BobTypeVal = 1111,
q_AliceQuantity = 011 (three goods);
q_AliceType = 01 (type-1);
q_BobQuantity = 101 (five goods);
g_BobType = 10 (type-2).

This result confirms that the collapsed state of the validation qubits for Alice and Bob
(both quantity and value) is 1111 only for the desired exchange: 3 x type-1 goods sent from
Alice, who receives 5 x type-2 goods from Bob.
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es

Probabiliti

0.00125

0.00100

0.00075

0.00050

0.00025

Figure 6. Probability histogram for the exchange circuit (zoomed-in).

5. Analysis and Discussion

For a circuit such as the one described in Figure 5, using 16 qubits, the following
quantum gates are needed:

e  Teninitial Hadamard gates (depending on the system, this number can obviously vary,
as it is in direct correlation with the type and quantity of exchanged goods).

e  Eight NOT gates (for the particular case of three type-1 goods traded for five type-2
goods); for a more complex scenario involving more trades between the same parties,
the number of NOT gates will have to be selected according to the actual values).

e  Six CCNOT gates; the more qubits that are used for the type and quantity, the more
CCNOT gates will be needed to connect them to the validation qubits.

The number of auxiliary qubits also varies depending on the number of the types and
maximum quantity.

The simulation was performed on the local machine, with an i9-9900K processor at a
base speed of 3.60 GHz (and a maximum frequency during the simulation of 4.90 GHz),
using 1024 shots (program runs). Using a public memory profiler tool (a module written in
Python), we obtained the required memory needed to simulate the circuit and to represent
the probability histogram: it is just above 200 MiB (206.2 MiB). The average simulation time
on this machine is 0.914 s.

One important concept that should be noticed in the proposed algorithm is the way in
which we use the quantum properties in order to improve the performance of the circuits.

The initial superposition of the users’ type and quantity qubits could be used to allow
us to configure multiple transfers using the same qubits, in a similar way to the quantum
image representation technique called NEQR. This would work for transactions of different
characteristics (at least a different type of a different quantity). Basically, each set of gates,
such as the one described in Figure 5, represents one transfer between the entities and could
be followed by subsequent exchanges, allowing for an increase in the actual items that are
exchanged between the parties (another set of NOT gates is necessary for this purpose,
mirroring the first one, after each transfer). This would also mean that the validation
entities have to check not only one transaction at a time, but the whole group of exchanges
between two entities, therefore allowing for a better structure and visibility regarding the
ledger, as well as a way of keeping together the past transfers between two specific entities
(around a certain timestamp).

Another solution (a variation on the ideas presented in Section 3) for the exchange
circuit is the integration of a quantum transfer id in the circuit design, indicating either a
global transaction identifier (and requiring a unique id, which poses its own problems in
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terms of scaling), or just a local id between Alice and Bob for a series of minor exchanges,
part of a group transfer of multiple items.

For demonstration purposes, we analyze the scenario of a maximum of four transac-
tions per exchange; this means that 2 qubits will be required to indicate the transfer id local
to Alice and Bob. In this case, the transfer id will serve the role of an index, rather than the
one of a unique id. As a future extension idea, this id could be made global, but a much
higher number of qubits (to represent it, together with auxiliary qubits) and connections
(to link the final ancilla id qubit to all the other users) would be required. This circuit is
shown in Figure 7.

oo fill—— B =
o == -
q_id_check — N ——
q_AliceType,
q_AliceType;
g_AliceQuantity,
q_AliceQuantity,
q_AliceQuantity,
q_BobType, 4E
q_BobType,
g_BobQuantity,
q_BobQuantity, ﬂ
q_BobQuantity»
¢ BobType = o b1
¢_BobQuantity : $0 2
c_AliceType 3 o
¢_AliceQuantity = Lo )
cid ==

Figure 7. The alternative circuit for a series of transactions between Alice and Bob, using a local identifier.

For this circuit, we notice the fact that Alice’s and Bob’s type and quantity qubits are
no longer set in superposition; the two identifier qubits (g_idy and g_id;) are the only ones
on which we apply Hadamard gates, in a similar way that we apply Hadamard gates on
the position qubits in the NEQR representation. A single ancilla qubit, g_id_check, is set
to the |1) state using a CCNOT gate when the id qubits are in the |1) state (thus, NOT
gates are applied on them for the |0) state). This qubit sets the corresponding state for
Alice’s and Bob’s qubits for each particular transaction. Each section between the barriers
represents a transaction, and by measuring, we know the transfer id in relation to the
actual configuration of the exchanged goods. The exchange circuit from Figure 7 contains
two transactions:

e  For the first transaction, with the collapsed id state of g_id1q_idy = 00, Alice trades
three goods of type-1 for Bob’s five goods of type-2;

e  For the second transaction, with the collapsed id state of q_id1g_idy = 01, Alice trades
six goods of type-3 for Bob’s four goods of type-0;

e  The other two transactions are left blank.

The measurement results are shown in the probability histogram from Figure 8. We
notice the expected results, each with a probability of 25%. After simulating the circuit,
a third entity (validator) can easily see the transferred goods for each transaction. The
issue for this scenario is finding a secure way to configure the links between the g_id_check
qubit and the other qubits. Unlike the first proposed method, where the parties can set
the states for their qubits and have a validation qubit for each of the other party’s data,
here there would have to be a way for Alice and Bob to link their qubits to the q_id_check
qubit; a solution for this problem should be searched at a physical level of the quantum
infrastructure and is beyond the scope of this article.
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Figure 8. The probability histogram for the alternative exchange circuit.

6. Conclusions

This paper shows a new way in which quantum technologies can be used in the
quantum blockchain context. A protocol is proposed, which shows how two entities,
Alice and Bob, can exchange virtual goods; the described quantum circuits present the
required qubits and operations, allowing for the transfer to be configurable in terms of
quantity and type of selected goods. The algorithm has two parts; the first approaches a
general architecture for the validation request, using a comparator and a quantum addition
circuit, together with multiple validation subcircuits. The second part focuses on the actual
exchange circuit, and analyzes its performance. An alternative version, inspired by the
ideas from the NEQR image representation, is also presented and simulated; the circuits are
implemented using the Qiskit framework and their simulation results are illustrated and
discussed. The ideas described in this paper can be used in a future implementation of the
quantum blockchain, which will add another layer of security and speed up the classical
versions by utilizing the rapid development of the quantum processors.

Potential applications of the presented ideas can be targeted toward society constructs
that require clear and public (transparent) exchanges between different entities, such as
cryptocurrency platforms, internal banking validations, voting systems, distributed process-
ing algorithms (using the cloud for logging and data management), various applications
on the topic of smart cities and so on.
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