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Abstract: In mathematics teaching, great efforts are made, and diverse teaching strategies are em-
ployed in order to facilitate students’ learning process. Informal environments have proven to be
conducive and motivating spaces for science learning. In particular, science museums can be used as
a complement and collaborate in order to leverage each of their strengths to motivate mathematics
learning. Educational models give a global explanation to the learning process. Taking into account
all these aspects and considering van Hiele’s model as didactic reference, we propose the design of
a general workshop that has among its objectives the learning of mathematics. To do this, we start
from the three main elements and processes set forth in van Hiele’s model: insight, reasoning levels
and learning phases. The insight or student’s competence are formulated through Hoffer’s abilities,
and for the development of the activities of the learning phases, the STEAM (science, technology,
engineering, art and maths) strategy. Once the general proposal has been made, we use it to design
a scientific workshop for learning mathematics about cryptography. Our greatest challenge was in
generating activities adapted to the established requirements. It would be interesting, for future
works, to design research to evaluate the effectiveness of the proposal presented. Moreover, it would
be interesting to develop a proposal for assessing student learning.

Keywords: cryptography; mathematics workshops; science museums; STEAM education

MSC: 97D40

1. Introduction

Informal environments have proven to be propitious and motivating spaces for science
learning. A great number of studies have pointed to the didactic importance of museum
visits [1,2].

Designing activities that connect classroom work with informal learning is compli-
cated [3]. Trying to use the museum an extension of the school would be a mistake. It would
be better to make them complement each other and collaborate in order to leverage each of
their strengths to motivate mathematics learning [4]. It is essential that museum education
teams and teachers collaborate with each other to design the different experiences. These
experiences should start in the education centre, continue during the museum visit, and
end back in the classroom. Thanks to this structure we can achieve didactic interventions
that create real learning spaces [5,6].

The museum activities have to be focused on the visitors, motivating them to par-
ticipate. Their interaction with museum staff, instruments and materials should enable
their own learning process. All this while soliciting their own manual, intellectual and
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affective intervention. Active learning defines a space where visitors are curious, can
participate creatively and use their own knowledge to build more knowledge [7]. Practical
experiments and people’s interactive participation are a proven way of improving learning
and retention of concepts [8]. Museum staff or a companion takes on the role of facilitator.
Thus, learning becomes an enjoyable and relevant process.

1.1. Mathematics Learning in a Science Museum Based on van Hiele’s Theory with STEAM
Strategy

This active learning methodology has a very effective design for workshop activities
when using games to learn mathematics. Plenty of bibliography supports playing as a
powerful learning tool [9–12].

Owing to games, we obtain activities that are easily accepted by visitors. These
activities improve the relationship between visitors, attention to diversity, use of strategies
similar to troubleshooting [13] and awaken competitiveness.

The theoretical framework for learning upon which we base our didactic sequence
design is van Hiele’s Model [14].

The van Hiele model was initially designed for primary education and geometry-
related topics. However, since the 1990s the field of application of the model has been
successfully extended to other areas of mathematics and to pre-university and university
courses [15–22]. This proven generality of the model provides it with the solidity necessary
to be used in works that deal with the teaching–learning process of mathematical content.

In this work, we make use of these extensions, to which the reference is Llorens 94 [15].
He states the model as follows:

• There are different levels of reasoning in students, referring to mathematics.
• Each level supposes a way of understanding, a particular way of thinking, so that a

student can only understand and reason with the mathematical concepts appropriate
to his or her level of reasoning.

• Therefore, the teaching process must be adapted to the student’s level of reason-
ing. Teaching that takes place at a higher level than that of the students will not be
understood.

• The teaching process must be oriented towards facilitating progress at the level of
reasoning, so that this progress is made quickly and effectively.

The elements and processes set forth in the model are structured into its three main
components: insight, thinking levels and learning phases.

The insight can be translated or defined as the student’s competence in the subject
matter. In this sense, the purpose of insight is to ensure that students are competent, that
is, capable of acting correctly and appropriately in unfamiliar situations, with the actions
required in each situation. Students learn the tasks they must perform, why they must
perform them, and when they must be performed, and they are thus able to apply their
knowledge to solve problems.

In this acquisition of “understanding” the second element arises, the levels of thinking.
These levels are: Level 1. Visualization or recognition. Level 2. Analysis. Level 3. Organiza-
tion and classification. Level 4. Formal deduction and Level 5. Rigor [23,24]. Van Hiele
himself in [14] highlights the importance of levels I, II and III.

The different levels are characterized by descriptors or main characteristics that allow
us to recognize each of these levels of mathematical thinking from the student’s activity.

Through the descriptors, each student can be located at the level of thinking at which
he or she is, since they indicate the actions that he or she is capable of carrying out on the
concept. In addition, as they show what difficulties they have in progressing to the next
level, it makes it possible to focus efforts to help them in their learning.

This model highlights the hierarchical and sequential nature of the levels (it is not
possible to move on to the next level of thinking if the previous has not been passed),
and the continuous movement from one level to the next (with a transition period in
which thinking from two levels will be combined). Moreover, there is a strong relationship
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between language and levels. Each level has a specific type of language. Thus, the different
thinking skills associated with each of van Hiele’s levels are reflected in the ways of
troubleshooting. However, they are also manifested in the manner of expression and in the
meaning given to the specific vocabulary. Therefore, the teaching process must be adapted
to the student’s level of reasoning so that it can be understood and, once established at its
level, try to progress to the next level.

That is what the learning phases are for. The phases of learning guide us on how to
organize contents in order to facilitate students’ progress from one level to the next. These
phases are: (1) information, (2) directed orientation, (3) explicitness, (4) free orientation,
and (5) integration [25]. Therefore, we define five types of activities for each phase.

In information, the first type of activity, a first contact is made. Here, the companion
lets the visitors know about the problematic situation to work with. It also serves to find
out students’ previous knowledge about the concepts to be addressed.

In directed orientation, the second type of activity, visitors discover, understand and
learn main concepts and characteristics.

In explicitness, the third type of activity, visitors exchange their own experiences. In
addition, they explain the process used to solve the activities through conversation in the
group.

In free orientation, the fourth type of activity, visitors use their newly acquired knowl-
edge and language to different investigations in order to perfect their knowledge about the
topic.

Finally, in integration, the fifth and last type of activity, visitors should acquire an
overall perspective of the contents and methods that have been worked on. They should
know how to relate the new knowledge to other fields.

In order to move through the different phases of learning and evolve to the next level,
different skills are developed: visual, verbal, pictorial, logical, and applied skills applied
by Hoffer [26]. In addition, the use of technology and virtual learning environments
has become in another skill. We consider that this last skill should be added to those
previously mentioned [27,28]. The philosophy of “learning by doing” allows us to accustom
a practice where educational innovation is constant and guarantees the development
of the ability to create and develop mathematical logical thinking [29,30]. Therefore,
we also consider necessary to complement the pictorial skill with the development of a
dexterity in manipulative interaction with objects. In other words, to move from one level
of mathematical thinking to the next, we must reach the previous level: visual, verbal,
pictorial-manipulative, logical, applied and digital. The attainment of these skills provides
us with a measure to evaluate learning.

The last phase of mathematical learning consists of the integration of the content
worked with other fields of study. Likewise, the STEAM strategy consists of taking advan-
tage of the common topics between the subjects: science, technology, art and mathematics,
to develop an integrative approach to the teaching and learning process. Thus, we can
consider STEAM not as a learning methodology but a strategy. One that encompasses
technological tools, pedagogical perspectives and methodological perspectives that can
contribute to troubleshooting [31].

We should consider that, for mathematics, this multidisciplinary strategy is addressed
at the end of the learning process. Hence, it is necessary to be cautious when carrying
out STEAM projects in which mathematical competences are developed subsidiarily after
subjects in different contexts. Of course, assuming that this is enough for meaningful
mathematical learning [32,33].

In this subsection we have seen how van Hiele’s model presents a didactic of Math-
ematics based on experience. A student’s progress to a higher level is made when the
student has real learning experiences. One of the tasks of the teacher is to provide tasks
that help the student progress.

In this work we present a proposal to develop workshops and activities based on
the van Hiele model and show the proposal for a particular case: cryptography. For this,
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in the following subsection we see the didactic uses of cryptography in the learning of
mathematics in Section 2; the preliminaries to go on to present the objectives, research
design and methodology in Section 3; in Section 4 the proposal of a cryptography workshop;
and finally, in Sections 5 and 6, the discussion and conclusions, respectively.

1.2. Didactic Use of Cryptography for Mathematics Learning

Cryptography, algorithm, social networks and graphs, art, modelling... There are many
current and everyday topics connected to mathematical knowledge. We could also use case
studies in fictional situations as a way to develop the workshop meaningfully. They could
act as medical examiners, sports analysts, expert witnesses, spies or mathematicians. We
have chosen cryptography because it has been used for thousand years. In fact, nowadays,
it is increasingly present in our daily lives, although we do not realize most of the time.
For example, this happens when we pay with our credit or debit card by shopping on the
Internet, when we log in to email or by using our digital signature, among many other
examples. The protection of valuable information is a priority in today’s society. Cyber-
attacks on companies, governments and individuals have grown exponentially. Identity
theft, fraud, extortion, malware, phishing, spam, spyware, trojans and viruses are just a
tiny sample of this activity.

Cryptography is the art of creating secret messages and its technique’s sophistication
is directly related to scientific advancements. It comes from a branch of mathematics known
as information theory. This branch studies the different techniques and algorithms to hide
(encrypting) and reveal (decrypting) information considered useful. Cryptanalysis is the
counterpart, which tries to break that encryption to retrieve the hidden information.

In every communication there is a: sender (who sends the message), receiver (who
receives the message), code (set of signals or signs that make up the message), message
(the information to be transmitted) and communication channel (the media by which
the message is transferred). In our work, the message was encrypted and in its original
encoding.

We divided approaches into two main blocks: classical and modern.
The former was called classical due to the techniques used. Character substitution and

transposition operation were carried out. The encryption algorithms required a secret key
that was not public.

The substitution method consisted of replacing one symbol with another. However,
the transposition method only changed the order of the symbols that were part of the
original text. One example of transposition would be the scytale and of substitution the
Caesar code. In these cases, the strength of the encryption does not rely on the algorithm,
but on the key.

Within modern cryptography we distinguish between private key cryptography and
public key cryptography. Private key cryptosystems use the same key for encryption and
decryption. This method has the advantage of being very efficient computationally but
has the disadvantage of protecting each user’s keys. The system becomes inefficient if we
are in a network with a large number of users. Public key cryptosystems use two different
but related keys, one for encryption and the other for decryption. Every user has a key
pair: the private key is used for decryption and is not shared; but the public key is used for
encryption and is shared with other users. This solves the key exchange problem, although
the algorithms require more processing time.

Mathematics offers us the right tools to work with hidden information. This relation-
ship gives rise to the didactic possibilities of cryptography in mathematics learning. Thanks
to the analysis of the different encryption techniques and algorithms, we can present basic
mathematical content such as matrices, prime numbers, interpolation and divisibility [34].

In the next section we introduce the notation, definitions and mathematical contents
needed to develop the activities proposed in the didactic sequence. Contents include
secondary school and the first-degree year of engineering branch. Basically, we address:
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• Concepts on divisibility: prime and composite numbers, prime factors decomposi-
tion [35,36].

• Concepts about matrices: definition, type of matrices, operation with matrices and the
inverse matrix [37].

• Polynomial interpolation: interpolation definition and Newton’s formula [38].
• Basic modular arithmetic concepts: congruences, the Euclidean algorithm and Bézout’s

theorem [39].

In the following section we present the mathematical contents related to cryptography
that appear in the development of the workshop. Next, we establish the objectives, design
and methodology used for the study’s development. In Section 4 we create the activities
and, finally, we analyse the results and conclusions.

2. Preliminaries

As we mentioned in the introduction, cryptography is a branch of mathematics called
information theory. During its development, it makes use of concepts and results from
other mathematics branches such as algebra and numeral calculus, among others.

In this section we present the concepts and the results of the necessary understanding
of the cryptography workshop introduced in Section 4. We start by introducing in Figure 1
the general communication diagram, regardless of the encryption method used to transmit
the information.
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Figure 1. General scheme of transmission channel. T denotes the plain text (either natural language
or reduced to a digit sequence for instant transcription). T*: cryptogram, or coded text (unreadable to
anyone who does not know D). C: encryption or coding function, known by the sender. D: decryption
or decoding function, known by the receiver.

If we use the Semaphore flag signalling system as a code, C and D are on the table
showing each position of the flag with the equivalence to the letter and number that it
represents [40]. The same is true if we use Morse code or hieroglyphics [41–43].

If we encode with a classical transposition cryptography method such as the scytale,
C and D are the cylinders of the same diameters [44].

In order to understand most private or public key cryptographic system ciphers, see
the general diagram in Figure 2. One of the essential concepts to remember is prime integer
and coprime integer numbers, as well as some basic results regarding these concepts such
as: every positive integer greater than or equal to two is a prime number or is a product
of prime numbers. This decomposition is unique, except for the order. The calculation
of prime numbers whose product is equal to a given integer n is called the prime factor
decomposition of n.
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Congruence is the other fundamental concept. When n is an integer greater than one,
given a and b, two integers, a is congruent to b module n and it can be denoted as a ≡
bmod(n) if a − b is a multiple of n. The activities in the next section show examples of their
application in some cryptographic systems such as an RSA public key.

On the other hand, some of the essential tools in linear algebra useful to us are matrices.
We consider that Amxn denote a matrix of m rows and n columns. If m = 1 we affirm that A is
a row matrix and if n = 1 we affirm that A is a column matrix. In the activity’s development,
we use classical matrix operations such as addition, product and the calculation of the
inverse of a matrix. Any linear algebra book like [45] can be used to review all these
operations. Furthermore, we use the solutions of linear equation systems for calculating
the interpolation polynomial. The book [46] can be looked up to introduce the interpolation
polynomials and how to obtain them.

To conclude this section, we consider that a cryptographic system or cryptosystem
consists of five components: M, M*, K, C and D are the set of all messages to be transmitted;
M* is the set of all encrypted messages; K is the set of keys to be used, that is to say,
the parameters controlling the encryption and decryption processes; C is the set of all
encryption methods:

C = {Ck : M→ M∗, k ∈ K} (1)

D is the set of all decryption methods:

D = {Dk : M∗ → M, k ∈ K} (2)

For a given key k, the transformation Dk is the inverse of Ck; in other words,

Dk(Ck (m)) = m, ∀ m ∈ M (3)

3. Objectives, Research Design and Methodology
3.1. Objectives

Two objectives were set out in this work’s development:

1. To introduce a proposal for science workshop design in a museum, based on van
Hiele’s mathematics learning model and the STEAM strategy.

2. To use this general proposal to design a scientific workshop for learning mathematics
about cryptography.

3.2. Research Design and Methodology

Firstly, we developed a general proposal applicable in different museums, both for
students and for the general public, and furthermore with the objective of learning a certain
set of mathematical content.

In order to design the workshop format, we used the van Hiele model for the didactic
part. To achieve this, we remembered that although van Hiele’s model was initially rele-
gated to basic level geometric questions, its original statement is general for mathematical
reasoning. We followed the same line of the works developed in 1994, such as that of
Llorens [15]; that is: to establish that in certain reasoning skills about a mathematical
concept, there are levels that are detectable and whose properties coincide with those
postulated by van Hiele [14].

Following this idea and, emphasizing the ideas that Pract [21] insisted in her doctoral
thesis, a correct extension of the model first requires defining the descriptors of the levels.

On the other hand, if we remember the axes on which van Hiele’s model is based, in
addition to the thinking levels we had the student’s competence, which we formulated
through Hoffer’s abilities, and the learning phases in which we considered the use of games
and the STEAM strategy in the design of activities

We are aware that a STEAM project involves different subjects, multiple objectives and
an expensive timeframe, whereas a workshop in a museum can cover a few activities in
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50–60 min. We thought that the first thing to define would be: what is a STEAM workshop
for a science museum?

As we have already mentioned, it is not advisable to turn a museum visit into a
classroom extension. Therefore, we should programme activities that favour one or several
phases of learning without losing the playful and non-formal components that characterise
visits to these museums. Interactivity complements formal education, as a workshop does
not have to focus on one topic or issue intensively or extensively. That is, it does not have
to cover everything [47,48].

In order to identify strengths between van Hiele’s learning phases, Hoffer’s skills and
STEAM project characteristics, as well as the conditions of the museum activity, in Table 1,
we summarise them.

Table 1. Strengths of science workshop at museum, STEAM project and learning mathematics phases.

Science Workshop at the
Museum STEAM Project [30,31]

Learning Mathematics
Phases (according to
van Hiele’s Model)

Several pre-set activities
with a topic that relates and

contextualises them.

The starting point is a real, complex,
and open situation, with social

implications and very close to the
visitors, which acts as a guiding

thread for the action.

Type of activities:
information, directed

guidance, explicit, free
guidance, and

integration.

Low versatility to adapt the
diversity of previous
knowledge and short

duration.

Well-structured activities are
proposed, justifying each action and
the relationship between them. These

activities are addressed from the
different perspectives of STEAM
subjects, in order to favour their

integration.

Skills to be developed in
the activities:

communicative, visual,
pictorial-manipulative,

logical, applied and
digital.

No interaction related to the
contents of workshop with
visitors before or after the

visit is planned at first.

Questions are posed in order to
develop a research process with an

important experimental part.

The workshop contents may
or may not be related to
those studied at school.

Visitors participate in the process,
starting from the very definition of

the problem, in the evaluation and in
the production of a final product.

Funny (motivating), game
and mathematics, learning
by doing, active interaction

and manipulation.

Encourages the visitors to develop
creativity, critical thinking, scientific

communication and peer-to-peer
collaboration.

Instructor–visitor
communication becomes

essential.

As transversal: gender perspective,
development of SDG (sustainable
development goal) values, digital

competence and creation of scientific
vocation are discussed.

Scientifically rigorous.

Therefore, a STEAM workshop for learning in a museum should bring together the
features of the three aspects characterised in Table 1.

The STEAM workshop acquires a greater meaning for learning as part of a project.
Therefore, a didactic intervention should be designed to introduce the contents of the
workshop before, during and after the visit. This type of workshop would be the optimal
one for achieving the learning objectives. However, the museum cannot attend exclusively
to those groups that have prepared the visit didactically. It often occurs that in school visits
to science museums and in the majority of family visits, no prior works are performed on
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what is going to be developed in the workshop. For this reason, the workshop should have
its own structure, one that allows it to be adapted to the different audience scenarios.

As a general proposal for the workshop in the museum, we consider the following
indications:

1. The starting point is a real, complex and open situation, with social implications
and very close to the visitors, which acts as a guiding thread for the action. Prior
knowledge survey: the language and questions used in the workshops are adapted to
the visitors’ prior knowledge.

2. Information, directed guidance, explanation, free guidance, and integration (STEAM)
activities developing the different communicative, visual, pictorial, logical, applied
and digital skills. Presented in a motivational way, through different games or chal-
lenges, but scientifically rigorous.

3. Paying attention to the gender perspective, development of SDG (sustainable devel-
opment goal) values, competence and creation of scientific vocation are discussed.

4. A final product and reflection are obtained.

Authors should discuss the results and how they can be interpreted from the perspec-
tive of previous studies and of the working hypotheses. The findings and their implications
should be discussed in the broadest context possible. Future research directions may also
be highlighted.

Once the general proposal had been set out, we proceeded to carry out the design for
the particular case of cryptography. To do this, as we have mentioned, the first action we
took was to make sure that the topic to be addressed could be developed according to the
van Hiele model. In other words, first of all defined the descriptors of the first three levels
that we address. See Table 2.

Table 2. Descriptors of the van Hiele levels I, II and III for cryptography.

Descriptors of the van Hiele Levels

Level 1
Visualization

Distinguishes between encoding and encryption.
Recognizes the different types of encryptions and the agents involved.

Associates the names of the encryption devices with their images.
Interprets sentences that describe classic encryption methods.

Draws different codes and encryption devices, accurately labelling their parts.
Understands the form and meaning of the elements of a flowchart.

Level 2
Analysis

Recognizes different variants in each type of encryption.
Properly describes the elements of each classical and modern encryption system.

Translates verbal information about encryption method properties to draw
flowcharts.

Understands the classification of encryption types according to their
characteristics.

Properly identifies the use of public and private keys.
Recognizes the use of prime numbers and cryptography in different areas of

everyday life.
Understands the steps of an algorithm and relates them appropriately to the

flowchart.

Level 3
Classification

Appropriately interprets the visual representation of an algorithm through its
flowchart.

Formulates precise definitions of the different methods presented.
Is capable of building other encryptions based on the presented models.

Understands the successive steps to encrypt or decrypt a message in classic and
modern cryptography.

Use the appropriate statements to develop an encryption or decryption
algorithm.

Is capable of solving problems from other areas of science and everyday life by
applying cryptography.
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With the van Hiele levels described and, taking into account the strengths established
in Table 1 between visits to museums, STEAM projects and learning phases, we related the
activities with the three axes of the model by van Hiele. For it, we divided the design and
the development of the cryptography workshop into three blocks of activities, which are
detailed in Table 3.

Table 3. Characteristics of the STEAM workshop.

Situation Activity Type Concepts Skills Sessions
Pre-visit

(classroom)
Everyone has

secrets I
Information and

directed guidance
Cryptology, coding,

encryption
Communicative

and visual 1 session

Pre-visit
(classroom)

The challenge is
deciphering it I

Information,
directed guidance
and explanation

Encryption and
decryption by substitution
and transposition, matrix

definition, additive
structure, divisibility

criteria.

Communicative,
visual, pictorial-

manipulative,
logical

1 session

Workshop at the
museum

Everyone has
secrets II

Information and
directed guidance

Cryptology, coding,
encryption

Communicative
and visual

Workshop at the
museum

The challenge is
deciphering it II

Information,
directed guidance
and explanation

Encryption and
decryption by substitution
and transposition, matrix
definition, addition and
subtraction of matrices.

Communicative,
visual, pictorial-

manipulative,
logical, and

applied

Workshop at the
museum Enigma machine

Information,
directed guidance
and explanation

Automatic encryption and
decryption, additive

structure

Communicative,
visual, pictorial-

manipulative,
logical, and

applied

1 session

Post-visit
(classroom)

The challenge is
deciphering it III

Information,
directed guidance,

explanation, and free
guidance

Row matrix, column
matrix, square matrix,

matrix multiplication, and
inverse of a matrix.

Communicative,
visual, and applied 1 session

Post-visit
(classroom)

My secrets are
yours

Information,
directed guidance,

explanation, and free
guidance

Polynomial interpolation,
linear equation systems,

Cramer’s method,
Newton’s method for

quadratic interpolation
and modular arithmetic.

Communicative,
visual, and applied 1 session

Post-visit
(classroom)

Prime numbers
and their

significance

Information,
directed guidance,

explanation, and free
guidance

Public and private key,
divisibility criteria, prime

numbers, prime factor
decomposition, integer
powers, congruences,

Euclid’s algorithm, and
Bexout’s theorem.

Communicative,
visual, and applied 1 session

Post-visit
(classroom)

Everyone is
encrypted

Information,
targeted guidance

and integration

DNA, living being code,
nitrogenous basis,

chromosomes, cell nucleus
and genetics. Polynomials
and Newton’s binomial.

Communicative,
visual, pictorial-

manipulative,
logical, and

applied

1 session

Post-visit
(classroom) Steganography

Information,
directed guidance,
explanation, free

guidance and
integration

Algorithmics, mobile
applications, digital

photography and scratch

Communicative,
visual, pictorial-

manipulative,
logical, applied

and digital

2 sessions

With this present the cryptography workshop proposal in the next section.
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4. Proposal for a Cryptography Workshop

This is the development of a complete project starting in the classroom, continuing
in the museum and ending back in the classroom. In the case of a group of students who
have not prepared for the visit or a non-school group, the museum workshop would be
developed with the following activities: the challenge is deciphering it I, the challenge is
deciphering it II and enigma machine.

The methodology of the different activities and some examples are set out below.

4.1. Activity 1: Everyone Has Secrets I

Methodology (activity development): After asking the group about the need to keep
some information hidden, whether they know any method of encryption and the role of
mathematics in achieving this. The mathematical content to be developed is mentioned
and prior knowledge is probed. In pairs, they are asked to list situations where they
think cryptography is used or a variety of situations are presented for discussion in small
groups. In order to complete the activity, each group selects and discusses two news about
cryptography, cybersecurity or bitcoins, among others.

In addition, in order to distinguish between coding and encryption concepts, it is
possible to play a communication game with sign language. A member of the group takes
out a card with the name of a cryptographic concept and communicates it to his or her
classmates in sign language (the group will use the alphabet with finger positions). Other
codes can be used: morse, flags or braille.

1. Small groups are set up and the sign code is provided.
2. Opinions on the current importance of cryptography are shared.
3. Different news is analysed by the students.
4. A recap or outline of the work done is made.

4.2. Activity 2: The Challenge Is Deciphering It I

Methodology: In this activity, participants are able to form working groups, which
makes it possible to communicate solution strategies for each challenge. In addition, it
is also possible to share the mathematical concepts used, analysing and socialising the
solutions found in order to institutionalise the concepts learnt.

1. Small groups are created, encryption challenges are provided and discussed.
2. Simple types of encryptions by substitution and translation, such as scytale, Polybius

and Caesar, are discussed. Matrix definition, additive structure and divisibility criteria
are explained.

3. Message decryption with scytale and Polybius. Construction of a Caesar cipher wheel.
4. Opinions are shared on the strategies used to solve the challenges.
5. New challenge proposal by the students.
6. A recap or outline of the work completed is made.

Example: we recommend an activity with the scytale, where the receiver is provided
with cylinders of various diameters. In this way, he or she can check that it is only possible
to decrypt the message with the cylinder of the same diameter as the one used by the
sender to encrypt. It would also be interesting to carry out an activity with the Caesar
cipher. Figure 3 shows some secondary school students engaging in a MUDIC cryptography
workshop named “Alan Turing”. They are encrypting with the scytale, and in Figure 4 the
constructed Caesar wheel is shown.
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4.3. Activity 3: Everyone Has Secrets II

Methodology: After asking the group about the need to keep some information hidden,
whether they know any method of encryption and the role of mathematics in achieving this.
The mathematical content to be developed is mentioned, and prior knowledge is probed.
All this, in order to determine whether the group has already worked on the pre-visit. In
order to distinguish between coding and encryption concepts, it is possible to play the
communication game with flags. A member of the group takes out a card with the name of
a cryptographic concept and communicates it to his or her classmates in flag language (the
group will be provided the alphabet with the flag positions.)

1. Small groups are set up and the flag code is given out.
2. Opinions are shared on the strategies used to solve the challenges.
3. New challenge proposal by the students.
4. A recap or outline of the work completed is made.

4.4. Activity 4: The Challenge Is Deciphering It II

Methodology: In this activity, participants are able to form working groups, which
will make it possible to communicate solutions strategies for each challenge. In addition,
it is also possible to share the mathematical concepts used, analysing and socialising the
solutions found in order to institutionalise the concepts learnt.

1. Small groups are created, encryption challenges are provided and discussed.
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2. Commentary on the generalisation of substitution ciphers. Matrix definition, matrices
addition and subtraction.

3. Educational escape code decryption to open a lock on a four-letter surprise chest.
4. Strategies used to solve the challenges are shared.
5. A recap or outline of the work completed is made.

The game development involves the preparation and opening of a chest with several
padlocks with a four-letter key (it can also be numeric).

Colour cards are handed out to make pairs of groups. One of them encrypts the keys
of the padlocks and hand over the chest, the encryption matrix, and the encrypted key of
one of the padlocks. All this because the next encrypted key is the decrypted key obtained
from the first padlock. This continues successively with the rest of the padlocks.

In order to encrypt, a four-letter key is chosen, transformed into a numeric key using
Table 4 and becomes the elements of the key row matrix A1x4. This is encrypted by
adding another given matrix B1x4, providing the output matrix C1x4. This is decrypted by
subtracting the matrix B1x4.

Table 4. Equivalence of the letters of the alphabet in numbers.

A B C D E F G H I J K L M

1 2 3 4 5 6 7 8 9 10 11 12 13

N O P Q R S T U V W X Y Z

14 15 16 17 18 19 20 21 22 23 24 25 26

Example: consider a chest and two padlocks.
Group1: encrypted.
The keys for the two padlocks are chosen: A1 = (F K B R) and A2 = (A V G L).
They are transformed into a numerical key: A1 = (6 11 2 18) and A2 = (1 22 7 12)
We have as a key matrix: A = A1
The encryption matrix is calculated by subtracting the row matrices: B = A2 − A1 =

(−5 11 5− 6)
The output matrix is calculated: C = A + 2B = (6 11 2 18) + (−10 22 10− 12) =

(−4 33 12 6)
The encrypted key C and the encryption matrix B are transferred to the other group.
Group2: decrypted.
Data: C = (−4 33 12 6) y B = (−5 11 5− 6)
The key A2 = C− B = (−4 33 12 6)− (−5 11 5− 6) = (1 22 7 12) = (A V G L).
The key A1 = C− 2B = (−4 33 12 6)− (−10 22 10− 12) = (6 11 2 18) = (F K B R).

4.5. Activity 5: Enigma Machine

Methodology: In this activity, participants are able to form working groups which
make it possible to communicate solution strategies for each challenge. In addition, it is
also possible to share the mathematical concepts used, the definitions of input and output
disc, rotors and reflector. All this by analysing and socialising the solutions found in order
to institutionalise the concepts learnt.

1. Small groups are created, encryption challenges are provided and discussed.
2. Commentary on automatic cryptography and the enigma machine.
3. Construction, encryption and decryption of messages with an enigma machine recre-

ation.
4. Strategies used to solve the challenges are shared.
5. A recap or outline of the work completed is made.

Example: we can work with two enigma machine simulators, depending on the level
of the students. For secondary school students, we use the wheel shown in Figure 5a.
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For undergraduate students, we use the simulator in Figure 5b. The operation of the
two simulators is practically the same and can be seen in [49].

4.6. Activity 6: The Challenge Is Deciphering it III

Methodology: In this activity, participants can form working groups, which makes
it possible to communicate solutions strategies for each challenge. In addition, it is also
possible to share the mathematical concepts used, analysing and socialising the solutions
found in order to institutionalise the concepts learnt.

1. Small groups are created, encryption challenges are provided and discussed.
2. Commentary on the generalisation of substitution ciphers, row matrix, column matrix,

square matrix, matrix multiplication and inverse of a matrix.
3. Educational escape code decryption to open a lock on a three-letter surprise chest.
4. Strategies used to solve the challenges are shared.
5. A recap or outline of the work completed is made.

Game development involves the preparation and opening of a chest with several
padlocks with a three-letter key (it can also be numeric).

Colour cards are handed out to make pairs of groups. One of them encrypts the keys
of the two padlocks and hands over the chest, together with the encrypted keys and the
keys to the encryption matrix. This continues successively with the rest of the padlocks.

In order to encrypt, a three-letter key is chosen for each padlock and two natural
numbers of the encryption matrices. The three letters are transformed into numbers
using Table 3 and will be the elements of the key row matrix A1x3. This is encrypted
by multiplying another given matrix B3x3, giving the output matrix C1x3. The matrix is
decrypted by multiplying it by this matrix: B−1

3x3.
Example: consider a chest and two padlocks.
Group1: encrypted.
The keys for the two padlocks are chosen: A1 = (F K B), A2 = (A V G) and the

encryption key B = (12 15).
They are transformed into a numerical key with Table 3: A1 = (6 11 2) and A2 =

(1 22 7)

The encryption matrix is calculated for b1 = 12, if b1 is even: B1 =

1 1 b1
2

0 1 0
2 1 b1 + 1

 =

1 1 6
0 1 0
2 1 13


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The encryption matrix is calculated for b2 = 15, if b2 is odd: B2 =

1 1 b2−1
2

0 1 0
2 1 b2

 =

1 1 7
0 1 0
2 1 15


The output matrix is calculated: C1 = A1·B1 =

(
6 11 2

)1 1 6
0 1 0
2 1 13

 =(
10 19 62

)
The output matrix is calculated: C2 = A1·B2 =

(
1 22 7

)1 1 7
0 1 0
2 1 15

 =(
15 30 112

)
The encrypted keys C1 and C2, and the encryption matrix B are given to the other

group.
Group2: decrypted.
Data: C1 =

(
10 19 62

)
, C2 =

(
15 30 112

)
y B =

(
12 15

)
.

The encryption matrix is calculated for b1 = 12, if b1 is even: B1 =

1 1 b1
2

0 1 0
2 1 b1 + 1

 =

1 1 6
0 1 0
2 1 13


The encryption matrix is calculated for b2 = 15, if b2 is odd: B2 =

1 1 b2−1
2

0 1 0
2 1 b2

 =

1 1 7
0 1 0
2 1 15


The inverse matrices are calculated: depending on the students’ knowledge, it is

possible to solve it by formula, by the Gauss–Jordan method or by a linear equation system.

B−1
1 =

(Adj(B1))
t

|B1|
=

 13 −7 −6
0 1 0
−2 1 1

B−1
2 =

(Adj(B2))
t

|B2|
=

 15 −8 −7
0 1 0
−2 1 1



The key A1 = C1·B−1
1 =

(
10 19 62

) 13 −7 −6
0 1 0
−2 1 1

 =
(
6 11 2

)
=
(

F K B
)

The key A1 = C1·B−1
1 =

(
15 30 112

) 15 −8 −6
0 1 0
−2 1 1

 =
(
1 22 7

)
=(

A V G
)

4.7. Activity 7: My Secrets Are Yours

Methodology: In this activity, participants can form working groups, which makes
it possible to communicate solutions strategies for each challenge. In addition, it is also
possible to share the mathematical concepts used, analysing and socialising the solutions
found in order to institutionalise the concepts learnt.

1. Small groups are created, encryption challenges are provided and discussed.
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2. Commentary on the division of secrets and Parakh secret-sharing scheme [50]. Poly-
nomial interpolation, linear equation systems, Cramer’s method, Newton’s method
for quadratic interpolation and modular arithmetic.

3. Educational escape code decryption to open a lock on a four-letter surprise chest.
4. Strategies used to solve the challenges are shared.
5. A recap or outline of the work completed is made.

The game development would involve the preparation and opening of a chest with
a padlock with a three-letter key (it can also be numeric). The idea is that a secret is not
in just a person’s hands, but that several people are involved. Furthermore, the secret can
only be recovered when a certain number of people come together. Colour hands with
encryptions are handed out to make a group of three pairs to solve the challenge.

For the encryption, a three-letter key is chosen for the padlock, transformed into
numbers using Table 3. The interpolation polynomial is calculated with the points of
ordinates 0, 1 and 2, and the abscissae the numbers of the key. The polynomial is then
evaluated at different values (3, 4, 5...) and distributed on the different cards.

In order to decrypt the key, they must find second degree interpolation polynomial
defined by the encryptions. Then, they must evaluate it at the values 0, 1 and 2, obtaining
the key.

Example: consider a chest and a padlock.
Encryption: a key is chosen for the padlock: A1 = (F K B) and then is transformed

into a numerical key with Table 3: A1 = (6 11 2).
The interpolation polynomial is calculated with the points (0,6), (1,11) and (2,2). It

can be performed with Newton’s method or with the general parabolic form, solving the
resultant equation system. A demonstration of the first method follows below.

We define the polynomial of second degree y = p + m(x− x1) + n(x− x1)(x− x2) as
passing through the indicated points:

(0, 6)→ 6 = p + m(0− 0) + n(0− 0)(0− 1)→
(1, 11)→ 11 = p + m(1− 0) + n(1− 0)(1− 1)
(2, 2)→ 2 = p + m(2− 0) + n(2− 0)(2− 1)

p = 6
→ p + m = 11

→ p + 2m + 2n = 2

The result is a linear equation system that is easy to solve: p = 6, m = 5 y n = −7.
The parabola sought is y = p+m(x− x1)+ n(x− x1)(x− x2) = 6+ 5x− 7x(x− 1) =

−7x2 + 12x + 6.
We evaluate the polynomial obtained in 3, 4, 5... depending on how many we need.

x = 3→ −7·32 + 12·3 + 6 = −21→
x = 4→ −7·42 + 12·4 + 6 = −58→

x = 5→ −7·52 + 12·5 + 6 = −109→

(3,−21)
(4,−58)

(5,−109) . . .

The pairs are provided with cards with the points obtained and meet in pairs, three by
three, to solve the challenge.

Decryption:
Data: three cards with the points (3, −21), (4, −58) and (5, −109).
The interpolation polynomial is calculated with the points (3, −21), (4, −58) and (5,

−109). It can be performed with Newton’s method or with the general parabolic form,
solving the resultant equation system. A demonstration of the second method follows
below.

y = ax2 + bx + c as it passes through the points indicated:
(3,−21)→ −21 = a·32 + b·3 + c
(4,−58)→ −58 = a·42 + b·4 + c
(5,−109)→ −109 = a·52 + b·5 + c

→ 9a + 3b + c = −21
→ 16a + 4b + c = −58
→ 25a + 5b + c = −109

We solve this system using Cramer’s method:
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a =

∣∣∣∣∣∣
−21 3 1
−58 4 1
−109 5 1

∣∣∣∣∣∣∣∣∣∣∣∣
9 3 1

16 4 1
25 5 1

∣∣∣∣∣∣
=

14
−2

= −7, b =

∣∣∣∣∣∣
9 −21 1
16 −58 1
25 −109 1

∣∣∣∣∣∣∣∣∣∣∣∣
9 3 1

16 4 1
25 5 1

∣∣∣∣∣∣
=
−24
−2

= 12 and c =

∣∣∣∣∣∣
9 3 −21

16 4 −58
25 5 −109

∣∣∣∣∣∣∣∣∣∣∣∣
9 3 1
16 4 1
25 5 1

∣∣∣∣∣∣
=
−12
−2

= 6

The parabola sought is y = −7x2 + 12x + 6.
We evaluate the polynomial obtained in 0, 1, and 2, we obtain the key (6 11 2) =

(F K B).

4.8. Activity 8: Prime Numbers and Their Significance

Methodology: In this activity, participants can form working groups, which makes it
possible to communicate the results of the research. In addition, it is also possible to share
the mathematical concepts used, analysing and socialising the solutions found in order to
institutionalise the concepts learnt.

1. Small groups are created, activity objectives are provided and discussed.
2. Commentary on RSA encryption, public and private key, divisibility criteria, prime

numbers, prime factor decomposition, integer powers, congruences, Euclid’s algo-
rithm and Bexout’s theorem.

3. Investigation of the need to use very large prime numbers.
4. The products obtained in the different studies are shared through presentations,

panels and exhibitions.
5. A recap or outline of the work completed is made.

Students are asked to investigate RSA encryption and the purpose of public and
private keys. If we want to send a message, this is sent transformed into a large number
P; this message is encrypted as c = Pm(mod n), where m is the public key. The message is
decrypted by calculating P = cd(mod n), where d is the private key. The cipher is correct
if numbers m and d verify that d·m (mod s) = 1. The Bezout theorem is used to calculate
these modular inverses. The number n, which is the modulus of both keys, is the product
of two primes p and q and s = (p− 1) (q− 1) of similar length [51,52].

Note that for the time being, no formula or procedure has been found to deduce prime
numbers. In general, the more cases (more prime numbers produced) the formulae cover,
the more computationally inefficient they are. If anyone tries to decode the message, he
or she has to find out j, without knowing s. This comes down to knowing p− 1 and q− 1
otherwise p and q. For this, he or she has to factor n, which is difficult for very large prime
numbers.

Example:
First, students conduct an example of encryption/decryption with RSA.
They use small and illustrative numbers compared to those handled by the algorithm.
The public key is (m, n). The private key is (d, n). Taking m = 13, d = 37 and

n = 5 · 11 = 55.

The encryption function is: encrypt (P) = Pm (mod n) = P13 (mod 55). Where P is
the non-encrypted text.

The decryption function is: decrypt (c) = cd (mod n) = c37 (mod 55). Where c is the
encrypted text.

In order to encrypt, if the value of the non-encrypt text is 38, we calculate: encrypt (38) =
3813 (mod 55) = 48.

In order to decrypt, if the value of the encrypt text is 48, we calculate: decrypt (48) =
4837 (mod 55) = 38.
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We can carry out a second activity with the last year of secondary school and first year
degree students. In this activity, they learn about a real application of the RSA public key
cryptographic system: the distributed signature scheme of Tal Rabin (Israel, 1962) [53,54],
one of the most significant women in modern cryptography [55–57]. This second activity
also aims to address a reality that we are aware needs to be changed: the gender gap
present in the STEAM field. For this purpose, we take into account the following causes
of the problem: gender stereotypes because the STEM sector continues to be perceived as
eminently masculine; predominantly male professional environments which, according to
many professionals in the sector, are not exactly inclusive, where sexism and harassment
continue to persist; as well as the scarcity of female role models, since when we talk about
science and technology, the enormous majority of the references heard by girls are male [58].

Therefore, the activity also aims to highlight the huge legacy of women in the field of
STEM in general. This project enables us to showcase the women who have contributed
to cryptology’s development throughout history. To achieve this, we set up groups. Then,
they are invited to search on the Internet for women who have contributed to cryptology’s
development throughout history. They can be supplied with some addresses such as [59]
and they can develop a classification of periods. Finally, Tal Rabin’s distributed signature
system is introduced.

4.9. Activity 9: Everyone Is Encrypted

Methodology: In this activity, participants can form working groups, which makes
it possible to communicate the laboratory materials and techniques. In addition, it is also
possible to share the mathematical concepts used, analysing and socialising the solutions
found in order to institutionalise the concepts learnt.

1. Small groups are created, activity objectives are provided and discussed.
2. Commentary on DNA, living being code, nitrogenous basis, chromosomes, cell nu-

cleus and genetics [60].
3. Vegetal DNA extraction and analysis of plant hybridisation analysis.
4. The strategies used for DNA extraction and Mendel’s mathematical reasoning are

shared, in addition to polynomials and Newton’s binomial.
5. A recap or outline of the work completed is made.

4.10. Activity 10: Steganography

Methodology: In this activity, participants can form working groups, which makes it
possible to communicate programming strategies for encryption and decryption algorithms,
and the use of steganography. In addition, it is also possible to share the mathematical
concepts used, analysing and socialising the solutions found in order to institutionalise the
concepts learnt.

1. Small groups are created, activity objectives are provided and discussed.
2. Commentary on algorithmics, mobile applications, digital photography and scratch.
3. Programming encryption and decryption algorithms for Polybius and Caesar with

scratch [61], as well as the use of steganography to hide messages in photographs.
4. Strategies used to program algorithms are shared.
5. A recap or outline of the work completed is made.

5. Discussion

This paper presented the design of a general workshop for learning mathematics.
Moreover, this proposal has been used to design a scientific workshop for a science museum
in order to learn mathematics through cryptography.

The didactic conception of work is based on van Hiele’s educational model. We have
chosen an educational model to provide a global explanation of learning and we have
chosen van Hiele’s model specifically because in the museum we are able to experience the
importance of language, both when it comes to communicating and teaching science. In
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addition, despite being an idea raised by van Hiele in the middle of last century, today it is
one of the pillars of educational innovation at a general level: that the student learns from
their own experience.

For the didactic procedure, ten activities were programmed combining the characteris-
tics of science museums, STEAM projects and mathematics learning.

Our greatest challenge has been to generate activities adapted to the established re-
quirements simultaneously in their three aspects. Moreover, the educational level, the
mathematical content and the language to be used must be adapted to each audience.
According to our experience, as in the museum and in secondary school and university,
the activities presented here can be adapted not only for the general public, but also for
secondary school students and first-year engineering students. In addition, it is important to
introduce activities in these types of workshops and projects that bring us closer to inclusive
education. It is also necessary to contribute to reducing the gender gap in STEM degrees.

A further difficulty is the design of a STEAM workshop for mathematics learning, able
to operate independently, and as part of a wider STEAM project.

Finally, it is important to highlight that dealing with some cryptographic concepts is
not easy. The reasons for this are the didactic and epistemological issues raised by these
concept introductions in secondary education. However, its introduction in the first year of
computer engineering is much easier.

6. Conclusions

The extension of van Hiele’s geometric reasoning model to other fields of mathematics
education involves an adaptation of Hoffer’s skills to the mathematical concept being
learned. Therefore, we found it interesting to add digital and manipulative abilities for
learning mathematics. In addition, the development of all these skills can be used to assess
learning.

We may conclude that, as many studies show, it is a learning opportunity for teachers
to design the museum visit as a part of a didactic intervention with their students based on
STEAM strategy, starting and ending in the classroom.

It is interesting to complement the museum’s workshops with STEAM activities pre-
and post-visit, providing feedback from visitors’ and teachers’ opinions in order to update
them.

Although a museum is not a school, and can welcome teacher’s suggestions, it is not
a substitute for laboratory practice or mathematics lessons. Some mathematical content
can naturally be worked on better in relation to other disciplines, while others are more
difficult to contextualise. When mathematics appears as a subsidiary of another subject it is
easier. For example, applied mathematics have a more procedural aspect. Therefore, we
must take care of the whole learning process. The interdisciplinary role of mathematics is
on the last level of the pathway and not an unjustified intermediate step.

Museums and educational institutions should seek spaces for socialisation and dis-
cussion with teachers from other areas and institutions. We do this in order to favour
the design of other didactic interventions with STEAM strategy, involving teachers and
museum education managers.

Furthermore, we would also like to point out the significance of training, both for
teachers and museum staff, regarding the implementation strategies of these types of
activities and the importance of the language to be used. A mathematical concept achieves
its meaning only for people who can understand and relate to it.

An active involvement in the proposed activities enables the exchange of different
knowledge levels, results in a transformation of the students’ skills and improves their
motivational conditions.

We cannot consider this work as a completed process. In fact, science workshops can
continue to be designed with activities that favour the learning of enriched mathematical
concepts with the STEAM strategy. In addition, it would be interesting to design a research
to evaluate the effectiveness of the proposal presented by implementing the same workshop
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at different educational levels, as well as in order to study the results and implications.
Moreover, it would be interesting to use Table 3 of the workshop activity design to develop
a proposal to assess student learning.
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