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Abstract: During the height of the COVID-19 epidemic, production lagged and enterprises could not
deliver goods on time, which will bring considerable risks to the supply chain system. Modeling risk
diffusion in supply chain networks is important for prediction and control. To study the influence
of uncertain information on risk diffusion in a dynamic network, this paper constructs a dynamic
evolution model based on a hypernetwork to study risk diffusion and control under uncertain
information. First, a dynamic evolution model is constructed to represent the network topology,
which includes the addition of links, rewiring of links, entry of nodes, and the exit of outdated
nodes that obey the aging principle. Then, the risk diffusion scale is discussed with the Microscopic
Markovian Chain Approach (MMCA), and the risk threshold is analyzed. Finally, the consistency
of Monte Carlo (MC) simulation and MMCA is verified by MATLAB, and the influence of each
parameter on the risk diffusion scale and risk threshold is tested. The results show that reducing the
cooperation and production during the risk period, declining the attenuation factor, enhancing the
work efficiency of the official media, and increasing the probability of the exit of outdated nodes in
the supply chain networks will increase the risk threshold and restrain the risk diffusion.

Keywords: hypernetwork; dynamics; SEIR model; risk diffusion
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1. Introduction

Retail, manufacturing, and consumer goods companies face challenges in managing
their profit margins due to the ongoing impact of the COVID-19 and supply chain issues.
To produce high-quality products that meet market demand and obtain maximum benefits,
enterprises continue to strengthen ties with others. The increase in cooperation will lead
to network structure being more complex. The complexity of the supply chain network
and the uncertainty of characteristics will cause potential losses in terms of efficiency
and effectiveness target values [1]. Furthermore, COVID-19 delayed the resumption of
production of manufacturing industry. Inadequate personnel, blocked logistics, and lack
of funds, resulting in a decline in production capacity. Some enterprises’ demand for raw
materials has reduced, which has impacted the front-end enterprises of the supply chain.
Capacity supply is insufficient, and the back end of the supply chain suffers from the
shortage of raw materials. The risks brought by above events are aggravated under the
influence of economic globalization. Therefore, the study of risk diffusion in the supply
chain network has become an important part of the field of propagation dynamics.

In recent years, most dynamic research has focused on single-layer networks, such as
risk diffusion in supply chain networks [2], information dissemination [3] in social networks,
epidemic spreading [4], etc. He et al. proposed a competitive information dissemination
macro model to study the intrinsic relationship between the competition mechanism
among different types of information and the rules of node state transition and information
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propagation evolution [5]. Garg et al. used the discrete-time model of the SIR model to
analyze COVID-19, and project the upcoming behavior of the pandemic [6]. However,
complex systems in the reality are composed of multiple subsystems. Thus, scholars
begin to consider using multiplex networks as a basic tool for researching dynamics [7,8],
studying the risk diffusion caused by untimely supply under the warning information [9].

Actually, there is often a time separation between the evolution of the network struc-
ture and the dynamical propagation process in the existing multiplex networks research.
Based on the WS small-world network, Qian et al. have built a credit risk contagion model
with the influence of information dissemination to analyze the influence factors [10]. Zhang
et al. studied information diffusion under public crises in BA scale-free networks [11].
Most of the research is focused on static networks. However, the actual network structure
will change with time. For example, the diffusion of green information on online social
networks is accompanied by the addition of new nodes, linking of old nodes, and rewiring
of links [12].

In addition, research on risk diffusion in supply chain networks has focused on
complex networks [8,9]. With the increase in cooperation, an enterprise may have multiple
cooperation projects, each cooperation has multiple participants. The complex cooperation
relationship makes the complex network described by ordinary graphs no longer suitable
for current research. The hypernetwork was proposed by Denning in 1985 [13], and then
Ernesto Estrada proposed a hypergraph-based hypernetwork [14]. The emergence of
hypernetwork is beneficial to describing the complex network topology and evolution
process in reality. It can be used to describe the characteristics and evolution mode of the
supply chain system [15], and describe the non-uniform evolution of social networks [16].
Hypernetwork theory also be used in the field of dynamics, building propagation models
to describe information propagation in dynamic social hypernetworks [17].

Based on the above considerations, the paper studies the risk diffusion process in
the supply chain network based on the two-layer dynamic hypernetwork model and puts
forward effective suggestions on how to control the risk diffusion caused by untimely
supply. The main novelty and contributions of this paper are as follows:

• First, a dynamic evolution model of the supply chain network is constructed based on
a hypernetwork, in which the exit of nodes in the system follows the aging principle.

• Second, consider the influence of official media on the virtual information layer, and
study the risk diffusion mechanism under uncertain information.

• Third, the effectiveness of MMCA is verified by MC simulation, and the influence of
various parameters on risk diffusion is tested via MMCA.

The paper is organized as follows: Section 2 introduces the dynamic evolution model
and the UBU-SEIR model; Section 3 uses MMCA for theoretical analysis; Section 4 verifies
the effectiveness of MMCA through MATLAB and tests the influence of each parameter
in turn; Section 5 summarizes the research in the paper and proposes future research
directions.

2. Model Description
2.1. Dynamic Evolution Model

The mathematical definition of a hypernetwork:
The set of nodes V = {v1, v2, · · · , vn} is a finite set, and hyperedge Ei =

{
vi1, vi2, · · · , vili

}(
viy ∈ V, y = 1, 2, · · · li.

)
is a non-empty subset of V, the set of hyperedges Eh = {E1, E2, · · · , Em}

is a family of non-empty subsets of V. The pair H =
(

V, Eh
)

is known as a hypergraph.
Hypernetworks are networks described by hypergraphs, which are above and beyond
networks represented by ordinary graphs. In this paper, a two-layer hypernetwork is
constructed to study the risk diffusion and control under uncertain information. The
upper layer is the social network, and the lower layer is the supply chain network. In
the supply chain network described by hypernetwork, nodes represent enterprises, node
set V = {v1, v2, · · · , vn} represents all enterprises in the system; hyperedge Ei represents
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the cooperation formed by some enterprises vi1, vi2, · · · , vili , and hyperedge sets Eh repre-
sent all cooperation E1, E2, · · · , Em existing in the system. Social networks described by
hypernetworks are similar [16].

With the development of the economy, enterprise cooperation in the supply chain
has expanded from the initial small scope to the global [18,19]. Each enterprise forms new
cooperation according to market demand to obtain maximum benefits, and the company
will end the old cooperation and start new cooperation because of economic benefits when
the contract expires. Besides, there will always be the entry of new enterprises and the exit
of outdated enterprises in the market. The supply chain network considers three evolution
processes based on the above: (i) establishing new cooperative relations with existing
enterprises; (ii) replacing old ones with new partners and developing new cooperation;
(iii) the entry of emerging enterprises and the exit of outdated enterprises in the market.

The size and link of the supply chain network will change as the nodes enter and exit.
Furthermore, there is more and more cooperation in the context of economic globalization,
an enterprise may have multiple cooperation, and multiple enterprises may gather because
of benefits. Therefore, this paper describes the dynamic evolution process of the supply
chain network with hypernetwork. Considering that the proportion of enterprises entering
and leaving the system is not necessarily the same, assume nodes arrive at the system
and leave the system accordance with a Poisson process with rates λ1 and λ2(λ1 ≥ λ2),
respectively. The number of arrived nodes in each batch is m2. The example of the dynamic
network evolution process is shown in Figure 1, the meaning of parameters in the model is
shown in Table 1, and the evolution of the supply chain network can be summarized as the
following dynamic mechanisms:
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Figure 1. Schematic diagram of dynamic network evolution. (i–iii) are parallel relationships, one of
them will happen at the next time step t + 1. (i) add a new hyperedge e3 consisting of nodes 3, 4, and
5; (ii) randomly select a link e2 containing node 2 to disconnect and then form a new hyperedge e4

with nodes 3 and 4; (iii) Node 5 exits, and nodes 6 and 7 enter the system.

Table 1. The meaning of parameters.

Parameters Meaning of the Parameters

p Probability of adding hyperedges
q Probability of rewiring hyperedges
r Probability of adding nodes and removing outdated nodes
m Number of hyperedges added (or rewired)
m1 Number of outdated nodes removed
m2 Number of new nodes added
δ Wakefulness rate
θ The rate at which official media publishes accurate information
η Probability of transition from E-state to I-state
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(1) Add m hyperedges to the system with probability p. First, randomly select a node,
and then form a hyperedge with α nodes selected according to Equation (1). This process is
repeated m times without overlapping.

Wj(t, ti) =
hj(t, ti) + 1

∑
ij

(
hj(t, ti) + 1

) . (1)

Hyperdegree indicates the number of hyperedges containing a node. In this model,
the larger the hyperdegree hj(t, ti) is, the more hyperedges containing the jth node in the
ith batch. This means that the node has a lot of cooperation and it will attract more nodes
to cooperate with it, considering that well-known companies are more attractive for small
business cooperation. The hyperdegree preferential attachment mechanism [20] as shown
in Equation (1) is used to select nodes, where hj(t, ti) denotes the hyperdegree of the jth
node in the ith batch at time t. Wj(t, ti) represents the probability that the jth node in the
ith batch is selected at time t.

(2) Rewire m hyperedges with probability q. First, a node i and a hyperedge ei
containing it are chosen randomly, and then ei is replaced with e′′i which is composed of
node i and the other α nodes selected through Equation (1). This process is repeated m times
without overlapping. The hyperdegree of node i has not changed, and the hyperdegree of
other nodes may change.

(3) Add m2 nodes and remove m1 outdated nodes with probability r. Nothing lasts
forever; they all have a certain lifespan. After a long time, the system will reach a saturation
state, and enterprises in the early years will withdraw from the market because they do
not meet the needs of contemporary development. Therefore, the selection of exit nodes
follows the aging principle, i.e., outdated nodes that enter the system earlier are easier
to exit.

One of the three dynamic processes must occur at each time step t to ensure the
dynamic evolution of the network, i.e., the event probability satisfies p + q + r ≡ 1. In
a social network, nodes and hyperedges represent enterprises and social relationships,
respectively. The dynamic evolution of the social network is consistent with the above-
mentioned supply chain network since enterprise cooperation always be accompanied by
information interaction. However, social networks are large in scale and number. There is
also a random exchange of information among enterprises that are not cooperating. Hence,
on the basis of the same network topology as the supply chain network, some hyperedges
are added to represent the information exchange among non-cooperative enterprises.

2.2. UBU-SEIR Model

In fact, untimely production and supply will indeed affect the supply chain system.
For example, affected by the COVID-19, the production restriction and stop of Vietnamese
factories from July to September 2020 had a major shock on Nike and other manufacturing
industries. Based on the research of Yin et al. [21], we study the risk diffusion process
under uncertain information with hypernetwork. The uncertain information refers to the
misleading information that affects the production cooperation, while the risk refers to the
enterprises not being able to deliver goods on time due to untimely supply. In a two-layer
multiplexing network, each node on one layer is mapped to the corresponding nodes on
another layer, but the links among nodes in the upper layer may not exist in the lower layer.

Assume uncertain information spreads on the virtual communication layer via the
UBU (Unbelieve-believe-Unbelieve) model. U-state means that the enterprise does not
believe in uncertain information that will mislead cooperation, while a B-state enterprise
does. In Figure 2a, the U-state enterprise will be informed uncertain information by B-state
friends, and then enter the B-state with probability λ. The B-state enterprise will wake up
from the misleading of uncertain information with rate δ, and become a U-state that does
not believe in uncertain information. The above information propagation process is at the
individual level, while the clarification of the official media and the appearance of accurate
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information will inhibit the propagation of uncertain information. Considering a more
realistic situation, we introduce the official media which is a node connected to each node
in the virtual communication layer, it regularly transmits market-related information to all
enterprises with rate θ, so that the B-state enters the U-state.
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The past research on risk diffusion in supply chain networks has used the SIR model [9],
ignoring the existence of potential risks [22] which is a transitional state between susceptible
and infected. Assume the risk spreads on the risk diffusion layer via the SEIR (Susceptible-
Exposed-Infected-Recovered) model [23]. Infected enterprises include E-state and I-state,
where E-state means an enterprise is infected by risks and unaware of the risk, while
I-state means an enterprise has been deeply involved in risk. Both E-state and I-state
enterprises will infect S-state enterprises with risk. Considering the node with the greater
the hyperdegree has more cooperation, and the probability ωj(t, ti) of being infected by
risk is the greater. In Figure 2b, S-state enterprises first enter E-state with probability β after
being infected by risk with probability ωj(t, ti), then E-state enterprises enter I-state with
rate η, and finally I-state enterprises enter R-state with rate µ. R-state enterprises will have
relevant experiences after recovering, thus they will not be infected by the risk again.

ωj(t, ti) =
hj(t, ti)

Max(h(t))
. (2)

The greater the hyperdegree of a node is, the more cooperation it has, and the greater
the probability that it be infected by risks. Therefore, ωj(t, ti) is used to represent the
probability that the jth node in the ith batch is infected by risk, where, hj(t, ti) represents
the hyperdegree of the jth node in the ith batch, and Max(h(t)) represents the maximum
hyperdegree in the network at time t.

Uncertain information propagation and risk diffusion are two mutual influence pro-
cesses. Risk diffusion will inhibit the propagation of uncertain information, while the
uncertain information will accelerate the diffusion of risks in the supply chain network.
Assume an enterprise infected by risk, it will realize the wrongness of information im-
mediately and no longer believe, i.e., the BI-state individual will enter the UI state with
probability 100%, thus the BI state is not considered here. Once an enterprise recovers from
risk, it will lose vigilance and forget uncertain information. Because of the diversity of
information, the recovered enterprise will again believe uncertain information. The BR
state needs to be considered here. In addition, the probability βU of enterprises who do
not believe in uncertain information entering the E-state is smaller than the probability
βB(βB = β) of enterprises who believe entering the E-state. Therefore, the attenuation
factor γ(0 ≤ γ ≤ 1) is introduced, such that βU = γβB = γβ.

In summary, each node in the coupled dynamic network of social network and supply
chain network will be in one of 7 states: US (Unbelieve and Susceptible), UE (Unbelieve
and Exposed), UI (Unbelieve and Infected), UR (Unbelieve and Recovered), BS (Believe
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and Susceptible), BE (Believe and Exposed), BR (Believe and Recovered). Combining the
descriptions of the dynamic evolution model and the UBU-SEIR model, the risk diffu-
sion mechanism under the uncertain information based on the hypernetwork is shown
in Figure 3.
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Figure 3. Schematic diagram of the model evolution mechanism. The virtual information layer
has two node states: Unbelieve (orange), Believe (navy). The risk diffusion layer has four node
states: Susceptible (blue), Exposed (pink), Infected (fuchsia), and Recovered (green). At each time
step t, the upper and lower network structures evolve via Figure 1, processes (i–iii) correspond to the
three processes in Figure 1, respectively, i.e., addition of hyperedges, rewiring of hyperedges, entry
and exit of nodes; the node status is updated via Figure 2. Hyperedges e∗1 represent the information
exchange between non-cooperative enterprises.

3. Theoretical Analysis

The total node number of hypernetwork is N(t), new hyperedge contains α + 1 nodes.
The hyperdegree hj(t, ti) is a continuous variable affected by the process (1)–(3) in Sec-
tion 2.1, thus hj(t, ti) satisfies the following three dynamic equations according to the
continuous technique:

∂hj(t, ti)

∂t
= pm(λ1 − λ2)

 1
N(t)

+ α
hj(t, ti) + 1

∑
ij

(
hj(t, ti) + 1

)
, (3)

∂hj(t, ti)

∂t
= qm(λ1 − λ2)

− 1
N(t)

+ α
hj(t, ti) + 1

∑
ij

(
hj(t, ti) + 1

)
, (4)

∂hj(t, ti)

∂t
= −rλ2m1

tij
−1

∑
ij

tij
−1 hj(t, ti), (5)

where tij represents the arrival time of the jth node in the ith batch to the system, which is
used to select the exiting aging node. Equations (3)–(5) corresponds to the process (1)–(3)
in Section 2.1.

Combining Equations (3)–(5), we can get

∂hj(t,ti)

∂t = m(λ1−λ2)
N(t) (p− q) + α

hj(t,ti)+1

∑
ij
(hj(t,ti)+1)

m(λ1 − λ2)(p + q)

−rλ2m1
tij
−1

∑
ij

tij
−1 hj(t, ti)

(6)
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For large t,

N(t) ≈ (λ1 − λ2)t, ∑
ij

(
hj(t, ti) + 1

)
≈ [mp(α + 1) + m2 − rm1]× E[N(t)]. (7)

Let D = lim
t→∞

∑
ij

tij
−1

N(t) , G = D
m1

, substituting Equation (7) into Equation (6), then

∂hj(t,ti)

∂t = m(λ1−λ2)
(λ1−λ2)t

(p− q) + αm(λ1−λ2)(p+q)
[mp(α+1)+m2−rm1](λ1−λ2)t

(
hj(t, ti) + 1

)
−rλ2

t−1
ij

(λ1−λ2)tG
hj(t, ti)

= 1
t

[
m(p− q) +

(
αm(p+q)

mp(α+1)+m2−rm1
− rλ2tij

−1

G(λ1−λ2)

)
hj(t, ti)

+ αm(p+q)
mp(α+1)+m2−rm1

]
(8)

For simplicity, let J = m(p− q), L = αm(p+q)
mp(α+1)+m2−rm1

− rλ2tij
−1

G(λ1−λ2)
, Q = αm(p+q)

mp(α+1)+m2−rm1
.

Then, we obtain
∂hj(t, ti)

∂t
=

1
t
[

J + Lhj(t, ti) + Q
]
. (9)

By integrating the two sides, we can get(
t
ti

)L
=

J + Lhj(t, ti) + Q
J + Lhj(ti, ti) + Q

. (10)

From the initial conditions, we know that the jth node in the ith batch arriving at the
system at ti satisfies hj(ti, ti) = r, solving Equation (10), we obtain

hj(t, ti) =

(
r +

J + Q
L

)(
t
ti

)L
− J + Q

L
. (11)

Then,

ω
(
hj(t, ti)

)
=

hj(t, ti)

Max(h(t))
=

(
r + J+Q

L

)(
t
ti

)L
− J+Q

L

Max(h(t))
. (12)

In the risk diffusion layer, if there is a link between the node nij and nzl , then aijzl = 1,
otherwise aijzl = 0; if node nij is connected to node nzl in the virtual communication layer,
then bijzl = 1, otherwise bijzl = 0. Where nij represents the jth node in the ith batch, nzl is
similar to it. Each node nij is in one of seven states at time t with a certain probability, which
is PUS

j (t, ti), PBS
j (t, ti), PUE

j (t, ti), PBE
j (t, ti), PUI

j (t, ti), PUR
j (t, ti), PBR

j (t, ti), respectively. Let
Θj(t, ti) denote the probability of node nij does not receive uncertain information from
neighbors when nij was U-state, qU

j (t, ti) denote the probability of node nij is not infected

by risk when nij was in US-state, qB
j (t, ti) denote the probability of node nij is not infected

by risk when nij was in BS-state.

Θj(t, ti) = Π
z

Π
l

[
1− bijzl PB

l (t, tz)λ
]
, (13)

qU
j (t, ti) = Π

z
Π
l

[
1− aijzl

(
PE

l (t, tz) + PI
l (t, tz)

)
κωj(t, ti)βU

]
, (14)

qB
j (t, ti) = Π

z
Π
l

[
1− aijzl

(
PE

l (t, tz) + PI
l (t, tz)

)
κωj(t, ti)βB

]
, (15)

where κ denotes the adjustment coefficient of ωj(t, ti), λ denotes the probability of believing
uncertain information, β denotes the probability of transition from state S to state E, while
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PB
l (t, tz) = PBS

l (t, tz) + PBE
l (t, tz) + PBR

l (t, tz), PI
l (t, tz) = PUI

l (t, tz), PE
l (t, tz) = PUE

l (t, tz) +

PBE
l (t, tz).

Considering each time step is divided into three continuous processes: the propagation
of uncertain information (UBU), the accurate information dissemination by official media,
and the diffusion of risk (SEIR). As shown in Figure 4, we construct a state transition
probability tree through Figure 2 and Equations (13)–(15) to represent the state transition
between seven possible states.
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Figure 4. State transition probability tree.

MMCA is an approach for analyzing the spread of epidemics in the network [24,25],
and it is also applicable to the diffusion of risks in the supply chain network [9]. Based on
Figure 4, the Markov chain for representing state transition [26] is derived as follows:

PUS
j (t + 1, ti) = PUS

j (t, ti)qU
j (t, ti)

[
Θj(t, ti) +

(
1−Θj(t, ti)

)
θ
]
+ PBS

j (t, ti)qU
j (t, ti)[δ + (1− δ)θ], (16)

PBS
j (t + 1, ti) = PUS

j (t, ti)
(
1−Θj(t, ti)

)
(1− θ)qB

j (t, ti) + PBS
j (t, ti)(1− δ)(1− θ)qB

j (t, ti), (17)

PUE
j (t + 1, ti) =

[
PUS

j (t, ti)
(

1− qU
j (t, ti)

)
+ PUE

j (t, ti)(1− η)
][

Θj(t, ti) +
(
1−Θj(t, ti)

)
θ
]
,

+PBS
j (t, ti)

(
1− qU

j (t, ti)
)
[δ +(1− δ)θ] + PBE

j (t, ti)(1− η)[ δ+(1 − δ)θ]
(18)

PBE
j (t + 1, ti) = PUS

j (t, ti)
(
1−Θj(t, ti)

)
(1− θ)

(
1− qB

j (t, ti)
)
+ PBS

j (t, ti)(1− δ)(1− θ)
(

1− qB
j (t, ti)

)
,

+PUE
j (t, ti)

(
1−Θj(t, ti)

)
(1− θ)(1− η) + PBE

j (t, ti)(1− δ)(1− θ)(1− η)
(19)

PUI
j (t + 1, ti) = PUE

j (t, ti)η + PBE
j (t, ti)η + PUI

j (t, ti)(1− µ), (20)
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PUR
j (t + 1, ti) = PUI

j (t, ti)
[
Θj(t, ti)µ +

(
1−Θj(t, ti)

)
θµ
]
+ PUR

j (t, ti)
[
Θj(t, ti) +

(
1−Θj(t, ti)

)
θ
]
,

+PER
j (t, ti)[δ + (1− δ)θ]

(21)

PBR
j (t + 1, ti) =

[
µPUI

j (t, ti) + PUR
j (t, ti)

](
1−Θj(t, ti)

)
(1− θ) + PBR

j (t, ti)(1− δ)(1− θ). (22)

Obviously, the normalization condition

PUS
j (t, ti)+ PBS

j (t, ti)+ PUE
j (t, ti)+ PBE

j (t, ti)+ PUI
j (t, ti)+ PUR

j (t, ti)+ PBR
j (t, ti) ≡ 1 (23)

holds at each time step.
Each state probability of each node reaches a steady state when t→ ∞ ,

thus Pj(t + 1, ti)t→∞ = Pj(t, ti)t→∞ = Pij. The risk threshold is a key parameter of risk
diffusion in the supply chain network. The probability of an enterprise infecting the risk
approaches 0 when the risk is near the threshold. Assuming that the S-state enterprise first
enters the E-state when it is infected by a risk, then PE

ij = εij � 1. Therefore, Equation (20)

can be simplified to PUI
ij = η

µ εij, Equations (14) and (15) can be approximated as

qU
j (t, ti) ≈ 1−∑

z
∑

l
aijzl

(
PE

l (t, tz) + PI
l (t, tz)

)
κωj(t, ti)βU = 1− γ

(
1 +

η

µ

)
ξij, (24)

qB
j (t, ti) ≈ 1−∑

z
∑

l
aijzl

(
PE

l (t, tz) + PI
l (t, tz)

)
κωj(t, ti)βB = 1−

(
1 +

η

µ

)
ξij, (25)

where
ξij = κωj(t, ti)βB∑

z
∑

l
aijzlεzl . (26)

In the steady state, adding Equations (18) and (19) can get

PE
ij = PUS

ij

{(
1− qU

ij

)[
Θij +

(
1−Θij

)
θ
]
+
(
1−Θij

)
(1− θ)

(
1− qB

ij

)}
+PBS

ij

{(
1− qU

ij

)
[δ + (1− δ)θ] + (1− δ)(1− θ)

(
1− qB

ij

)}
+ PE

ij (1− η)
(27)

Next, substituting Equations (24) and (25) into Equation (27), we get

εij = (1− η)εij + PUS
ij

{
γ
(

1 + η
µ

)
ξij
[
Θij +

(
1−Θij

)
θ
]
+
(
1−Θij

)
(1− θ)

(
1 + η

µ

)
ξij

}
+PBS

ij

{
γ
(

1 + η
µ

)
ξij[δ + (1− δ)θ] + (1− δ)(1− θ)

(
1 + η

µ

)
ξij

}
(28)

Around the risk threshold, PUE
ij → 0 , PBE

ij → 0 , PUI
ij → 0 , PUR

ij → 0 and PBR
ij → 0 ,

thus PU
ij = PUS

ij + PUE
ij + PUI

ij + PUR
ij ≈ PUS

ij , PB
ij = PBS

ij + PBE
ij + PBR

ij ≈ PBS
ij , Equation (28)

can be written as

εij = (1− η)εij + γ
(

1 + η
µ

)
ξij

{
PU

ij
[
Θij +

(
1−Θij

)
θ
]
+ PB

ij [δ + (1− δ)θ]
}

+
(

1 + η
µ

)
ξij

[
PU

ij
(
1−Θij

)
(1− θ) + PB

ij (1− δ)(1− θ)
] (29)

In the steady state, removing O(εij) terms of Equations (16) and (17), we can get

PU
ij = PU

ij
[
Θij +

(
1−Θij

)
θ
]
+ PB

ij [δ + (1− δ)θ], (30)

PB
ij = PU

ij
(
1−Θij

)
(1− θ) + PB

ij (1− δ)(1− θ). (31)

Substituting Equations (30) and (31) into Equation (29), then

εij = (1− η)εij + γ

(
1 +

η

µ

)
ξijPU

ij +

(
1 +

η

µ

)
ξijPB

ij . (32)
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Considering Equation (26), Equation (32) can be further transformed into

∑
zl

[(
γPU

ij + PB
ij

)
κωijaijzl −

µη

(µ + η)βB cijzl

]
εzl = 0. (33)

Number the node nij in the order of appearance, and ij = 1, 2, · · ·N, same for zl. cijzl
is an element of the identity matrix, i.e., if ij = zl, then cijzl = 1, otherwise cijzl = 0. The

elements of matrix F are defined as fijzl =
(

γPU
ij + PB

ij

)
κωijaijzl , and Λmax is the largest

eigenvalue of matrix F. According to Equation (33), the risk threshold of the proposed
model can be written as

βB
c =

µη

(µ + η)Λmax
, (34)

where βc = βB
c is considered as the solution to the eigenvalue problem. It can be seen

that the risk threshold is related to the network topology and model parameters through
Equation (34). Next, we will verify the correctness of the above theoretical analysis by
numerical simulation.

4. Numerical Simulation

We will verify the validity of MMCA through extensive MC simulations in this section,
and test the effect of each parameter on risk diffusion scale and risk threshold in turn by
MMCA. The initial structure of the two-layer network is set as follows: the initial number
of nodes in the supply chain network is 16, and the other parameters are set as α = 5,
m = 2, m1 = 5, m2 = 7, p = 0.5, q = 0.4, an initial supply chain network with 1000 nodes
is randomly generated according to Section 2.1. The initial social network has the same
structure as the initial supply chain network but with 30 extra random hyperedges. In
addition, the initial proportions of enterprises that believed uncertain information (B) and
infected by risk (E) were set to 10% and 2%, respectively.

The proportion of enterp rise in the B-state and the R-state under steady state are
the key indicators of risk diffusion in the supply chain network. For the MC simulation
ρB = NB

N , ρR = NR
N , where NB and NR represent the number of B-state enterprise and

R-state enterprise, respectively, N represents the total number of nodes. For the MMCA,

ρB = 1
N

N
∑

i=1
PB

i , ρR = 1
N

N
∑

i=1
PR

i , where PB
i and PR

i represent the probability of node i in the

B-state and R-state, respectively. ρU , ρS, ρE, and ρI are represented similarly.
Firstly, Figure 5a depicts the change in the proportion of enterprise in U-state and

B-state with the time t, and Figure 5b depicts the change in the proportion of enterprise
in S-state, E-statue, I-state, and R-state with the time t. It can be seen that the results of
MMCA are basically consistent with the results of MC, which shows that MMCA can be
used to simulate the risk diffusion process under uncertain information. Besides, it is found
that the proportion of B-state enterprise increased first, then decreased, and then rose to
a steady state with the increase of the time t, where the proportion decreased because the
I-state enterprise in the risk diffusion layer would automatically change to U-state in the
virtual communication layer.

Secondly, Figure 6 compares the theoretical results of MMCA and the MC simulation
results by describing the trend of the proportion ρR of recovered nodes with the increase
of infection rate β under different attenuation factors γ. The basic agreement between the
line and the dot reconfirms the effectiveness of MMCA. By calculation, the errors are 4.01%,
2.80%, and 2.80%, respectively when the attenuation factors are 0.2, 0.5, and 0.8. Therefore,
we will use MMCA to test the effects of various parameters on risk diffusion scale and risk
thresholds next.
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Figure 5. (a) Enterprise proportion of U, B states as a function of the time step t; (b) Enterprise
proportion of S, E, I, and R states as a function of the time step t. The model parameters are set as
follows: p = 0.3, q = 0.25, α = 5, m = 2, m1 = 5, m2 = 7, κ = 2, β = 0.9, η = 0.6, µ = 0.5, λ = 0.5,
δ = 0.3, γ = 0.5, θ = 0.
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Figure 6. Comparison of MC simulation and MMCA results. The parameters are as follows: p = 0.5,
q = 0.5, α = 5, m = 2, m1 = 5, m2 = 7, κ = 2, η = 0.8, µ = 0.8, λ = 0.8, δ = 0.2, θ= 0.3.

Then, Figure 7 depicts the evolution trend of the recovery node proportion ρR with
increasing risk infected rate β under different parameters p, q, r, θ, and γ. It can be seen from
Figure 7a,b and e that ρR increases with the rise of parameters p, q and the attenuation factor
γ. Because p, q represents the probability of adding new cooperation, much cooperation
will accelerate the diffusion of risk, while the larger the attenuation factor, enterprises that
do not trust uncertain information are more likely to be infected by risk. Additionally, In
Figure 7c and d, ρR decreases as the parameters r and θ increase. Because r represents
the probability of adding nodes and removing old nodes, deleting outdated enterprises
with great influence and introducing emerging enterprises with no risk is very effective in
suppressing risk. The official media publishes market-related information many times, it is
also helpful for enterprises to make correct judgments thereby reduce risk.
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of uncertain information during the risk period, enhancing the work efficiency of the 

Figure 7. Effects of parameters p, q, r, θ and γ on recovery enterprises proportion ρR. Other
parameters are as follows: α = 5, m = 2, m1 = 5, m2 = 7, κ = 2, η = 0.8, µ = 0.8, λ = 0.8,
δ = 0.2, γ = 0, θ = 0, p = 0.5, q = 0.5. (a) the evolution trend of the recovery node proportion
ρR with increasing risk infected rate β under different parameters p.(b) the evolution trend of the
recovery node proportion ρR with increasing risk infected rate β under different parameters q.
(c) the evolution trend of the recovery node proportion ρR with increasing risk infected rate β under
different parameters r. (d) the evolution trend of the recovery node proportion ρR with increasing risk
infected rate β under different parameters θ. (e) the evolution trend of the recovery node proportion
ρR with increasing risk infected rate β under different parameters γ.

Furthermore, we explored the complete phase diagram δ− β to further analyze the
effects of each parameter on risk diffusion. Figures 8–10 reveals the impact of the dynamic
evolution of the network on risk diffusion, the larger p and q will lead to larger ρR, while r
has the opposite effect on ρR. Figures 11 and 12 denote the effect of uncertain information,
the larger θ will lead to smaller ρR, while the effect of γ is opposite. This is consistent with
the above conclusion, i.e., reducing cooperation and the influence of uncertain informa-
tion during the risk period, enhancing the work efficiency of the official media and the
replacement efficiency of outdated enterprises in the market can effectively restrain the risk
diffusion in the system.
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Figure 8. The full-phase diagram δ− β for different values of p. The color represents the proportion
ρR of recovered enterprise under steady state, other parameters are set as α = 5, m = 2, m1 = 5,
m2 = 7, κ = 2, η = 0.8, µ = 0.8, λ = 0.8, γ = 0, θ = 0.
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m2 = 7, κ = 2, η = 0.8, µ = 0.8, λ = 0.8, γ = 0, θ = 0.
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Figure 10. The full-phase diagram δ− β for different values of r. The color represents the proportion
ρR of recovered enterprise under steady state, other parameters are set as α = 5, m = 2, m1 = 5,
m2 = 7, κ = 2, η = 0.8, µ = 0.8, λ = 0.8, γ = 0, θ = 0.
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Figure 11. The full-phase diagram δ− β for different values of θ. The color represents the proportion
ρR of recovered enterprise under steady state, other parameters are set as α = 5, m = 2, m1 = 5,
m2 = 7, κ = 2, η = 0.8, µ = 0.8, λ = 0.8, γ = 0, p = 0.5, q = 0.5.
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Figure 12. The full-phase diagram δ− β for different values of γ. The color represents the proportion
ρR of recovered enterprise under steady state, other parameters are set as α = 5, m = 2, m1 = 5,
m2 = 7, κ = 2, η = 0.8, µ = 0.8, λ = 0.8, θ = 0.3, p = 0.5, q = 0.5.

Finally, Figure 13 reveals the relationship of parameters p, q, r, θ, and γ to risk thresh-
olds βc with the increase of wakefulness rate δ. From Figure 13a–c, it can be seen that the
risk threshold gradually decreases with the increase of parameters p and q, and increases as
the parameter r increases. Moreover, Figure 13d,e denotes that the risk threshold increases
as the parameter θ increases and decreases as the attenuation factor increases. Therefore,
the cooperation between enterprises and the influence of uncertain information should be
reduced when risk spreads, the new enterprises should be increased to improve vitality in
the market, the outdated enterprises should be eliminated to reduce the waste of resources,
while the official media should correct the uncertain information to reduce distractions.
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Figure 13. Effects of parameters p, q, r, θ and γ on risk threshold βc. The parameters are as
follows: η = 0.5, µ = 0.6, λ = 0.9. (a) α = 12, m = 3, m1 = 1, m2 = 2, κ = 3, γ = 0, θ = 0. (b) α = 12,
m = 5, m1 = 1, m2 = 2, κ = 3, γ = 0, θ = 0. (c) α = 12, m = 3, m1 = 1, m2 = 2, κ = 3, γ = 0, θ = 0.
(d) α = 5, m = 1, m1 = 2, m2 = 3, p = 0.8, q = 0.2, κ = 2, γ = 0. (e) α = 5, m = 1, m1 = 2, m2 = 3,
p = 0.8, q = 0.2, κ = 2, θ = 0.

5. Conclusions

Considering the continuous disruption of supply chains under the influence of COVID-19,
and the impact of uncertain information on supply chain risk diffusion, this paper in-
troduces an official media that connects all enterprises in the virtual communication layer,
and constructs a multi-layer dynamic hypernetwork framework to study the risk dif-
fusion under uncertain information. Firstly, the risk diffusion scale and risk threshold
are theoretically analyzed by MMCA. Then, the numerical simulation is carried out by
MATLAB, and the consistency of the MC simulation and MMCA results are obtained.
Finally, the effect of dynamic hypernetwork parameters, attenuation factor, and official
media on risk diffusion are tested successively by MMCA, some rational suggestions
are given.

This paper expounds on the importance of resisting uncertain information and weed-
ing out outdated enterprises in the periods of risk diffusion, and draws the following
conclusions First, accurate news from official media can effectively suppress the prolifer-
ation of uncertain information, thereby reducing risk diffusion. Second, enhancing the
judging ability of enterprises so that they make more correct judgments in the risk envi-
ronment, can reduce the probability of enterprises’ infection risks. Third, the formation of
new enterprises and the elimination of outdated ones can curb the diffusion of risks. Since
the real network is dynamic and the process of risk diffusion must be accompanied by the
propagation of uncertain information, the risk diffusion mechanism under the uncertain in-
formation based on the hypernetwork is closer to reality. However, many factors will affect
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the cooperation of enterprises and the actual dynamic network topology is more complex,
there is still a certain gap between our model and reality. More efforts on collecting actual
data to further verify the validity of the model, or considering the risk diffusion in other
environments to further improve the dynamic evolution of the network are expected in
future works.
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