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Abstract

:

The traditional centralized power trading model suffers from high maintenance costs, low processing efficiency and unsynchronized information, and it cannot adapt to the high-frequency and small-dollar distributed energy trading scenario. To address the above issues, we propose Trust-DETM, a model for the implementation of distributed energy trading based on a trusted execution environment. First, we introduce a reputation metric mechanism and propose a transaction matching algorithm based on the reputation metric to achieve the accurate matching of transaction objects. Secondly, as the distributed energy trading model lacks an effective trust mechanism, we propose a commitment scheme based on smart contracts and a trusted execution environment to solve the trust problem between producers and consumers. Finally, we conduct a comprehensive experimental evaluation of the efficiency of Trust-DETM. Through comparative experiments, we find that Trust-DETM achieves trade matching and trusted execution in a lower simultaneous running time than comparable distributed trading models.
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1. Introduction


The traditional centralized electricity trading architecture is shown in Figure 1, where all electricity sales orders are processed by the trading center. With access to distributed energy, the huge amount of data on electricity transactions will lead to inefficiencies and high latency in the centralized model. Moreover, a single point of attack is always a security risk. The centralized structure relies on an exchange to allow users to trade energy. Once the exchange is attacked maliciously, the entire trading network will not work. More importantly, the user’s asset security will be threatened, and the single-point structure cannot recover from the attack. Microgrids are gaining more and more attention due to their advantages in terms of power supply reliability, safety and sustainability. The concept of the microgrid [1] aims to realize the flexible and efficient application of distributed power and solve the problem of the grid connection of distributed power with a large number and various forms. Microgrids are small, distributed systems that are self-controlled, protected and managed. The development and extension of a microgrid can fully promote large-scale access to distributed power and renewable energy and realize a highly reliable supply of various energy forms for the load. It is an effective solution to realize an active distribution network. However, the distributed architecture of microgrids presents new challenges for energy trading. First of all, the traditional energy trading model is inefficient and untimely and cannot respond quickly to the huge number of trading requests in the microgrid. Secondly, centralized trading models are vulnerable to a single point of attack, resulting in unrecoverable data loss.



The rapid development of blockchain technology offers new possibilities for distributed electricity trading models. With decentralization, openness, autonomy, integrity and anonymity, blockchain ensures the security of energy transactions, improves the efficiency of distributed transactions and reduces transaction costs. However, the number of users in the blockchain-based distributed energy trading market is large, information data cannot be shared synchronously and it is difficult to achieve reasonable matching between the two sides of the transaction. Therefore, we introduce a reputation metric mechanism and propose a transaction matching algorithm based on the reputation metric to achieve the accurate matching of transaction objects. The system extracts the credibility judging indicators from users’ historical transaction behaviors and classify these evaluation indicators into two types: benefit-based and cost-based. Then, the system quantifies the index parameters and then calculates the weighted user reputation. Finally, the system matches transactions with the goal of maximizing the satisfaction of both parties in the transaction. On the other hand, as a specific commodity, the supply of electric energy is a long-term process and it cannot be traded instantaneously. As a result, the parties in a transaction are highly susceptible to disputes after reaching a deal. If the electricity sales node does not deliver the electricity within the agreed time limit, the rights and interests of those who consume the electricity will be harmed. For energy sellers, a malicious energy consumer may resist and refuse to pay. In distributed energy transactions, the main means to solve dishonest transactions is to conduct dispute arbitration and pursue accountability. Arbitration of the above transaction disputes is difficult to achieve in a distributed environment that lacks a centralized trusted third party. As a result, the two parties in a distributed energy transaction cannot establish a reliable trust relationship, and the security of the transaction is difficult to guarantee.



To address the above issues, we introduce Software Guard Extensions (SGX) [2], a trusted execution environment provided by Intel. As an important technical implementation of the Trusted Execution Environment (TEE), Intel SGX can virtualize a trusted security zone called an “enclave” in a specific hardware environment such as memory with the support of the CPU. This enclave is independent of the operating system, virtual machine and BIOS system, effectively blocking various attacks and preventing data or code from being stolen or tampered with. We design a mortgage commitment mechanism for distributed energy transactions based on smart contracts in Enclave, which solves the trust problem between both parties.



Finally, we propose Trust-DETM, a distributed energy trading model based on a trusted execution environment. Trust-DETM improves the trading efficiency and realizes the reasonable matching of trading objects, generates a trustworthy execution environment, solves the trust problem between trading centers, producers and consumers and forms a good background for electricity trading. Our specific contributions are shown below.



	
We propose Trust-DETM, a distributed energy trading model based on a trusted execution environment. We build trust by introducing a trusted execution environment to avoid transaction disputes.



	
We propose a new trading matching mechanism in Trust-DETM, which greatly improves the transaction success rates. This matching model measures the trustworthiness of the transaction user by setting a reputation metric to achieve the most reasonable match between the two sides of the transaction.



	
We conduct a comprehensive analysis of Trust-DETM in terms of time overhead and storage overhead. Experimental results show that our scheme is efficient.






The rest of this paper is organized as follows. Section 2 recalls related work on energy trading. Section 3 introduces the preliminaries. Section 4 describes the system model, threat model and design objectives for Trust-DETM. The details of our proposed solution are presented in Section 5. Section 6 analyzes the security of Trust-DETM. Section 7 analyzes the performance of the scheme. Finally, we conclude the paper in Section 8.




2. Related Works


As a new generation of energy supply mode, the distributed energy system is directly oriented toward users, produces and supplies energy on the spot according to the needs of users, has multiple functions and can meet multiple goals of medium and small energy conversion and utilization systems [3]. Distributed energy solutions have also become a popular topic of research, and, in 2002, the concept of microgrids was introduced. The concept of microgrids provides a new paradigm for the definition of the operation of distributed generation [4]. Afterwards, the Energy Internet was proposed as a distributed energy system [5]. The Energy Internet realizes peer-to-peer energy exchange and sharing networks with two-way energy flow [6,7,8,9].



With the widespread adoption of distributed energy systems, distributed trading methods for energy are receiving increasing attention. In 2022, Safa et al. proposed a sustainable energy trade model based on joint learning at the edge and blockchain in the context of the Industry 4.0 architecture [10]. Lu et al. proposed a distributed power transaction model. The scheme achieves fine-grained access control through transaction arbitration in the form of ciphertext to maximize the protection of private information [11]. The arbitration mechanism in the above scheme effectively solves the trust problem caused by the lack of centralized exchanges in distributed energy transactions. Identity-based access control schemes prevent fraudulent actions by malicious actors. However, the above-mentioned distributed models do not consider the privacy protection of users, and information such as transaction prices and transaction quantities is disclosed and then executed in smart contracts. In 2020, they also proposed a distributed energy trading scheme with privacy protection, which enables a full process of privacy protection for trading users [12]. Aitzhan et al. proposed privacy protection for distributed energy transactions through multiple signatures, blockchain and anonymous message flows [1]. Wang et al. used federated learning (FL) to implement a blockchain-based model for connected vehicle energy transactions [13]. Finally, there are some references that summarize solutions for distributed energy trading [14,15,16].



The above schemes effectively address the security of distributed energy transactions, but few studies have focused on transaction matching. Wei et al. proposed a distributed matching algorithm aimed at optimizing the user pairing and power allocation between weak and strong users according to their target rate requirements [17]. Su et al. proposed an optimal personalized demand matching mechanism for energy from electric vehicles based on contract theory to achieve the rational distribution of distributed energy [18]. Kang et al. proposed a peer-to-peer (P2P) distributed power trading model to realize the problem of matching electric vehicles (PHEVs) with electrical energy sales nodes in a microgrid [19]. However, the above solutions do not consider the user’s trust metric in the matching model, and they cannot achieve accurate matching with the maximum satisfaction of both parties.



As the most typical representative of trusted execution environment applications, SGX, introduced by Intel, has been very widely used [2,20,21,22]. Li et al. proposed Nereus in 2022 to integrate smart contracts into the Software Guard Extensions (SGX) enclave to create private smart contracts to prevent collusion [23]. In the same year, they also proposed Astraea, which integrates distributed smart contracts (DiSC) with SGX Enclave to build a donation system with privacy protection [24]. Dong et al. proposed T-Counter, a framework based on Intel SGX. T-Counter allows applications to build a trusted solution to measure their CPU usage in the cloud itself [25]. Fang et al. demonstrated a novel permissioned blockchain smart contract execution framework, SEFrame, that enables intra- and inter-node concurrency under the confidentiality guarantees of Intel SGX [26]. Fang et al. proposed a two-phase framework based on the trusted hardware of Intel SGX, which effectively avoids the duplicate execution of smart contracts and improves node parallelism [27]. Meanwhile, distributed solutions based on SGX have been proposed. wu et al. proposed a T-SGX framework that allows the dynamic loading of shared objects in enclaves to guarantee the confidentiality of distributed tasks [28]. Wang et al. were the first to integrate the crash fault tolerance (CFT) protocol with the trusted execution environment (TEE) to build secure, high-performance and confidential byzantine fault tolerance (BFT) consensuses [29].




3. Preliminaries


In this section, we introduce the preliminaries, including the blockchain, smart contracts and the architecture of Intel SGX, mentioned in Section 4.



3.1. Blockchain


Blockchain originated from Bitcoin [30], which is a technical solution for the collective maintenance of a reliable database through decentralization and trustlessness. Blockchain relies on cryptography and clever distributed algorithms to enable participants to reach a consensus without the intervention of any third party center on the Internet, where trust relationships cannot be established, solving the challenge of the reliable transfer of trust and value at a very low cost. Blockchains based on distributed ledger technology record various types of transaction information, as well as ownership information for any asset, in a reliable and secure manner, in a peer-to-peer network.




3.2. Smart Contract


Smart contracts [31] are digital contracts, stored on the blockchain, that are automatically executed when pre-determined terms and conditions are met. They are often used to automate the execution of protocols so that the outcome can be determined immediately by all participants, without any intermediary involvement and without wasting time. They can also automate the workflow, triggering the next operation when the conditions are met.



Smart contracts have distinct advantages. Firstly, smart contracts are digital and automated, so there is no need to deal with paperwork or spend time checking for errors that would normally be caused by the completion of documents by hand. In terms of security, smart contracts avoid the risk of a single point of failure, and no party can tamper with the results. In terms of efficiency, smart contracts are cheap to execute. This reduces the cost of intermediaries and the time required because there is no need for them to be involved.



Although smart contracts have the above advantages, they also have their own shortcomings. Native smart contracts do not have privacy protection capabilities, and each participant can have a complete contract algorithm and data backup. Although there have been some solutions for smart contract privacy protection, most cryptography-based privacy protection introduces additional overhead, resulting in reduced system performance [32,33,34]. However, our proposed scheme effectively solves this problem.




3.3. Intel SGX


In 2013, Intel launched the SGX [35] instruction set extension, which aims to provide a trusted execution environment for a user space with hardware security as a mandatory guarantee, independent of the security status of firmware and software. With a new set of instruction set extensions and access control mechanisms, SGX enables isolated operation between different applications, safeguarding the confidentiality and integrity of critical user code and data from malware.



SGX is a new extension to the Intel architecture that adds a new set of instruction sets and memory access mechanisms to the original architecture. These extensions allow applications to implement a container called an enclave [20,36], which carves out a protected area of the application’s address space, providing confidentiality and integrity protection for the code and data inside the container from malicious software with unique privileges. The overall SGX architecture is shown in Figure 2.





4. Problem Statement


In this section, we introduce the system model, threat model and design objectives of the proposed Trust-DETM.



4.1. System Model


The entities in Trust-DETM mainly include buyer nodes, seller nodes and manager nodes. The definition of each entity is shown below.



	
Buyer nodes. The concept of diverse power quality for the supply of electricity is an important feature of microgrids. Large-scale access to distributed power sources has led to a shift from traditional centralized electricity sales to a distributed model. The seller nodes sell electricity as distributed electricity sales units in the microgrid.



	
Seller nodes. In Trust-DETM, electricity users participate in electricity transactions in the form of distributed nodes. Buyer nodes consist of businesses, households, schools, government agencies and other electricity users. Buyer nodes can trade electrical energy in Trust-DETM by submitting a trade request.



	
Manager nodes. We use the DPoS election mechanism to select managers from distributed energy blockchain nodes [37]. The trading system elects several manager nodes according to the activity of participating in energy transactions. The higher the activity, the higher the probability of being elected. These manager nodes are completely equivalent. Management nodes are not allowed to participate in this round of transactions. As an incentive, management nodes will be paid after the transaction is completed. The manager nodes collect transaction requests from user nodes and calculate the value of their trustworthiness.






Our proposed energy trading blockchain uses the model of a federated blockchain. Transaction nodes (buyer nodes and seller nodes) wishing to join the energy trading blockchain need to apply for registration with the current manager nodes. Once the application is received, the manager node will assign a registered address (pseudonym) to the user who applied.



Manager nodes are elected in each round using transaction participation as a measure. We consider nodes with a high level of activity to have a higher level of trust. These nodes tend to have very low offline rates and network latency. As an incentive, the manager nodes will receive an appropriate fee for each successful transaction. Finally, in order to prevent the system’s incorrect functioning due to the offline nature of a single node, we select multiple manager nodes in a round of transactions to form a group.



As shown in Figure 3, there are six stages in Trust-DETM.



Step 1: Trading Application. Both the buyer nodes and the seller nodes are free to make transaction requests to the manager nodes. The manager nodes receive the transaction request and statistically line up the reputation metric values of the trading nodes into registration information. After the transaction requests for the current round are closed, the manager nodes transmit the registration information to the credibility measurement smart contract as a trigger condition.



Step 2: Credibility Measurement. The trustworthiness measure smart contract performs a trustworthiness measurement for users who have applied to join a transaction in the current round. The contract generates a trustworthiness measurement score for each user in the given trading round by weighting the values of the trustworthiness measures received. This score will be transmitted to the trading matching smart contract as a reference for the trade matching rules.



Step 3: Trading Matching. Both the credibility measure smart contract and the trading match smart contract are executed in a closed enclave in isolation created by SGX. The trading user’s credibility measurement is used as input to trigger the trading matching smart contract. The matching algorithm is automatically executed in the contract and outputs the matching result.



Step 4: Account Locking. After the matching is completed, the transaction matching smart contract sends the matching result to the account locking smart contract. Then, the successfully matched buyer node needs to provide an account address with a sufficient balance. In order to prevent the buyer from withdrawing before the power transmission is completed, the account lock smart contract temporarily locks the agreed account balance, waiting for the completion of the transaction. Likewise, the account locking contract is securely executed in a new enclave for privacy and confidentiality.



Step 5: Account Unlocking. Once the transmission of electricity is complete, the smart meter will automatically transmit back an account unlock command to the account lock smart contract. The contract takes the previously locked account and transfers the balance to the seller’s node’s account. If the seller’s node defaults and does not complete the transmission of electricity within the agreed timeframe, the account is automatically unlocked and the locked balance is returned to the buyer’s node when the deadline is reached. As a penalty, an increase in the seller’s default rate affects the priority of the next match.



Step 6: Transaction Settlement. To ensure high efficiency, Trust-DETM settles transactions in a periodic manner. At the end of each energy transaction cycle, Trust-DETM will package all the transaction information completed in this round to form a block. Then, the blocks formed in each transaction cycle will be broadcast in the energy transaction blockchain. After the block is recorded in the blockchain through the consensus protocol, the round of energy trading is officially over.




4.2. Threat Model


We construct the threat model in this section for Trust-DETM, mentioned in Section 4.1.



	
Trading users. In Trust-DETM, we assume that both buyers and sellers are honest but curious. Users will engage in energy trading honestly, but they will always wish to know private information about other users at the trade matching and account locking stages in order to make trading decisions. This characteristic may not only expose private user information but also undermine the fairness of the transaction.



	
Managers. We assume that the manager nodes are equally honest but curious. In the energy trading process, manager nodes are ranked above trading users because they have access to evaluation metrics for trading user credibility measures. While they have no incentive to undermine the fairness of the deal, they are still sufficiently curious to pry into the matching mechanism and outcome of the deal.



	
Energy Trading Blockchain. Blockchain systems are honest and trusted networks for distributed energy transactions. Trust mechanisms based on consensus mechanisms and cryptographic algorithms are a technical guarantee that blockchains can ensure data security, tamper prevention and transparency. In theory, there is no means to prevent a node with sufficient computing resources on the blockchain from executing any operations. In a realistic situation, it is somewhat feasible to launch a 51% attack [38]. However, such an attack would be extremely costly and we assume that this is unlikely to happen.



	
SGX. We assume a powerful network adversary who has full control of the operating system and network connections, but we also assume that the contract code running in the enclave can neither be accessed secretly nor tampered with.







4.3. Design Objectives


We describe the design objectives of Trust-DETM in this section. Our design goals are divided into three main areas: security, privacy and efficiency.



	
Security. Trust-DETM needs to provide a secure mechanism designed to ensure secure operation despite strong adversary assumptions. Firstly, we need to ensure the security, fairness and trustworthiness of the transaction matching process. Even if an adversary controls the host computer and underlying software, such as the operating system, the system needs hardware-based, enhanced security to more effectively block these attacks and prevent the theft or tampering of the contract data or code within it.



	
Privacy. In Trust-DETM, private information is mainly divided into two categories, the transaction matching model and user account information. Our systems need to ensure that neither type of information can be observed by an adversary. Secondly, users involved in a transaction also do not have access to information about other competitors’ bids, reputation, etc. Finally, trading account information cannot be observed by other nodes and adversaries, including other trading users and managers.



	
Efficiency. Trust-DETM should be efficient. We need to evaluate our system design mechanisms in terms of both communication overhead and storage overhead to ensure that the system has low latency and high performance. Finally, we illustrate the efficiency of the system through an experimental analysis in Section 7.








5. Trust-DETM


We introduce the details of Trust-DETM in this section.



5.1. Trading Application


There are two types of nodes in the distributed electricity trading network: buyers and sellers. When nodes wish to join the energy transaction, they will send a transaction application to the manager node. We assume that there are a total of n nodes    x i   ( i = 1 , 2 , ⋯ , n )    applying to participate in the transaction. We introduce a reputation metric mechanism as a basis for decision making in trading matching and set m reputation metrics   Y j    ( j = 1 , 2 , ⋯ , m )  .   x  i j   ( k )    denotes the value of the indicator   Y j   in the kth cycle of the trading node   x i  .   ω j  ( k )    is the weight of indicator   Y j   and   C i  ( k )    is the reputation measure of trading node   x i   in the kth cycle.



We only give the calculation process here and do not discuss specific indicators. The credibility evaluation indicators can be customized by the system. Evaluation indicators can be divided into the benefit type and cost type. The benefit type represents some positive evaluation indicators, such as the historical transaction success rate, power stability, etc. Therefore, the higher the value of the benefit index, the higher the credibility of the transaction user node. On the contrary, the cost type represents the opposite evaluation indices, such as the default rate, power loss, etc. The higher the value of the cost index, the lower the credibility of the trading user node.




5.2. Credibility Measurement


After the trading nodes send their transaction requests, the manager nodes register information for the nodes and collect their reputation measurement metric data. The credibility measure smart contract then seals the execution of the credibility measure algorithm in the enclave. The credibility score considering the degree of variation in the trading node metrics is calculated as follows.



We use the extreme value processing method to quantify and calculate the index value   x  i j   ( k )    according to the benefit index and the cost index.



For the benefit-based index,


    x ˜   i j   ( k )   =    x  i j   ( k )   −  x  min , j   ( k )      x  max , j   ( k )   −  x  min , j   ( k )      i = 1 , 2 , ⋯ , n ; j = 1 , 2 , ⋯ , m  



(1)







For the cost-based index,


    x ˜   i j   ( k )   =    x  max , j   ( k )   −  x  i j   ( k )      x  max , j   ( k )   −  x  min , j   ( k )      i = 1 , 2 , ⋯ , n ; j = 1 , 2 , ⋯ , m  



(2)






   x  max , i j   ( k )   = max   x  1 j   ( k )   ,  x  2 j   ( k )   , ⋯ ,  x  n j   ( k )     



(3)






   x  min , i j   ( k )   = min   x  1 j   ( k )   ,  x  2 j   ( k )   , ⋯ ,  x  n j   ( k )     



(4)







In the above equation,   x  max , j   ( k )    and   x  min , j   ( k )    denote the maximum and minimum values of the metrics   Y j   for all nodes involved in electricity trading in the kth cycle, respectively.



We use the matrix    A  ( k )   =     x ˜   i j   ( k )     n m     to represent the quantified confidence measures, and the information entropy   F j  ( k )    of the indicator   Y j   is expressed as follows.


   F j  ( k )   = −    ∑  i = 1  n   P  i j   ( k )   ln  P  i j   ( k )     ln n    



(5)






   P  i j   ( k )   =   x ˜   i j   ( k )   /  ∑  i = 1  n    x ˜   i j   ( k )    



(6)







Among them,   P  i j   ( k )    represents the ratio of the jth index of transaction node   x i   to the sum of all node indices.



Next, we calculate the weight of each indicator of the trading node in the following way.


   ω j k  =   1 −  F j  ( k )      ∑  j = 1  m   F j  ( k )      



(7)







Finally, the reputation measure for trading node   x i   is as follows.


    C ˜  i  ( k )   =  ∑  j = 1  m   ω j  ( k )     x ˜   i j   ( k )    



(8)








5.3. Trading Matching


During the transaction matching phase, the trade matching smart contract is executed in a sealed container, enclave 1, created by SGX. The contract measures the reputations of all trading nodes and transmits    C ˜  i  ( k )    as the basis for matching to the trading matching smart contract.



We assume that    v  i ′    (  i ′  = 1 , 2 , ⋯ ,  n 1  )    is the seller nodes,    z  j ′    (  j ′  = 1 , 2 , ⋯ ,  n 2  )    is the buyer nodes and    n 1  +  n 2  ⩽ n  . The interval for the value of satisfaction of trading nodes is   [ 0 , 1 ]  . The contract matches transactions with the objective of maximum satisfaction for both parties, with the most satisfied being 1 and the least satisfied being 0. In the trading matching process, in addition to considering the reputation measurement value, both parties are also interested in parameters such as the transaction price and power consumption. In a round of trading matching, the transaction indicator parameter referenced by the seller nodes   v  i ′    is set to    ω r   ( r = 1 , 2 , ⋯ , s )   . Among them, s represents the total number of parameters considered by the seller nodes.



When   ω r   denotes benefit-based parameters, the desired value of the seller nodes   v  i ′    is   p  h , r ,  i ′    , the lowest acceptable value of the parameter is   p  l , r ,  i ′     and the actual parameter value of the buyer node   z  j ′    is   p  z  j ′    . Thus, for the parameter   ω r  , the satisfaction of the seller nodes   v  i ′    can be expressed as follows.


   d  r ,  i ′  ,  j ′    =     1     p  z  j ′    ⩾  p  h , r ,  i ′            p  z  j ′    −  p  1 , r ,  i ′       p  h , r ,  i ′    −  p  1 , r ,  i ′          p  l , r ,  i ′    ⩽  p  z  j ′    <  p  h , r ,  i ′          



(9)







When   ω r   denotes cost-based parameters, the desired value of the seller nodes   v  i ′    is   p  l , r ,  i ′    , the highest acceptable value of the parameter is   p  h , r ,  i ′     and the actual parameter value of the buyer node   z  j ′    is   p  z  j ′    . Thus, for the parameter   ω r  , the satisfaction of the seller nodes   v  i ′    can be expressed as follows.


   d  r ,  i ′  ,  j ′    =     1     p  z  j ′    ⩽  p  1 , r ,  i ′            p  h , r ,  i ′    −  p  z  j ′       p  h , r ,  i ′    −  p  1 , r ,  i ′          p  l , r ,  i ′    <  p  z  j ′    ⩽  p  h , r ,  i ′          



(10)







Therefore, the overall satisfaction of   v  i ′    with respect to   z  j ′    can be expressed as follows.


   d   i ′   j ′    =   C ˜  i  ( k )   +  ∑  r = 1  s   β   i ′  , r    d  r ,  i ′  ,  j ′     r = 1 , 2 , ⋯ , s  



(11)







In Equation (11),   β   i ′  , r    is the weight of    ω r   ( r = 1 , 2 , ⋯ , s )    in all parameters.


   ∑  r = 1  s   β   i ′  , r   = 1 , 0 ⩽  β   i ′  , r   ⩽ 1  



(12)







We assume that the buyer node   z  j ′    is satisfied with the seller node   v  i ′    as   e   i ′   j ′    .


  max   ∑   j ′  = 1   n 2    ∑   i ′  = 1   n 1     d   i ′   j ′    +  e   i ′   j ′      f   i ′   j ′      



(13)






    s . t .         ∑   i ′  = 1   n 1    f   i ′   j ′    ⩽ 1      i ′  = 1 , 2 , ⋯ ,  n 1         ∑   j ′  = 1   n 2    f   i ′   j ′    ⩽ 1      j ′  = 1 , 2 , ⋯ ,  n 2         f   i ′   j ′    = 0 , 1      i ′  = 1 , 2 , ⋯ ,  n 1  ;  j ′  = 1 , 2 , ⋯ ,  n 2        



(14)







In Equation (13),   f   i ′   j ′     represents the trading matching result. If    f   i ′   j ′    = 1  ,   v  i ′    and   z  j ′    are matched for electrical energy transactions. Otherwise,    f   i ′   j ′    = 0  , and the match fails.



It is clear that Equations (13) and (14) can be mathematically modeled for the standard 0–1 assignment problem by appropriate deformations. The model introduces a total of    n 1  ×  n 2    0–1 shaped variables. As a combinatorial optimization algorithm to solve the assignment problem in polynomial time, the Hungarian algorithm has the advantage of low computational time complexity, so, from the perspective of system efficiency, we use the Hungarian algorithm to solve the model.



Obviously, Formulas (13) and (14) can establish a mathematical model of the standard 0–1 assignment problem through proper deformation. The model introduces    n 1  ×  n 2    variables of 0–1 shape. As a combinatorial optimization algorithm to solve task allocation problems in polynomial time, the Hungarian algorithm [39] has the advantage of low computational time complexity. Therefore, considering the system efficiency, we use the Hungarian algorithm to solve the model.




5.4. Account Locking


Once the trading match is complete, the manager creates the sealed container enclave 2 and executes the account locking smart contract in it. The buyer nodes lock the account balance used for payment in the contract as a “commitment”.



To prevent the buyer node from withdrawing before the electricity is delivered and the seller node from receiving payment, the account locking smart contract locks an account address with a sufficient balance as collateral. The collateral cannot be redeemed for a limited period of time. In a trade matching round, we set up an account locking smart contract that locks all successfully matched trades in the current round.



Contracts complete execution in only two situations. In the first case, all matching transactions for the current round are completed and the account is unlocked. In the second case, the contract reaches the set limit time (the seller does not complete the transmission of electricity within the specified time) and the balance of the locked account is automatically redeemed.



The specific process is as follows.



Step 1: The successfully matched buyer nodes    z  j ′    (  j ′  = 1 , 2 , ⋯ , k )    transmit the respective account   t x = ( i  n 1  , ⋯ , i  n k  )   as input to the account locking smart contract.



Step 2: The smart contract checks the account balance and verifies that   t  x  j ′    = ( i   n 1  , ⋯ ,    i  n k   )    has not been spent in the account. If the verification fails, the transaction is terminated.



Step 3: The smart contract executes a locking procedure for the account   t  x  j ′   =  ( i  n 1  , ⋯ , i  n k  )    to ensure that it cannot be transferred out or spent early.



Step 4: The contract calculates the token    ϕ  j ′   :  hash  t  x  j ′    =  h  j ′      and returns   ϕ  j ′    to   z  j ′    as proof of account locking.



The smart contract locks the transaction accounts of all successfully matched buyer nodes, and the seller nodes can start to transmit the electricity for sale.




5.5. Account Unlocking


After the successful seller node   v  i ′    completes the power transmission as agreed, the smart meters will automatically transmit back the account unlock commands to trigger the account locking contract. The successful seller nodes   v  i ′    can unlock the account balance locked by the smart contract with token   ϕ  j ′    after completing the transmission of electricity as agreed. The account unlocking process is shown below.



Step 1: When the seller node has transmitted the power as agreed, the buyer node transmits the token   ϕ  j ′    to the matching seller nodes via a secure channel.



Step 2: The seller nodes transmit the obtained token   ϕ  j ′    as evidence to the account locking smart contract to request the unlocking of the contract balance.



Step 3: The account locking smart contract validates the token. If    ϕ  j ′   = hash  t  x  j ′     , the validation passes. Otherwise, the contract rejects the application token.



Step 4: If the verification passes, the smart contract accepts the request to unlock the account balance. The account   t x = ( i  n 1  , ⋯ , i  n k  )   locked in the smart contract is unlocked to obtain the output   ( o u  t 1  , ⋯ , o u  t k  )  .



The unlocked account balance is transferred to the account of the seller nodes. Thus far, a round of power trading has been completed.




5.6. Transaction Settlement


Once the transaction is completed, we package all the transactions and upload them to the energy trading blockchain. Real-time transactions result in frequent updates to the account status. In order to improve the efficiency of Trust-DETM, we store transaction records closed in the trusted execution environment SGX and package and broadcast the “settlement” information in the blockchain at a certain frequency (e.g., once an hour or once a day). At the end of each energy transaction cycle, Trust-DETM will package all the transaction information completed in this round to form a block. Then, the blocks formed in each transaction cycle will be broadcast in the energy transaction blockchain. After the block is recorded in the blockchain through the consensus protocol, the round of energy trading is officially over.



Both the energy trading matching and fund transfer process are carried out in the closed container enclave. SGX introduces a revolutionary new security architecture that protects smart contract executions from compromise and modification. SGX guarantees the confidentiality and integrity of the energy trading process even in the presence of privileged malware at the OS, BIOS, VMM or SMM layer. As a result, Trust-DETM, which relies on SGX, uses timed broadcasts to dramatically improve the efficiency of the distributed trading model while ensuring that transactions are secure and trustworthy.





6. Security Analysis


In this section, we provide a security analysis of the algorithm details mentioned in Section 5. Our proposed Trust-DETM’s security relies on a trusted execution environment. We analyze SGX in detail in terms of three aspects: security, privacy and integrity.



6.1. Security


SGX takes hardware security as a mandatory guarantee and does not depend on the security status of firmware and software. We encapsulate the energy trading matching and account locking contracts in an enclave to protect them from malware attacks. Neither privileged nor unprivileged software can access the contracts executed in the enclave. This means that once the contract code and data are located in the enclave, even the operating system and the VMM [40] (Hypervisor) cannot influence the execution of the contract in the enclave. The enclave’s security perimeter contains only the CPU and itself.




6.2. Integrity


When the trading matching and account locking contracts are loaded into the enclave, SGX protects them from being accessed by any external software. Enclave can authenticate itself by remote proof and provide the necessary functional structure to securely provide keys. The manager nodes will perform integrity checks when creating an enclave to determine whether the smart contract code and data have been tampered with during the creation process. Therefore, the integrity of the transaction data is guaranteed.




6.3. Privacy


SGX enables the isolated execution of transactions through a hardware-based trusted execution environment. Although smart contracts are executed in clear text, the enclave ensures that no adversary can pry into the identity information and matching mechanisms of the users involved in the transaction. As an important matter of privacy, the accounts of trading users are also sealed in the enclave and no information is available to honest but curious third parties.





7. Performance Analysis


In this section, we provide a comprehensive analysis of Trust-DETM’s performance. We compare the overheads of Trust-DETM with those of other similar distributed energy trading schemes by designing comparative experiments. Finally, we analyze the experimental results and provide conclusions.



Next, we briefly describe the similarities between the chosen comparison scheme and Trust-DETM. The distributed energy trading scheme PP-BCETS [6], based on the ABE [41] cryptographic primitives, focuses on the privacy protection features of the transactions. Although we use different technical solutions, we also enable secure distributed energy trading with privacy protection. Another solution, FeneChain [16], builds a secure energy trading system to realize the supervision of the transaction process and energy management. The scheme uses anonymous authentication to protect user privacy and designs a mechanism based on time commitment to ensure verifiable fairness in the energy transaction process. Our proposed account locking protocol and FeneChain’s time commitment mechanism both attempt to achieve fairness in energy trading, but use different technical solutions. Therefore, we design experiments that compare the performance against the above scheme for two performance metrics, the storage overhead and system execution efficiency.



Our experiments are carried out on the Intel i5-8250U (1.60 GHz) platform, which supports SGX and has 8 GB of physical memory. The system software running on this platform is Ubuntu 18.04.4 with the SGX v2.6 driver installed.



7.1. Storage Overhead


In terms of storage overhead, there are mainly two types: the mortgage records of users and electricity providers stored in TEE   M  T E E    and the transaction record   M T  . Through analysis, it has been found that the storage overhead M is approximately proportional to the number of transactions n.



The storage overhead of our system mainly has a transaction information overhead and TEE storage overhead. The TEE stores the addresses of users and power suppliers   M  I D   , public–private key pairs   M K   and their reputations and other related information   M m  . After the transaction is completed, the transaction information   M t   will be stored on the blockchain. The overall storage overhead   M m   is as follows:


    M    =  M  T E E   +  M T           =  (  M  I D   +  M K  +  M m  )  ·  ( N + n )  +  M t  · n          =  (  M  U I D   +  M  P I D   +  M  P K   +  M  S K   +  M  u m   +  M  p m   )  ·  ( N + n )  +  M t  · n     



(15)




N in the formula is the number of nodes, which is a constant when the system is stable.



According to the experimental results as shown in Figure 4, the storage overhead of Trust-DETM is lower than that of FeneChain as the number of transactions increases. In Trust-DETM, the use of the TEE allows mortgage records to be stored in a more efficient and secure manner as the TEE provides hardware-level efficiency, security and confidentiality guarantees that do not exist in traditional blockchain systems. As a result, Trust-DETM is able to process more transactions at a lower storage overhead than FeneChain.




7.2. System Time Overhead


The main system time overheads of our scheme encompass two aspects. One is the computational costs caused by the transaction matching algorithm   T M  , and the other is the communication overhead between users of energy trading and other roles in the system   T C  .



The time overhead of our system is mainly derived from the above two parts. System-time-overhead-related parameters are shown in Table 1. The total system overhead is as follows:


    T    =  T C  +  T M           = (  T u  +  T r  +  T p  +  T v  +  T  u l   +  T m  ) · n     



(16)







Based on the above analysis, we consider that   T c   represents the system execution time and the rest is negligible. Therefore, we measure the communication overhead   T c   for the three schemes at different numbers of transactions n. The experimental data are shown in Table 2.



Based on the experimental data in Table 2, we obtain Figure 5. Trust-DETM outperforms the other two solutions (PP-BCETS and FeneChain) in terms of communication overhead for all numbers of transactions tested. This indicates that Trust-DETM has better communication efficiency compared to the other solutions, which is an important advantage in scenarios with high-frequency and small-dollar distributed energy trading.



According to the above analysis, we believe that the main time overhead of the system comes from the matching algorithm and communication delay. In contrast, the time overhead incurred by the rest of the system is so low that it can be ignored. Therefore, we assume that   T =  T c  +  T m    is the total time overhead of the system. We measure the time overhead of   T u  ,   T r  ,   T p  ,   T v  ,   T  u l   ,   T m  , respectively, and calculate the total time overhead for the three schemes when the number of transactions is n. The experimental data are shown in Table 3.



Based on the experimental data in Table 3, we obtain Figure 6. As shown in Figure 6, we can see that Trust-DERM has a lower total time overhead when processing all numbers of transactions tested, which is a clear advantage over FeneChain. The lower total time overhead in Trust-DETM indicates that the proposed solution may be more efficient and effective in processing transactions and providing the reliable and secure trading of distributed energy.



Another reason for the better performance of Trust-DETM is the introduction of a reputation metric mechanism and the proposal of a transaction matching algorithm based on the reputation metric. These mechanisms enable the accurate matching of transaction objects and efficient communication between users and power providers, leading to a lower communication overhead. Furthermore, Trust-DETM proposes a commitment solution based on smart contracts and a trusted execution environment, which solves the trust problem between producers and consumers. This could increase the security and reliability of the energy trading platform, which is a crucial factor in the adoption of such platforms.



The use of a blockchain-enabled energy trading settlement platform in Trust-DETM could also contribute to its higher efficiency and security. The platform avoids complex iterations of large-scale distributed devices, improves the trading efficiency and ensures trading security. This could enable more efficient energy trading compared to other solutions.



Overall, the experimental results suggest that Trust-DETM is a promising solution for distributed energy trading, with advantages in communication efficiency, security and reliability.





8. Conclusions


This paper proposes Trust-DETM, a distributed energy trading model based on a trusted execution environment, which solves the problems of high maintenance costs, low processing efficiency and unsynchronized information in the traditional centralized electricity trading model. By incorporating a trusted execution environment and smart contracts, Trust-DETM enables the secure trading of distributed energy while protecting privacy. In addition, we propose a new transaction matching mechanism in Trust-DETM to achieve secure and accurate transaction matching, which greatly improves the success rate of transactions. This mechanism measures the trustworthiness of the trading user by setting a credibility indicator to achieve the most reasonable match between the two sides of a transaction. We also design a collateral commitment mechanism to lock the trading account through a smart contract to ensure the security and fairness of electricity trading. Finally, we describe comparative experiments to evaluate the performance of our proposed scheme in terms of both storage overhead and time overhead. The experimental results show that Trust-DETM outperforms the comparison scheme and the performance metrics meet the design requirements.
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Figure 1. Centralized energy trading architecture. 
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Figure 2. Intel SGX architecture. 
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Figure 3. Trust-DETM architecture. 
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Figure 4. Comparison of storage overhead. 
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Figure 5. Comparison of communication overhead. 
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Figure 6. Comparison of system time overhead. 
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Table 1. Parameters related to system time overhead.
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	Notation
	Definition





	   T u   
	Time overhead for users to send transaction requests to system.



	   T r   
	Time overhead for electricity producers to register in the system.



	   T p   
	Time overhead for power producers to provide proof of completion of power supply to the system.



	   T v   
	Users to verify power supply completion overhead.



	   T  u l    
	Time overhead for uploading to the blockchain.



	   T m   
	Time overhead of the matching algorithm.
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Table 2. Communication times for different schemes.






Table 2. Communication times for different schemes.





	Number of Transactions
	Trust-DETM
	PP-BCETS
	FeneChain





	1
	0.2 s
	0.22 s
	0.23 s



	10
	1.33 s
	2.48 s
	2.59 s



	20
	2.59 s
	5.01 s
	5.27 s



	30
	4.09 s
	7.54 s
	7.98 s



	40
	5.56 s
	9.86 s
	10.88 s



	50
	8.11 s
	12.54 s
	13.65 s



	60
	9.7 s
	14.83 s
	16.09 s



	70
	11.76 s
	17.12 s
	18.92 s



	80
	14.09 s
	19.64 s
	22.35 s
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Table 3. Execution time of different schemes.






Table 3. Execution time of different schemes.





	Number of Transactions
	Trust-DETM
	FeneChain





	100
	5.14 s
	18.5 s



	200
	8.42 s
	30.2 s



	300
	20.3 s
	52.3 s



	400
	35.3 s
	75.6 s



	500
	57.1 s
	126 s



	600
	78.5 s
	165.4 s



	700
	104.1 s
	165.4 s



	800
	129.6 s
	195.4 s
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