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Abstract: Although the vigorous development of smart homes brings great convenience to people’s
lives, smart homes usually suffer from various security threats due to firmware vulnerabilities.
Firmware update is a possible solution, but existing methods cannot address the security issues
during the update process well. To enable secure firmware updates, a Forward Secure Firmware
Update (FSFU) system was realized based on the proposed Puncturable-Ciphertext Policy-Attribute-
Based Encryption (P-CP-ABE) scheme. In FSFU, when the service provider delivers the latest
firmware, it specifies an access policy and some tags to encrypt the data and appends its signature
to achieve both fine-grained access control and authentication. Authorized customers can obtain
the latest firmware by decrypting the encrypted data through their private key. In particular, after
a successful update, each authorized customer can realize forward security by updating his/her
puncturable key, which is an important private key component. In addition, FSFU is further enhanced
by outsourcing a part of the parameters and computational tasks. Finally, FSFU was proven to be
secure under the Decisional Bilinear Diffie-Hellman (DBDH) assumption. Our proposed FSFU is
efficient from both the theoretical analysis and the experimental results.
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1. Introduction

With the continuous development of IoT technology, smart homes have become an
attractive application that can provide users with more comfort and convenience in their
lives [1,2]. Major manufacturers have developed and launched their smart home systems.
They provide consumers with supporting smart devices, cloud platforms, and mobile
applications. Some of the more famous are Samsung’s SmartThings [3], Amazon’s AWS [4],
Apple’s Home app [5], Alibaba’s AliyunloT [6], etc. Manufacturers are eager to develop
new features and products to attract consumers and increase their share of the smart
home market.

The potential economic benefits of smart homes have attracted many hacker groups
to attack vulnerabilities in smart home systems, and many of the attacks are targeting
customers’ IoT devices. Technically, IoT devices are very small embedded devices that are
used for sensing, control, and so on [7]. To protect embedded devices, an effective way is
to update the firmware to fix the vulnerabilities. The service provider uploads the latest
firmware to the cloud platform for the authorized customers to download.

As shown in Figure 1, there are possible threats, such as pretending and eavesdropping,
during the firmware update process, and therefore, its security needs to be considered. How-
ever, some existing methods do not address the security issues during firmware updates
well [8]. Some state-of-the-art techniques, including differential privacy [9], opacity [10],
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etc., can achieve security. Differential privacy focuses on protecting the privacy of changes
in the database, and opacity focuses on hiding system behavior. In smart home systems,
service providers only expect authorized customers meeting certain policies to enjoy the
latest firmware updates, hence Ciphertext Policy-Attribute-Based Encryption (CP-ABE) is
more suitable for achieving secure firmware updates.
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Figure 1. Possible threats in the firmware update process.

1.1. Contribution

To achieve secure firmware updates in the smart home, an FSFU system is proposed
based on a proposed Puncturable-Ciphertext Policy-Attribute-Based Encryption (P-CP-
ABE) scheme. In FSFU, the service provider is called the Data Owner (DO), and the
customer is called the Data User (DU). When the DO supplies the latest firmware, it
encrypts the data with a specified access policy and some tags. To enable customers to
identify the source of the firmware, the DO attaches a signature to the encrypted data.
The authorized DU can obtain plaintext from the encrypted data using his/her private
key, which contains a puncturable key component. After a successful update, the DU
can renew his/her puncturable key component, and the updated key loses the capability
to decrypt the past encrypted data. We also propose extended FSFU, which outsources
some parameters and operations to the fog node. Specifically, the features of FSFU are
listed below:

—  Authentication: The signature allows customers to verify that the latest firmware is
being delivered by the expected service provider.

- Fine-grained access control: Upon receipt of the encrypted data, only authorized users
can obtain the plaintext, where authorized users are those whose attribute sets satisfy
the policy and the puncturable key does not contain the tag in the ciphertext.

—  Forward security: After successfully updating to the latest firmware, data users can
update their puncturable key component by puncturing a tag attached to the ciphertext.
The updated key loses the capability to decrypt the past ciphertext, ensuring the
forward security of the encrypted data.

—  Outsourced capability: In extended FSFU, the DO can outsource some of the encryption
work to fog nodes. Similarly, the DU can send part of the private key to the fog node
for storage and, thus, outsource part of the decryption work. As a result, the storage
and computation costs of the participants, especially DUs, can be reduced.

1.2. Related Work

Sahai and Waters first proposed the concept of Attribute-Based Encryption (ABE) [11],
in which DUs are described by their attributes so that ABE can achieve fine-grained
access control on encrypted data. In general, there are two main types of ABE: Key
Policy-Attribute-Based Encryption (KP-ABE) [12] and Ciphertext Policy-Attribute-Based
Encryption (CP-ABE) [13]. The difference between them is that CP-ABE’s ciphertext is
related to a specified policy (or structure) and the decryption key is related to attributes,
while KP-ABE is just the opposite: the ciphertext is related to the attributes, and the
decryption key is related to the policy. If the attributes satisfy the policy, the plaintext
can be recovered. Ibraimi, Tang,et al. proposed a selectively secure CP-ABE based on the
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Decisional Bilinear Diffie-Hellman (DBDH) assumption [14], which can be conveniently
modified to outsource the computation during encryption and decryption. There are a
large number of studies on attribute-based encryption from [15]. However, very little work
considers the forward security of the encrypted data.

The survey [8] investigates various attacks against firmware updates of IoT devices
from 2004 to 2018 and discusses measures for secure firmware updates. According to the
survey, existing secure firmware updates can be divided into “centralized” and “distributed”
categories. Centralized solutions based on the server—client model include [16-18], etc.
Decentralized solutions, mostly based on blockchain, include [7,19,20], etc. However, as
mentioned above, there is very little work that deals with forward security.

There are some proposals to add forward security to encrypted email, which is a “store
and forward” messaging system [21-23]. However, these proposals increase complexity
and introduce new points of failure. The distribution of new key components for senders
requires a highly available network infrastructure [21]. The premise of secure communica-
tion is that an initial message must be exchanged [24]. Reference [25] proposed a Forward
Secure-Public Key Encryption scheme (FS-PKE) in which the user could periodically update
the key to revoke the decryption capability. However, it is coarse-grained. Puncturable
Encryption (PE) [26], proposed in SP 2015, enables fine-grained forward security by punc-
turing specific tags. In this way, fine-grained revocation of the decryption capability can
be achieved. What is more, users can update their keys themselves without the need for
the trusted center to reissue a new key. There are some recent works related to PE still
emerging [27-30].

1.3. Organization

The rest of this paper is organized as follows. Section 2 presents the system architecture
and design goals. Section 3 lists the related preliminaries. Section 4 describes the formal
definition of P-CP-ABE and the security model. The details of FSFU (including the extended
construction) are given in Section 5. We prove the security and analyze the performance in
Section 6. The conclusion of the work is given in Section 7.

2. System Architecture and Design Goal
2.1. System Architecture

The system architecture is shown in Figure 2. There are five entities in the system. The
role and responsibilities of each entity are described below:

¢ The Trusted Authority (TA) is fully trusted. The system’s public parameters and secret
keys for participants are generated by the TA. We assumed that the TA is responsible
for publishing the attribute universe Q) = {ay,...,a,} and a collection of possible tags.

e The Cloud Sever (CS) is semi-trusted. The CS can provide a powerful storage service
for participants.

*  The Fog Node (FN) is semi-trusted. FNs act as caches between the participants and
the CS. FNs can provide temporary storage and outsource computing services to
participants.

*  The Data Owner (DO) is the service provider, which delivers the latest firmware to
the DU via the FNs and the CS.

¢  The Data User (DU) requests data files associated with specific tags and receives them
from the FN. If the DU is in the same domain as the DO, the DU can obtain the data
file directly from the FN. If the DU is far away from the DO, the FN close to the DU
will request the data file from the neighboring FNs and the cloud platform, and the
data file will be transmitted to it and eventually forwarded to the DU.
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Figure 2. The FSFU system architecture.

An overview of the FSFU system can be found below:

(1)  Initialization: The system is initialized by the TA, which generates the public pa-
rameters and a master key. The public parameters of the system are public to all
participants, and the master key is secret.

(2)  Authorization: The DU authenticates to the TA using his/her own set of attributes,
and the TA issues a secret decryption key to the DU based on the set of attributes.
Meanwhile, the DO authenticates to the TA using its ID, and the TA issues a signing
key associated with the ID to the DO.

(3)  Secure latest firmware delivery: For the latest firmware, the DO specifies an access
policy, uses it along with some tags to encrypt the latest firmware, and embeds its
signature. The ciphertext is outsourced to the nearest fog node and then transmitted
to the cloud platform.

(4)  Latest fine-grained firmware access: After receiving the latest encrypted firmware, the
authorized DU first verifies the signature. Then, the plaintext is revealed from the
ciphertext if each of the embedded tags has never been punctured.

(5)  Revocation of decryption capability of latest firmware: After revealing the latest firmware
and successfully updating it, the DU can revoke the decryption capability for the
ciphertext by puncturing a tag attached to it. If the DU has done this, he/she has
updated the private key himself/herself, and malicious participants who have stolen
the secret key cannot decrypt the current ciphertext.

2.2. Adversary Model and Design Goal

In FSFU, both a malicious DO and an unauthorized DU may attack the system as
adversaries. For authentication, a malicious DO may deliver unexpected data, pretending
to be a legitimate provider for improper gain. The encrypted data are transmitted over a
public channel, so anyone can obtain the ciphertext. For data confidentiality, malicious
unauthorized users may collude to recover the latest firmware. In addition, some mali-
cious DUs may attack the devices of authorized DUs to steal private keys. Therefore, we
considered the following specific security goals:

*  Data confidentiality: The latest outsourced firmware should be protected from unautho-
rized access due to its economic value.

*  Authentication: When the DO publishes the latest encrypted firmware, the DU should
be able to verify that the expected service provider has published it.
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*  Collusion resistance: Unauthorized users with different attribute sets may collude by
combining their private keys to obtain the latest firmware for free. For economic
reasons, these collusion attacks must be prevented.

e Forward security: The DU’s device may be hacked, and the private key may be stolen.
When the latest firmware is successfully updated, the private decryption key should
be updated by the DU itself so that the current ciphertext can no longer be decrypted
with the updated key.

3. Preliminaries

Table 1 lists some notations and their descriptions.

Table 1. Notations and descriptions.

Notation Description
QO The universe of attributes.
G1, Gy Two cyclic multiplicative groups.
Z, Integer ring with modulus p, where p is a prime number.
Z; Zy = 7.,\{0}.
H;(-),i=1,2,3 Hash function.
r Access tree associated with the ciphertext.
IT| Number of leaves in T'.
S Attribute set of the DU.
s’ The smallest subset of S that satisfies T".
t1,... g Tags associated with the ciphertext; d is the maximum number.
PK Public key, including the public system parameters.
MSK Master key secretly held by the TA.
sk Participant’s private key.
KP Puncturable key, which is a component of the decryption key.

3.1. Access Structures and Access Tree

Definition 1 (Access structures [14]). Let {Py, P, ..., Py} be a set of parties. A collection A C
2f PP Put s monotone if VB,C: if B € Aand B C C, then C € A. An access structure is a
collection A, i.e., A C 2! PP b "}\{®}. An authorized set is a subset in A, and conversely, an
unauthorized set is a set that is not in A.

Access tree: One way to represent an access structure or policy is through an access tree.
Each node in the access tree I' has at most # children. In I, the leaves represent attributes,
and every other node is a (t, n) threshold gate, which can be AND (A) or OR (V). During
the encryption phase, each node is assigned a pair of values (i,s;), where i is the public
index and s; is the corresponding value [14].

3.2. Lagrange Interpolation and Shamir’s Secret-Sharing Scheme

Given t different pairs of values (x1,y1), ..., (xt,y¢), a polynomial f(x) of degree t — 1
can be uniquely defined by the Lagrange interpolation [14], in such a way that:

Fx) =Y v H]t':u;éi ((;__J;]]))

Suppose a dealer D holds a secret s. It is divided into # shares in Shamir’s (¢, ) (Where
t < n) threshold secret-sharing technique [14]. Any subset with shares greater than or
equal to t can jointly reconstruct the secret s, and no subset with shares less than s can
obtain the secret 5. This is based on polynomial interpolation. The details of this method
are given below.

The dealer D chooses a prime p > max(s, n) and defines ag = s. Then, D chooses t — 1
random coefficients a1, - -+ ,a;_1,0 < aj <p, and defines the random polynomial over Z,,
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flx) = Z;;(l) ajxj . According to f(x), D securely sends to user p; the share s; = f(i) along
with p;’s index i.
Any group of t or more users can reconstruct s using their shares (i, s;) together by

—_1rt 9=

Lagrange interpolation, i.e., s = f(0) = Y!_, 5;;(0), where ;(0) = =

3.3. Ciphertext Policy-ABE
CP-ABE consists of four algorithms [13]:

e Setup (k): Upon the input of a security parameter k, the algorithm outputs the public
parameters pk and a master key msk.

e KeyGen (S, msk): Upon the input of the master key msk and an attribute set S, the
algorithm outputs a secret key skg associated with S.

e Encrypt (m,T, pk): Upon the input of the public key pk, a message m, and an access
tree I, the algorithm outputs the ciphertext cr. The purpose of specifying I' is to make
decryption accessible to authorized users.

e Decrypt (cr,sks): Upon the input of a ciphertext cr and a secret key skg associated
with S, the algorithm outputs a message m or an error symbol L.

3.4. Puncturable Encryption
A Puncturable Encryption (PE) scheme consists of four algorithms [26]:

e PE.KeyGen(k,d): Upon the input of a security parameter k and a maximum tag number
d, the algorithm outputs a public key PK and an initial secret key SKj.

e PE.Encrypt(PK,m,t4,...,t;): Upon the input of a public key PK, a plaintext m, and
tags t1,...,t, the algorithm outputs the ciphertext c.

e PE.Puncture(PK, SK;_1,t): Upon the input of a secret key SK; 1 and a tag ¢, the
algorithm outputs a new secret key SK;. This new key SK; revokes the decryption
capability on those ciphertexts encrypted with t, and the other decryption capabilities
are the same as SK;_.

®  PE.Decrypt(PK, SK;, ¢, t1,...,t4): Upon the input of a secret key SK; and a ciphertext
¢, the algorithm outputs a message m if any tag attached to the ciphertext is not
punctured or outputs an error symbol L.

3.5. Bilinear Pairing and Security Assumption

Definition 2 (Bilinear pairing [14]). Let Gy, Gy be two multiplicative cyclic groups of prime order
p, and let g be a generator of G1. e : Gy x Gy — Gy is a bilinear pairing (or bilinear map) with the
following properties:

—  Bilinearity: e(u,0%) = e(u?,v") = e(u,v)™ forall u,v € Gy and a,b € Zy.

-  Non-degeneracy: e(g, g) # 1, where 1 is the identity element of G.

Definition 3 (Computational Diffie-Hellman assumption [31]). Given g,g",g" € Gy, for the
Computational Diffie—Hellman (CDH) problem in G, it is difficult for any PPT adversary to
calculate V = g,

Definition 4 (Decisional bilinear Diffie~Hellman assumption [14]). Given g,g", ¢, ¢° € Gyanda
random element T € Gy, for the Decisional Bilinear Diffie—Hellman (DBDH) problem, it is difficult
for any PPT adversary to distinguish the tuple (g, g%, g%, 8, e(g,£)"*) from (g,8% g%, 8, T).

4. Formal Definition and Security Model
4.1. Definition of Basic P-CP-ABE

There are five algorithms included in our basic P-CP-ABE scheme. The syntax defini-
tion is as follows:

e Setup (k,d) — (PK, MSK): It takes a security parameter k and a maximum tag number
d as the input. The algorithm outputs a public key PK and a master secret key MSK.
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e KeyGen(PK,MSK,S,ID) — (sk,,sk,KPy): It takes the master secret key MSK, an
attribute set 5, and a DO identity ID as the input. The algorithm outputs a private key
sky associated with ID for signing, a private key sk, and an initial puncture key KP to
decrypt the ciphertext together.

e Encrypt(PK, M,T, sk, t1,...,t5) — CT: It takes a public key PK, a plaintext M, an
access tree I', a singing key sk, associated with ID, and tags t1, . .., t; as the input. The
algorithm outputs the ciphertext CT that contains the signature associated with ID.

e Puncture(KP;_1,t) — KP;: It takes a secret key KP;_; and a tag t as the input. The
algorithm outputs an updated key KP; that cannot decrypt ciphertexts encrypted
with t.

e Decrypt(CT, S, sk, KP;) — M or _L: It takes a ciphertext CT, a secret key sk associated
with S, and a puncturable key KP; as the input. The algorithm outputs a message M
or an error symbol L.

4.2. Security Model

The security of our basic P-CP-ABE is defined by the IND-CPA game played by an
adversary A and a challenger. Here, we considered selective security, i.e., A specifies the
challenge access tree and the set of tags in the initial phase before the public parameters of
the system are distributed. The formal definition of the game is given below:

*  Init: The adversary A declares the target access tree I and the set of tags {t,..., ¢} }.

e Setup: The challenger initializes a tag set P = @ and a counter n = 0. Then, he/she
executes Setup(k,d) — (PK, MSK) and gives PK to A.

®  Phase 1: A can adaptively issue a polynomially bounded number of queries for any of
the following:

—  KeyGen(S): A queries a secret key for a set of attributes S = {a;|a; € Q}, where

—  Puncture(t): The challenger sets n = n + 1, runs Puncture(KP,_1,t) — KP,, and
lets P = PU {t}.

—  Corrupt(): If this is the first time A issues this query and {t],...,t7} NP = @, the
challenger sends the current secret key KP, to A and sets C < P. In all other
cases, Corrupt() returns L.

*  Challenge: A sends two messages of equal length My, M; to the challenger. The chal-
lenger flips a random coin B € {0, 1} and executes Encrypt(PK, Mg, T*,t], ..., th) —
CT*. The challenge ciphertext CT* is sent to A.

®  Phase 2: It is identical to Phase 1.

e Guess: Aoutputs a guess g’ € {0,1}.

If B/ = B, the adversary A wins the game. The advantage of adversary A is character-
ized ase = |Pr[p' = ] — 1|

Definition 5. A P-CP-ABE scheme is selectively secure if any polynomial time adversary has at
most a negligible advantage in the above selective game.

5. Forward Secure Firmware Update System

The details of FSFU are described in this section, and then, we extend it to outsource
some parameters and computation to fog nodes.

5.1. Design Details of FSFU

(1) Initialization: The TA first takes a security parameter k and a maximum number 4
as the input and generates a bilinear map ¢ : G; x G; = G,, where G is a group
of prime order p and g is a generator. Then, the TA chooses three hash functions
Hy,Hp : {0,1}* — Gy, H3 : {0,1}* — Z,. The TA sets the attribute universe as
Q = {ay,ay,...,a,} and executes the following Setup algorithm:
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-  Setup(k,d): The TA selects elements &, 111,11, ..., 1y, € Z: at random. Compute

y=-e(gg)*and T; = ¢",j =1,...,n Then, the TA selects a random element
a € Z; and chooses a d-degree polynomial q(-) such that 4(0) = a. Then, the TA

deflnes V(x) = g7, ty is set as an initial tag that will not be used later in the
encryption operatlon The public system parameters are published as PK, and

the master key is MSK:

PK=(eg 8" y=e(g8)" Tj(j=1...,n)
gq(l)/ (l = 1/ e rd)r tOr le HZ/ H3)r
MSK = (a,a,n(j=1,...,n)).

(2) Authorization: As shown in Figure 3, the TA grants access rights by issuing a private
key to the DU based on its attribute set S and issuing a singing key sk, to the DO

associated with its ID. The TA implements these operations by executing the KeyGen
algorithm:

- KeyGen(PK, MSK, S, ID): The TA first computes P = H; (ID) and sends sk, = P*
to the DO. Then, the TA samples random elements r, 7,7’ € Z;‘ and lets

-1
sk=(D=g""-(g")",Vaj €S5,D; = gmj ),

KPy = ([kpo, kpg, kpg, kpg))

= ([(g") ™, V(Hs(t0))" 8" o).

The TA sends (sk, KPy) to the DU.

* 8 L

S A
Lol ——{T] 3%
12 sk, == (sk,KR) )
DO TA DU

Figure 3. Authorization in FSFU.

(3) Latest secure firmware delivery: The DO chooses a symmetric encryption scheme and
uses it to encrypt the latest firmware. Then, the DO specifies an access tree I' and some
tags t1,...,t; and encrypts the symmetric key, which plays the role of plaintext M &
Gy in the Encrypt algorithm described below. The encryption process is considered to
be two-level. The first level of encryption is associated with M and d tags, where the
DO’s signature is attached. The second level of encryption is associated with access
tree I'. Finally, as shown in Figure 4, the ciphertext data are outsourced to the local fog
node and then transmitted to the cloud platform:

- Encrypt(PK, M, T,skg, t1,...,t3): The DO first performs the first stage of en-
cryption by selecting a random element s € Z: and calculating Cp = M -

e(,8)%,C1 =g, {Ck=V(Hs(,))*, k=1,...,d}.
CTfi?’St = (CO/ Cl/ {C]3{/k = 1/' . /d})
=(¢°,M-e(g,89)"° {V(Hs(tx))’, k=1,...,d}).

Then, the DO generates the signature. The DO samples a random element r* € Z7
and calculates P,, = Hp CTflVSt ). The signature ¢ = (Sig = P’* - P, T = ¢'*).

f!_

DO

DX

(CT,o,T ¢, ..

Figure 4. Latest secure firmware delivery in FSFU.
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The DO then performs the second-level encryption. In an access tree, consider
an AND(A) node as an (7, n) threshold and an OR(V) node as a (1,1) threshold,
where 7 is the number of its children. Assign values to the nodes of the access
tree I' using a top-down recursive approach. For the root node, set its value to s
so that the root is marked as assigned and all other nodes are unassigned.
Recursively, for each inner node i marked assigned, if its children are marked
unassigned, its share s; is divided among its n children by Shamir’s (¢, 1) secret-
sharing scheme. Each shared secret s; = f(j) is assigned to each child node, and
thus, this node is marked as assigned. For the leaf node a;; € I', which represents
an attribute, calculate Cji = Tfi, where i is the unique attribute index according to
the access tree. This process is illustrated in Figure 5.

Finally, the encrypted data are

CT = (F, Co, Cq, {C]',i,Vﬂj’i S F}, {Cg,k =1,.. .,d},U’).

V (0, 5)

(1 15 S) (129 S)
/ \(2 )
threshold

(Ay/ \2/27S2) (239/ (241&0%&)

1751 71gSy — o5 — o5
C7ﬂ]—g Cor = g 623 8 Cus=8 Cos= g

1655

Figure 5. Encryption for leaves of the access tree.

(4) Latest fine-grained firmware access: As shown in Figure 6, after the ciphertext is verified
by the signature, the authorized DU can reveal the symmetric key that was used to
encrypt the latest firmware so that the DU can obtain the latest firmware through the
symmetric key. The authorized DU executes the Decrypt algorithm as shown below:

Decrypt(CT, S, sk, KP;): If S does not satisfy I or {t;,k = 1,...,d} contains the
punctured tags, return L. Otherwise, the algorithm behaves as follows.

The DU first verifies the signature. Check whether the equation e(Sig,g) =
e(T,Py) - e(g”, P) holds. If not, discard the data; if true, the ciphertext is indeed
from the expected DO.

Then, the DU performs the first-level decryption. Choose the smallest S’ C S that
satisfies I'. For each attribute aj € S’, calculate

g: H E(D]',C]'j)Li(O)

. !
a;€S

. !
a]ES

-1
= TTec™¢" )
ﬂjGS/
r Y. s;L;(0)
a;es!

=e(g8)
=e(g,8)",

L;(0)

where L;(0) is a Lagrange coefficient and can be calculated by the index of the
attribute in the access tree. Then, calculate

A=¢(C,D)-A
=e(Cy, D) -e(g,8)"
=e(g",8" " (8")") e(g,8)"
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=e(g,8)" -e(g,8)".

Simultaneously, the DU decrypts the puncturable part. For j = 0,1,...,1, find
wjt, ..., Wig, wix such that wj, - q(Hs(kp;*)) + Li_y (wji - q(H3(t))) = q(0) =
and compute
e(kpl, Co)
e(kp3, TTi=y (C5)™) - e(kp2, Co)™"
e((g”)r ! —ratror =M A1 =AY

B=

&)
e(gr trovtetror, [Ty (V(Ha(ty)))™%) - e(V (Hy(tg)) 704100 gs)

e(3,9)"
s(r'+ro1+...470) (Tf_y wor-q(Ha (k) +wo*q(Hs(to)))

wo*

7’*75*%7’01 7)\11+..‘+1’0i7)ﬁ,)s

e(g 8

)
E(g, )a(r’fra +ro1—A1 oo —A)s

e(g g) (r'4ror+...+1gi)a
= (g )N A,

BT e(kp;!, Co)
= e(kpd, TT, (C5)™) - elkp™, o)™
/ (g, g°)
1= e(g", TTi=y (V(Ha(t)))™ ") - e(V (Hs(to))", 8°)""
l: e(g’g)a(/\]',+71j)s
j=1 e(g,g)srlj(iizl wjr-q(Hz () +wjxq(Hz(to)))
)a(/\j’Jrrl]-)s

i e(gg
- Hj:l e(e, o)UY

e(g,8)™

_ e(g,g)u()t1'+...+/\i')sl

B=B-B=c¢(gg) .
After that, the DU executes the second-level decryption. Output

Co

MAB

M-e(g,8)"
e(g,8)" -e(,8)"" -e(g,8)

—raas”

O passed the ¢ satisfied Tand N
verification satistie and each ¢;
(CT oIt ty) U has not been punctured,
L. ‘ DU can decrypt the C7.
else, discard CT DU

Figure 6. Latest fine-grained firmware access in FSFU.

(5) Revocation of decryption capability of latest firmware: After revealing the latest firmware
and successfully updating it, as shown in Figure 7, the DU can revoke the capability
to decrypt the ciphertext through the Puncture algorithm, as shown below:

- Puncture(KP;_q, t): First, parse KP;_1 = (kpo,kpy,...,kpi_1), and then, parse
kpo = [kp, kp3, kp}, kpt]. The DU selects A/, r;, 11, € Z;, at random and lets

kpo' = [kpb - (8%~ kpf - V(Hs(to))"0, kpj - 870, to)
_ [(ga)r’—ru—l—rm—/\1’+...+r0i—/\,-’, V(H3(to))r’+r01+...+r0,~’gr’+701+...+r0il t0]~
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kpi = [(8) 714, V (H ko))", "0, ],
Finally, the updated key is
KP,‘ = (kp()/, kpl, ey kp,*,l, kpz)

(CT’tl’m’tda ﬂ Kp, Punctures 4, | gp  oee | pp

7=1,..d

Figure 7. Revocation of decryption capability of latest firmware in FSFU.

5.2. Extended Construction

When firmware updates occur in the smart home system, a major problem is the
limited computing power and memory of the data user nodes in the network. In the
cloud—fog paradigm, some operations and parameters can be processed by fog nodes to
reduce the computing and memory load of participants. In this section, we extend the basic
FSFU to outsource some of the computation and parameters to the fog nodes; see Figure 8.
The extended construction is described below:

cloud

/ \%

fog ¢ ———————= s> fog ¢-—-—---- > fog
(CTjiry, 0) (DADy, KPMpy)| | CTyu
DO DU DU DO

(sk, KP KP,

sko Puniture
TA o oo
Published PK KP;

Figure 8. Extended system with outsourcing.

(1) Initialization: It is identical to the basic system.
(2) Authorization: It is identical to the basic system, except that the TA chooses an ad-

ditional random element 1y € Zj, associated with a virtual attribute and generates
1

Dy = ng .
(3) Latest secure firmware delivery: It is identical to the basic scheme, except:

-  The DO generates the first-level ciphertext CT;.s; and a signature o on it. Then,
the DO passes (CT¥;yg;, 0) to the local fog node.

—  The fog node verifies the signature as the DU did above. If the ciphertext CTf;5;
is authenticated, the fog node and the DO perform the second-level encryption
together to generate the final ciphertext.

- Second-level encryption: The DO divides s into s¢, 51 such that s = sy 4 s1. The
DO generates coo = T, and passes I and s; as the root value to the fog node to
generate ciphertext for each leaf. The fog node generates {c;;, Va;; € T'}.

Finally, output

CT = (CTfirstr o0 = TOSO,C]'J‘ = ]—']?i,va]',i er).

(4) Latest fine-grained firmware access: Some computations can be performed at the fog
node. The details are described below:
-  Decryption by fog node:
+  The fog node computes A through {cji= T]-Si,Vaj,i €I'} and {Dj,Va; € S},
which is received from the data-user-obtained attribute set S. The fog node
computes A = e(g,g)""".



Mathematics 2023, 11, 3084

12 of 16

+  The fog node computes B = ¢(g, g)*M +-+4)s by {Ck k = 1,---,d} and
KPi\kpo. o
*  CTpart = (Co,Cy,c00 = TSO,A,B), then the fog node passes CTyg to the
data user.
- Decryption by the DU: After receiving CT)t, the DU computes

A =e¢(T',Dy)- A
= e(g*0"0, g™ ) -e(g,g)"™"
—e(3,9)",
A=¢(Cy,D)-A4,
e(kpg,C1)

B = 8 T (") - o(kp2 1
e( po’nk:1( 3) ) e( po’ 1)

and B=B-B =e(g,g) ",
Finally, the DU can obtain the plaintext:
_ G
M = 1B
(5) Revocation of decryption capability of latest firmware: This process is identical to the
basic system, except that the DO keeps kp and passes KP;\kpy to the fog node for
external decryption.

6. Security and Performance Analysis
6.1. Security Analysis

Our basic P-CP-ABE scheme proposed above includes the CP-ABE scheme, the
identity-based signature and puncturable encryption scheme, so its security is related
to these schemes. The security analysis is given below.

6.2. Authentication of P-CP-ABE

Lemma 1. Suppose the CDH assumption holds in G1; an IBS scheme is secure against existential
forgery [31], and so is the P-CP-ABE scheme.

Since the signature is attached to the components associated with the message in the
ciphertext, the authenticity of the source of the message can be verified by this signature.

6.3. Data Confidentiality of P-CP-ABE

Lemma 2 ([14]). Suppose that the DBDH assumption holds. Then, no polynomial adversary can
break the CP-ABE scheme with a challenge access tree I'*.

Theorem 1. Our basic P-CP-ABE scheme proposed above is selectively CPA-secure in the selective
game mentioned in Section 4, based on the assumption in Lemma 2.

Proof. Suppose that there is an adversary A who can break our basic P-CP-ABE scheme
with a non-negligible advantage €. A can be used to break the CP-ABE scheme proposed
in [14], which we will denote as I1cp = (Setupcp, KeyGencp, Encryptcp, Decryptcp), with a
simulator B. The simulator plays the role of the challenger and interacts with A.

Init: A gives B the challenge access tree I"* together with the tag set {t;,...,t;} before
the public parameters are established. Then, B forwards them to I'lcp.

Setup: B receives PK = (¢,8,8%, 8y = e(g,8)% Ti = 8 (j =1,...,n) from Ilcp.
First, B initializes a tag set P = ¢ and a counter n = 0. Then, B uniformly chooses d + 1
random elements 6,01, . ..,0; from Z;;, where 6 is associated with ¢(. This is performed so
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that q(0) = a,q(H;(t})) = 0, is implicitly determined, and then, V(Hj(t})) = g%. B passes
public parameters PK = (e, g,8%,y = e(g,g)“,T]-(j =1,...,n),81(N)(I=1,...,d),t) to A.

Phase 1: A can adaptively issue a polynomially bounded number of queries for any of
the following:

*  KeyGen(S) query: B requests the decryption key for the attribute set S from Ilcp
and contains skg = (do,Vaj €S: Dj) with the form dy = ¢*~". Then, B uniformly
selects random elements 74,7’ € Zj and computes D = dp - (¢")"* and kpd = (g%) ",
kpe = ¢ kpy = ¢ ,kp§ = to. B sends (sk = (D,Va; € S : Dj),
KPy = ([kpg, kpg, kpg, kpgl)) to A

e Puncture(t) query: B increments n and runs Puncture(KP,_1,t), sends KP; to A, and
sets P = P U {t}.

e Corrupt() query: If this is the first time A issues this query and {t],...,t:} NP = Q,
B sends the current secret key KP, to A and sets C «— P. In all other cases, Corrupt()
returns L.

Challenge: A sends two equal-length messages My, M to B. BB passes them to I1cp.
Icp flips a fair coin B € 0,1 and sends the challenge ciphertext ct = (Cop, C1,Va;; € T*,c; ;)
of the form Cy = Mg - e(g,8)*", C1 = g, to B. Then, B computes C§ = (Co)k,k=1,---,d
and sends the challenge ciphertext:

CT* = (ct,{C5,k=1,---,d})

to A.

Phase 2: It is identical to Phase 1.

Guess: B decides its own output based on the output of A. When g’ € {0,1} is the
guess of A, B outputs the same p’ as the guess of B. Thus, B has the same advantage as €
to break the CP-ABE scheme [1-p. O

6.4. Collusion Resistance

In order to reveal a message from the encrypted data, e(g, ) should be recovered,
and the knowledge of e(g, )" is a precondition. Due to the random element r for each
DU in the private key distribution phase, it is impossible to combine keys generated for
different attribute sets to reconstruct e(g, g)"® because of the different r.

6.5. Forward Security

For a ciphertext concatenated with a list of tags ¢4, ..., t;, without loss of generality,
assume that the puncturable key KP has already punctured t; such thatkp} = t;. Asaresult,
whoever kept KpP cannot find W1, -« -, Wi, Ws such that
w1 - q(Ha(kpr*)) + 29_, (w1 - 9(Hz(t;))) = q(0) = a. Furthermore, B cannot be recov-
ered, and it causes KP to lose its capability to decrypt the past ciphertext. This guarantees

forward security.

6.6. Security Analysis of Extended Scheme

In the extended scheme, the DO outsources the second-level encryption, which is the
encryption for the leaf nodes in the access tree, to the fog node and passes a part of the
secret number to it as the value of the root node during encryption. The DU transmits part
of the private key components to the fog node, and the fog node performs the external
decryption operation, then transmits CTy,t to the DU such that the DU can perform the
final decryption to reveal the plaintext. The extended scheme is secure under the discrete
logarithm assumption on the elliptic curve.

6.7. Performance Analysis

The security of the proposed schemes was proven above; in this section, the perfor-
mance analysis focused on the computational efficiency by comparing the cost of encryption
and decryption. Tables 2 and 3 show the feature comparison and performance comparison
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of different schemes, where the communication cost is for the DO and the DU. In the
above tables, I is the access tree, [ is the row number of the access matrix, while 71,4
is the maximum column number, I is the index set of the authorized attribute set, S’ is
the smallest attribute subset that satisfies I, d is the maximum tag number, and i is the
puncture numbers.

Table 2. Feature comparison of different schemes.

Access Outsource s . Forward
Scheme Structure Ability Authentication Security
Original CP-ABE [14] Tree x 1 X X
Pt-CP-ABE [28] Matrix X X Ve
Our basic scheme Tree X v v
Our extended scheme Tree Vv Vv Vv

! x indicates that the scheme does not has this capability. 2 ,/ indicates that the scheme has this capability.

Table 3. Performance comparison of different schemes.

Sch Ciphertext Size Decryption Cost Communication Cost
cheme
|Gq] |G2| Exp.(G1) Exp.(G2) Pairing DO DU
Pt-CP- max + 1| +1+ (I X pax +1+ (I X g + 1+
ABE[s] e LA et I/ 3(i+1) |G| +(Gal  d)[Gy| + Gl
Our basic . || + / : (IT[+3+ (IT]+3+
scheme Il +3+d ! WD e STAEY G116, @)(Gy+ Gl
Our extended (2+4d)|Gq| + (54 18"DIGq| +
scheme 2+d ! a ! ° Gal + 12, 3IGa| + |tag]

The cost of our basic scheme is much lower than that of Pt-CP-ABE [28], as can be
clearly seen from Table 3, since in the latter, the product of each element of the access matrix
with the corresponding component of the vector is used in encryption and decryption.
Since key storage and computation are outsourced, the overhead of the extended scheme
does not depend on the size of the universe of attributes and the puncturable numbers, as
can be seen from Table 3. Participants may have to make a tradeoff between communication
overhead and computation and storage costs, depending on the device.

Then, we conducted the test on a PC: the computer operating system used was
Windows 10 Home Chinese Edition, and the processor was an Intel(R) Core(TM) i5-7200U
CPU @ 2.50 GHz and 16 GB RAM. The test was based on a 160-bit elliptic curve group
constructed on the curve y? = x% + x over a 512-bit field.

The computation time to generate an initial puncturable key KP) and the subsequent
puncturable key are listed in Table 4. In smart homes, the latest firmware is not published
very often in a short period of time, so the puncturable time is reasonable. It can be
seen in Figure 9 that, despite the introduction of the signature and puncturable key, the
encryption and decryption were still efficient. In contrast, in the Pt-CP-ABE scheme, both
the encryption time and decryption time grew very fast, and the trend was the square of
the number of attributes, as analyzed above. In conclusion, our proposed FSFU is efficient
from both the theoretical analysis and the experimental results.

Table 4. Puncturable key generation time.

Operation Time (ms)

Generation for KP, 57.21
Generation for KP;_1; — KP; 90.06
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1200 1600

--Pt-CP-ABE 1400 | —*Pt-CP-ABE
-#-Our basic scheme 1200 -=-Our basic scheme

——Our extended scheme —+—Our extended scheme

1000
800
600

400

Decryption Time(Milliseconds)

200

0 0
1 2 3 4 5 6 7 8 9 10 11 1 2 3 4 5 6 7 8 9 10 11
Number of attributes and fix d=1, puncture number=1 Number of attributes and fix d=1, puncture number=1

Figure 9. Comparison of encryption and decryption times.

7. Conclusions and Future Work

To enable secure firmware updates in smart home systems, we proposed an FSFU
system that invokes the proposed Puncturable-Ciphertext Policy-Attribute-Based Encryp-
tion (P-CP-ABE) scheme. In addition, we described the extended version, where some
of the computations and parameters were outsourced to fog nodes under the cloud—fog
paradigm. In practice, user attributes and firmware tags are often monitored by different in-
dependent authorities. In addition, a multi-authority system can better protect the privacy
of user identities than a single trusted authority. Key distribution and privacy protection
in a multi-authority puncturable-ciphertext policy-attribute-based encryption scheme is a
challenging problem for future research.
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