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Abstract: In cybersecurity, personal data breaches have become one of the significant issues. This
fact indicates that data breaches require unique detection systems, techniques, and solutions, which
necessitate the potential to facilitate precise and quick data breach detection. Various research works
on data breach detection and related areas in dealing with this problem have been proposed. Several
survey studies have been conducted to comprehend insider data breaches better. However, these
works did not examine techniques related to blockchain and innovative smart contract technologies to
detect data breaches. In this survey, we examine blockchain-based data breach detection mechanisms
developed so far to deal with data breach detection. We compare blockchain-based data breach
detection techniques based on type, platform, smart contracts, consensus algorithm language/tool,
and evaluation measures. We also present a taxonomy of contemporary data breach types. We
conclude our study by outlining existing methodologies’ issues, offering ideas for overcoming those
challenges, and pointing the way forward.

Keywords: data breach detection; data leak detection; blockchain; distributed ledgers
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1. Introduction

The unintentional or intentional disclosure of personal data to an unauthorized user
is known as data leakage [1]. Personal data acquired by firms and organizations includes
copyrighted material, banking details, private account information, sanctions information,
etc. The number of incidents and the cost to individuals affected is increasing, which
presents a serious problem for businesses. The lack of control and monitoring over trans-
ferred data as it travels to its destination increases data leakage [2]. The company’s insider
personnel and digital media can both be used to leak the data. In its 2021 Cost of a Data
Breach Report, the Ponemon Institute examined data from 537 global firms that had experi-
enced a data breach. They discovered that the industries with the costliest data breaches
were healthcare, finance, pharmaceutical, technology, and energy. Computer networks and
telecommunications play a significant role in the flow of information. As valuable informa-
tion has grown and innovations have become more feasible, risks have also increased. Both
internal and external sources of these risks are present in the organization. Such attacks
appear challenging to identify and offer a serious security concern [3].

Insider threats may harm an organization’s reputation, financial assets, and intellectual
property. According to 2018 research on the insider threat, slightly more than half of the
dangers (53%) came from within companies in the previous year [4]. To protect companies
from an insider data breach, companies should implement an insider breach detection
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system that can detect and control attacks before they spread. Unfortunately, the field
of insider data breaches is not well understood. Furthermore, the detecting techniques
or procedures that can be employed and the limitations of current solutions still need to
be investigated. As a result, a thorough examination of existing insider breach detection
systems is required [5]. Due to its transformative potential, a specific “Distributed Ledger
Technology” known as blockchain is gaining traction across all economic sectors. The capa-
bility of blockchain to disrupt the role of mediators in transactions, streamline procedures,
and create new operating models and workflows leads to significant cost savings and
possible profit increases for businesses working inside it. The immutability of transactions
and decentralization of record keeping are two properties of blockchain that have never
been achieved.

It is hard to dispute that blockchain has progressed significantly during the previous
ten years. It all started with Bitcoin, which has a public blockchain (the first type of
blockchain). The blockchain used by Bitcoin is known as the first generation of blockchain
technology. We have reached a point where there are numerous types of blockchain
technology, each addressing a different set of problems. There are four types of blockchain:
public, private, hybrid, and consortium.

This study will analyze the data breach problem descriptively and analytically by
examining the attacks to understand their nature better. In addition, one of the goals of
this research is to review existing research findings on blockchain-based breach detection
systems. We categorized them generally based on the types, such as the type of data breach
and blockchain-based solution to detect this type of breach. Comparing our survey to
others in the literature, Table 1 outlines the key contributions of our survey. Table 1 also
lists some of the findings from research into the blockchain environment and compares the
ideas used with the viewpoints of this study. This study primarily aims to accomplish the
following goals:

To explore existing types of data breach attacks.

To give a complete assessment of research on this topic.

To categorize blockchain-based breach detection techniques based on attack types.
To tabulate the most scientific developments from all related articles to provide a quick
overview of the field’s progress.

Table 1. Comparison of the key elements of this survey with the features found in the literature.

Features [6] [71 [8] This Survey
Consensus protocols for data breaches are presented. X X X v
Enabling technologies were discussed in order to offer defenses against various
: v X X v
aspects of the problem of data leaking.

Explores the application of blockchain in the domain of data breaches and how it

. . X X v v
might be improved.

Identifies potential future directions for creating more reliable leakage prevention

. ; X v X v
systems that can improve on some of the shortcomings of the present ones.

Provides a more comprehensive and recent analysis of how the blockchain is being

) X X X v
used to address data breach issues.

The advantages and drawbacks of blockchain technology for detecting data breaches. X X X v
Provides bibliographic information used in the review. X X v v
A taxonomy of current data breach types is presented. v v v v
Highlights current and future issues and genuine concerns in the data breach field. X v X v
Compares existing blockchain-based data breach detection solutions based on type, X X X v

platform, smart contracts, and consensus algorithm.
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The rest of the paper is structured as follows. The review methodology and inclusion—
exclusion criteria are discussed in Section 2. In Section 2-C, research questions are presented.
The types of data breach attacks and previous studies on the usage of blockchain in detecting
data breach attacks are discussed in Section 3. Section 4 examines the issues that must
be addressed in blockchain adoption in breach detection. Data breach scenarios arising
from technical failures are presented in Section 4. Additionally, recommendations are also
presented in Section 5. Finally, the conclusion and future work are presented in Section 6.

2. Review Methodology

This section presents a stepwise review methodology employed in this study. Addi-
tionally, research questions are also discussed in this section.

A. SEARCH STRATEGY

The initial step in our search method was to discover the flaws in current surveys
that suggest non-blockchain-based ways to detect data breaches. This prompted us to
clarify our contribution and goals, mostly regarding using blockchain to aid the battle
against data breach detection. In the second phase, we employed keywords like blockchain,
distributed ledgers, data leak, data breach detection, information leak, and its synonyms to
discover relevant research publications on the issue. We used the Google Scholar engine
and databases and preprint services, including ACM, ScienceDirect, IEEE Xplore, Scopus,
Springer Link, and arXiv, to discover these publications and obtain the full-text versions.
The leading search keyword is inserted between the logical AND and OR operators and
may be written as

(“Blockchain” OR “Digital Ledger” OR “Distributed Ledger” OR “BLC”) AND (“Data
Leak” OR “Data Breach” OR “Information Leak”) AND (“Detection” OR “Technique”
OR “Mitigation” OR “Algorithm” OR “Mechanism”)

B. Inclusion and Exclusion Criteria

Most of the papers in this review were chosen based on the titles and abstracts of
the retrieved studies—for example, blockchain-based solutions for data breach detection.
No study was omitted based on its title and abstract unless a complete text review deter-
mined that it was unrelated to the current review. Exclusion criteria used in this analysis
include research that reports data breach solutions that are not blockchain-based. Table 2
summarizes the primary criteria for including or excluding research papers.

Table 2. Inclusion—exclusion criteria.

Inclusion Criteria

Exclusion Criteria

The paper must be related to data breaches and
blockchain in some way:.

Articles that are written in a language other
than English.

Publications in the field of information leakage
breaches or data breaches.

Duplicate articles that replicate research that
has already been published.

Papers that emphasize how blockchain was
utilized to prevent data breaches.

Papers that emphasize non-blockchain-based
techniques to prevent data breaches.

Papers that focus on how blockchain may be
used to address important challenges of
breach detection.

Articles in which a survey or review
is presented.

From 2017 to 2023, all research on this topic
was covered.

Articles that are not part of the broader data
breach and blockchain domain.

C. RESEARCH QUESTIONS

The following questions have determined the scope of our work:

e  What are the various forms of breaches that might occur? Identify the different types
of data breaches documented in the literature.
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e  How is blockchain used to detect data breaches? What proposals and techniques did
the researchers make to address the problems and obstacles they encountered?
e  What challenges occur when blockchain technology is used to identify data breaches?

3. Comprehensive Review

When secret information intended to be protected is revealed or exposed, intentionally
or unintentionally, it is referred to as a data breach. Financial information, such as credit
card numbers, social security numbers, medical histories, and corporate information, such
as customer lists, may be exposed to data breaches. When someone who is not explicitly
allowed to access such data does so, the organization responsible for securing it is said to
have experienced a data breach. In this article, data breach attacks are categorized into four
types: phishing, malware/ransomware, distributed denial of service, and malicious insider,
as shown in Figure 1. Table 3 presents a summary of the studies included in this review.
Furthermore, the taxonomy of reviewed papers is shown in Figure 2.

Phishing

8:

—>
Malicious
Malware Types of Data T
Breaches
— o e S
B!
—
DDoS Ransomware
Figure 1. Types of data breach attacks.
Table 3. Summary of the literature review.
Blockchain  Consensus Breach Smart . . Language/Tool  Evaluation
Ref. Platform Algorithm Type Contract Domain  Implementation  GDPR Used Metrics
Response time
Delegated . -
[9] N?F proof of Insider No N?t Yes No Not specified with respect to
specified stake threat specified node number
and test time
Not Not Insider Not o o
[10] specified specified threat No specified Yes No Not specified Not specified
Proof of Insid Marvin v.19.9,
[11]  Ethereum rool o nsider Yes IoT Yes No LoRaWAN Time
work threat
v.1.0.4
Python v.3.8,
. Hyperledger
[12] Hyperlgdger NF)JF Insider No Education Yes No Fabric v1.4, CRUD query
Fabric specified threat SQLite runtime

v3.11.0
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Table 3. Cont.
Blockchain  Consensus Breach Smart . . Language/Tool  Evaluation
Ref. Platform Algorithm Type Contract Domain  Implementation  GDPR Used Metrics
Arduino IDE
Proof of Insider v-1.8, Time with
[13] Ethereum Yes IoT Yes No LoRaWAN, respect to
stake threat .
Marvin temperature
device
. . Time, cost,
[14] Nf)t. N.Ot. Malware No MOl.)ﬂe Yes No FlowDroid accuracy, and
specified specified devices v.2.7
recall rate
[15] Ethereum Proof of Ransomware Yes N?F Yes No Not specified Stora.ge and
work specified execution costs
[16] N?F Nq Ransomware No Cerber Yes No Not specified Aver.age tl.m eto
specified specified mitigation
Delegated Solidit TPR, FPR,
[17] Ethereum proof of Malware Yes ToT Yes Yes :7)01 510}’ Accuracy, and
stake o running time
Proof of . -
[18] Ethereum work Malware Yes Cybersecurity Yes No Not specified ~ Accuracy, TPR
Node.js
S Number of
[19] Ethereum Proof of Malware Yes IoT Yes No Web3 .11].3rary, requests per
stake solidity
v.0.5.0 second
Proof of Not Geth v1.13.1 Fali:;z'faiac;ﬂve
[20] Ethereum Malware Yes e Yes No and Python L
work specified V3.8 false-positive
~ rate
Proof of Accuracy,
[21] Ethereum tak Malware Yes Android Yes No Not specified  precision, recall,
stake and f-measure
[22] Nf)? Nf)? Malware No Mobile No No Not specified Not specified
specified specified app store
Precision,
[23] Ethereum Proof of Phishing No N.Ot. Yes No Not specified recall, and
stake specified F
-score
Proof of Not Precision,
[24] Ethereum Phishing Yes e Yes No Not specified recall, F1, and
stake specified
AUC
Alibaba,
PayPal
Hyperledger Dpos and s ’ Hyperledger Performance
23] Fabric BFT Phishing No Chase, Yes No Fabric 1.1 throughput
and Face-
book
. URLs
Byzantine and Solidity
[26] Quorum Fault Phishing Yes crowd- Yes No v.0.5.0 Ac, pre, rec
Tolerance .
sourcing
Proof of Not Precision,
[27] Ethereum Phishing No s Yes No Not specified recall, and
stake specified ‘
-measure
Not Python v.3.8,
[28]  Hyperledger o DDoS No IoT Yes No Stacheldraht Not specified
specified
v.1.666
Ethereum Go
Proof of No, only proof client nodes
[29]  Ethereum DDoS Yes IoT onyp No v1.13.6, Not specified
stake of concept solidity

v.0.5.0
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Table 3. Cont.

Blockchain  Consensus Breach Smart . . Language/Tool  Evaluation
Ref. Platform Algorithm Type Contract Domain  Implementation  GDPR Used Metrics
Proof of No, only proof Ethereum Go
[30] Ethereum DDoS Yes IoT ¢ No client v1.13.6 Not specified
stake of concept
(geth)
Proof of IoT/Fog Accuracy,
[31] Ethereum tak DDoS Yes Comput- Yes No Python v.3.8 detection rate,
stake ing and false alarm
Ethereum
Virtual
Proof of Not Machine
[32] Ethereum stake DDoS Yes specified Yes No V1138, Gas cost
solidity
v.0.5.0
Not Number of
[33] Ethereum o DDoS Yes IoT Yes No Not specified packets with
specified .
respect to time
Not Not o o
[34] specified specified DDoS Yes IoT No No Not specified Not specified

(Yuan et al., 2020)(Chen et al.,
2020)(Liu et al.,
2019)(Edirimannage et al.,
2022)(Yuan et al., 2020)

{ Phishing

Techniques

L. o

{ N

(Gu et al., 2018)(Delgado et al.,
2020)(Pletinckx et al.,
2018)(Kumar et al., 2021)(Raje
et al., 2017)(Hu et al., 2019)(Fuji
et al., 2019)(Rana et al.,
2019)(Homayoun et al., 2019)

\
{ h'

~
Ransomware,
Malware

(Techniques)

(Hu et al., 2020)(Srivastava et
al., 2021)(Tukur et al.,
2019)(Sahai et al., 2020)(Tukur
et al., 2021)

—(Malicious Insider

( Data Breach Attack Type]

Techniques

{ '

(Singh et al., 2020)(Javaid et al.,
2018)(Kumar et al.,
2021)(Rodrigues et al.,
2017)(Spathoulas et al.,
2019)(Chen et al., 2020)

Distributed
Denial-of-Service

Techniques

. v

Figure 2. Taxonomy of the literature review [9-34].

A. PHISHING: Third-party hackers carry out phishing attacks by creating websites
that look entirely legitimate. They may, for example, construct a site that appears precisely
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like PayPal and encourage you to log in to make a necessary change. You will log in and
realize that you have given your password to someone else instead of logging in to your
account. The hacker can then access the login credentials and do anything they want. Once
again, a phishing scam might jeopardize the security of any critical information you or
your business own. Many studies on identifying phishing attacks have been conducted to
solve this issue. Consider the following examples.

Phishing scam, a typical form of scamming, has a new way of scamming in the
blockchain scenario. A practical solution for phishing detection is needed to establish
a secure environment for investors. Yuan et al. [23] proposed a framework for mining
Ethereum transaction data to detect phishing frauds. The authors have created an Ethereum
network based on provided transaction records. The authors used a support vector machine
(SVM) to see whether the account was phishing. The experimental results show that the
presented phishing detection method’s F-score may reach 0.846, indicating that the model
is valid.

Phishing scams have taken a massive amount of money and have become a significant
risk to the financial security of blockchain users. To address this problem, Chen et al. [24]
presented a system in which they offered a systematic way of detecting phishing accounts
based on blockchain transactions. The authors used Ethereum as an example to demon-
strate its usefulness. Extensive testing has shown that the suggested algorithm can detect
phishing fraud.

The consortium blockchain was used to implement the phishing data-sharing tech-
nique, as demonstrated by Liu et al. [25]. The four distinct node types—reporting, account-
ing, service, and supervisory—have their respective tasks represented in the suggested
model. It serves as a forum for openness, cooperation between multiple parties, effective
coordination, multi-source reporting, and anti-tamper accounting.

Blacklisted URLs are a common Internet security strategy that shields users from
malicious websites, financial fraud, and other cyberattacks. In contrast, the Phish Chain
technique for blacklisting phishing URLs was presented by Edirimannage et al. [26]. Phish
Chain is a transparent, totally decentralized phishing URL blacklisting system run by a
group of people as opposed to a single organization. Smart contracts on the Quorum
blockchain are used to implement the intended feature.

Yuan et al. [27] proposed a novel approach to solving the phishing detection problem
on Ethereum. The authors used an approved platform to retrieve the marked phishing
addresses and transaction data. The authors construct many relevant subgraphs based on
the transaction records obtained. To determine whether the address is a phishing scammer,
the authors used an SVM (support vector machine). The experimental findings reveal
that the proposed methodology outperformed the competition in the final classification
challenge for phishing detection on Ethereum.

B. MALWARE/RANSOMWARE: Malware or viruses can infect users” computers to
erase their data. Any company, specifically those that depend on data, might be affected.
If a computer virus infects a hospital, it can potentially wipe out millions of individuals’
information. Users should not click on anything they are unsure about to prevent the
computer from becoming infected with this malware. Many studies on identifying mal-
ware attacks have been conducted to solve this issue. Consider the following examples:
Gu et al. [14] proposed a blockchain-based framework comprising a consortium and public
chains. To tackle detecting malicious coding in malware and retrieving the corresponding
proofs in mobile devices. The authors developed a multi-feature detection approach for
an Android-based system to identify and categorize malware. Furthermore, the authors
created a fact-based Android harmful software using blockchain technology. The experi-
ments’ results reveal that, compared to previous studies’ algorithms, the new suggested
technique may achieve greater detection accuracy in less time with reduced false-positive
and false-negative rates. A blockchain-based innovative method for identifying malware
activities is presented by Kumar et al. [17]. Millions of Android program features were
kept in the blockchain database to increase security for IoT devices in real-time scenarios.
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The smart contract verifies the malicious application while uploading and downloading
Android programs over the network. It can approve or reject the distribution and download
of potentially harmful Android applications.

The design and implementation of a decentralized firewall system driven by a unique
malware detection engine are described by Raje et al. [18]. Blockchain technology is
used to construct firewalls. The detection engine classified Portable Executable (PE) files as
malicious or benign. A deep-belief neural network (DBN) is used as the detecting engine for
file classification. The DBN is trained using an extensive data set of 10,000 files. Validation
is performed on 4000 files that have never been exposed to the Internet. Building consensus
in the blockchain network based on proof of work is the final decision on whether to accept
or block a file.

An innovative firmware update mechanism for IoT devices is proposed by Hu et al. [19].
The suggested solution is built on blockchain technology and uses smart contracts to
ensure firmware integrity and virus resistance. Furthermore, by validating several request
signatures the suggested platform dramatically enhances system scalability. Compared to
the existing literature, extensive analysis and performance simulations have shown that the
proposed strategy may achieve high operational efficiency for IoT devices in computing
costs and communication overhead.

Fuji et al. [20] presented a blockchain technology system to distribute and use signa-
tures of suspicious malware files. Without a centralized entity, this approach attempts to
rapidly transmit signatures of suspicious items among users and increase the accuracy of
malware detection and elimination. The authors built a prototype of the suggested system
and tested its accuracy in identifying and eliminating malware in the testing experiment.
According to the evaluation results, the proposed approach enhanced the FNR by around
4% and the FPR by about 2.5 percent.

Rana et al. [21] investigated various machine-learning models in a consortium blockchain
network for a specific dataset. The decentralized network provides transparency, enhances
security, and reduces the expense of managing all crucial data by eliminating intermedi-
aries. The authors built a blockchain-based malware detection system to detect and stop
unexpected hostile attacks on a network. The authors conducted additional experiments to
improve malware detection using different datasets and machine-learning techniques.

Homayoun et al. [22] presented a blockchain-based malware attack detection mecha-
nism for identifying fraudulent mobile apps in mobile app marketplaces. The structure
comprises a dual private blockchain with two private blockchains (internal and external)
and a consortium blockchain for the ultimate decision. The external blockchain saves de-
tection results as blocks for current versions of apps, while the internal private blockchain
keeps feature blocks extracted by feature extractors. The proposed system also allows third
parties to contribute feature blocks, which aids antimalware providers in providing more
accurate solutions.

Ransomware is usually utilized against firms that require immediate access to infor-
mation, such as hospitals. However, this is not always the case. A hacker gains access to the
firm’s computer system and disables it. The company or user is charged money to restore
or wipe their data. Many studies on identifying ransomware attacks have been conducted
to solve this issue. Consider the following examples:

Pletinckx et al. [16] propose the first blockchain-based ransomware solution, which
utilizes smart contracts and primitive cryptographic primitives. Smart contracts would
allow additional ransomware capabilities, such as paying for specific files or returning the
ransom to the victim within a certain time. The Ethereum Ropsten test network has been
adopted to implement the proposed methodology. Finally, the findings show no practical
alternatives if these strategies are implemented in public blockchains. As a result, we are
concerned that it is becoming increasingly essential to notice and investigate this issue to
develop new regulations and innovative solutions.

The discovery of a new sort of malware coordination based on the blockchain is
described by Delgado et al. [15]. This method, seen in the Cerber ransomware field, allows
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the malware owner to alter the site of the control system in real time without generating a
single NXDomain packet, making network-based anomaly detection more difficult.

C. DISTRIBUTED DENIAL OF SERVICE: A distributed denial-of-service (DDoS) attack
occurs when a website receives a significant number of requests, making it unavailable
to other users. Using this form of attack will make it difficult for employees to sign into
the system. While the data is not necessarily lost, the company must halt operations until
the security problem is fixed. A data breach of this type is more likely to occur in larger
companies. Because it takes a well-coordinated effort, individuals are rarely targeted.

There are two ways to defend against (DDoS) attacks. First and foremost, protect your
network, resources, and other data assets from this massive assault. Second, to prevent
your network from becoming a botnet that launches threats on different networks and
resources, an operations center should primarily control your network. The author’s focus
was the invention of a blockchain-based botnet deflection system for the Internet of Things
(IoT) [28]. The authors simulated and investigated ways to identify and combat botnets
using blockchain and software-defined networking and protect our devices from falling
into the hands of attackers.

Researchers have developed several strategies to combat DDoS attacks. The study [29]
uses blockchain technology, one of the newest and most promising technologies, to
combat DDoS attacks. Research on blockchain-based DDoS solutions is presented by
Singh et al. [29]. The authors have also assessed and analyzed existing blockchain-based
DDoS mitigation solutions. This proposed study makes it easier to build future research
ideas in blockchain technology, which is still in its early stages.

Javaid et al. [30] proposed a system that integrates IoT devices with blockchain to
overcome DDoS security challenges in the IoT. This work replaces the IoT infrastructure
with a decentralized one using Ethereum, a blockchain variation, and smart contracts. Smart
contracts are then used to allow IoT devices to connect to the network. By leveraging static
resource allocation for instruments, the IoT and Ethereum combine to protect unauthorized
devices from accessing the server and solve DDoS attacks.

Kumar et al. [31] focused on different vulnerabilities and cyberattacks in smart contract-
based blockchain IoT systems, including DDoS attacks. This article presents a distributed
intrusion detection architecture based on fog computing for detecting DDoS attacks. For
early threat detection, the proposed system incorporates Al and fog nodes. Furthermore, to
keep data off-chain, IPFS-based distributed file storage is recommended. The proposed
framework’s performance is assessed using a real BoT-IoT dataset and compared to various
current state-of-the-art methodologies regarding accuracy, precision, F1 score, and detection
rate. The suggested distributed framework’s findings demonstrate that it successfully
detects attacks such as DoS, DDoS, and other current threats in the blockchain IoT network.

Smart contracts and blockchain technologies were used by Rodrigues et al. [32] to
develop a unique architecture. The blockchain offers a simple and efficient structure for
developing a collaborative approach to DDoS attack mitigation as a distributed and mostly
public storage system. The presented architecture may be used with existing DDoS defense
systems to provide extra security.

Spathoulas et al. [33] recommended using lightweight agents to collaboratively iden-
tify DDoS attacks (using IoT device botnets). Agents, in particular, transmit outward traffic
information to detect potential DDoS victims. A blockchain smart contract controls this
information flow, ensuring the integrity of the operation and the data. Chen et al. [34]
presented a blockchain DDoS attack protection mechanism for IoT devices. This technique
collects network traffic features from edge nodes, analyzes retrieved data, identifies irra-
tional behavior from terminal devices, and implements DDoS attack protection using smart
contracts in the blockchain network.

D. MALICIOUS INSIDERS: Your employees know how your company works and
operates and how important data may be accessed and secured. Therefore, personnel
must be properly taught, and security processes must be enforced. Access controls are an
essential aspect of a company’s security procedures. Employees can only view records
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relevant to their employment by using these to limit the information available to them.
Meanwhile, sensitive material should be subject to significant restrictions to guarantee
that only trusted top-level staff can access it. This lowers the chances of an employee
intentionally leaking personal or financial information.

One of the most critical concerns in cybersecurity has always been the insider threat.
The attacker has permitted access to the system on the internal network [35]. They may
also have a thorough grasp of the system’s security rules and methods, allowing them
to circumvent its security features quickly. Many non-blockchain-based studies [36-50]
for detecting insider threat have been conducted. However, our focus in this survey is on
blockchain-based data breach detection studies. Several blockchain-based studies have
been conducted to solve the insider threat issue. Consider the following examples:

Hu et al. [9] presented a blockchain-based internal network insider threat model that
uses real insider threat scenarios. The proposed blockchain-based system also includes
data format, transactional structure, consensus mechanism, information storage algorithm,
data retrieval algorithm, and other features to protect user data security. By developing
this blockchain-based system and performing tests in a simulated setting, the authors show
that the blockchain can accomplish the primary mission of reducing internal attack risks.
Srivastava et al. [10] presented a data alteration detection approach based on blockchain
technology’s tamper-resistant characteristic. The model has been evaluated, and it discov-
ered that any illegal database changes might be identified using the blockchain database
API. The authors constructed and tested the concept on a web-based application to make it
resistant to insider attacks. In the future scope of this study, the authors address a machine-
learning-based detection approach. The results of the experiments demonstrate that the
suggested design performs well, and the comparative findings show that the proposed
architecture outperforms similar models.

Tukur et al. [11] examined the insider threat to the IoT to investigate the impact of
tampering with the sensing environment on the entire IoT system. The authors intended to
see how changing the ambient state in the IoT perception layer impacts the data integrity
received by sensors and propose a technique to keep the system data safe. According to the
authors, insiders affect physical features about which data are gathered and communicated,
fooling sensors into receiving false data. The authors designed a system that connects the
blockchain platform and edge computing to execute checks and maintain the integrity of
transmitting sensor data before it is examined, processed, and stored.

Sahai et al. [12] presented Verity, a one-of-a-kind solution for detecting insider threats
in databases. Verity is a dataless system that allows any blockchain network to record
fixed-length signatures of records from any SQL database without requiring complete
data movement. Verity employs a methodology for monitoring SQL queries’ responses to
validate the tuples’ integrity using the blockchain’s fingerprints and identifying insider
attacks. The authors used Hyperledger Fabric and an SQLite database to develop this
strategy. Results show that any tuple integrity checking cost remains unchanged per row
and grows linearly.

Tukur et al. [13] developed an edge-based blockchain-enabled anomaly detection
solution for IoT insider threats. The method uses edge computing to minimize latency
and bandwidth needs by bringing computation adjacent to the IoT nodes, thus enhancing
availability, and reducing single points of failure. It then employs some components
of sequence-based outlier detection while combining distributed edge with blockchain,
which provides smart contracts for detecting and correcting anomalies in sensor data. The
approach was evaluated using realistic IoT system datasets and fulfilling the intended goal
while assuring data quality and availability, which are essential to IoT success. Researchers
have developed several non-blockchain-based approaches [43—46,48,51-74] to detect data
breaches (phishing, malware, insider attack, and distributed denial of service). However,
our focus in this survey is on blockchain-based data breach detection studies. Blockchain
technology has the potential to improve data breach detection and prevention, but it
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also introduces new challenges and complexities. These challenges are discussed in the
subsequent section along with recommendations.

How has previous research specifically utilized blockchain to enhance data breach detection?

Previous studies have effectively used blockchain technology to improve data breach
detection in many different areas. Showing its potential to strengthen security procedures,
here is an in-depth analysis of how blockchain has been used:

Sharma et al. [75] employed a tamper-free and transparent ledger to create a tamper-
free and visible data storage system. A blockchain has a distributed ledger, which means
that data are stored on multiple nodes in a network. This makes it impossible for the
attackers to manipulate information by simply hacking a system. The process makes
unauthorized changes difficult, hence ensuring confidentiality.

Authentication processes are improved by employing blockchain consensus tech-
niques and cryptographic algorithms. Blockchain has been found to enhance user authenti-
cation security by Kang et al. [76] in the identity verification process. This is more important
in preventing frauds and ensuring confidentiality of such data.

Azbeg et al. [77] used smart contracts, which are self-executing contracts where the
conditions of the agreement are embedded into the code, to enforce access control policies.
They used smart contracts to control access in authoring. Also, these programmable
contracts run predefined rules in the background, and only authorized people or systems
access some data. This helps to control data access and prevent data breaches.

Blockchain has been applied to real-time monitoring and alerting in data breach detec-
tion using the transparent and auditable feature. Blockchain is time-stamped and cannot
be altered in each of its transactions or transaction alteration made. Pelekoudas et al. [78]
have used this functionality to create tamper-proof audit trails that make it possible for
organizations to detect and respond to data breaches quickly.

Chatziamanetoglou et al. [79] explored using blockchain to create decentralized sys-
tems for sharing threat intelligence. This allows different entities, like companies or security
agencies, to share information about potential risks or breaches securely, without risking
the confidentiality of the data.

Parlak et al. [80] used blockchain’s immutability feature to create immutable forensic
recordings. This ensures that if an incident occurs, the records relating to the breach are
preserved and can be used for post-event analysis, forensic investigations, and compli-
ance purposes.

In summary, previous studies have identified the potential of blockchain in enhancing
data breach detection by developing safe, transparent, and auditable systems, as summa-
rized in Table 4. These deployments cover data storage, authentication, access control,
monitoring, and even collaborative threat intelligence. This highlights blockchain’s diver-
sity in improving cybersecurity.

Which components or aspects of traditional data breach detection systems were re-
placed or augmented by blockchain technology??

Previous research has shown that blockchain technology can be integrated into numer-
ous components of traditional data breach detection systems, either replacing or enhancing
existing techniques. A more in-depth analysis is discussed below Table 5:
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Table 4. Blockchain utilization to enhance data breach detection.

Features

References Employed Domain

Distributed and tamper-proof
ledger

For transparent data storage

Sharma et al. [75] system

Multitenant data storage

Authentication process

For controlling and

monitoring data access Product traceability

Kang et al. [76]

Smart contracts for access
control

To enforce access control

Azbeg et al. [77] policies

Disease management

Monitoring and alerting
mechanisms

For real-time monitoring and

Pelekoudas et al. [78] alerting

Healthcare monitoring system

Decentralized threat
intelligence sharing

Chatziamanetoglou et al. [79]  To securely share information Cyber threat intelligence

Immutable forensic records

To create immutable forensic

Vehicle accidents in insurance
records

Parlak et al. [80]

Table 5. Components augmented by blockchain technology.

Reference

Components/Aspects Blockchain Replaces

Azbeg et al. [81]

Centralized databases with distributed ledgers, ensuring
redundancy. It augments storage with cryptographic
hashing, ensuring security.

Data Storage Level

Asif et al. [82]

Traditional authentication with decentralized identity
management, enhancing security through cryptographic
techniques and user-controlled cryptographic keys.

Authentication Process

Namane et al. [83]

Centralized access control with smart contracts for
decentralized and automated authorization, augmenting
access control with transparent access logs.

Access Control

Pelekoudas et al. [78]

Monitoring and Alerting Mechanisms

Centralized monitoring with decentralized mechanisms for
real-time visibility and augments it with tamper-proof audit
trails for enhanced breach detection.

Aslam et al. [84]

Transaction Verification and Consensus

Centralized transaction verification with decentralized
consensus, reducing fraud risk. Augmentation enhances
verification integrity for robust data breach detection.

Traditional centralized databases (prone to single points of failure) have been replaced
in [81] by blockchain’s decentralized and distributed ledger systems. In blockchain, each
network participant keeps a copy of the whole data ledger, ensuring redundancy and
reliability. By introducing cryptographic hashing and consensus methods, blockchain
augments data storage. The adoption of these technologies secures the integrity and
immutability of data. Thus, tamper-proof records prevent unauthorized alterations and
give an extra layer of security.

Asif et al. [82] have proposed blockchain-based decentralized identity management
systems to replace standard username/password-based authentication. In this system,
users retain control over their identities through the use of cryptographic keys, eliminating
their dependence on centralized authorities. By utilizing cryptographic mechanisms,
blockchain improves authentication. The users have their cryptographic keys that are
linked to their identities, thereby improving security and resistance against fraud.

In [83], smart contracts have been used to replace access control lists and access
management systems. In a nutshell, these self-executing contracts automate access control
based on the pre-established rules in a decentralized and automated permissions manner.
Transparent access logs provide an added boost to access control. The blockchain ensures
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that the details of every transaction are stored and can be audited securely and unalterably.
This increases visibility, leading monitoring and breach detection.

Pelekoudas et al. [78] have proposed a blockchain-based healthcare monitoring system.
The systems have major features such as real-time network visibility and automated
notifications regarding suspicious activities. Blockchain improves monitoring and alerting
through tamper-proof audit trails. Time-stamped records in the blockchain provide a
foundation for forensic analysis and breach detection.

Aslam et al. have used blockchain technology that replaces the centralized authorities
(that verify transactions) with decentralized consensus methods. This includes consensus-
based verification techniques such as proof of work or proof of stake to improve transaction
verification with blockchain. These methods make the verification more accurate, thus
contributing to better data breach detection.

Conclusively, prior research has integrated blockchain technology in multiple aspects
of the conventional data breach detection mechanism. Through blockchain technology,
data storage, authentication, access control, monitoring, and verification of transfers are
made better, with the result that security, resilience, and transparency are ensured in the
event of a data breach.

4. Breach Scenarios Arising from Technical Failures

The security of transaction verification for a variety of shards and transaction types is
examined by the authors of paper [85]. The results imply that transaction security may be
impacted by the size of shards and the quantity of validating nodes. The paper highlights
that these effects can be lessened by distributing attesting nodes randomly, which will
ultimately improve the consensus’s dependability within shards.

In the paper [86], wireless blockchain networks (WBNs) with varying consensus
mechanisms (CMs) are introduced, and the issue regarding which communication resources
are needed to run such a network is addressed. It starts by describing how communication
functions within the four steps of the blockchain process. Next, the emphasis switches
to examining the connection between WBN performance and communication resource
provisioning, with a particular examination of three widely used blockchain CMs: proof of
work (PoW), practical Byzantine Fault Tolerant (PBFT), and Raft. The final section of the
study [86] presents simulated and analytical results that show how blockchain performance
is affected by communication resource provisioning.

The following scenarios of data breaches highlight how crucial it is to fix technical
issues, whether they stem from communication protocols, mining vulnerabilities, sharding,
consensus algorithms, forking strategies, or detrimental consensus practices. Gaining
an understanding of these situations might help strengthen cybersecurity protocols and
systems in order to prevent and reduce such breaches.

Flaw of Consensus Algorithms: A consensus algorithm is used by a decentralized
network to validate transactions. A weakness in the consensus algorithm compromises the
decision-making process, which gives bad actors the ability to rig transaction approvals.
Because the compromised consensus is unable to maintain the network’s security, this
breach leads to unauthorized access to private user data.

Vulnerability of Sharding: To achieve scalability, a blockchain network uses sharding
to spread data among several nodes. Attackers can compromise the integrity of the entire
system by taking advantage of flaws in one shard thanks to a sharding implementation
vulnerability. Unauthorized data access results from this breach because the compromised
shard serves as a gateway for hostile activity.

Exploitation of the Forking Technique: A software update or community disagreement
causes a blockchain network to split. By using the fork to start a parallel chain, malicious
actors can reroute transactions and jeopardize the integrity of the network. By taking
advantage of the lack of synchronization, this hack permits unauthorized access to data on
both the original and forked chains.
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Negative Consensus Behaviors: A malicious party gains control of the majority of
staking power on a proof-of-stake blockchain, jeopardizing the consensus process. Because
of this concentration of power, the attacker can tamper with transaction validations and
alter the ledger without authorization. Unauthorized access to private information and
data modification are the outcomes of the breach.

Manipulation in Mining: An attacker takes control of a sizable amount of the mining
power in a proof-of-work blockchain. By interfering with the validation procedure, this
modification gives the attacker access to add false transactions to the blockchain. The
breach jeopardizes the general security of the network and causes transaction records to be
altered without authorization.

Failure of the Communication Protocol: Node interactions in a dispersed network are
dependent on a particular communication protocol. An attacker can intercept and alter
communication between nodes if there is a protocol breakdown. The security and integrity
of the data are put at risk because of this breach, which makes it possible for unauthorized
parties to access sensitive information being transferred over the network.

Exploitation of Smart Contracts: Smart contracts are used by decentralized applications
(DApps) to carry out transactions. Attackers can take advantage of flaws in the smart
contract code to carry out unauthorized transactions and manipulate data. The DApp’s
user data and financial transactions are compromised as a result of this hack.

Inadequate Communication Encryption: A dispersed network fails to provide strong
encryption for node-to-node communication. Attackers use this carelessness as a means
of intercepting and decoding private data being sent back and forth between nodes. The
compromise jeopardizes the confidentiality of communications within the network by
allowing unauthorized access to sensitive data. Furthermore, potential challenges and
problems associated with blockchain in data breach detection are presented in Table 6.

Table 6. Potential challenges and problems associated with blockchain in data breach detection.

Challenge Problem

Public blockchain networks have scalability issues when they
handle a large number of transactions in parallel.

When handling data breach detection situations, the network
might get congested, resulting in slower transaction processing
times and increased costs.

Reaching agreement in blockchain networks is a Responses must be timely in data breach detection. As a result,
time-consuming process, and, therefore, the speed of slow transaction processing can hamper timely detection
transaction is affected. and response.

For organizations with existing infrastructure, integration of

Blockchain technology may not fit into legacy systems. blockchain into the data breach detection systems can be hard

and may require a lot of modification.

For instance, many common blockchain consensus mechanisms  Environmental concerns and high operational costs are due to
use PoW, which is quite costly in terms of energy. the high energy consumption.

The development of blockchain technology may be much faster
than regulatory frameworks.

Regulation adherence is necessary for data breach detection
systems, and noncompliance with current laws may serve as
grounds for legal action.

Interoperability of different blockchain platforms.

Detecting data breaches requires smooth communication
between different systems.

Specific Use Cases and Successful Implementations:

1.  Guardtime—KSI Blockchain: Guardtime’s Keyless Signature Infrastructure (KSI) [87]
blockchain verifies the integrity of the data. Real-time data integrity and log-tampering
protection are also guaranteed by KSI. Data breaches have been successfully detected
by using it in the security and healthcare industries.

2. IBM Food Trust: Blockchain technology is used by the food supply chain IBM Food
Trust [88] to enable traceability. Blockchain technology has also proven to be use-
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ful in quickly detecting and identifying compromised food goods throughout the
supply chain.

3. Walmart’s Blockchain for Pharmaceutical Traceability: Walmart [89] uses blockchain
technology to monitor the pharmaceutical supply chain. In order to guarantee the
legitimacy and security of goods, the system also enhances traceability and assists in
identifying breaches in the pharmaceutical supply chain.

In summary, blockchain offers significant advantages in terms of data breach detection;
however, factors such as scalability, interoperability, and regulatory compliance should be
taken into account. Blockchain can be utilized for breach detection and sensitive informa-
tion security, as demonstrated by some successful traceability and integrity verification
applications. Lessons from these examples can be applied in the future to develop robust
data breach detection systems using blockchain technology.

5. Challenges and Recommendations for Future Directions

Blockchain technology can potentially improve data breach detection and prevention
but also brings new difficulties and complexities. When using blockchain technology to
detect data breaches, the following difficulties could arise:

Incompatibility: The regulatory environment for data protection and blockchain is
continually developing. It can be difficult to comply with data protection standards like
GDPR while using blockchain to detect data breaches. While the General Data Protection
Regulation (GDPR) gives individuals in the EU and EEA more control over their data, the
rising blockchain technology appears to be against a significant challenge in complying
with the new regulation. While the GDPR provides EU and EEA citizens more control over
their data, the emerging blockchain technology faces significant compliance challenges
with the new rule. Blockchain and the GDPR are incompatible. GDPR promises to give
consumers more control over their data by allowing them to see how it is used and the
ability to change or remove it.

On the other hand, blockchain technology has “immutability” as one of its cores.
Blockchain makes it challenging to alter or remove any data kept on the chain by combining
cryptography and decentralization. If any personal data is maintained on a blockchain,
this is a clear violation of the GDPR, exposing the organization to GDPR penalties. As a
result, if a blockchain’s architecture is developed adequately with GDPR in mind, with
only public keys saved on the blockchain and any off-chain personal data encrypted and
unavailable to blockchain developers or miners, GDPR's rights to deletion, correction, and
data transfer are unaffected.

Recommendations: The GDPR requirements can be met to solve the problem by
making the data inaccessible. Data should be made unavailable when someone requests
that it be destroyed by utilizing encryption. Ciphertext or encrypted entries are stored on a
blockchain, while the key pair is kept off the chain. The data controller can remove the key
if the data owner requests that the data be deleted, rendering the information unreachable.
Another solution is to keep the personal information “off the chain” instead of “on the
chain”. Deleting or changing the information on a blockchain is hard, since it is accessible
on an open network or “on the chain”.

Latency: The difficulty is that blockchain transactions need consensus methods, which
might cause latency. Transaction processing delays could not be acceptable in cases involv-
ing time-sensitive data breaches.

Recommendations: To ensure that threat detection and response can occur on time,
addressing latency issues with blockchain technology while detecting data breaches is
essential. Traditional real-time detection technologies can be combined with blockchain in
hybrid strategies to help address this issue.

Privacy issues: Blockchains can present privacy issues when handling sensitive data
breach information due to their intrinsic transparency. On blockchain, privacy may be
compromised by excessive information disclosure.
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Recommendations: Strategies like zero-knowledge proofs and private transactions
can be used to increase privacy on blockchain networks while maintaining the ability to
identify data breaches. Employ privacy-preserving techniques like zero-knowledge proofs,
confidential transactions, and differential privacy to conceal sensitive data while enabling
validation to improve privacy in blockchain-based data breach detection. Inquire about
utilizing consortium blockchains with controlled access and privacy-focused coins. Keep
only the bare minimum of data on-chain, encrypt it, and permit selective publication. To
balance data security and privacy, adhere to privacy laws, provide users control over their
data and the option to consent, and emphasize suitability rather than visibility.

Resource Intensiveness: Blockchain systems can require a lot of resources, particularly
in computing and energy use. For certain organizations, implementing resource-intensive
solutions might not be feasible.

Recommendations: Blockchain platforms and resource-efficient consensus techniques
may solve this problem. Techniques like layer-2 scaling solutions, efficient smart contracts,
and off-chain processing should be utilized to minimize the resource-intensive nature of
blockchain technology in data breach detection. To maximize the use of resources, use
parallel processing, effective data structures, and resource monitoring. Resource alloca-
tion can be optimized through hybrid techniques, distributed processing, and selective
blockchain utilization. Regular performance testing, energy-efficient hardware, load bal-
ancing, and resource-aware design will all contribute to successful resource management
without jeopardizing the security and efficacy of blockchain-based data breach detection.

Integration Barrier: The difficulty is that integrating blockchain-based solutions with
current security procedures and infrastructure can be time-consuming and expensive.
Compeatibility problems could occur.

Recommendations: Adopt techniques prioritizing compatibility and seamless interac-
tion with current security infrastructure to overcome integration challenges when deploying
blockchain technology for data breach detection. Use blockchain interoperability tools to
fill gaps between systems and guarantee continuous data flow. Implement standardized
APIs and communication protocols that simplify integrating security and old software. To
simplify the onboarding process for security personnel, create clear documentation and
offer strong support. Work closely with IT and security professionals to design and perfect
the blockchain integration and ensure it complies with the organization’s unique security
demands and compliance regulations.

User Adoption: Because blockchain technology may not be well known to users and
businesses, it might be difficult to implement and successfully administer.

Recommendations: Through training and education programs, users can learn how to
interact with blockchain-based security solutions. Focus on user education and engagement
to overcome the difficulty in getting users to accept blockchain technology for data breach
detection. Create thorough training courses and other materials to inform users of the
advantages of blockchain technology and how it improves security.

6. Conclusions and Future Work

Blockchain’s potential is extensive as it is cutting-edge technology. Researchers and
businesses worldwide have used blockchain’s advantages to tackle the issue of data
breaches. Many authors discussed breach detection methods based on blockchain technol-
ogy. However, to the best of our knowledge, no survey covers all these blockchain-based
options for detecting data breaches, so we decided to fill that research gap. In this survey,
we investigate blockchain-based data breach detection techniques developed so far to deal
with data breach detection. We compare existing blockchain-based data breach detection
solutions based on type, platform, smart contracts, consensus algorithm language/tool,
and assessment measures. A taxonomy of current data breach types is also presented. We
conclude our research by summarizing the challenges that present approaches experience,
proposing solutions, and guiding the way forward. This survey aims to comprehensively
review and highlight current and future issues and genuine concerns in this field. We
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believe that our research may be used as a guide for researchers interested in investigating
the usage of blockchain in data breaches.

Future researchers in the rapidly developing field of cybersecurity will greatly benefit
from this study. This study will act as a thorough review of current approaches, difficulties,
and new developments in blockchain-based data breach detection, giving academics a vital
starting point for comprehending the current environment. It will highlight areas that are
ready for investigation, which encourage future research directions in addition to pointing
out gaps and limitations. This survey will serve as a guide, providing information on the
advantages and disadvantages of the methods already in use. This will help researchers
advance their understanding and improve the quality of their innovative work. It will also
function as a benchmarking tool, enabling researchers to compare their results with the
existing literature and promoting a comparative study of various approaches.

Furthermore, the future directions for blockchain-based data breach detection systems
are as follows:

Examine how modern AI/ML algorithms and blockchain may work together to find
anomalies with greater complexity. Develop hybrid systems which utilize the analytical
powers of Al and the tamper-proof nature of blockchain to improve detection accuracy and
reduce false positives and negatives.

e  To obtain additional scalability and fewer transaction fees, check into Layer 2 solutions
or alternative blockchain platforms.

e  Examine blockchain networks’ privacy-preserving techniques by paying particular
attention to how they handle sensitive personal data. Develop and examine techniques
like homomorphic encryption and zero-knowledge proof to preserve privacy and
safeguard breach detection procedures.

e Examine the potential and benefits of hybrid blockchain technologies in order to
achieve a balance between efficiency and transparency. Adopt hybrid solutions to pro-
vide a safe and adaptable environment for identifying data breaches. These solutions
combine the advantages of public and private blockchains.

e  Conduct extensive testing in many real-world scenarios to fully validate the system.
To simulate sophisticated insider attacks, conduct more complex penetration testing
or stress testing for high transaction volumes.

o  Collect feedback and views from prospective end users and other stakeholders, such
as data protection authorities. When making system enhancements, consider user
feedback to ensure that it meets practical requirements and is compliant.

e  Study the possibility of incorporating blockchain-based detection of data breaches
seamlessly into the existing security systems in a typical organization. Develop
solutions that would allow easy integration and compatibility between diverse security
frameworks for large-scale adoption and effectiveness.

The future directions seek to enhance the blockchain-based data breach detection with
regards to scalability, privacy, real-world applicability, and regulatory compliance. Such
exploration will help the researchers to come up with more robust, efficient, and widely
adopted mechanisms to avert data breaches.
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