. mathematics

Article

A Blockchain-Enabled Group Covert Channel against
Transaction Forgery

Tongzhou Shen !, Liehuang Zhu !, Feng Gao !, Zhuo Chen !, Zijian Zhang "* and Meng Li >*

check for
updates

Citation: Shen, T.; Zhu, L.; Gao, F,;
Chen, Z.; Zhang, Z.; Li, M.

A Blockchain-Enabled Group Covert
Channel against Transaction Forgery.
Mathematics 2024, 12, 251.
https://doi.org/10.3390/math
12020251

Academic Editor: Daniel-Ioan Curiac

Received: 13 December 2023
Revised: 7 January 2024
Accepted: 8 January 2024
Published: 12 January 2024

Copyright: © 2024 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license (https://
creativecommons.org/licenses /by /
4.0/).

School of Cyberspace Science and Technology, Beijing Institude of Technology, Beijing 100081, China;
3120211366@bit.edu.cn (T.S.); liehuangz@bit.edu.cn (L.Z.); chen.zhuo@bit.edu.cn (Z2.C.)

School of Computer Science and Information Engineering, Hefei University of Technology,

Hefei 230009, China

*  Correspondence: zhangzijian@bit.edu.cn (Z.Z.); mengli@hfut.edu.cn (M.L.)

Abstract: As a decentralized network infrastructure, the data sent to the blockchain are public
and temper-evident. The cover of massive normal transactions in a blockchain network is ideal
for constructing a stable and reliable covert channel to achieve one-to-many group covert commu-
nication. Existing blockchain-based covert communication schemes face challenges in balancing
concealment, embedding rate and filtering efficiency, making them unsuitable for direct extension to
group scenarios. Adopting a key-leakage scheme can increase the channel capacity while maintaining
high concealment from external adversaries. However, it will also expose more knowledge to the
receiver. A malicious receiver has the ability to steal a sender’s identity or replay historical transac-
tions to control the entire channel. In this paper, we define the capabilities of malicious receivers in
blockchain-based group covert communication scenarios and propose a group covert communication
scheme resistant to transaction forgery attacks. Theoretical analysis and experiments prove that our
covert transactions do not have any transaction correlativity, ensuring the unique authenticity of the
sender’s identity while maintaining supreme concealment compared with the existing schemes. The
precision and recall of machine learning detection results can reach 0.57-0.62 (0.5 is the ideal value).

Keywords: blockchain network; steganography; covert communication; covert channel

MSC: 68P27

1. Introduction

Blockchain-based covert communication utilizes the blockchain transactions and
network as a covert channel for steganographic transmission [1]. Specifically, the sender
builds covert transaction by embedding the message within certain fields of a typical
blockchain transaction. Meanwhile, the receiver needs to identify the covert transaction
from all of the transactions recorded on the blockchain and subsequently extract the
encoded message. Traditional network-based covert communication mechanisms rely on
peer-to-peer transmission, which can expose the identities of both communicating parties.
Covert channels established through the utilization of packet redundancy and inter-packet
delays exhibit instability. They are prone to detection via data statistical analysis and
machine learning techniques. Moreover, they can be disrupted by adversarial maneuvers
such as packet reordering and noise injection attacks [2]. Hence, their security and stability
cannot be adequately guaranteed. In contrast, the blockchain provides a decentralized and
distributed system that leverages the immutability of transaction and the randomness of
address, which brings high confidentiality and reliability to the communication process.

In a one-on-one blockchain-based covert communication scenario, the existing systems
focus on security against external adversaries. These adversaries mainly use data statistical
analysis methods to identify covert transactions in the blockchain, such as using KLD
(Kullback-Leibler divergence) tests and KS tests to detect whether the character distribution
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is abnormal. To counter these detection methods, the sender collects the distribution
patterns of normal transactions and constructs covert transactions that match them, or they
embed covert messages using fields with unordered outputs, such as signatures [3].

In addition, since blockchain transaction data are public, anyone can check historical
transaction data. Therefore, receivers can filter covert transactions offline instead of per-
forming operations on the accounts. The sender can negotiate the necessary parameters
for communication with any number of receivers and then achieve group covert commu-
nication between the sender and multiple receivers through the blockchain by making a
single covert transaction. All receivers can filter out covert transactions at any time since
they are recorded.

In general, the sender assigns different key pairs for each receiver group as identity [4].
When communicating with a certain receiver group, the sender chooses the group’s cor-
responding key pair to participate in generating the covert transaction. This mechanism
ensures that only members of the specified group can receive and extract messages. Since
the selected algorithm remains the same each time, the construction pattern of the covert
transaction is fixed.

In a blockchain-based group covert communication scenario, where multiple receivers
or receiver groups exist, the threat of internal adversaries needs to be considered. These in-
ternal adversaries are more interested in messages sent to other receiver groups and attempt
to use knowledge on the receiver side to reconstruct the entire covert channel. They may
even collude with external adversaries, resulting in more severe security threats to covert
communication. Since they do not possess the corresponding keys, internal adversaries
cannot accurately identify covert transactions using filtering algorithms. However, relative
to external adversaries, internal adversaries are familiar with the characteristics of covert
transactions generated by the same algorithm, such as the number of inputs and outputs
in a transaction and the way addresses are associated. As a result, they are more likely to
identify suspected covert transactions sent to other groups. Based on the above analysis,
the sender needs to not only simulate normal transactions on character distribution but also
strengthen the covert nature of transaction patterns, minimize the correlativity between
transactions, and reduce the security risks posed by internal adversaries.

On the other hand, to achieve efficient embedding and filtering, the sender may
choose a key-leakage-based scheme to implement covert communication, which exposes
the sender’s private key on the receiver’s side. In this case, malicious receivers may use
the sender’s private key to send covert transactions and steal the sender’s identity to
communicate with other receiver groups or replay historical transactions in the channel
to carry out an identity-forgery attack and ultimately control the entire channel. Thus,
in a blockchain-based group covert communication scenario, an effective authentication
mechanism is needed to ensure the unforgeability of the sender’s identity and transactions.

A well-designed blockchain-based covert communication scheme should be able
to resist attacks from internal adversaries while maintaining high channel capacity and
efficiency without sacrificing anonymity. Existing covert communication models under-
estimate the threat posed by internal adversaries and lack effective measures to counter
identity forgery attacks. In addition, existing covert communication schemes exhibit sig-
nificant differences in transaction association and patterns from ordinary transactions,
which can be easily exploited by adversaries to expose the covert channel. To address
these issues, we propose a novel identity authentication mechanism based on the BLS short
signature [5]. The sender generates an identity authentication signature, and the receiver
can uniquely determine the source of the message based on the validity and timeliness of
the signature, thereby excluding interference from internal adversaries. Moreover, to re-
duce the correlativity of transactions while efficiently applying the mechanism, we propose
an message-embedding and transaction filtering algorithm based on Kleptography and
ECDH (Elliptic Curve Diffie-Hellman). By integrating the two and embedding the identity
authentication signature in the transaction, we ultimately design a blockchain-based group
covert communication scheme that is effective against attacks from internal adversaries.
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We evaluate the scheme’s concealment from the perspectives of defending against both
external and internal adversaries. The results of KLD and KS tests show that the covert
transactions generated by the scheme can resist statistical analysis attacks. An internal
adversary may obtain extra accuracy in locating covert transactions sent to other groups
with known transaction features. We use a machine learning detection model to simulate
the attack. The results of the machine learning detection show that the internal adversary
cannot effectively distinguish between covert and ordinary transactions even if they obtain
transaction construction patterns.
Our contributions:

*  We propose a blockchain-based group covert communication model, which takes
into account the threat from internal adversaries to lay the foundation for solving the
transaction detection and identity forgery risks.

*  We propose an message embedding and transaction filtering mechanism which can
achieve data covert embedding and extraction while ensuring the unlinkability of
transactions, thereby enhancing the concealment of covert transactions. An identity au-
thentication mechanism based on the BLS signature is also implemented within the lim-
ited storage space of blockchain transactions to achieve sender identity authentication
and address the risks of identity forgery and replay attacks by internal adversaries.

*  We implemented a prototype system and evaluated the proposed scheme to demon-
strate the feasibility. Experimental results show that compared to the existing method,
our scheme can resist identity forgery attacks by internal adversaries, achieve higher
concealment against external adversaries and provide a higher channel capacity with
acceptable cost.

The remainder of this paper is organized as outlined below. Section 2 proposes our
blockchain-based group covert communication system and threat model. Section 3 provides
related works about traditional covert communication, blockchain-based covert communi-
cation and blockchain-based group covert communication. Section 4 discusses the impact of
transaction correlation on the concealment and introduces relevant background knowledge.
Section 5 describes the implementation details of the proposed scheme. In Section 6, we
evaluate the performance of our scheme and analyze the countermeasures against the
adversaries. Finally, Section 7 concludes the paper and proposes future research directions.

2. Problem Statement

Traditional network-based covert channels are susceptible to detection and disruption,
while blockchain-based covert communication offers inherent concealment and anonymity.
In current blockchain-based group covert communication models, the attack target of
internal adversaries is defined as discovering covert channels, but the possibility of internal
adversaries forging covert transactions is overlooked. For example, the sender sends covert
transactions from a fixed address [6], which is the sole identifier used by the receiver to
filter transactions. However, the private key corresponding to this address can be derived
by the receiver, so once the algorithm is public, all receivers can create covert transactions
and send them from that address. To ensure the unique authenticity of the sender’s identity
in the context of group covert communication, this section presents a blockchain-based
group covert communication model that can resist forged transaction attacks. In another
scheme, the sender uses a group key to create the corresponding index matrix of address
interaction [4]. The receiver uses the same group key to recover the matrix and filter
transactions. As long as malicious receivers have knowledge of the transaction construction
algorithm, they have the capability to forge covert transactions using the held group key,
thus deceiving other members of the group. Related works are detailed in Section 3.

In this section, we present the system model as shown in Figure 1 alongside a formal
description of the threat model and the design goals of our scheme.



Mathematics 2024, 12, 251

4of 24

1.Initialize

Out -of -chain Communication Channel

i H
/ Blnckc.ham Network \ N Receiver Group2 :
3.Flooding Broadcast e H
- H
= = AR
—
Sender [—] \ / - - :
Recerver |
- H
B4 Embed = 4.Filter Covert _ !
' ., rer |
’ Message ? -— Transaction Recerver Groupl !
2. Build Covert - N . !
Transaction [ - - % e
= . == -— —] =
| — A g — ot/ Tnemal
Covert Tx = L] Adversary
Authentication k | /
Private Key .
? Embed Private Key - Receiver
©  Avthentication .

" Signature
Modified Signature

Authentication
Public Key

T Embed Public Key

Q Imitative Signamre

Figure 1. System model.

2.1. System Model

Network »
eavesdropper = -
Blockchain

Data Analyst

H%

E Discard

5. Extract and Verify

A complete blockchain-based group covert communication process consists of five steps

including initialize, build covert transaction, flooding broadcast, filter covert transaction,
extract and verify. A one-time out-of-chain communication channel and three entities
participate in the process: the sender, the receiver, and the blockchain network. The entities
of the system model are given below:

Sender: The sender generates the necessary parameters and initiates group covert com-
munication on the blockchain. During a communication session, the sender embeds
covert messages and identity authentication signatures into a blockchain transaction,
transforming it into a covert transaction. Then, the sender sends this transaction from
a blockchain node to the network, thereby transmitting the covert messages.
Receiver: The receiver filters covert transactions from the blockchain based on pre-
negotiated parameters, verifies their validity, and extracts the covert messages. In our
proposed system model, receivers exist in the form of groups. All receivers within
the same group hold the same parameters, while the process of filtering transactions
remains independent. The sender generates transactions using the key corresponding
to the designated receiver group to achieve covert communication.

Out-of-chain communication channel: The secure channel outside the blockchain
that the sender and receiver utilize before establishing their initial communication.
Through this channel, the sender transmits the necessary parameters for establishing
communication such as keys, shared random numbers, and so on. This channel does
not involve any actual communication content. For security, it is only used once unless
the sender needs to change the key to construct a new channel.

Blockchain network: The media used for covert communication. Covert transactions
originate from one blockchain node and propagate to all nodes in the blockchain
network through the flooding broadcast mechanism. Once these transactions are
confirmed, they will be recorded in the transaction list of a particular block.
Initialize: Prior to the first communication, the sender assigns a group label to the
receiver and negotiates necessary parameters.

Build covert transaction: The sender encodes the original information and constructs a
covert transaction using an embedding algorithm. This covert transaction contains the
sender’s identity authentication signature, proving that it originates from the sender.
Additionally, the transaction includes a modified signature to assist the receiver in
filtering and extracting covert information.

Flooding broadcast: The covert transaction is broadcasted throughout the network
using a flooding method and is eventually recorded on the blockchain.
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Filter covert transaction: The receiver searches the public blockchain for covert trans-
actions based on the modified signature and the receiver’s group label.

Extract and verify: The receiver extracts the original information from the covert
transaction and verifies the sender’s identity authentication signature. If the signature
is valid, it confirms that the transaction is from the legitimate sender. Otherwise, if
the signature is invalid, it indicates that the transaction is a forged transaction with an
imitative signature created by an internal adversary.

2.2. Threat Model

In our blockchain-based group covert communication system, adversaries that need to

be considered can be summarized into three main types, including network eavesdropper,
blockchain data analyst and internal adversary. Network eavesdropper and blockchain
data analyst are classified as external adversaries.

Network eavesdropper: Adversaries present in the form of blockchain network nodes
that propagate transactions. They monitor the network flow on its connected nodes.
These adversaries attempt to identify covert channels, recognize the communication
parties and extract covert messages by intercepting and analyzing network traffic
packets, even reconstructing the entire communication network topology.
Blockchain data analyst: Adversaries analyze transaction data to summarize charac-
teristics from all blocks. Their goal is to differentiate between normal transactions
and covert transactions. When more covert transactions are uncovered, analysts
are increasingly able to identify the properties of covert channels, thereby detecting
communication behaviors.

Internal adversary: Internal adversaries present as malicious receivers within the
receiver group. As communication participants, internal adversaries possess the same
parameters and permissions as legitimate receivers. Once they obtain enough knowl-
edge like a sender’s private key, they can send forged covert transactions by imitating
the construction pattern of the sender. Specifically, they build covert transactions
with modified signatures and imitative signatures, which can be recognized by other
receivers. This allows them to communicate with other receivers in the same group,
thereby delivering incorrect information. Alternatively, they can replay transactions
previously sent by the sender at any given time, therefore destroy message timeliness.
The receivers cannot distinguish the authenticity of the message source due to the
attacks which make the channel untrustworthy. Furthermore, compared to external
adversaries, internal adversaries are quite familiar with the characteristics of cover
transactions. This facilitates their ability to identify and target covert transactions sent
to other groups.

2.3. Design Goals

Based on the formal models and definitions given above, we introduce the design

goals of the proposed scheme as follows:

Concealment: Covert transactions should exhibit indistinguishability, where internal
adversaries are unable to discern transactions intended for other groups, and external
adversaries cannot differentiate between covert and regular transactions.
Practicability: Covert transactions should be efficiently sent and filtered. The time
required for covert transaction filtration should be less than the time it takes to generate
a new block. The time costs associated with information embedding and extraction
should be acceptable.

Unforgeability: In covert communication, the identity of the sender should be uniquely
verifiable, and internal adversaries should be incapable of forging sender transactions
using recipient parameters.

Capability: Covert communication should provide a sufficient channel capacity while
ensuring concealment, practicability and unforgeability. The channel should facilitate
the cost-effective transmission of covert messages.
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3. Related Work

In this section, we introduce the related works about traditional covert communication,
blockchain-based covert communication and blockchian-based group covert communication.

3.1. Traditional Covert Communication

Covert communication serves as a mechanism for discreet information exchange be-
tween senders and receivers via public channels, eluding detection by third parties [7].
Traditional covert communication methods often rely on the establishment of covert chan-
nels using network traffic data packets or time intervals. In covert storage channels, various
fields within network protocols, such as the ACK or SEQ fields of the TCP/IP protocol, are
exploited for storing covert information [8]. Covert time channels leverage the order of
data packet arrivals or the intervals between them for transmitting covert information [9].
Unfortunately, these fields exhibit fixed positions, rendering them susceptible to detection,
restriction, or even modification by potential attackers, thereby compromising the integrity
of the communication [2]. Furthermore, this approach necessitates the establishment of
prolonged direct communication between the involved parties and is significantly impacted
by fluctuations in network latency, rendering it inherently unreliable.

Traditional network-based covert channels often necessitate the establishment of
direct communication between communicating parties, where their IP addresses are em-
bedded within network data packets. Consequently, this direct association compromises
the stealthiness of the communication, and the susceptibility of the communication car-
rier to interception and tampering further diminishes the reliability of traditional covert
communication methods.

3.2. Blockchain-Based Covert Communication

Blockchain-based covert communication utilizes blockchain transactions as carriers of
concealed information, achieving information dissemination through the propagation of
transactions within the blockchain network. Blockchain transactions employ a flooding
broadcast mechanism for network transmission, which is characterized by non-directional
dissemination. Transactions embedded with covert information undergo forwarding by
multiple nodes, eventually broadcasting across the entire network, making it challenging
to ascertain the originating IP address of the transaction. Consequently, direct communica-
tion between the sender and receiver is not established. The immutability of blockchain
transactions is ensured through the application of hash algorithms and consensus mech-
anisms. Furthermore, the blockchain addresses possess anonymity. In comparison to
traditional covert channels, blockchain-based covert channels inherently exhibit conceal-
ment and reliability.

Zombiecoin [10] is an architecture for botnets implemented in the Bitcoin main net-
work. The sender employs a fixed address to send covert transactions and embeds covert
messages in the custom field OP_RETURN. With the advancement of abnormal transaction
detection techniques in the blockchain, the intended padding of OP_RETURN fields re-
duces the concealment [11], and the reuse of addresses becomes detectable through address
clustering methods [12]. Chainchannel [13] is a covert channel based on secret sharing and
private key leakage. In each communication, the sender needs to send several transactions
with the same address to completely leak covert messages. After each communication,
additional transactions must be sent from the fixed address to update the necessary pa-
rameters for the next communication, leading to address reuse and a strong correlativity
between covert transactions. Fionov [14] encoded the message as a random number used
for signing and embedded it into the digital signature generated by the ECDSA algorithm.
The sender needs to inform the receiver in advance of the private key corresponding to
the input address of the covert transaction. This method has poor robustness. Once ex-
posed, the covert channel can not be replaced in time. Tian et al. [15] proposed a covert
communication scheme called DLchain based on a dynamic label algorithm. In this scheme,
the sender and receiver dynamically generate synchronized OP_RETURN field content
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based on the statistical distribution of current blockchain transactions in OP_RETURN
fields. However, the sender uses the same random number to sign two covert transac-
tions, resulting in a partially identical signature, making them distinguishable from regular
transactions. Cao et al. [16] proposed a covert message-embedding scheme based on a
chained relationship between input addresses and output addresses. The output address of
a covert transaction serves as the input address for the next covert transaction. The sender
is able to embed 1 bit of data in each transaction. However, this method lacks scalability, as
increasing the embedding rate comes at a computational cost that the sender cannot afford.
In covert communication based on the Whisper protocol [17], the topic field is used as the
unique identifier for the receiver to filter transactions. However, if the receiver fails to filter
the transaction before it expires, the covert message may be lost.

From the above analysis, while blockchain-based covert channels can prevent the
tampering of concealed information, they still face challenges such as address reuse, explicit
embedding, and low channel capacity.

3.3. Blockchain-Based Group Covert Communication

Blockchain-based covert communication involves two critical steps: the embedding of
covert messages and the filtration of covert transactions. Since transactions are publicly
accessible, the filtration process of covert transactions is executed off-chain. Consequently,
covert transactions can be filtered by any number of receivers. Thus, in scenarios involving
multiple receivers or receiver groups, blockchain-based group covert communication can
be realized. Typically, the sender employs distinct keys to identify group identities and
communicates with all members within the group [18].

Generally, owing to different group keys, receivers can only filter transactions intended
for their respective groups. Nonetheless, malicious receivers, as internal adversaries,
attempt to steal the sender’s identity, forge transactions purportedly sent to their own
group, or identify transactions sent to other groups. Gao et al. [6] combined kleptography
techniques with ECDSA signatures in Bitcoin to implement a mechanism that can filter
indistinguishable transactions in polynomial time. However, the sender generates all covert
transactions from a fixed address. Furthermore, all the parameters required for creating a
covert transaction can be inferred by the receiver from known parameters. For example,
while filtering transactions, the recipient can calculate the private key corresponding to
the fixed address. A malicious receiver is fully capable of controlling the funds in that
address and sending out their own constructed transactions, thereby forging the identity of
the sender and engaging in covert communication with other receivers. Zhang et al. [4]
proposed a group covert communication scheme based on the index matrix of address
interaction. However, to ensure concealment, this scheme imposes limitations on the
number of transactions sent within a single block.

The majority of existing blockchain-based covert communication schemes can be
extended to group scenarios. However, in addition to the inherent challenges related to
concealment, correlativity and channel capacity, these schemes lack effective measures
to resist threats from internal adversaries. Therefore, this paper proposes a scheme that
can withstand internal adversary threats while ensuring high concealment and channel
capacity. This scheme proves to be effective in the context of covert communication within
group scenarios.

4. Preliminaries

In this section, we introduce the relevant background knowledge of our scheme.

4.1. Transaction Correlation

In this subsection, we discuss the transaction correlation and describe its impact
on concealment.
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4.1.1. Overview

In Bitcoin, the transfer of funds follows the Unspent Transaction Output (UTXO)
model. The input UTXO typically includes an input address, the sender’s signature, and
the transferred amount, while the output UTXO commonly includes an output address or
public key and the transferred amount. Notably, UTXOs containing the OP_RETURN field
can be classified as null-data type and exhibit prominent features.

Bitcoin recommends the use of disposable addresses, which contributes to a significant
portion of transactions with one input UTXO and two output UTXO [19]. Consequently, this
model inherently provides concealment when constructing covert transactions. However,
all funding sources must be transferred from one or multiple previous transactions” UTXOs.
As a result, transaction traceability can be established by examining the addresses and
corresponding amounts spent in the UTXOs, ultimately forming a transaction chain.

Transactions carrying covert messages exhibit a notable characteristic: the output
addresses often include at least one controlled by the sender, serving as the change address.
In this way, the sender can accomplish covert communication by solely expending the
transaction fee. The UTXO transferred to controllable output addresses will subsequently
serve as input UTXO for future covert communication. Therefore, if an adversary identifies
any of these transactions, they can easily discover additional covert transactions by examin-
ing the associated addresses and the chain relationship of the transactions. This facilitates
further verification and analysis toward covert channels.

Assuming that the sender and receiver establish the essential parameters through a
single negotiation prior to conducting on-chain communication, all covert communication
is solely based on this initial agreement. Additionally, the sender possesses an abundant
number of Bitcoin addresses with ample funds, disregarding any financial links unrelated
to covert communication. The interrelation between covert transactions can be categorized
into static-address correlation and chain-address correlation.

4.1.2. Static-Address Correlation

If an address addr; is involved in multiple covert transactions, these covert transac-
tions exhibit static-address correlation. As shown in Figure 2, assuming an adversary
discovers a specific covert transaction TX;, the adversary can easily retrieve related trans-
actions (TXj, TXy, TX3) by filtering addr;. In this way, the adversary can obtain all covert
transaction samples. Since the reuse of addresses violates the disposable address rule
in Bitcoin, this characteristic significantly reduces the concealment of the covert channel.
Static-address correlation is mainly caused by the vulnerable system design. For instance,
a receiver may use a fixed address as a label to filter covert transactions [10,14]. The
sender may also need to use the same address to send transactions in a single communi-
cation process, thereby exposing the private key [6,15] or improving insufficient channel
capacity [13].

. []
retrieval o @
addrout,

H
=]
addrout, addr, o @
H addrout, related transactions

i
oo™
addrout,

Figure 2. Static-address correlation.
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4.1.3. Chain-Address Correlation

Sending transactions from dynamic addresses can avoid static-address correlation, but
it also sacrifices efficient filtering ability. In order to ensure that the receiver can still recog-
nize covert transactions, existing schemes utilize key or address derivation relationships to
generate covert transactions [16]. As shown in Figure 3, TX; is one of the transactions in
the set of covert transactions TX. Due to the derived relationship between the keys used to
construct the covert channel, the addresses in covert transactions automatically form an
indexing sequence. The output address of the current covert transaction will be used as
the input address for the next covert transaction; otherwise, the receiver will not be able to
recognize the covert transaction or correctly extract the covert messages. In this case, all
covert transactions can be connected as a chain of transactions based on the sequential rela-
tionship between the addresses. An adversary can start from TXj, find the previous covert
transaction TX;_; based on the input address addr; and then trace all historical transactions.
Alternatively, the adversary can start from the output address addr;, 1, monitor and then
find transactions like TX;, 1, TXj,, that are sent after TX;. Therefore, the adversary will
find it easier to monitor the channel. In general, chain-address correlation is more likely to
exist between the transactions sent in successive communication.

trace back monitor

addr 1

>

O D 0”@ OO O-D

| addr, addr, | | addr, ., I——}'addrj "

addr, ., —p addr, .,

ovee
ooe
oo
oo

Figure 3. Chain-address correlation.

4.1.4. Unlinkability of Transactions

To achieve the unlinkability of transactions, two objectives need to be met: the absence
of static-address correlation within a single or successive communication and the absence
of chain-address correlation across historical communications. As shown in Figure 4, NTX
represents a set of normal transactions, while CTX represents a set of covert transactions.
They are distributed along four transaction chains depicted by the relationships between
addresses and UTXO inputs and outputs. In general, to achieve one covert communication,
it may be necessary to send more than two transactions. In the context of a single com-
munication, the covert transactions involved should not exhibit static-address correlation.
For example, CT X, and CTX), represent two transactions sent during the p-th commu-
nication, and the adversary should not be able to link them based on input addresses.
Additionally, for each group of covert transactions involved across different communi-
cations, such as the p-th group (CTX,,,CTXp,) and the g-th group (CTX,,,CTX,,), they
should not exhibit chain-address correlation. In other words, the adversary should not be
able to find any history or traces of the covert channel based on the covert transactions sent
during each communication. To satisfy these requirements, it can be concluded that each
covert transaction should be distributed on an independent transaction chain. Furthermore,
within each covert transaction and its corresponding transaction chain, duplicate addresses
should not be used in the inputs and outputs. This way, the adversary will not be able
to find any other covert transactions based on a single covert transaction through the
transaction chain.
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Figure 4. Unlinkability of transactions.

4.2. ECDSA

The proposed blockchain group covert communication scheme utilizes the ECDSA
(Elliptic Curve Digital Signature Algorithm) signature in Bitcoin for implementation. In this
section, we provide an explanation of the algorithm’s process. Subsequently, in the specific
description of the scheme, we only discuss the operations involved with the algorithm’s
parameters and the direct acquisition of its input and output. It should be noted that this
scheme can be implemented not only in Bitcoin but also in any blockchain that utilizes the
ECDSA algorithm for digital signatures, such as Ethereum. Bitcoin uses the secp256k1 elliptic
curve to implement the ECDSA signature algorithm. The globally shared domain parameters
include the generator point G and the order of the curve N. The elliptic curve multiplication
is represented as (-) and the transaction hash value to be signed is described as h.

We compute the ECDSA signature (7,s) = signgcpsa(d, k1, h) by the following steps:

(1) Choose a random integer d € [1, N] to calculate the point Q on the elliptic curve;
d is the private key and Q is the public key.

Q=d-G 1)
(2) Choose a random integer k € [1, N] to calculate the point P on the elliptic curve.
P=(ry) =k-G ()

(3) Compute
s=k'x(h4+d*r)mod N (3)

In Equation (3), only d and k cannot be directly obtained or computed from transaction
data. In other words, if one of them is known, any one can deduce the other parameter.
Therefore, if embedding covert messages in d or k, the key lies in ensuring that only the
receiver can access them.

4.3. Kleptography on ECDSA

Kleptography is a technique that embeds messages and modifies the original cryp-
tographic system algorithm with the attacker’s key to produce output that is indistin-
guishable from the original output, thus enabling the secure and subliminal stealing of
information [20]. Existing schemes have implemented covert channels in Bitcoin using
kleptography [6]. In these schemes, the sender generates a private key and calculates
pks = sks - G on the elliptic curve, which are then sent to the receiver through a one-time
secure out-of-chain channel. Subsequently, the sender modifies the ECDSA algorithm in
Bitcoin to generate a special signature that is indistinguishable from the normal one while
ensuring the validity. The modified signature algorithm signgcpsa—kre(d, hi, ha, pkye) and
verification algorithm extractpcpsa—kre (01, 02, ha, sky.) are shown below.

As shown in Algorithm 1, the sender chooses a private key d to create two unsigned
transactions fx; and txp; then, it calculates their corresponding unsigned transaction hash
value h; and hy. A random binary string k; with length A is chosen as a random factor,
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which is 256 bits in Bitcoin. The first transaction fx; is signed by using normal ECDSA.
Next, a deterministic function map is used with inputs k; and h, to obtain the random
factor ky, which is required for signing the second transaction tx,. This algorithm generates
two signatures at one time.

Algorithm 1 signgcpsa—kre(d, b1, ho, pkiae)

Require: d, hy, hy, pkye
Ensure: (07,07)

1: Randomly choose k1 « {0, 1}*
Set oy = (r1,51) = signgcpsa(d, ki, )
Set ky = map(ky, pkye, h2)
Set oy = (ra,52) = signgcpsa(d, ka, ha)
return (0, 07)

The receiver identifies covert transactions by executing Algorithm 2. Firstly, the
receiver checks the value r1 from the signature of the first transaction tx; as the x-coordinate
to find the point X on the elliptic curve. This point can also be obtained during the process
of verifying the validity of the ECDSA signature [21]. Secondly, the receiver uses the
deterministic function ma p/ with inputs X and h; to derive the random number k chose
by the sender to sign the second transaction tx;. Finally, the receiver can compute the
private key d used to send these two transactions by Equation (3). In practical scenarios,
the receiver can select any two transactions from the blockchain, assuming that they are
the two covert transactions generated by the sender and apply the extraction algorithm to
attempt to obtain private key d. The receiver uses d to generate a Bitcoin address, and if
that address matches the one exactly used to send the transactions, it confirms that these
two transactions carry covert messages. Otherwise, they need to continue searching for a
pair of transactions that meet the criteria.

Algorithm 2 extractpcpsa—kLE (01,09, hy, ske)

Require: oy,09, hy, sky,
Ensure: d
1: draw X = (r1,y1) from oy
2: Setky = map,(X, skije, h2)
3: Setd =1 (sp % ky — hp) mod N
4: return d

Assuming there are n transactions in a block, the receiver can use the aforementioned
method to filter the covert transactions (tx1,tx;) with a time complexity of O(n?). To
reduce computation and improve the filtering efficiency, the receiver can first collect a
set of transactions TX = {Txy, Txy, ...} related to the negotiated fixed address from the
blockchain and perform the filtering operation by iterating through the set. However,
using a fixed address significantly decreases the concealment of the covert transactions [12].
Furthermore, utilizing a fixed address implies that no information can be embedded within
the private keys of the two transactions, requiring extra alternative user-controlled fields,
such as OP_RETURN and other custom fields, to achieve information embedding, which
further reduces concealment [11].

Constructing covert channels within the blockchain poses compatibility challenges in
terms of concealment, channel capacity, and filtering efficiency. We draw upon kleptogra-
phy techniques and introduce enhancements to implement a covert communication scheme
with variable sender addresses. The scheme supports implicit embedding and ensures that
covert transactions cannot be differentiated from regular transactions. We also reduce the
filtering efficiency to O(n).
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4.4. Ecdh in Covert Communication

In the ECDHC-CDE scheme [16], the Elliptic Curve Diffie-Hellman (ECDH) algorithm
is utilized to establish the derivation relationship between private keys and public keys.
Specifically, the new derived private key has to be used for generating output addresses
in the same transaction. In fact, this concept can effectively establish secret connections
between any two transactions by employing a pre-shared key (PSK) denoted as k;. In
blockchain-based group covert communication, ks refers to the key and label that the sender
distributes to the receiver group. Different receiver groups correspond to different ks values.
The sender builds transactions using different ks values to communicate with the respective
groups. Only the groups chosen by the sender can link two covert transactions, allowing
for the filtration of covert transactions.

sko = skq * ks mod N (4)

pki =sk, -G (5)

pky = sky - G (6)

pky = pky - ks = (sky - G) - ks = (sky x ks) - G = skp - G = pky (7)

As shown in Figure 5, the sender randomly generates private key sk; for transaction
TX;. Subsequently, the private key sk; for transaction TX, is computed as Equation (4). The
corresponding pkq and pk; can be derived from Equations (5) and (6). Equation (7) derives
the correctness of obtaining pky using pk; and k;. Since pk; is public on the blockchain,
once retrieving the first transaction TX; from the blockchain, the receiver can calculate pkj
by Equation (7), thereby filtering out TX».

L |

UTXO, sk, 2y, UTXO,
A

UTXO,

Eq.(4) q.(7)

| ™ |
Eq.(5)

UTXO, | sk, —»pk, | UTXO,

UTXO,

Figure 5. ECDH derivation.
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Since the output addresses can be arbitrarily specified, there is no chain correlation
between the input and unspent transaction outputs (UTXOs). Therefore, if a covert message
is embedded in a set of transactions (TXj, TX,) generated according to Equations (4)—(7),
these two transactions do not exhibit any explicit association. Except for the receiver who
holds ks, no one else can link these two transactions together, and thus, the complete nature
of the covert transactions remains unknown.

5. The Proposed Scheme

In our proposed blockchain-based group covert communication scheme, a complete
covert communication process consists of five steps, as shown in Figure 1. The sender needs
to initialize and build covert transactions. The created covert transactions are propagated
to the entire blockchain network through the flooding broadcast mechanism and recorded
on the blockchain ledger. On the other hand, the receiver needs to filter covert transactions
among all of the blockchain transactions and finally extract messages and verify them. The
sequence of implementation and the algorithms are described in Figure 6.

1.Initialize(only required before the first communication)

I v
A
Sender Receiver
Embed Extract and 5. Extract and
2. Build Covert Msg Verify \_,rerify

Transaction .
4. Filter Covert

Transaction

BuildCovTx FilterCovTx

3. Flooding Broadcast
Figure 6. The sequence of implementation.

5.1. Initialize

The sender generates pre-shared key ks, message sequence number seq,, a series
of public—private key pairs including authentication key pairs (sk;, pkn) and signature
embedding key pairs (sks, pks). These parameters are then transmitted to each receiver
through the out-of-chain communication channel. Additionally, to facilitate the efficient
filtering of covert transactions, the sender should inform receivers of the suitable starting
block for the first covert transaction when establishing the covert channel. This step is only
executed once during the initialization of communication and is not required afterwards.

5.2. Build Covert Transaction

The sender creates covert transactions that carry covert messages by executing the
EmbedMsg algorithm (Algorithm 3) and the BuildCovTx algorithm (Algorithm 4). In this
scheme, the sender needs to send a set of two covert transactions, denoted as CTX = (txq, txp),
in each time of covert communication. To simplify the notation, the parameters related to
the transactions are represented with corresponding subscripts 1 or 2. The notations used
in this section are illustrated in Table 1.

The sender splits the original covert message into two parts as message = (message;,
messagey). Then, two random strings random; and random, are generated. They are
concatenated with the current sequence number seq, to form the message to be signed,
which is denoted as messageTosign. The identity authentication signature oy, is calculated by
Hash(messageTosign) and the identity authentication private key. In the proposed scheme,
the identity authentication signature, as part of the embedded data, shares the embedding
capacity with the actual message to be transmitted. RSA signatures are too long to be fully
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embedded in two covert transactions and are not suitable for the scheme. On the other
hand, ECDSA signatures would encroach on the embedding space, greatly reducing the
covert information transmission rate. Therefore, to maintain the confidentiality of transac-
tions and an effective information transmission rate, we use a BLS short signature [5] with
a total length of 33 bytes as the identity authentication signature, which has been proven to
be sufficiently secure and reliable. The sender splits the identity authentication signature
into two parts. oy is concatenated with random; and message; to serve as random factor k;
for signing the first transaction tx;. 07 is concatenated with message,, randomy, and seq,
to compose the sender’s private key sk; for sending the second covert transaction tx;. An
example of the embedding format is shown in Figure 7. The lengths of each component
can be adjusted according to the security and embedding rate requirements.

Table 1. List of notations.

Parameters Description
sk private key
pk public key
k random factor
I concatenating two strings
signm () authentication signature algorithm
signpcpsa() ECDSA signature algorithm
Hash() hash function
split() split a string
txtosign unsigned transaction
o signature
addr address
PRF pseudo random function
(r,s) signature value
verifYecpsa ECDSA signature verification algorithm
verifym authentication signature algorithm
k, bls, message, random,
< 23bytes » I<—6bytes—b €4—3bytes—P
sk, bls, message, random, serial,

<4—10bytes—»| €—14bytes—» | €¢—4bytes—» |[€¢—4bytes—»

Figure 7. An example of embedding format.

Algorithm 3 EmbedMsg

Require: original text message, current sequence number seq,, sender’s authentication
private key sk,

Ensure: sender’s private key skj for sending fx,, random factor k; for sending fx;
1: Initialize PRF

: Generate two random strings random; and random, using PRF

: Set (messagey, messagey) = split(message)

. Set 0y, = signy, (sky, Hash(messageTosign))

: Set (O, , Om, ) = split(om)

: Set ki = oy, ||random ||message;

: Set sky = oy, ||randomy||seq,

: return skp, kq

N O Uk WN
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After obtaining skj, the sender calculates the private key sk; for the first covert trans-
action based on the pre-shared random factor k;. Next, the sender selects output addresses
arbitrarily and constructs the unsigned transactions tx;tosign and txptosign. The sender
utilizes kq and private key skp to sign txjtosign for o3 by the ECDSA algorithm (refer
to Section 4.2). Then, the signature oy, the address addr; corresponding to skj, and the
unsigned transaction txjtosign are combined together to generate the complete covert
transaction fx.

When constructing the second covert transaction, the sender first initializes a pseudo-
random function. As long as the same parameters are used for initialization, subsequent
pseudo-random numbers generated in sequence will be identical. We use PRF to generate
two pseudo-random numbers denoted as 2 and b in sequence. They are then involved in
the calculation of the point (zy, zy) on the elliptic curve with k; and pk;. The hash function
is used on the x-coordinates z to obtain k. Next, the sender follows the steps of the ECDSA
algorithm to generate 0, and build covert transaction tx,. The sender can transmit either
or both of the covert transactions to the blockchain at any time. The complete process of
building covert transactions is illustrated in Figure 8.

0, -
’ > Si8Npcpsy r%
.
sk, sk, ——»  sign, T X1
A

TX1 // k
kb Q 7

Message O, v

Skz/ k,

X2

v

o,
SIZNpcpsy >

v

vl\
X2

Figure 8. Build covert transactions.

Algorithm 4 BuildCovTx

Require: sky, ki, pre-shared key ks, embed public key pks, the generator point G
Ensure: a set of covert transaction (fxq, txp)
1: Compute sky = skp * ks
Generate txqtosign and txptosign
Set oy = signpcpsa(sky, ki, txitosign)
Generate addr; corresponding to sky
Set tx; = (addry, oy, txtosign)
Initialize PRF with txotosign
Generate two random factor 2 and b using PRF
Compute (Zy, Zy) = G -ky -a+ pks - ki - b
Set ky = Hash(zy)
Set oy = signgcpsa (sky, ko, tXZtOSing)
: Generate addr, corresponding to skp
: Set txy = (addry, 03, txptosign)
: return fxq,txp

N T Y
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5.3. Flooding Broadcast

Covert transactions are propagated to all Bitcoin nodes through the flooding broadcast
mechanism in the same manner as normal transactions and eventually recorded on the
blockchain. They are permanent stored and can be accessed at any given time. If both tx;
and tx; can be confirmed in the blockchain, covert messages have been successfully sent.

5.4. Filter Covert Transaction

Receiver can filter out a set of covert transactions in a block through FilterCovTx algo-
rithm (Algorithm 5).

The receiver needs to identify a set of covert transactions CTX = (txq, txp) sent by
the sender from the blockchain. Initially, the receiver obtains a list of transactions T Xj;;,
in a block. The sender can inform the receiver of a suitable block number, allowing the
receiver to quickly locate the block containing the covert messages in the first time of
communication. For each transaction Tx; in the list, the receiver extracts the sender’s public
key pk; and then attempts to compute a public key pk; and its corresponding address
addry with ks. The receiver then searches for all transactions associated with addry. If
such transactions exist, they are potential candidates for the covert transactions sent by
the sender and serve as the first covert transaction tx; of the covert transaction set CTX,
while Tx; serves as the matching tx,. Generally, unless the sender deliberately sends other
transactions from the address for the purpose of hiding, confusing or other reasons, there
will usually be only one covert transaction that utilizes the address. If no transactions
can be found, it indicates that the transaction is not a covert transaction, and the receiver
continues to search for the next transaction in the list T Xj;s;, until all transactions have been
filtered, which means that there are no covert transactions in the current block.

Algorithm 5 FilterCovTx

Require: aset TXj;s, = (Tx1, Txp,...) that contains the receiver’s newly obtained transac-
tion, kg
Ensure: the second covert transaction tx; and a covert transaction list Tx;;s;, matches with tx;
1: for Tx; in Txj;s, do
2. Extract pk; from Tx;
Compute pky = pk; - ks
Generate addr; corresponding to pkq
Get Txj;s, according to addrq
if Txj;s, is not empty then
Set txy, = Tx;
return Txjg , £X2
9:  end if
10: end for
11: return null

5.5. Extract and Verify

After the transactions are preliminary selected, the receiver extracts the covert mes-
sages among them using Algorithm 6 to verify the source and timeliness of the transactions.

First, the receiver extracts relevant transaction parameters, including the sender’s
signature, the sender’s public key, and the unsigned transaction. Subsequently, for each
transaction Tx; in the list Tx;;s;,, the receiver performs the ECDSA signature verification
algorithm to obtain the point X. Next, the receiver initializes PRF with tx,tosign and
generates two pseudo-random numbers denoted as a and b in sequence. The point (Z, Zy)
can be calculated by embedding private key sks. Then, the receiver performs a hash
operation on the x-coordinate Z, to obtain the random factor k; used for the second covert
transaction’s signature. With this, the private key d can also be derived. The receiver
computes the corresponding public key, and if the result matches the actual public key pk;,
it further proves the successful pairing of a set of transactions CTX = (txq, txp).
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Algorithm 6 Extract and verify

Require: Txj;s, , txp, authentication public key pk,, the latest sequence number seqs
Ensure: covert message m, updated sequence number tx;,

1: Parse tx; as (1, 52, pka, txatosign)

2 for Tx; in Txy;51, do

3: Parse Tx; as (rj,sj, rk;, txjtosign)

4 Set X = verifypcpsal(r, sj, pkj, txjtosign)

5. Initialize PRF with txytosign

6:  Generate two random factor a4 and b using PRF

7. Compute (Zy, Zy = X -a+ X - sks - b)

8:  Setkp, = Hash(Zy)

9. Computed = ry ' (ky * 5o — Hash(txptosign))
10: ifd -G == pk; then
11: Compute sk; = d * ks

12: Compute k1 = s]._1 * (Hash(txjtosign) + skq) x 7
13: Parse (d, sky) as (oy,, messageTosign, seqy)

14: if seq, > seqs and verify,, (messageTosign, pky,, om) == True then
15: Set m = split(messageTosign)

16: return m, seqy

17: end if

18:  end if

19: end for

20: return null

To mitigate the possibility of transaction forgery and replay by internal adversary,
the receiver needs to additionally verify the identity authentication signatures embedded
in the transactions. The receiver first uses the recovered private key of the second covert
transaction d and k; to calculate the private key of the first covert transaction. Then, it
recovers the random factor k; used during the transaction signing. The receiver can separate
the identity authentication signature o;,, messageTosign, and current sequence number seq;,
according to the embedding rules. The transaction can be considered valid only if 0y, passes
verification and satisfying seq, > seqs, which means the transaction is not being replayed.
Finally, the receiver extracts the original covert message m embedded in the transaction,
updates seqs with seq, and records the number of blocks containing fx,. The next filtering
process will begin from that block number.

6. Performance Analysis

In this section, we present the experiment conducted on the prototype system and
conduct an analysis of its performance toward various adversaries. The experimental
results demonstrate that our scheme is more secure and undetectable compared to existing
schemes with acceptable efficiency.

6.1. Concealment

Since the blockchain data analyst tends to discover covert channels by statistical
distribution, we employ the Kolmogorov-Smirnov (KS) test and the Kullback-Leibler
divergence (KLD) test [22], which are two types of detection metrics to demonstrate the
resilience of the proposed scheme against statistical analysis. The KS test utilizes the p-value
to determine the difference between two sample distributions. When p > 0.05, it can be
considered that the two samples follow the same distribution and there is no significant
difference between them. KLD, also known as relative entropy, quantifies the difference
between two sample distributions. When the two distributions are totally identical, the
KLD result is 0. Otherwise, a larger KLD value indicates a greater difference. Therefore,
if the difference between hidden transactions and normal transactions is smaller than or
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Normal address.

approximately equal to the difference threshold of normal transactions, it indicates that
covert transactions cannot be distinguished from normal transactions.

We download 10,000 normal transactions from the Bitcoin main network. These trans-
actions were then randomly divided into 10 groups, each containing 1000 transactions, to
form a normal transaction dataset denoted as NG = (n1,n2,...,n9,n10). We also down-
load an additional 1000 normal transactions to build a baseline group, which represents the
character distribution features of normal transactions. Furthermore, using the proposed
approach, we generated 10,000 special transactions. Similar to the normal transaction
dataset, these special transactions were randomly divided into 10 groups, each containing
1000 transactions to build a covert transaction dataset denoted as CG = (c1,¢2,...,¢9,c10).
Since the differences are reflected only in the sender’s address and script fields, we collect
transaction data in these two fields for the KS test and KLD test. In conclusion, we have
obtained the test results for each group compared to the baseline group.

As shown in Figure 9a,b, in the KS test for the sender’s address and script of normal
transactions, all the KS p-values are greater than 0.05. This suggests that the address
and script fields of normal transactions conform to a specific distribution, meeting the
conditions for using the KS test. Meanwhile, the KS p-values for the covert transactions are
also found to be greater than 0.05, implying that they follow the same distribution as the
corresponding fields in normal transactions and are indistinguishable.

Covert address Normal script Covert script

nl n2 n3 n4 n5 n6 n7 ng

Normal address

0.0 0.0 0.0
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Figure 9. KS and KLD tests. (a) KS test for address, (b) KS test for script, (¢) KLD test for address,
(d) KLD test for script.

Figure 9c displays the results of the KLD test for the address field. It can be observed
that all of the values in the normal transaction groups are below 2.4 x 1073, As long as
all KLD values of covert transactions are below this threshold, the statistical distributions
of covert transactions and normal transactions can be ignored. Hence, we set the KLD
threshold for the address field as 6,4, = 2.4 x 1073, All of the KLD test values for the
covert transaction group are below 6,44, This signifies that the differences between all
special transaction samples and normal transaction samples cannot be distinguished from
the differences among normal transaction samples alone. Thus, the address field of covert
transaction can pass KLD tests and possesses significant concealment capabilities.

Similarly, in Figure 9d, the KLD threshold for the script field is set to 65¢ips = 1.1 X 1074
for normal transactions. All of the KLD values of covert transactions are less than 5.y,
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which proves that the script field of covert transaction is able to resist the KLD test and is
indistinguishable from other transactions.

In addition to statistical analysis, we refer to Wang’s Covert Transaction Recognition
model [23], which is proposed by the Text Convolutional Neural Networks and Back Prop-
agation Neural Networks, to identify the proposed covert transactions. The proximity of
precision, recall and F_SCORE to 0.5 suggests the challenge of differentiating regular trans-
actions from covert ones using machine learning detection methods. This trend underscores
the enhanced concealment of covert transactions. In scenarios employing the OP_RETURN
field [6,24], these schemes exhibit precision, recall and F_SCORE values all exceeding
0.99, signifying their high non-covert nature. Alternatively, schemes that directly encode
information into other adjustable fields, such as amount [4] and output address [25,26],
maintain precision, recall and F_SCORE levels above 0.7. Comparatively, the DSA [14]
scheme registers precision, recall and F_SCORE at 0.54, 0.53, and 0.54, respectively, making
it the most covert among these schemes due to its values closely approximating 0.5. The
result of our scheme is shown in Table 2. The identified precision and recall of input ad-
dresses is 0.57, while the input script is 0.59. When considering both factors simultaneously,
the result is 0.62. This indicates that increasing the embedding locations results in a slight
decline in concealment. However, overall, our proposed scheme exhibits performance that
is closest to the DSA scheme, outperforming all other schemes. In other words, our scheme
demonstrates a distinct advantage in terms of concealment.

Table 2. The result of covert transaction recognition (embedded field).

Precision Recall F_Score
Our scheme’s input addresses 0.57 0.57 0.57
Our scheme’s input script 0.59 0.59 0.59
Our scheme’s input addresses and script 0.62 0.62 0.61

Referring to Section 5, correlations between transactions can compromise concealment.
In our proposed scheme, all addresses that have been used are utilized only once, thus elim-
inating static-address correlation. There is no sequential linkage in historical transactions,
thus preventing a chain-address correlation between covert transactions. The temporal
occurrence of all covert transactions remains unpredictable, even for internal adversaries,
who are unable to anticipate the addresses employed in transactions. The difference be-
tween the covert transactions created by the proposed scheme and regular transactions
lies solely in the parameters used during transaction generation. These parameters are not
influenced by time or space. Therefore, adversaries cannot distinguish between them based
on factors such as time intervals, frequencies, or other patterns. Our proposed scheme
exhibits sufficient concealment to withstand detection by various adversaries.

Even if an adversary understands the algorithm, they can only attempt to find covert
transactions by exhaustively trying different ks values. Specifically, the adversary exhaus-
tively searches through ks values, starting from any address, and calculates the addresses
that are linked to that address. If such addresses exist, they could potentially be used for
covert transactions. The range of k; values is 256 bits, and the sender randomly selects k;,
values to represent group i from this range. As the number of groups increases, the effective
range of ks values gradually expands. Now, consider an adversary randomly generating
their own k., with the current number of groups being gs. The collision probability of k.
being an effective ks value is % For example, when the number of groups is 1000, the

collision probability is approximately 8.6 x 10~7°.

6.2. Practicability

We implement our scheme on an Alibaba cloud server running a Ubuntu 20.04 x64
operating system with Intel (R) Xeon (R) CPU E5-2682 v4 @ 2.50GHz and 8 GB RAM. The
average time consumption of each process is shown in Table 3.
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Table 3. Average time consumption of each process.
Process Normal Transaction (s) Covert Transaction (s)
Embed messages 3.2679 x 10~° 0.0133
Build transaction 0.0314 0.0341
Filter transaction 2.3409 x 107° 0.0021
Extract and verify null 0.0251

In contrast to normal transactions, embedding messages in covert transaction takes
more time consumption because k and sk are customized rather than random. The identity
authentication signature also needs time to be generated. When building transactions, since
the rules of arithmetic have not changed, there is little difference in time cost. Combin-
ing these two steps, sending a covert transaction takes about 0.04752 s, while sending a
normal transaction takes about 0.03141 s with an instance of only 0.01611 s, which is not
significantly different.

We download 5000 transactions from the Bitcoin main network to test the time required
to filter transactions. The ratio of normal transactions to covert transactions is 5000:1. As
shown in Table 3, on average, the time consumption of the filtering transaction is around
0.00212 s per transaction. Since transactions are sequentially scanned, the time cost is
linearly related to the size of the transactions set n. The time complexity is O(n). When
n is 5000, the total time taken is 10.5947 s. Bitcoin typically generates a new block in
approximately 10 min, and the number of transactions in a block is usually less than 5000.
Therefore, in around 10 s, the receiver can complete the traversal of a block. The filtering
speed is 60 times faster than the speed of new block generation. This means that the
receiver does not need to synchronize and maintain block numbers incessantly. Filtering
can be started from any block at any moment and is able to identify transactions in the
latest blocks.

6.3. Unforgeability

The transactions embed identity authentication signatures, and only the genuine
sender possesses the corresponding private key, rendering internal adversaries incapable
of generating valid signatures. Therefore, even with knowledge of the covert transaction
generation algorithm, the forging of entirely new transactions is unattainable. The signature
encompasses the message and sequence number. Any modification to either element results
in the failure of the original signature verification. Consequently, the receivers can discern
that a forged transaction originates from an internal adversary rather than the authentic
sender. Thus, adversaries are precluded from fabricating transactions by replaying past
transactions or duplicating previous signatures. In summary, the transactions generated by
our group covert communication scheme exhibit unforgeability.

6.4. Capability Comparison

To facilitate the comparison of concealment, channel capacity, transmission efficiency,
and transaction fees among different schemes, we adopted a single-input and two-output
mode for each transaction. Firstly, as of April 2023, this transaction mode accounted for
almost 50% [19], making it more universally applicable and providing inherent concealment
for covert transactions. Secondly, a single transaction can have multiple inputs and outputs,
which means that multiple transaction fields, such as output addresses and signatures,
can be constructed to embed covert information. Theoretically, the amount of information
embedded in a single transaction can be limitless. Therefore, it is necessary to specify the
number of inputs and outputs to compare the embedding rate while ensuring the same
level of concealment.

The characteristics of the P2PKH-type transactions generated by each covert com-
munication scheme are presented in Tables 4 and 5. The static-address correlation and
chain-address correlation have been discussed in Section 4.1.2, which make the chan-
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nel susceptible to address clustering analysis attacks [27]. We set the transaction fee as
0.0000747 BTC /KB acccording to block 801,087 [28], and the exchange rate between Bitcoin
and the US Dollar is set as 1:29,325.

Table 4. Comprehensive performance (concealment).

Scheme Minimum TX for ~ Maximum Times  Static-Address Chain-Address Explicit Resist
Communication for Address Reuse Correlation Correlation Embedding Internal Adversary
BLOCCE [25] 1 always Vv Vv X v
Zombiecoin [10] 1 always Vv Vv Vv v
Chainchannel [13] 2 2 4 X X Vv
DLchain [15] 2 2 v x v x
ECDHC-CDE [16] 1 1 X Vv X Vv
Kleptography [6] 2 always Vv vV V4 X
Digital Currency [4] 1 1 X X V4 X
Our scheme 2 1 X X X vV

Compared to other schemes, our scheme exhibits the highest level of concealment as it
possesses neither reuse addresses nor any address correlation. Additionally, it does not
utilize the OP_RETURN field for explicit embedding. Consequently, it ensures maximum
concealment. Moreover, it maintains an embedding rate of 10 bytes per transaction with
a cost of 0.122 USD/bit while countering internal adversaries with acceptable filtering
efficiency of O(n).

Table 5. Comprehensive performance (capacity and cost).

Channel Capacity Channel Capacity TX Size Embedding  Cost/bit  Cost/Bit . . .
Scheme per Covert per Covert . Filter Efficiency
per TX .. c . Rate (Satoshi) (USD)
Communication Communication

BLOCCE [25] 1 bit 1 bit 225 bytes 0.056% 1681 0.4929 0O(1)
Zombiecoin [10] 80 bytes 80 bytes 315 bytes 25.397% 4 0.0011 O(1)
Chainchannel [13] 15 bytes 30 bytes 450 bytes 6.667% 14 0.0041 O(1)
DLchain [15] 16 bytes 32 bytes 630 bytes 5.079% 18 0.0054 O(n?)
ECDHC-CDE [16] 1 bit 1 bit 225 bytes 0.056% 1681 0.4929 O(1)
Kleptography [6] 80 bytes 160 bytes 630 bytes 25.397% 4 0.0011 0o(1)
Digital Currency [4] 14 bits 14 bits 225 bytes 6.222% 120 0.0352 0o(1)
Our scheme 10 bytes 20 bytes 450 bytes 4.444% 21 0.0062 O(n)

6.5. Prevention of Malicious Adversary

e  Prevention of Network Eavesdropper: Network eavesdroppers attempt to capture
and analyze the traffic generated during the data transmission process. The off-chain
channel is only used once during the initial establishment of communication, signifi-
cantly reducing the possibility of data leakage. On the other hand, data transmission
within the blockchain utilizes a flooding broadcast mechanism, where the packets
exchanged between nodes only contain transaction data itself. The source and des-
tination addresses within these packets represent node addresses rather than the
addresses of the sender and receiver in covert communication. Furthermore, the data
format of covert transactions is identical to that of normal transactions. As a result,
network eavesdroppers are unable to identify the identities of the communicating
parties through the analysis of network traffic data.

*  Prevention of blockchain data analyst: The fields influenced by covert messages
can resist statistical analysis methods like the KS test and KLD test. The character
distribution of these fields cannot be distinguished from normal transactions. The
generation method of the other fields is exactly the same as that of normal transactions.
Therefore, a blockchain data analyst cannot differentiate between covert transactions
and normal transactions. On the other hand, covert transactions are independent from
each other, making their construction patterns identical to normal transactions. As a
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result, adversaries are unable to confirm the existence of covert channels based on the
correlation between covert transactions.

*  Prevention of internal adversary: In our scheme, the private key to create covert trans-

actions is exposed on the receiver’s side. Therefore, the members of the receiver group
also have the capability to construct covert transactions. However, due to the identity
authentication signatures embedded in the transactions, as long as the corresponding
private keys for the signatures are kept absolutely confidential, malicious receivers are
unable to generate correct identity authentication signatures for covert transactions
they forge. As a result, their attempt to exploit this channel and steal the sender’s
identity for communication with other receivers cannot be achieved.
On the other hand, the identity authentication signature includes a sequence number of
the message which strictly increases, implying a unique correspondence between each
sequence number and the historical messages. An internal adversary is unable to pass
the sequence number authentication by completely replaying the covert transactions
previously constructed by the sender. Consequently, the forged transactions will not
be accepted by other receivers. Moreover, this abnormal behavior would expose the
presence of an internal adversary within the receiver group. Based on these premises,
we can conclude that rational malicious receivers would refrain from forgery and
replay attacks. The internal adversary is well acquainted with the characteristics
and patterns of covert transactions, which may increase their accuracy in identifying
covert transactions transforming to other groups. Machine learning detection, based
on known features of covert transactions, can be used to search for other covert
transactions and simulate the behavior of internal adversary. The experimental results
demonstrate that even with the adversary’s familiarity with the scheme and covert
transaction features, our proposed scheme still maintains concealment.

7. Conclusions and Future Work

The decentralized and flood broadcasting nature of a blockchain enables communica-
tion parties to achieve group covert communication without the usage or association of
real identity information. However, existing schemes based on blockchain transactions
exhibit significant transaction correlations, posing the risk of being traced. Additionally,
these schemes lack countermeasures against malicious receivers while ensuring both covert
operation and sufficient transmission efficiency, resulting in the reduced reliability of
the channel.

This paper presents a blockchain-based group covert communication scheme. We
improve ECDH and the concept of kleptography to achieve a higher concealment of covert
transactions. The covert transactions generated by this scheme exhibit no correlations and
thus offer untraceability and unlinkability. We also attempt to embed a short identical
authentication signature to prevent attacks from internal adversaries. Consequently, our
scheme can resist statistical analysis attacks and machine learning analyses. The precision
and recall of machine learning detection result can reach 0.57-0.62 (0.5 is the ideal value);
thus, they are proved to be undetectable. In comparison to other group covert communica-
tion schemes, our scheme not only considers filtering efficiency and channel capacity but
also resolves replay attacks and identity forgery attacks from internal adversaries. This
further enhances the reliability of communication.

The objective of this paper is to prevent internal adversaries from successfully execut-
ing replay and forgery attacks while acknowledging the limitation of countering constant
monitoring. To further mitigate the threats posed by internal adversaries, it is necessary
to explore effective methods for dynamically updating group members and removing
specified malicious receivers from the group.
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