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Abstract

:

The Onion Router (Tor), as the most widely used anonymous network, is vulnerable to traffic correlation attacks by powerful passive adversaries, such as Autonomous Systems (AS). AS-level adversaries increase their chances of executing correlation attacks by manipulating the underlying routing, thereby compromising anonymity. Furthermore, these underlying routing detours in the Tor client’s routing inference introduce extra latency. To address this challenge, we propose Toward Resisting AS-level Adversary Correlation Attacks Optimal Anonymous Routing (TOAR). TOAR is a two-stage routing mechanism based on Bayesian optimization within Software Defined Networks (SDN), comprising route search and route forwarding. Specifically, it searches for routes that conform to established policies, avoiding AS that could connect traffic between clients and destinations while maintaining anonymity in the selection of routes that minimize communication costs. To evaluate the anonymity of TOAR, as well as the effectiveness of route searching and the performance of route forwarding, we conduct a detailed analysis and extensive experiments. The analysis and experimental results show that the probability of routing being compromised by correlation attacks is significantly reduced. Compared to classical enumeration-based methods, the success rate of route searching increased by close to 2.5 times, and the forwarding throughput reached 70% of that of the packet transmission. The results show that TOAR effectively improves anonymity while maintaining communication quality, minimizing anonymity loss from AS-level adversaries and reducing high latency from routing detours.
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1. Introduction


The Onion Router (Tor) [1] is currently the foremost anonymous communication system. It offers technical anonymity protection for internet users’ privacy by concealing the connection between identity information and the IP addresses of communication entities through multi-hop overlay routing. The Tor network comprises 7500 relays and handles nearly terabytes of bandwidth traffic daily, serving more than 5 million users [2]. To ensure low-latency communication, Tor does not use traffic obfuscation techniques, which makes it challenging to defend against correlation attacks. Traffic correlation analysis is a fundamental technique used in a wide range of deanonymization attacks on Tor, leveraging external traffic features as side-channel information [3,4]. Studies have found that autonomous system adversaries are more capable of conducting traffic correlation analysis attacks than previously recognized [5]. Internet routing detours usually generate high latency and increase the likelihood of AS-level adversaries appearing at both ends of the circuit, further raising the risk of correlation attacks [6]. Additionally, there is some research aimed at improving the accuracy of these correlation attacks [7,8]. This trend is likely to drive the growing use of correlation analysis attacks, which will ultimately reduce Tor’s level of anonymity.



A significant amount of prior research has focused on developing AS-aware paths in Tor by modifying the relay selection algorithm [9,10,11,12]. These AS-aware path algorithms utilize the geographic locations of clients and relays as a criterion for weighting the relays. However, application-layer solutions are limited to passive inference techniques, leading to inaccurate routing inference and increased latency for Tor clients. A significant portion of the latency overhead can be attributed to the underlying structure of Tor relay connections. For example, Counter-RAPTOR [12] significantly increases download time [13].



To address the above challenges, we propose Toward Resisting AS-level Adversary Correlation Attacks Optimal Anonymous Routing (TOAR). Rather than modifying the relay selection algorithm in the overlay network, TOAR leverages an underlay routing scheme within Software Defined Networks (SDN). TOAR is a two-stage (i.e., route searching and route forwarding) routing mechanism based on Bayesian optimization in SDN networks. Initially, it selects routing nodes that provide strong anonymity and low communication costs, ensuring compliance with established policy guidelines while avoiding AS that could connect traffic between the source and destination. Subsequently, it queries and confirms routing policy information through programmable interfaces designed for cross-SDN domain boundary routing. To assess TOAR’s anonymity, along with the effectiveness of route searching and route forwarding performance, we carry out a comprehensive analysis and extensive experiments. The results indicate that TOAR is an effective solution for addressing the reduction in anonymity caused by AS-level attackers while also mitigating the high latency associated with routing detours.



In summary, this paper makes the following contributions:




	
We propose a novel two-stage (i.e., route searching and route forwarding) routing mechanism, TOAR, based on Bayesian optimization. It effectively addresses the issue of diminished anonymity in Tor resulting from AS-level correlation attacks and reduces high latency caused by routing detours.



	
In TOAR, we design a software-defined programmable interface that facilitates querying routing policy information and confirming routing selections, enabling flexible end-to-end source routing choices.



	
We conduct a comprehensive analysis and extensive experiments to assess TOAR’s anonymity, along with the effectiveness of route searching and route forwarding performance. The results indicate that TOAR provides stronger anonymity and improves communication performance.








The remainder of this paper is organized as follows. In Section 2, we provide essential background information and discuss the motivation behind our work. In Section 3, the problem of optimal routing is defined. In Section 4, we introduce our optimal anonymous routing scheme named TOAR. In Section 5, we evaluate the performance of TOAR and discuss our experimental results. We summarize the related work in Section 6 and conclude the paper in Section 7.




2. Background and Motivation


The strong pursuit of privacy preservation motivates the emergence of anonymous communication systems. Tor is the most widely used among the deployed anonymous systems.



Latency is a major factor contributing to a positive user experience. Tor aims to provide low-latency anonymous communication, and therefore does not employ traffic obfuscation, making it difficult to resist correlation attacks. Correlation attacks utilize traffic features, such as packet timing, packet sizes, and inter-packet delays, to statistically correlate and link network flows [3]. To perform the correlation attack, an adversary must monitor the traffic entering and exiting the Tor network. An adversary can operate a large number of Tor relays to increase the likelihood of monitoring the connections at both ends of communication [14]. Alternatively, they can take control of Autonomous Systems and manipulate the underlying network communication to place themselves on the forwarding path of Tor traffic, thereby increasing the likelihood of successfully executing a correlation attack [15,16,17].



Technically, Tor offers anonymity by establishing tunnels between the client and destination through cascades of onion routing relays. A significant portion of the latency overhead is due to the underlying structure of the connections between Tor relays. The Tor client randomly selects an entry relay, a middle relay, and an exit relay to establish an anonymous channel. The onion routing established by Tor is an overlay anonymous circuit network based on transport layer protocols. Creating onion routes is independent of Internet routing and not constrained by the underlying network topology, and often involves detours. This routing detour causes more than 90% of connections in the Tor network to experience delays exceeding five times that of direct Internet connections [18]. Furthermore, an Autonomous System (AS) may be traversed multiple times. The AS may be on the route between the client and the entry relay, as well as on the route between the exit relay and the destination. In this case, an adversary controlling only one AS may carry out traffic correlation attacks and degrade the anonymity of an anonymous system by monitoring traffic in both the entry and exit routing segments.



Figure 1 shows the scenarios of traffic correlation attacks by a single AS-level adversary, where S is the message source and D is the message destination; the anonymous communication between S and D is carried out using multi-hop encrypted forwarding; and the forwarding relays are R1, R2, and R3. Due to routing detours, an AS controlled by an adversary, AS2, simultaneously appears on the routing segment from the sender S to the entry relay R1, as well as on the routing segment from the exit relay R3 to the destination D. Even though the communication between the user and the entry relay is encrypted, AS2 can still observe the user’s IP address by analyzing the headers of the packets sent by the user to the entry relay. Additionally, by analyzing the headers of the packets sent by the exit relay to the destination, AS2 can observe the destination’s IP address. Then, through traffic correlation and statistical methods, the adversary at AS2 can infer that S is communicating with D.



Additionally, Internet routing is asymmetric, meaning the path from the client to the entry relay may differ from the path returning from the entry relay to the client; similarly, the path from the exit relay to the destination (e.g., a web server) may differ from the path returning from the web server to the exit relay. Specifically, an adversary may observe: (1) the data flow from the client to the entry relay and the data flow from the exit relay to the server; (2) the data flow from the client to the entry relay and the TCP acknowledgment traffic from the server to the exit relay; (3) the TCP acknowledgment traffic from the entry relay to the client and the data flow from the exit relay to the server; and (4) the TCP acknowledgment traffic from the entry relay to the client and the TCP acknowledgment traffic from the server to the exit relay. The adversary can examine the TCP headers in the observed traffic to retrieve the TCP sequence number and acknowledgment number fields and analyze the correlation between these fields over time. Thus, the asymmetry of Internet routing allows four segments of the routing paths between the two communication endpoints in Tor to be observed, increasing the chances of an AS-level adversary monitoring the traffic, which may effectively compromise Tor’s anonymity.



Traditional AS-level routing generally uses the Border Gateway Protocol (BGP), which has a crucial role in inter-domain connectivity. With BGP, each AS can configure and perform its own policy to select routes, then announce the selected routes to its neighbor AS. Although BGP provides maximum network autonomy, it lacks mechanisms to prevent natural churn and routing attacks such as BGP hijacking and interception. Moreover, BGP does not offer programmable control, making it challenging to provide flexible end-to-end routing.



To address the issue of anonymity degradation due to correlation attacks by AS attackers in the Tor network, striving for an inter-domain routing protocol that balances performance and security—specifically, the efficiency of low-latency anonymous communication and the probability of paths being compromised by attackers—is a substantial breakthrough.



This consideration motivated the construction of TOAR as an underlay optimal routing scheme. This paper studies the problem of finding optimal routes with maximum disjointness and policy satisfaction at the network layer to support Tor application services, specifically addressing the situation where the same adversary appears at both ends of the Tor circuit.




3. System Model


In this section, we first present the model of inter-domain routing and then define the inter-domain optimal routing problem and analyze the complexity of the problem. The notations used and the definitions are given in Table 1.



3.1. Basic Definitions


Using the abstraction that a routing node represents an AS domain, which is widely used in research [19], a routing model is formalized for inter-domain anonymous communication scenarios, as in Figure 2.



Global Network: Use the graph   G = ( V , E )   to represent a global network if a vertex,   v ∈ V  , denotes that     A S   v     is in the network, and   e d g e   u , v   ∈ E   denotes that there is an inter-domain session between     A S   v     and     A S   u    .



Overlay Circuit: This represents an overlay anonymous circuit using a set of relay   ( R  ,   R e l a y )   sequences   A C   = [    R   1   ,   R   2   , … ,   R   l    ], with   l   denoting the length of the anonymous circuit; for any integer   i , j ∈   1 , l    , if   i ≠ j  , then     R   i   ≠   R   j    .



Inter-domain Routing: An inter-domain AS route   r   =       v   1   ,   v   2   , … ,   v   η       is represented using a set of AS sequences, with   η   denoting the length of the underlay routing, and for any integer   i , j ∈   1 , η   , i ≠ j  , then     v   i   ≠   v   j    . For a given route r,     v   1     denotes the source AS of the route and     v   η     denotes the destination AS of the route. For a given two-segment route     r   1     =       v   1   ,   v   2   , … ,   v   m     ,     r   2     =       u   1   ,   u   2   , … ,   u   n      , if       v   m   ,   u   1     ∈ E  , and   ∀ i ∈   1 , m   , ∀ j ∈   1 , n   ,   v   i   ≠   u   j    , connect the two routes     r   1   ⊕   r   2   =       v   1   ,   v   2   , … ,   v   m   , u   1   ,   u   2   , … ,   u   n      , which is also an inter-domain route. In conjunction with overlay circuits, and considering the asymmetry of Internet routing,     r   f     is used to denote the forward route from the sender to the destination, with     r   i   f     denoting the   i  th segment of it, and     r   b     denotes the return route from the destination to the sender, with     r   j   b     denoting the   j  th segment of it.



Exit policy: The exit policy for inter-domain routing is modeled as a function     e   v   ( d p , r , u )   in Equation (1).


    e   v   ( d p , r , u ) ≜   ⋀  i = 1   η      e   v i     d p ,     v   i ,     v   i + 1 ,   , … ,   v   η     ,   v   i − 1        



(1)




where     e   v     d p , r , u     denotes the exit policy of each AS node. Assuming that the routing information is propagated from the destination AS towards the source AS, if     A S   v    , according to its own exit policy, will advertise the route   v ⊕ r   with the destination address prefixed with   d p   to its neighbor     A S   u    , the function will return a value of 1. Otherwise, the return value is 0.



Price strategy: The price strategy for inter-domain routing is modeled as a function   c ( r )   in Equation (2). The function returns a real number representing the overhead of an inter-domain route.


  c ( r ) ≜   ⋀  i = 1   η      c   v i         v   i ,     v   i + 1 ,   , … ,   v   η          



(2)







Security Policy: The security policy for inter-domain routing is modeled as a function   d ( p , k , m , n )   in Equation (3).


     d ( p , k , m , n ) = 1   −     1 − p     k   +     1 − p     k   ∗ [   1 −   1 − p     m − k   ] ∗ [ 1 −     1 − p     n − k   ]      = 1 +     1 − p     m + n − k   −     1 − p     m     −   1 − p     n       



(3)







In this definition,   d ( p , k , m , n )   denotes the probability that an inter-domain route   r   is compromised. p denotes the probability that each vertex is attacked in the global network,   0 ≤ p ≤ 1  , and   m   and   n   denote the number of AS vertices in the path segments from the user AS (e.g., Src in Figure 1) to the Entry AS (e.g.,     R   1     in Figure 1). The number of vertices in the path segments from the exit AS (e.g.,     R   3     in Figure 1) to the destination AS (e.g., Dst in Figure 1) in an inter-domain route   r  , respectively.   k   denotes the number of AS vertices shared in the above two path segments, and   0 ≤ k ≤ m i n ⁡ [ m , n ] , 1 −     1 − p     k     denotes the probability of the route being compromised when the shared AS vertices are attacked. The remaining portion denotes the probability of the route being compromised when the shared vertices are secure.



  d ( p , k , m , n )   always returns a value between 0 and 1. We can analyze the different cases of k to prove it.



Let   q = 1 − p , w h e r e   q ∈ [ 0 , 1 ]  .



For   k = 0  , the Equation (3) simplifies to:


  1 +   q   m + n   −   q   m   −   q   n   =   1 −   q   m     ·   1 −   q   n     ∈ [ 0 , 1 ]  



(4)







For   k = m i n ⁡ { m , n }  , let   m ≤ n , k = m  . Equation (3) simplifies to:


  1 +   q   n   −   q   m   −   q   n   = 1 −   q   m   ∈ [ 0 , 1 ]  



(5)







For   0 < k < m i n ⁡ { m , n }  ,     q   m + n   ≤   q   m + n − k   ≤   q   n    , since the value of the Equation (3) lies between Equation (4) and Equation (5), it follows that   d   p , k , m , n   ∈ [ 0 , 1 ]  .



AS-level adversary:     A S   M a l i c i o u s     is used to denote an AS-level adversary, which, due to routing detours from overlay circuits and the inherent asymmetry of Internet routing, may be in possession of only a single AS autonomous system, both on routes between the client and ingress relays and between the egress relays and the destination. Thus, the traffic on the ingress and egress segments of the circuit is statistically correlated, as in Equation (6), reflecting the security aspect of the path when   d   = 1, indicating that the path is compromised.


   d = 1     when     A S   M a l i c i o u s     ∈             r   1   f     a n d   r   l + 1   f                     r   1   f     a n d   r   1   b                           r   l + 1   f     a n d   r   l + 1   b                   r   1   b     a n d   r   l + 1   b                   



(6)








3.2. Optimal Anonymous Routing Problem


The inter-domain optimal routing problem is defined based on the modeling of inter-domain routing in the previous section.



Problem of inter-domain optimal routing: For an inter-domain network   G = ( V , E )  , where   e ( r )  ,   c ( r )  , and   d ( r )   denote the exit policy, price policy, and security policy, respectively;   f ( r )   is the global objective function     B   m a x     is the threshold to satisfy the price policy; and     D   m a x     is the threshold to satisfy the security of the path strategy, the optimal route     r   *     from the source   A S   S   to the destination   A S   D  , as defined in Equations (8) and (9), is the solution of the following optimization problem.


   m a x m i z e   f   r      S u b j e c t   t o                         



(7)






    v   1   S →   R   1     =   v     | r   l + 1   b   |     R   1   → S   = S  



(8)






    v   |   r   l + 1   f   |     R   l   → D     = v   1   D →   R   l     = D  



(9)






  e   r   = 1  



(10)






  d   r   ≤   D   m a x    



(11)






  c ( r ) ≤   B   m a x    



(12)







The objective function   f ( r )   returns a real number that represents the objective of the inter-domain route   r  . Specifically,   f ( r )   is the inverse of the AS routing length, including the weighted exit policy, price strategy, and security polity. This is expressed by the Equation (13) as follows.


      f   r   =    e ( r )   | r | · d ( r ) · c ( r )     



(13)







Finding the shortest path that satisfies the constraints over a number of segments—in this case, four segments, where none of the paths are deterministic—may result in each individual path not being the optimal path. However, the combination of these paths can result in an optimal path that satisfies the constraints. Determining the number k, which specifies how many duplicate vertices should be removed and in which segment of the path they should be removed, is a problem of combining segments to produce optimal routes when the pricing strategy is also considered. The naive algorithm involves listing a subset of all path segments of   { V − k }   and examining each one, and the algorithm runs in super-polynomial time when   k   is close to   V / 2   in general time, so for this problem, it is difficult to find a polynomial time optimal solution.



The 3-CNF-SAT problem (3-Conjunctive Normal Form Satisfiability Problem) is known to be an NPC (Nondeterministic Polynomial Complete) problem, and if the optimal routing problem is reformulated as a determination problem, which is a simplification of the optimal solution problem, then by reducing the 3-CNF-SAT problem to the optimal routing decision problem and proving that the problem is NP-hard, we can prove that our optimal routing problem is NP-hard.



The optimal AS routing problem that satisfies the policy constraints is reformulated. Given an inter-domain network   G = ( V , E )  , is it possible to find a route   r   from the source     A S   S     to the destination     A S   D    , such that the following conditions are met:




	
The AS path length of route   r   does not exceed   η  .



	
Each AS traversed by route   r   complies with the export policy.



	
Route   r   adheres to the pricing policy, with a total cost less than Bmax.



	
Route r follows the security policy and does not traverse the same AS more than once.








To prove that it is NP-hard, first consider an instance of the 3-CNF SAT problem with n clauses, such as       C   1   ,   C   2   , … ,   C   n      . Let     x   i j     represent the j-th variable in the i-th clause, where   j = 1 , 2 , 3  . This is denoted as Equation (14).


    φ =     x   11   ∪   x   12   ∪   x   13     ∩     x   21   ∪   x   22   ∪   x   23     ∩ … ∩     x   n 1   ∪   x   n 2   ∪   x   n 3      



(14)







For each clause, construct a graph     G   i   = (   V   i   ,   E   i   )  , where     V   i   =     s   i   ,   v   i 1   ,   v   i 2   ,   v   i 3   ,   t   i      ,     E   i   =   (   s   i   ,   v   i j     ,     v   i j   ,   t   i     | j = 1 , 2 , 3 }  .



Next, provide an instance of the shortest AS routing problem with policy constraints, where, for the graphs     G   i     and     G   i + 1    ,   i = 1 ,   2 , … , n − 1  , as shown in Figure 3. Define the exit policy such that all     A S     v   i j       advertise routes to     A S     t   i      , all     A S     s   i       advertise routes to     A S     v   i j      , and all     A S     t   i       advertise routes to     A S     s   i + 1       A S     s   i + 1      . Define the routing security policy such that if     A S     v   i j       is the same as another AS in   r  , then no edge (    v   i j   ,   t   i    ) exists; each AS charges B/  3 n  , and   η = 3 n − 1  . The objective of the problem is to find a route from     s   1     to     t   n      that satisfies the exit policy, price policy, and security policy.



Constructing an instance of the shortest AS routing problem with policy constraints from the 3-CNF SAT problem instance is achieved in polynomial time. Once the instance is constructed, it can be seen that if the 3-CNF SAT instance is satisfiable, assuming the   j  -th variable in the     C   i     clause is true, the route   r    =        s   1   ,   v   1 j   ,     t   1   ,   s   2   ,   v   2 j   , t   2   , … ,   t   n       is a route that satisfies the policy constraints. Conversely, if a route satisfying the policy constraints is found, a set of assignments that makes the 3-CNF SAT instance satisfiable will also be determined to be TRUE.





4. Design of TOAR


Finding optimal combinatorial routes that satisfy the policy constraints is challenging. This section presents a black-box algorithm based on Bayesian optimization to find near-optimal policy-compliant end-to-end routes through two-stage route sampling. The underlying logic of the algorithm involves using a priori knowledge of the problem to guide sampling, combining global and local search to achieve trade-offs in the search space, and using a posteriori knowledge of the problem to guide iterative updating. The algorithm aims to improve security with the same cost by estimating the expected improvement of the sampled combinatorial routes and identifying paths that meet the expected improvement for model updating. This iterative process continues to approach the optimal routes.



4.1. First Stage Algorithm for Simplified Security Policy Function


The first stage searches for the shortest paths that satisfy the constraint that shared vertices are fewer than     k   m a x     by simplifying the security policy function in the algorithm. This is accomplished by ignoring the path lengths   m   and   n   and only considering the number of repetitive ASes   k   as in Equation (15).


  d ≈ 1 −   ( 1 − p )   k   , 0 ≤ k ≤ m a x ⁡ [ m , n ]  



(15)







After simplification,   d   is bounded only by   k  , and the value of   d   grows as   k   grows. Specifically, a larger   k   means that the route segment has more shared nodes, and thus, the whole circuit is more likely to be compromised. The algorithm determines the threshold     k   m a x     to be used by the user and filters the routes that satisfy the security policy. A smaller     k   m a x     threshold means that the user chooses a stronger security policy and vice versa, and a larger     k   m a x     means a weaker security policy.



Specifically, define the set     R   F     satisfying the     k   m a x     constraints, which is initially empty, and use the Policy-Compliance Shortest Routing Algorithm [19] to obtain the four shortest paths that satisfy the policy:       r   1   f   , r   l + 1   f       , r   1   b   , r   l + 1   b    .



Take the computed   r   =       r   1   f   ⊕ r   l + 1   f       ⊕ r   1   b   ⊕ r   l + 1   b     as the a priori of the whole black-box optimization problem, and then use it as the basis to carry out path sampling in the approximate global search space. First, the two shortest paths,     r   1   f     and     r   l + 1   b    , are taken as two segments in the final path. Then, we search for new paths of     r   1   f     and     r   l + 1   b     segments that satisfy the requirement that the shared nodes with the paths of     r   l + 1   f     and     r   1   b     segments are fewer than     k   m a x    .



Specifically, take   m −   k   m a x     vertices from the   m   vertices of the set     V     r   1   f     ∪   V     r   l + 1   b       each time and label the order of the set consisting of these points as     V   i   M    . Find the shortest path that matches the strategy, add it to the set     R   F    , and update     R   F    . Then, use the shortest paths,     V     r   l + 1   f       and     V     r   1   b      , as two segments in the determined final path, and search for new     r   l + 1   f     and     r   1   b     segment paths that satisfy the requirement that the vertices shared with the     r   1   f     and     r   l + 1   b     segments paths are fewer than     k   m a x    . One at a time, from the     V     r   l + 1   f     ∪   V     r   1   b       set of   n   nodes set to take   n −   k   m a x     vertices, label the order of the set composed of these points as     V   i   N    , find the shortest path that meets the policy, add it to the     R   F     set, and update     R   F    . Finally, return the shortest path in     R   F    , as in the search algorithm in Algorithm 1.






	Algorithm 1    Search   for   shortest   routes   that   satisfy   the   constraint   that   shared   vertices   are   less   than     k   m a x     (SKCR)

Require:     r   1   f   ,     r   l + 1   f   ,     r   1   b   ,     r   l + 1   b    

Ensure:     a r g m a x     r ∈   R   F     = f ( r )  



	
	1

	
    R   F   = ∅ ;     R     r   1   f     = ∅   ;   R     r   l + 1   f     = ∅ ;     R     r   1   b     = ∅ ;     R     r   l + 1   b     = ∅  




	2

	
    V     r   1   f     = {   v   1   S →   R   1     ,   v   2   S →   R   1     , … ,   v     | r   1   f   |   S →   R   1     }  




	3

	
    V     r   l + 1   f     = {   v   1     R   l   → D   ,   v   2     R   l   → D   , … ,   v   |   r   l + 1   f   |     R   l   → D   }  




	4

	
    V     r   1   b     = {   v   1   D →   R   l     ,   v   2   D →   R   l     , … ,   v     | r   1   b   |   D →   R   l     }  




	5

	
    V     r   l + 1   b     = {   v   1     R   1   → S   ,   v   2     R   1   → S   , … ,   v     | r   l + 1   b   |     R   1   → S   }  




	6

	
Compute   k   from       r   1   f   ,   r   l + 1   f   ,     r   1   b   ,     r   l + 1   b    




	7

	
if     k ≤ k   m a x     then




	8

	
 return   r   =       r   1   f   ⊕ r   l + 1   f       ⊕ r   1   b   ⊕ r   l + 1   b    




	9

	
else




	10

	
Compute {    V   i   M   | 1 ≤ i ≤ m C ( m −   k   m a x   ) }      from     V     r   1   f     ∪   V     r   l + 1   b      




	11

	
 for   i = 1 , 2 , … , m C ( m −   k   m a x   )   do




	12

	
        V G  *  =  V G  −   V   i   M    




	13

	
      R     r   l + 1   f       =   P C S R    (VG*,     v   1     R   l   → D    ,     v   |   r   l + 1   f   |     R   l   → D    )




	14

	
      R     r   1   b       =   P C S R    (VG*,     v   1   D →   R   l      ,     v     | r   1   b   |   D →   R   l      )




	15

	
      R   F     =     R   F   ∪   R     r   l + 1   f     ∪   R     r   1   b      




	16

	
 end for




	17

	
Compute {    V   i   N   | 1 ≤ i ≤ n C ( m −   k   m a x   ) }      from     V     r   l + 1   f     ∪   V     r   1   b      




	18

	
     for   i = 1 , 2 , … , n C ( m −   k   m a x   )   do




	19

	
        V G  *  =  V G  −   V   i   N    




	20

	
       V     r   1   f         = P C S R    (VG*,     v   1   S →   R   1      ,     v     | r   1   f   |   S →   R   1      );




	21

	
       V     r   l + 1   b      =   P C S R    (VG*,     v   1     R   1   → S    ,     v     | r   l + 1   b   |     R   1   → S    );




	22

	
       R   F     =     R   F   ∪   V     r   1   f     ∪   V     r   l + 1   b      




	23

	
 end for




	24

	
end if




	25

	
return     a r g m a x     r ∈   R   F     = f ( r )  














If providing anonymity services is considered to require path diversity properties for routes,     R   F     may provide pools of alternative paths. This is because information about route lengths may degrade anonymity if routing protocols always choose the shortest route.



If the autonomous domain policy is not considered, i.e., the symmetric routing scenario, Dijkstra’s algorithm or Yen’s algorithm can be indirectly used instead of the policy-compliance shortest routing algorithm. The symmetric routing scenario can be used as a special case of Algorithm 1. For example, in the case of LAP [20], symmetric routing is used, where each AS along the route adds the encrypted path to the packet. During the path establishment phase, as the packet is forwarded, the complete encrypted path is generated. The receiver host then uses the complete encrypted path carried by the arriving packet to return an answer.



When the number of shared vertices   k ≤   k   m a x    , the algorithm can return early; otherwise, the complexity is based on the complexity of the PCSR algorithm referenced in Algorithm 1. Specifically, in the worst case, it needs to enumerate all the possible routes, and the complexity is   O   V !    , so the iteration number is defined to limit the execution time. The complexity of Algorithm 1 is   O ( m C ( m −   k   m a x   ) ×   T   P C S R   + n C ( n −   k   m a x   ) ×   T   P C S R   )  , which depends on   m , n ,   k   m a x    . In other words, the complexity is determined by the route length and the user-defined     k   m a x    . When   m   and   n   are large, the growth of the combination count is rapid, reaching a maximum when     k   m a x     reaches half of the route length. However, even in Internet topologies, the scale of path length is limited. Moreover,     k   m a x     is defined by the user, allowing Algorithm 1 to complete the search within a user-acceptable range.




4.2. Second Stage Algorithm for Full Security Policy Function


Based on the first phase of the algorithm, which finds the set of routes that comply with the security policy, the second phase of the optimization algorithm performs a local search in the vicinity of the path obtained in the first phase. It progressively removes shared nodes, searches for a new optimal path near the removed node, and updates the iterative basis from a priori to a posteriori knowledge. The goal is to improve security without increasing cost. If the iterative conditions are not met, a different shared node is selected for removal. The algorithm terminates when the set number of iterations is reached, all shared nodes have been removed, or no further improvement in the path can be obtained. Considering the worst-case scenario, the algorithm may enumerate every possible route. Therefore, similar to the PCSR algorithm [19], the iteration number is set as a termination condition for the search, controlling the overall runtime of the entire search process.



The second stage uses the complete security policy as in Equation (3). The security policy on which the algorithm based is jointly determined by the length of the path and the number of shared nodes, and   d   r     is subsequently used instead of   d ( p , k , m , n )   to simplify the expression. Define     I   d     r ,   r   *     = d ( r ) − d (   r   *   )   to denote the improvement in the security of the newly sampled paths compared to the previous paths. Define     I   p a t h     r ,   r   *     = l e n g t h (   r   *   ) − l e n g t h ( r )   to denote the increase in the length of the newly sampled obtained path compared to the previous path. Define the price policy   c   r ,   r   *      , as in Equation (16) to denote the unit cost of routing security enhancement.


  c   r ,   r   *     =    b ·   I   p a t h     r ,   r   *         I   d     r ,   r   *         



(16)







The specific practice of Iteration Optimal Searching Routing, as in Algorithm 2, begins with the shortest path as   r   and uses the optimal path obtained in the first stage of the algorithm as     r   *    . The value of   c   r     is calculated as the maximum value of   c   r     that is acceptable to the user. Thereafter, in the second stage algorithm,   c   r     decreases as an iterative condition for route optimization. If the condition is satisfied, the route is saved as     r   *    , and the last     r   *     is used as   r  , continuing the iteration. If the condition is not satisfied, the path is discarded and resampled.



The complexity of Algorithm 2 is   O ( k ×   T   P C S R   )  . The reason for not using Algorithm 2 directly and instead completing the process in two stages is to balance the routing search space. Algorithm 1 searches for routes that meet the conditions within a larger search space, while Algorithm 2 then refines the results by searching in the nearby region of each route found.






	Algorithm 2 Iterative optimal search routing algorithm

Require: G,       r   1   f   , r   l + 1   f       , r   1   b   , r   l + 1   b    ,     k   m a x    

Ensure: r



	
	1

	
  r     = r   1   f   ⊕ r   l + 1   f       ⊕ r   1   b   ⊕ r   l + 1   b    




	2

	
    V   G     = {    v   1   ,   v   2   , … ,   v   | r |    }




	3

	
    r   *     = SKCR (G,       r   1   f   , r   l + 1   f       , r   1   b   , r   l + 1   b    ,     k   m a x   )  




	4

	
    R   k   = {   u   1   ,   u   2   , … ,   u   k   }  ;




	5

	
  C = c   r ,   r   *     =    b ·   I   p a t h     r ,   r   *         I   d     r ,   r   *         ;




	6

	
if     k   m a x    >=0 then




	7

	
         k = k   m a x    




	8

	
else




	9

	
  return   r  




	10

	
end if




	11

	
for     u   i     ( i = 1 , 2 , … , k )   ∈   R   k     do




	12

	
 Remove     u   i    




	13

	
 VG* = VG   −  Vr




	14

	
   r _ a d d   =   P C S R   (VG*,     u   i   _ p r e  ,     u   i   _ s u c  )




	15

	
   r   =     r   *    ;




	16

	
 Vr = {    v   1   ,   v   2   ,  …  r _ a d d  …  ,   v   | r |    };




	17

	
     r   *     =   r _ p r e _ h a l f   ⊕   r _ a d d   ⊕    r _ s u c _ h a l f  




	18

	
     C   *    =  c   r ,   r   *     = ( b · I _ p a t h ( r ,   r   *   ) ) / ( I _ d ( r ,   r   *   ) )  




	19

	
 if     C   *     <   C   then




	20

	
    r    =     r   *    




	21

	
    C    =     C   *    




	22

	
 else




	23

	
    i = i + 1  




	24

	
 end if




	25

	
end for




	26

	
return   r  















4.3. Programmable Interface for Anonymous Routing


To create and run applications, a software defined programmable interface abstraction is designed for each participating AS, extending support for end-to-end routing while avoiding conflicts with the global routing system. Through software defined, programmable interfaces that support inter-domain communication in SDN, the negotiation and confirmation of end-to-end routing are facilitated. Each AS integrates the programmable interface along with traditional routing functions. Based on the requirements of anonymous services, the ASes publicly expose their interfaces, allowing users such as other ASes to query policies and negotiate routes. Users can select the next hop from a set of available exits, achieving end-to-end routing control.



The software defined programmable interface, as shown in Figure 4, allows users to query and confirm routing decisions. It enables SDN controllers to manage and program network paths based on application policies and routing protocols. SDN applications and routing protocols are integrated into the SDN controller, which dynamically generates forwarding rules based on application requirements and network conditions. ASv and ASu are neighboring ASes, and they exchange routing information via routing protocols such as BGP, which can be enhanced by segment routing for more flexible path control.



When it is necessary to protect privacy-sensitive information within domains, each AS domain must not disclose private information, including routing selection policies, pricing strategies, and exit policies. Therefore, in the process of establishing end-to-end routing, the user needs to check whether the route they wish to establish complies with the policies of each AS domain. The interaction process for inter-domain route selection is shown in Figure 5. For a given end-to-end route   r =   [ v   1   ,   v   2   , … ,   v   n   ]  , the user queries the ASes along the route in reverse order. First, they query     A S   n    , and if an agreement is reached, the user can query about the route     A S   n − 1    . Then, they query     A S   n − 2    , continuing this process until the user’s own AS domain     A S   1     i s   r e t u r n e d  , completing the selection of an end-to-end route. The user ultimately confirms the optimal route   r   in the same reverse manner. Separating the route query and confirmation processes prevents the user from facing the price cost for routes not actually used.



The route queries generated by the user are divided into remote queries and local queries. In a remote query, the user sends a query request to the AS to check whether the selected route complies with the policy, and the result is cached locally. Remote queries are a time-consuming and costly operation. If the route policy exists at the time of the query request, a local query is conducted, and the result is retrieved from the local cache instead.





5. Anonymity Analysis


In this section, we employ the anonymity analysis method proposed by Reiter and Rubin [21] for correlation attacks to assess the anonymity of TOAR.



Assuming the length of the anonymous transmission path is   n  , with   c   compromised nodes, the probability that a forwarding node is an effective node is   p = 1 −    c   n     . The probability that the sender   S   and the receiver   R   are correctly associated by the adversary through the information collected from compromised nodes is denoted as   d  . According to the anonymity analysis method proposed by [21,22],   d   can be calculated as follows:


  d =      ( 1 − p )   2     ( 1 −   p   n p − 1   ) ( 1 −   p   n p   )     



(17)







  d   can serve as the anonymity metric for anonymous communication systems. The smaller the value of d, the stronger the system’s anonymity, and vice versa.



For TOAR, after the execution of the two-stage routing algorithm, there is at most one compromised node controlled by the adversary on the anonymous transmission path. That is   c = 1  ; then,   p = 1 −    1   n     . Therefore, the probability   d   can be simplified as:


  d =      (   1   n   )   2     ( 1 −   ( 1 −   1   n   )   n − 1   ) ( 1 −   ( 1 −   1   n   )   n   )     



(18)







The probability of TOAR is evaluated based on Equation (18). From Figure 6, we can see that   d   decreases with the increase in   n  , which results in stronger anonymity of TOAR. With the gradual increase in   n  , the probability   d   is decreased, and its value is far less than 1. When   n = 5  , especially, the probability   d   is already close to 0.1; when   n > 15  ,   d   approaches 0, nearing the level of absolute anonymity, which proves the excellent anonymous feature of TOAR.




6. Evaluation


The goal of TOAR is to achieve sender anonymity as well as sender–receiver anonymity while ensuring that the scheme does not significantly affect communication performance in terms of latency, throughput, and resource overhead when deployed in SDN networks. Therefore, we evaluate the scheme in terms of anonymity analysis, scheme effectiveness analysis, and performance measurement. The experiments are set up in two ways. The first part of the experimental setup aims to evaluate the effectiveness of the two-phase route optimization algorithm, and the second part aims to evaluate the forwarding performance of the anonymous routing mechanism.



6.1. Effectiveness Analysis


The first part of the experiment involves a MATLAB code and data to evaluate the effectiveness of the algorithm. The CAIDA AS relationship dataset is used, which contains 63,361 nodes and 320,978 edges. For each AS, a routing policy is configured. Based on the topology and policy settings from the dataset, the top 10 ASes with the highest traffic are chosen as destinations. Additionally, for each selected destination AS, the top 200 ASes sending the most traffic to that destination are identified, generating 2000 end-to-end routing intents. By mapping Tor nodes to Internet AS nodes using the Tor Metric published relay node information, 1000 valid end-to-end intents are filtered out. In the following step, TOAR’s effectiveness is analyzed in terms of the security policy function, the expected improvement function, and the routing search results.



	
Effectiveness of Security Policy Functions:






The security policy function   d   p , k , m , n   ,   as defined in Equation (3) in the system model, portrays the probability that an inter-domain route   r   will be compromised, and Figure 7 shows an example of this function, with the security policy function values on the vertical axis and the   k   values on the horizontal axis. The function grows by nearly 100% in the case of   p = 0.1 ,   k   m a x     0 →  7, max (  m , n ) < 10  . From the intuition of reducing the number of shared points and the change in the modeled security function, deploying a two-stage route optimization algorithm improves the anonymity of the system.



	
Effectiveness of Expectation Improvement Function:






The second stage of the algorithm is based on Equation (16) which defines the unit cost of routing security improvement,   C = c   r ,   r   *     =    b ·   I   p a t h     r ,   r   *         I   d     r ,   r   *         , to decide whether it can be further iteratively optimized or not, so the absolute magnitude of the difference between     C   *     and   C  ,   ∆ C  , can be a measure of how much the algorithm has improved the security. Therefore, the absolute value of the difference between     C   *     and   C  ,   ∆ C  , can be used to measure the improvement of the algorithm in terms of security. Other metrics can also be used; for example, the magnitude of the quotient between     C   *     and   C   can be used to indicate the degree of improvement in the second stage. Based on the experimental result data, the enhancement of the optimization algorithm in the second stage is counted, as shown in Figure 8.



	
Effectiveness of search results:






Within a given number of cycles, TOAR can dramatically increase the chances of finding an end-to-end route that matches the policy by about 60%, which is nearly 2.5 times higher compared to the 25% success rate of a naive enumeration search, as shown in Figure 9.




6.2. Network Performance Measurement


In the second part of the experiment, the anonymous routing method described in STAR [23] is used to measure the performance of TOAR for route forwarding under different path lengths. All experiments are conducted using the SDN network simulator Mininet, and the Mininet version is 2.3.0d6. Meanwhile, the hardware consists of one server running Ubuntu 16.04 LTS operating system (Canonical Ltd., London, UK) with Intel®Core™i7-9700@ 3.00 GHz CPU (Intel Corporation, Santa Clara, CA, USA). Ryu and Open vSwitch are installed, acting as the SDN controller and virtual switch and, the network topology is the Internode topology from the Zoo dataset, which includes 66 nodes, with each node functioning as an SDN switch. An SID is assigned to each node, representing its unique identifier. As shown in Figure 10, Algorithms 1 and 2 are integrated into the Ryu controller. STAR uses SDN topology discovery as the input for shortest path computation to generate the segment list for segment routing and sends OpenFlow rules to the OVS switches, which perform matching and forwarding based on SIDs. Based on SDN topology discovery, an AS relationship table with exit policies is generated and used as input for the TOAR routing search algorithm, which then generates the segment routing list according to the computed optimal route.



	
Throughout evaluation for TOAR:






Iperf is used to assess the throughput of both TOAR-disabled (normal route forwarding) and TOAR-enabled (anonymous route forwarding) systems by varying data sizes (with the path length set to a default of 3). As illustrated in Figure 11, the throughput for both systems rises as the data size increases. However, rather than directly forwarding packets, TOAR requires additional processing time for route sampling, which results in reduced throughput, but enhances security and privacy protection.



	
Anonymous route effectiveness:






We further evaluate the throughput of route forwarding in order to illustrate the effectiveness of anonymous route with TOAR. IP forwarding is used as our performance baseline. For comparison, three reference systems are introduced: STAR [23], TOAR (high anonymity), and lightweight TOAR (low anonymity).



Figure 12 demonstrates the trade-off between anonymity and latency in different schemes. IP performs the best with the lowest latency, but it does not provide anonymity. Tor has the highest latency, and its latency increases the fastest as path length increases. TOAR has moderate latency, but the test results are slightly lower than STAR because STAR does not consider exit policies and calculates routes based on the shortest path.



Figure 13 demonstrates the effectiveness of all schemes when varying the packet size from 128 bytes to 1500 bytes. According to the experimental results, the throughput performance of the TOAR and STAR schemes is close, indicating that the performance of our scheme is comparable to that of STAR. In the case that only three routing nodes are selected for anonymous forwarding and other routing nodes are forwarded normally, the lightweight TOAR scheme can achieve nearly 70% of the throughput of the IP scheme, as shown in Figure 13.



From above, TOAR enhances the anonymity of the communication system while maintaining the throughput within an acceptable range, ensuring the effectiveness of the proposed scheme.





7. Related Works


Research work related to this paper includes anonymous communication routing algorithms, inter-domain routing, and software-defined networks.



By manipulating the underlying routing, AS-level adversaries increase their chances of executing correlation attacks, leading to the proposal of various AS-aware path selection schemes for Tor [9,10,24,25,26]. Nick Feamster provided the first work [14] considering attacks from the perspective of an AS-level adversary. To counter the risk of AS-level adversary attacks, LASTor [24] modifies the Tor routing algorithm and designs and implements a new Tor client, which achieves probabilistic path selection by predicting Internet routes between onion nodes and end hosts to avoid ASes that may be subjected to an attack at the AS level. Counter-RAPTOR [12] proposed the Tor guard node selection algorithm and designed two monitoring frameworks for monitoring BGP to detect control plane attacks and monitoring trace routes to detect data plane anomalies in order to minimize and detect AS-level routing attacks. However, overlay AS-aware path selection schemes provide partial routing information to infer the underlying network path between two endpoints on the Internet. The most direct method for detecting the ASs at both ends of a Tor connection is to use tools similar to traceroute to analyze the network path from the client to the selected entry node and from the exit node to the destination. These inferences may be inaccurate.



SDN is a promising way to re-architect the Internet, and the transition from traditional networks to SDN is an important issue. RouteFlow [27] is one of the earliest methods to implement IP routing on OpenFlow switches. Another BGP-based solution is SDN-IP [28], which focuses on solving the problem of seamless interconnection between SDN domains and traditional domains. Some new routing protocols [19,29,30,31,32,33] have been proposed to address the Internet routing scalability and source-controlled routing to provide flexible end-to-end routing schemes, but do not focus on identity privacy in communication.



Some new network-level high-speed anonymous systems [20,23,34,35,36,37,38,39] have been proposed, but have not focused on routing computations. These studies inspire us to tackle the problem of anonymity degradation in Tor by AS adversary association attacks, focusing on AS routing in SDN networks. However, these studies assume that inter-domain shortcuts provided by the underlying network architecture already exist and adequately address routing computation issues. Both from the viewpoint of network-layer anonymous communication and in supporting the overlay anonymous such as Tor in AS-aware relay node selection, there are inherent challenges in routing computation.



This paper takes a different approach than overlay solutions by proposing a method focused on end-to-end routing control within an SDN architecture. It aims to identify inter-domain routing paths that balance performance—specifically, the speed of low-latency anonymous communication—and security, represented by the probability of paths being compromised by adversaries. Differing from existing SDN-based network-layer anonymity solutions, this paper extends anonymous communication from intra-domain control to inter-domain control within SDN networks, ultimately supporting anonymity as a service for users on a broader scale.




8. Conclusions


In this work, we propose TOAR, an optimal anonymous routing mechanism that incorporates SDN, designed to resist correlation attacks from AS-level adversaries in anonymous communication using Tor. TOAR addresses the challenges of reduced anonymity and increased communication delays caused by AS-level attackers. It employs a two-stage optimization strategy. In the first stage, it identifies routes that adhere to policy guidelines while avoiding AS that could link traffic between the source and destination, thus ensuring anonymity and minimizing communication costs. The second stage includes a programmable interface for SDN inter-domain routing, allowing users to query routing policy information and validate their routing selections. This feature supports flexible end-to-end source routing and extends the SDN anonymity mechanism across multiple domains. Anonymity analysis and experimental results reveal that the proposed TOAR provides strong anonymity without significantly degrading communication performance.



Our security policy targets specific objectives without general comparison or discussion. Although we propose a software-defined source routing method, suggesting it could enable source routing over BGP with added programmable interfaces (e.g., route query and confirmation), the route discovery process is only simulated in code, and no dynamic routing protocol such as BGP has been deployed in an SDN test environment.



In future work, based on BGP speakers with extended programmable interfaces and segment routing, we will deploy anonymous routing across networks with multiple SDN controllers in an SDN test environment, which will allow us to discuss the scalability and efficiency of SDN AS-level routing. Additionally, we are considering a generic framework for anonymous routing, with some issues such as a consistency attack model, consistent anonymity objectives, and unified model abstraction methods as our future research direction. Furthermore, we consider a generic framework for anonymous routing, with some issues such as a consistency attack model, consistent anonymity objectives, and unified model abstraction methods as our future research direction.
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Figure 1. Scenarios of traffic correlation attacks by a single AS-level adversary. 
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Figure 2. System model schematic. 
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Figure 3. Instance of the optimal AS routing problem with policy constraints. 
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Figure 4. Software defined inter-domain programmable interface. 
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Figure 5. Process of route negotiation and route confirmation. 
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Figure 6. Impact of path length   n   on the probability   d  . 
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Figure 7. Trend of security policy function   d ( p , k , m , n )  . 
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Figure 8. The   ∆ C   statistic of the results. 






Figure 8. The   ∆ C   statistic of the results.



[image: Mathematics 12 03640 g008]







[image: Mathematics 12 03640 g009] 





Figure 9. Percentage of search effectiveness. 
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Figure 10. SDN experiment environment. 
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Figure 11. Impact of data size changed on throughput. 
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Figure 12. Communication latency. 
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Figure 13. Throughput of route forwarding. 
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Table 1. Notations used.
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	Notations
	Definitions





	   G ( V , E )   
	  Global   network   G    ,   a   directed   graph   with   V     vertices   and   E   edges.



	S, D
	Sender and destination.



	   | s y m |   
	  Route   length ,   s y m   can be any symbol representing a route.



	   {   R   i   }   
	  Overlay   anonymous   circuit   A C = {   R   i     1 ≤ i ≤ l   , l   = |AC|.



	     r   i   f   ,     r   j   b     
	  Forward   routing   and   backward   routing   1 ≤ i ≤ l + 1 , 1 ≤ j ≤ l + 1  .



	   {   v   i   d i r   }   
	Simplified inter-routing   r = {   v   i   d i r     1 ≤ i ≤   η   d i r     ,     η     = | r    | ;   d i r   is direction.



	   p   
	  The   probability   that   each   node   in   the   global   network   G   is attacked.



	   k   
	  Number   of   repetitive   nodes   in   r  .



	     k   m a x     
	Maximum number of shared nodes selected by the user.



	   m   
	  Total   number   of   nodes   in   routing   segments     r   1   f       and     r   l + 1   b    .



	   n   
	  Total   number   of   nodes   in   routing   segments     r   l + 1   f       and     r   1   b    .



	   d ( k )   
	  Simplified   representation   of   d ( p , k , m , n )  ; the degree of path safety.



	   e ( r )   
	  Exit   policy   of   r    ;   simplified   representation   of     e   v     d p , r , u    .



	   c ( r )   
	  Price   policy   of   r  .
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