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Abstract: Cybersecurity threats are becoming more intricate, requiring preemptive actions 
to safeguard digital assets. This paper examines the function of honeypots as critical in-
struments for threat detection, analysis, and mitigation. A novel methodology for com-
parative analysis of honeypots is presented, offering a systematic framework to assess 
their efficacy. Seven honeypot solutions, namely Dionaea, Cowrie, Honeyd, Kippo, 
Amun, Glastopf, and Thug, are analyzed, encompassing various categories, including 
SSH and HTTP honeypots. The solutions are assessed via simulated network attacks and 
comparative analyses based on established criteria, including detection range, reliability, 
scalability, and data integrity. Dionaea and Cowrie exhibited remarkable versatility and 
precision, whereas Honeyd revealed scalability benefits despite encountering data quality 
issues. The research emphasizes the smooth incorporation of honeypots with current se-
curity protocols, including firewalls and incident response strategies, while offering com-
prehensive insights into attackers’ tactics, techniques, and procedures (TTPs). Emerging 
trends are examined, such as incorporating machine learning for adaptive detection and 
creating cloud-based honeypots. Recommendations for optimizing honeypot deployment 
include strategic placement, comprehensive monitoring, and ongoing updates. This re-
search provides a detailed framework for selecting and implementing honeypots custom-
ized to organizational requirements. 
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1. Introduction 
In an age of escalating cyber threats, safeguarding networks and systems has 

emerged as a global challenge for organizations. As cybersecurity teams pursue novel 
techniques to identify and mitigate unauthorized access, honeypots have surfaced as a 
formidable asset in the repertoire of defensive strategies. A honeypot is a decoy system or 
application intended to lure and examine malicious activities, functioning as a trap for 
attackers while providing valuable intelligence on emerging threats. Honeypots simulate 
vulnerable targets, allowing IT teams to identify system vulnerabilities, analyze attacker 
behavior, and strengthen network defenses against threats such as phishing, Distributed 
Denial of Service (DDoS) attacks, and other cyber intrusions. This paper investigates the 
essential function of honeypots in cybersecurity, analyzing their capabilities, constraints, 
and practical uses. This study thoroughly analyzes diverse honeypot solutions, evaluat-
ing their detection efficacy, scalability, and reliability to offer in-depth insights into their 
significance in contemporary cybersecurity strategies. The study is based on a 
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comprehensive examination of current literature and a comparative analysis of widely 
used honeypot tools, resulting in recommendations for optimal practices and implemen-
tation strategies. 

Honeypots significantly reduce the risk to critical systems by diverting attackers and 
capturing valuable intelligence. However, careful consideration is required for their de-
sign and operation to ensure effectiveness. Misleading signals can be inadvertently gen-
erated by poorly configured or inadequately monitored honeypots, as real systems may 
not be accurately emulated or complete, and correct data about attacker behavior may not 
be provided. Incorrect threat assessments can be led to by such issues, or, in some cases, 
the honeypot can be detected by attackers, allowing their strategies to be altered to evade 
detection. To mitigate these risks, the design of honeypots must incorporate realism, with 
legitimate systems being closely mimicked while isolation from production environments 
is maintained. Continuous monitoring and analysis of honeypot activity are essential to 
ensure the data collected is actionable and accurate. The integrity and utility of honeypots 
as part of an organization’s cybersecurity strategy are maintained through these critical 
considerations. 

This paper has two scientific contributions: 

• It introduces a new methodology for honeypot comparative analysis; 
• It systematically assesses honeypots as a defensive measure and analyzes their effec-

tiveness, scalability, and operational demands. 

This paper is organized as follows: In the next three sections, we cover the related 
research, research goals, and types of honeypots. Then, we introduce our methodology 
for honeypot comparison and comparison criteria before comparing the solutions used. 
The last three sections are dedicated to best practices/recommendations, discussing future 
research directions and conclusions. 

2. Related Works 
Given the evolving threat landscape, innovative methods are needed to prepare stu-

dents for cybersecurity education. Honeypots are an effective educational tool, enabling 
engagement with simulated cyberattacks to understand attacker tactics, tools, and tech-
niques. Students can develop a robust understanding of honeypot technologies and their 
applications in cybersecurity through practical exercises. It has been proven that incorpo-
rating honeypots into the curriculum significantly enhances students’ knowledge and 
technical skills, improving their ability to address real-world security challenges [1]. This 
information is the foundation for strengthening robust cybersecurity measures and im-
proving organizations’ security posture. 

The primary advantage of honeypots is that they provide immediate and correct in-
sights into attackers’ activities. For instance, it has been proven that Digital Twin honey-
pots enhance threat intelligence by adapting to diverse network scenarios and detecting 
sophisticated, persistent threats [2]. Furthermore, honeypots provide capabilities for iden-
tifying and mitigating real-time fingerprinting attacks, which are essential for preventing 
attackers from recognizing and bypassing these deceptive systems [3]. Such capabilities 
maintain honeypots’ effectiveness and integrity as defensive instruments. 

Honeypots are considered pivotal in educational contexts, significantly enhancing 
students’ understanding and knowledge of cybersecurity. Research has proven that com-
prehension of cybersecurity principles and technical ability improve with participation in 
honeypot activities. Students engage with honeypots to gain practical experience in find-
ing and analyzing cyber threats, a competency considered valuable for future roles as cy-
bersecurity professionals [4]. 
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Additionally, recent studies have highlighted the integration of honeypots with other 
security technologies. Incorporating honeypots with machine learning algorithms and 
blockchain frameworks has been associated with developing sophisticated systems capa-
ble of predicting and mitigating cyber threats more efficiently [5]. The ongoing evolution 
of honeypot technology and its potential to revolutionize cybersecurity methodologies is 
reflected in these advancements. Furthermore, the ability of honeypots to generate valua-
ble insights into the TTPs utilized by attackers has been acknowledged. Honeypots are 
strategically deployed in various environments, including those vulnerable to phishing, 
scamming, and account hijacking, allowing for the collection of extensive cyberattack data 
[6]. Accurate defense strategies and the effectiveness of threat detection mechanisms are 
formulated and improved using such data. 

Advancements have been made in centralized honeypot management systems, in ad-
dition to attacker profiling through geographically distributed honeypots. For instance, 
the SoftSwitch framework uses software-defined switching to enhance honeypot deploy-
ment in VLAN networks. This approach enables secure, centralized control over honey-
pots while ensuring improved scalability and reduced overhead. Centralized frameworks 
are particularly effective in managing large-scale networks and maintaining consistency 
in honeypot configurations across diverse environments [7]. 

Adaptive honeypots, designed to alter their behavior based on attackers’ actions, 
have exhibited notable effectiveness. These systems employ reinforcement learning to ad-
just responses dynamically, allowing for more effective attacker engagement while mini-
mizing the likelihood of detection. For instance, honeypots have been enhanced through 
reinforcement learning to adapt to detection tries by malware, thereby improving their 
ability to sustain engagement and collect valuable intelligence [8]. Moreover, it has been 
proven that systems based on reinforcement learning are effective in addressing sophisti-
cated attacks, such as runtime Denial Of Service (DoS), through the dynamic optimization 
of defense strategies [9]. The concept is further illustrated by adaptive systems such as 
ASGuard, which engage attackers through reinforcement learning while being protected 
from deep compromises. ASGuard optimizes honeypot functionality by defining reward 
functions that balance attack data collection with system safety, showing the effectiveness 
of reinforcement learning in mitigating cyber threats [10]. 

Researching honeypots within the environments of the Internet of Things (IoT) has 
yielded encouraging results. Sophisticated and diverse honeypot systems have been de-
veloped by researchers, with complexity being evolved in response to the observed be-
havior of attackers. The unique challenges and risks associated with IoT devices are un-
derstood to be invaluable through these systems [11]. Moreover, the enhancement of de-
ployment and management in software-defined networks (SDNs) is achieved effectively 
by integrating honeypots. This approach helps centralized control while the incidence of 
false positives is reduced, improving the overall operational efficiency and effectiveness 
of honeypot systems [12]. 

In industrial cybersecurity, honeypots have been used to emulate industrial control 
systems (ICSs) and detect cyberattacks. These systems can replicate various protocols and 
devices, enabling a deeper understanding of attacker strategies and enhancing critical in-
frastructure security [13]. Additionally, honeypots play a vital role in detecting and ana-
lyzing malware. Malicious activities are captured and scrutinized, helping researchers un-
derstand and mitigate emerging threats, including zero-day vulnerabilities and advanced 
cyber threats [14]. Insights into honeypot deployment have been gathered from real-world 
implementations. For example, a deployment at IIT Kanpur [15] provided valuable les-
sons on the configuration, management, and effectiveness of honeypot systems in detect-
ing and analyzing cyber threats. This experience proved the importance of adaptive 
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deployment strategies, highlighting the potential of honeypots in academic and enterprise 
environments. 

Advancements in honeypot technology are propelling progress in cybersecurity. Re-
searchers using large language models (LLMs) have designed more realistic and dynamic 
honeypots. These systems engage human attackers more effectively, providing compre-
hensive insights into their tactics and methodologies. Moreover, the deployment of 
honeypots in wireless networks has been examined, resulting in notable benefits. Wi-Fi 
honeypots detect and respond to unauthorized access rapidly, enhancing security for res-
idential and corporate networks [16]. 

Honeypot placement and deployment strategies have also been improved using 
game-theoretic approaches. Interactions between defenders and attackers have been sim-
ulated, enhancing honeypot systems’ efficiency and reducing associated risks [17]. 

The integration of blockchain technology with honeypots has shown significant po-
tential. Blockchain-based frameworks have enhanced the security and reliability of honey-
pot systems by generating immutable records of identified threats and developing more 
robust defense mechanisms [18]. 

Virtual honeypots have been used to design and simulate intrusion detection sys-
tems. These systems analyze extensive datasets and find cybersecurity vulnerabilities, es-
tablishing them as critical assets for network security [19]. Researchers have also assessed 
the influence of various honeypot configurations on attacker behavior using cognitive 
models. Studying decisions made by adversaries in different scenarios can improve the 
effectiveness of honeypot systems [20]. 

Academic and research institutions have increasingly adopted honeypots for collect-
ing cyberattack data and enhancing security education. These deployments offer critical 
insights into attack patterns, and significant contributions are made to prepare future cy-
bersecurity professionals. Honeypots are regarded as indispensable tools in cybersecurity. 
The ability to replicate real-world systems, collect detailed attack data, and integrate ad-
vanced technologies is a cornerstone of modern cybersecurity strategies. The effectiveness 
of honeypot technology is expected to be enhanced through continued research and de-
velopment, ensuring enduring relevance as a critical component in addressing cyber 
threats [21]. Advancements in honeypot technology are being made to address emerging 
cyber threats through innovative approaches. Recent large-scale analyses of honeypot 
data have highlighted persistent exploitation of legacy vulnerabilities and a growing focus 
on IoT-specific threats. For instance, billions of global connections captured by honeypots 
were examined in a study, revealing that modern attack landscapes are dominated by IoT-
based malware and keylogging campaigns, which underscores the need for adaptive de-
fense mechanisms [22]. 

Honeypot classifications were thoroughly analyzed, highlighting their benefits and 
drawbacks, including ethical issues and evasion tactics employed by advanced attackers 
[23]. The efficacy of honeypots in intercepting hacker communications and collecting in-
telligence was also emphasized, underscoring their significance in proactive security strat-
egies [24]. 

Cyber deception encompasses strategies such as obscuring genuine network assets 
and disseminating misleading information to bewilder opponents. In 2018, the progres-
sion of cyber deception was researched, highlighting its transition from static systems 
such as conventional honeypots to dynamic, adaptive techniques that use computational 
game theory and machine learning [25]. Another team of researchers has shown that dy-
namic honeypots employing machine learning may adjust to adversary behavior in real 
time, enhancing detection rates [26]. 

Enhancing deception using game theory game-theoretic methodologies has proved 
crucial in perfecting deception tactics. A group of researchers proposed a honeypot 
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allocation model that optimizes placement through partially observable Markov decision 
processes, facilitating enhanced deception in uncertain environments [27]. Researchers 
enhanced this approach by integrating network mobility into tactical network defenses, 
highlighting adaptive techniques to mitigate adversary actions [28]. 

The configuration and placement of honeypots profoundly influence their efficacy. A 
paper from 2021 evaluated the effectiveness of bidirectional deception, wherein authentic 
systems are camouflaged as honeypots in conjunction with conventional honeypots to 
generate ambiguity for adversaries [28]. The results demonstrate that these techniques 
enhance attackers’ uncertainty and bolster defensive results. Researchers also noted that 
deception networks, such as honeynets, enhance these advantages by incorporating many 
honeypots, confusing adversaries’ capacity to distinguish between decoys and genuine 
systems [29]. 

In summary, honeypots are recognized as indispensable tools in modern cybersecu-
rity, providing a multifaceted approach to understanding and combating cyber threats. 
Decoy systems functioned to attract and engage malicious actors, allowing for the collec-
tion of critical intelligence on attack patterns, techniques, and tools. Diverse domains are 
spanned by their applications, including education, industrial cybersecurity, the environ-
ments of the Internet of Things, and wireless networks. The instrumental role of honey-
pots in improving threat detection, analysis of malware, and enhancement of cybersecu-
rity training has been established. The capabilities of advanced technologies, such as ma-
chine learning, blockchain, and game-theoretic methods, have been further enhanced 
through integration. At the same time, continued effectiveness in an evolving threat land-
scape is ensured by strategic deployment and adaptability. As advancements in honeypot 
technology are made, a vital role in cybersecurity strategies is expected to be supported 
to mitigate emerging threats and reinforce organizational security postures. 

3. Research Goal and Methods 
This research comprehensively examines the significance of honeypots in cybersecu-

rity, with theoretical and practical contributions to the field. The advantages and limita-
tions of various honeypot categories are named through analysis, and a detailed compar-
ative analysis of prominent solutions is presented. Multiple dimensions are investigated 
in the research, including interaction levels (low and high), supported operating systems, 
services provided, and capabilities for attack detection and analysis. The implementation 
and comparative evaluation of specific honeypot solutions are directed as the primary 
focus, alongside the refinement of best practices and the formulation of strategic recom-
mendations. The insights derived from this analysis are intended to enhance existing 
methodologies and practices in cybersecurity and address emerging challenges and 
threats. 

The study makes a scientific contribution by systematically assessing honeypots as a 
defensive measure and analyzing their effectiveness, scalability, and operational de-
mands. The evaluation is grounded in empirical data and rigorous methodological frame-
works, ensuring that the reliability and applicability of the findings are supported. The 
gap between theory and practice is aimed to be bridged by equipping cybersecurity ex-
perts with actionable insights that enhance comprehension and application of honeypot 
technology. A robust framework for selecting and implementing honeypot solutions is 
provided, aiding organizations in finding optimal solutions tailored to unique security 
requirements. 

Furthermore, this research offers a practical contribution through detailed compara-
tive analysis, which serves as a decision-making tool for organizations looking to deploy 
honeypot systems. A comprehensive summary of the evaluated solutions is provided, al-
lowing stakeholders to discern the strengths and limitations of each approach. 
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Additionally, this study proposes practical recommendations for effective honeypot de-
ployment, encompassing aspects such as configuration, maintenance, and integration into 
broader security infrastructures. These contributions to formulating innovative defense 
strategies will strengthen organizations’ cybersecurity posture. 

A comprehensive and systematic approach was employed to fully understand the 
significance of honeypots in cybersecurity and evaluate the currently available solutions. 
This research included a thorough literature review, including scholarly books, peer-re-
viewed articles, and other relevant sources. A combination of research methods was em-
ployed to ensure the robustness and validity of the findings. 

A systematic collection of the pertinent literature and credible web sources was un-
dertaken to establish a foundational understanding of the subject and to provide context 
for the analysis presented in this paper. The Inductive Approach was employed to analyze 
specific case studies, allowing for the extraction of novel insights concerning the role and 
practical significance of honeypots in contemporary cybersecurity frameworks. Deductive 
techniques were employed in the study to examine the broader aspects of honeypot tech-
nology, with conclusions derived from established theoretical frameworks and validated 
assumptions. Fundamental components were deconstructed from intricate concepts, eval-
uations, and findings. The approach was used to analyze individual honeypot solutions 
based on predefined criteria, including scalability, detection capabilities, and ease of de-
ployment. The similarities and differences among various honeypot solutions were sys-
tematically assessed. This method helped the identification of shared characteristics and 
distinguishing features, resulting in a nuanced understanding of each solution’s relative 
strengths and weaknesses. 

The critical role of deception strategies in real-time cybersecurity response is recog-
nized, as attackers are misled, and actionable threat intelligence is gathered. These strate-
gies create realistic decoy systems, data, or environments that mimic legitimate assets. 
When attackers engage with deceptive elements, monitoring, analysis, and enhancement 
of an organization’s threat detection and response capabilities are conducted. The func-
tioning in real-time response is described. 

• Early Detection: Deception systems identify malicious activity during the reconnais-
sance or initial attack phases by attracting attackers to decoy systems; 

• Attack Containment: Once interaction with the honeypot or decoy system occurs, ac-
tivities are confined to a controlled environment, preventing access to production 
systems; 

• Dynamic Engagement: Advanced deception techniques, including adaptive honey-
pots, are designed to modify their behavior in response to the attacker’s actions, 
thereby prolonging engagement and facilitating the gathering of more detailed intel-
ligence; 

• Automated alerts are enabled through real-time logging and integration with Secu-
rity Information and Event Management (SIEM) systems. That allows security teams 
to receive immediate notifications and facilitates a faster incident response. 

The advantages of actionable threat intelligence are as follows: 

• Improved Defense Posture: Data collected from deception systems provides insights 
into attacker TTPs, allowing organizations to update their defenses proactively; 

• Real-Time Insights: Actionable threat intelligence is derived from honeypots, allow-
ing for the identification of active threats, including zero-day vulnerabilities and 
emerging attack trends, which provides immediate context for security teams; 

• Threat Actor Profiling: Profiles of attackers are built based on their interactions 
through deception strategies, which can be shared with broader threat intelligence 
networks to enhance collective cybersecurity; 
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• Resource Optimization: Identifying false positives and focusing on real threats re-
duces incident response teams’ workloads, enabling effective resource allocation 
through actionable intelligence. 

The research’s focus on proactive cybersecurity measures strengthens the integration 
of deception strategies into the proposed work. The research goals are aligned with these 
strategies, which enhance threat detection, enable faster responses, and contribute to long-
term improvements in organizational security. 

This structured methodology ensured a balanced evaluation, and the critical factors 
influencing the selection and implementation of honeypot systems were also highlighted. 
The following section provides an overview of honeypot types, setting the stage for an in-
depth evaluation and comparison of specific solutions. This multifaceted approach con-
tributes theoretical and practical insights, reinforcing scientific value and relevance to cy-
bersecurity. 

4. Honeypot Types 
Honeypots are critical tools for acquiring reliable insights into the evolving landscape 

of cyber threats. They provide detailed intelligence on attack vectors, exploits, and mal-
ware, aiding in identifying and mitigating emerging risks. Attackers continually refine 
unauthorized access methods, while honeypots detect and document these developments, 
which play a pivotal role in a cybersecurity strategy. Additionally, honeypots identify and 
capture insider threats, allowing for a broader spectrum of potential vulnerabilities to be 
addressed. 

Various honeypot categories are present, each designed to address specific threat 
types. The classification and interpretation of honeypots are determined by the nature of 
the threat being mitigated, with each category contributing uniquely to an effective and 
comprehensive cybersecurity strategy. For example, fictitious email addresses are de-
ployed in concealed locations accessible only through automated email address collectors, 
referred to as email traps or spam traps. Since these addresses serve no other purpose, any 
messages received are unequivocally classified as spam. Email traps automatically block 
messages with similar content, blocking the originating IP address. 

Malware honeypots are focused on analyzing malicious software that targets organ-
izational systems, while similarities to spam honeypots are noted. The behavior of bots 
and other automated threats is effectively studied using honeypots, environments specif-
ically designed to attract such entities. Such systems significantly contribute to detecting 
and preventing unwanted automated traffic and bot-based intrusions. 

Honeypots are recognized for their exceptional efficiency in identifying known and 
novel threats and improving threat detection capabilities. They establish an environment 
that lures attackers, allowing honeypots to observe and analyze adversarial behavior. This 
approach provides valuable insights into attackers’ tactics and techniques to penetrate 
systems. Examining attacks within a controlled environment allows a deeper understand-
ing of adversary strategies, enhancing the organization’s ability to prepare for and re-
spond to potential cyber threats. 

A typical honeypot deployment strategy involves strategically placing these systems 
within a network. That is intended to maximize attacker visibility while minimizing risks 
to actual systems. As illustrated in Figure 1, the positioning and configuration signifi-
cantly optimize honeypot effectiveness [30]. 
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Figure 1. Deployment of a honeypot in a DMZ network configuration. 

Honeypots deployed for research purposes are regarded as invaluable tools in cyber-
security due to the data on malicious activities that are collected and analyzed. These sys-
tems facilitate an in-depth examination of attacker methodologies, with critical insights 
being provided for the enhancement of forensic analysis capabilities. Research honeypots 
were deployed within the university infrastructure to monitor and analyze attack patterns 
targeting educational networks. Additionally, honeypots were deployed by a government 
agency as part of a pilot project to study advanced persistent threats (APTs) targeting 
critical infrastructure. Similarly, honeypots were integrated into the network of a private 
company as a pilot initiative to assess their effectiveness in detecting unauthorized access 
attempts and phishing activities. Despite the complexities involved in their setup, mainte-
nance, and data collection processes, research honeypots significantly contribute to un-
derstanding and mitigating sophisticated threats. Attacker behaviors in these controlled 
environments were observed, leading to the identification of emerging vulnerabilities and 
the provision of actionable insights to improve security measures. 

Additionally, preventing future attacks is supported by identifying vulnerabilities 
and strengthening security protocols. In contrast, production honeypots are designed to 
be integrated seamlessly into existing security systems, thereby enhancing the ability of 
an organization to detect and respond to attacks in real time. Honeypots are employed to 
strengthen system protection and effectively reduce risk levels. Compared to research 
honeypots, a more limited functionality is presented while an easier development and 
implementation process is offered. It has been noted that production honeypots particu-
larly effectively detect various attack techniques. However, less detailed insights into the 
perpetrators are offered compared to research honeypots. 

Honeypots are typically categorized based on their level of interaction, which deter-
mines the extent of engagement with attackers. This classification provides a practical 
framework for understanding functionality and deployment. There are three primary 
types of honeypots: high-interaction honeypots, low-interaction honeypots, and hybrid 
honeypots, focusing on their unique characteristics and applications in cybersecurity. 

4.1. High-Interaction Honeypots 

High-interaction honeypots are characterized as advanced honeypots designed to 
engage intruders by replicating fully operational services and systems. In contrast to low-
interaction counterparts, actual environments are simulated by these honeypots, which 
include complete operating systems, network services, and applications. A realistic and 
enticing target for attackers is provided, enabling detailed observation and analysis of 
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behaviors, tools, and tactics. High-interaction honeypots are considered particularly val-
uable for in-depth research and forensic investigations. 

High-interaction honeypots offer unique advantages in cybersecurity, as they pro-
vide detailed intelligence on attackers’ methodologies and behaviors. These systems sim-
ulate fully operational environments, allowing attackers to interact extensively with the 
honeypot. As a result, valuable data are captured across several dimensions of intelligence 
by high-interaction honeypots. 

• Tactics, Techniques, and Procedures (TTPs): Attackers engage with realistic systems, 
allowing granular data to be collected on their methods, including reconnaissance 
techniques, malware deployment strategies, lateral movement attempts, and com-
mand-and-control (C2) operations. This intelligence is utilized to develop targeted 
detection and response measures; 

• Zero-Day Vulnerabilities and Exploits: High-interaction honeypots detect and study 
zero-day exploits in a controlled environment, as attackers may use unpatched or 
unknown vulnerabilities during interactions. Security teams prepare patches or mit-
igation strategies before widespread exploitation occurs; 

• Behavioral Profiling: Attacker profiles are created based on interactions facilitated by 
high-interaction honeypots. Behavioral data, including the sequence of commands, 
preferred tools, and decision-making patterns, are utilized to identify specific threat 
actor groups or to predict future attacks; 

• Malware samples are often captured directly from attackers by high-interaction 
honeypots. The functionality of these samples can be understood, payloads can be 
uncovered, and Indicators of Compromise (IOCs) can be identified, which can sub-
sequently be shared across threat intelligence platforms; 

• These honeypots effectively detect, and study advanced persistent threats (APTs) 
characterized by prolonged and sophisticated attack campaigns. The multi-stage pro-
cesses these actors employ are observed through the in-depth interaction capabilities 
allowed for security analysts; 

• Data from high-interaction honeypots inform incident response insights, providing 
real-time information regarding attack timelines, potential entry points, and attack-
ers’ objectives. Response efforts are accelerated, and this intelligence enhances organ-
izational resilience. 

The capabilities of high-interaction honeypots are leveraged to play a pivotal role in 
cybersecurity, with unparalleled insights that extend beyond immediate threat detection 
to long-term strategic defense enhancements. 

4.1.1. Benefits of High-Interaction Honeypots 

The ability to capture comprehensive data on attacker methodologies is considered 
one of the primary benefits of high-interaction honeypots. Since these honeypots mimic 
natural systems, detailed information can be gathered about advanced and sophisticated 
attack strategies that low-interaction honeypots might miss. Insights into zero-day ex-
ploits, custom malware, and multi-stage attacks are included. The richness of the data 
collected makes these honeypots invaluable for threat intelligence, enabling a better un-
derstanding of the capabilities and intent of attackers by organizations. Furthermore, the 
entire lifecycle of an attack, from survey to exploitation and post-compromise activities, 
can be revealed by high-interaction honeypots. Comprehensive visibility enables cyberse-
curity professionals to identify vulnerabilities and develop more effective countermeas-
ures. 
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4.1.2. Challenges and Considerations 

Despite their advantages, high-interaction honeypots present significant challenges. 
Due to their complexity and realism, higher costs and substantial resources are necessi-
tated for deployment and maintenance. Configuring these systems to resemble actual pro-
duction environments requires careful planning and technical expertise, including main-
taining up-to-date software, patching vulnerabilities, and monitoring activity without dis-
rupting the honeypot’s functionality. 

Moreover, the realistic nature of high-interaction honeypots introduces potential se-
curity risks. If an attacker successfully compromises the honeypot, an attempt may be 
made to use it as a pivot point for infiltrating other parts of the network. The isolation of 
high-interaction honeypots from production systems is a critical requirement. Network 
segmentation, strict access controls, and comprehensive logging mechanisms must be im-
plemented to prevent the use of the honeypot as a stepping stone for further attacks. 

4.1.3. Optimal Strategies for the Deployment of High-Interaction Honeypots 

Organizations must adopt several best practices to mitigate the risks associated with 
high-interaction honeypots: 

• High-interaction honeypots will be deployed in a segregated network environment 
to prevent unauthorized access to critical systems. Virtualized environments or sand-
boxing technologies may also be utilized to contain potential breaches; 

• Continuous monitoring of honeypot activity is considered essential. Advanced log-
ging mechanisms should capture every interaction, including network traffic, system 
commands, and file modifications. These data must be securely stored and analyzed 
in real-time to detect and respond to suspicious activity; 

• Although high-interaction honeypots are designed to mimic natural systems, it is 
recommended that specific controls be implemented to limit the attacker’s ability to 
utilize the honeypot for malicious purposes. Outbound network connections may be 
restricted or heavily monitored to prevent data exfiltration; 

• Regular updates and maintenance are required for high-interaction honeypots to en-
sure relevance and effectiveness. Security patches are applied, simulated services are 
updated, and configurations are refined to reflect the latest attack trends; 

• High-interaction honeypots should be integrated into the organization’s incident re-
sponse framework. Any activity within the honeypot can trigger further investiga-
tion or proactive measures to address potential threats. 

Implementing these best practices ensures the effectiveness of high-interaction 
honeypots as tools for threat detection and analysis while minimizing the risks posed to 
an organization’s broader network. 

4.1.4. Applications in Cybersecurity 

High-interaction honeypots are utilized in research environments, where detailed at-
tack data are captured to aid in developing new detection and prevention technologies. 
Critical infrastructure sectors are also employed, where understanding targeted attack 
methodologies is crucial for protecting sensitive assets. Furthermore, high-interaction 
honeypots are vital in identifying APTs and other sophisticated adversaries. 

High-interaction honeypots are especially effective in deception and traceability tac-
tics. By incorporating Runtime Application Self-Protection (RASP) technology, these sys-
tems identify sophisticated threats like SQL injection and DDoS attacks with a high detec-
tion rate while concurrently tracking attackers with notable precision. In healthcare cyber-
security, hybrid models that integrate high- and low-reactivity honeypots improve the 
safeguarding of sensitive data against man-in-the-middle attacks and other sophisticated 
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threats [31–33]. They are also essential in training and simulation environments. They can 
be used in advanced metering infrastructure security in IoT networks via federated learn-
ing and incentivized data sharing, safeguarding against intrusions and improving data 
quality [34,35]. 

High-interaction honeypots are recognized as powerful tools for understanding and 
mitigating cyber threats. However, their deployment requires careful consideration of 
cost, complexity, and security risks. Organizations can gain unparalleled insights into at-
tacker behavior through adherence to best practices and effectively leveraging their capa-
bilities, while potential vulnerabilities can be minimized. 

4.2. Low-Interaction Honeypots 

Low-interaction honeypots are regarded as more uncomplicated and resource-effi-
cient than high-interaction honeypots, offering a limited level of engagement with attack-
ers. Honeypots are designed to emulate specific services, applications, or protocols, 
providing a controlled environment that mimics natural systems without replicating their 
full functionality. Low-interaction honeypots effectively utilize basic behaviors and inter-
actions to lure attackers, enabling valuable data to be collected by security teams while 
minimizing the risks associated with full system simulation. 

Low-interaction honeypots are designed to simulate specific services or ports, attract-
ing attackers while minimizing the complexity and risk of replicating a real system. The 
basic functionality of services such as HTTP, FTP, SSH, or SMTP is emulated by these 
honeypots, with an environment that appears vulnerable but lacks the operational depth 
of a complete system. By focusing on these limited interactions, essential attack data, such 
as scanning attempts, brute-force attacks, and basic exploitation methods, is captured by 
low-interaction honeypots. The following are some examples: 

• Service Emulation: A low-interaction honeypot is configured to simulate an SSH ser-
vice, where login attempts are responded to, and attacker credentials and command 
inputs are logged without actual system access being granted; 

• Port Simulation: These honeypots often open specific ports, such as 22 (SSH) or 80 
(HTTP), to attract attackers scanning for vulnerable systems. When attackers attempt 
to connect, the honeypot records their activities, including payload delivery attempts 
and scanning tools used; 

• Basic Interaction Recording: Although these systems do not provide a complete en-
vironment for attackers to explore, critical data such as attackers’ IP addresses, 
timestamps, and attempted attack vectors are logged. 

The limited functionality of low-interaction honeypots is associated with signifi-
cantly reducing the required resources for deployment and maintenance. However, it has 
been noted that this simplicity also reduces effectiveness in capturing detailed attacker 
behaviors or advanced threat methodologies. Despite these limitations, early detection of 
threats is facilitated, patterns in automated attacks are identified, and a first line of defense 
in a layered security strategy is provided. 

4.2.1. Characteristics and Advantages 

The ability to emulate services and protocols, such as those defined by the TCP/IP 
model, is recognized as one of the critical features of low-interaction honeypots. These 
systems simulate the behavior of vulnerable applications or network components without 
implementing the underlying operational complexities. The likelihood of attackers ex-
ploiting vulnerabilities in the honeypot itself is reduced by this approach, resulting in a 
level of safety that is inherently greater than that of high-interaction honeypots. 
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Low-interaction honeypots are recognized for their advantages in detecting and log-
ging specific types of attacks, including network scans, brute-force attempts, or automated 
exploitations. Their simplicity is associated with quick deployment and minimal mainte-
nance, which is ideal for organizations with limited resources or technical expertise. Fur-
thermore, these honeypots ensure that genuine or sensitive information is not stored, mit-
igating the risk of critical data being compromised during an attack. The highly scalable 
nature of low-interaction honeypots is attributed to their minimal system requirements. 
Multiple instances may be deployed across a network to monitor diverse attack vectors 
without incurring significant hardware or software costs. The scalability is especially ben-
eficial for organizations that build extensive early-warning systems or conduct broad 
threat intelligence collection. 

Early-warning systems leverage low-interaction honeypots to provide proactive 
alerts about potential cyber threats, allowing organizations to take preventive measures 
before attacks escalate. These systems detect early-stage activities such as reconnaissance, 
scanning, and initial exploitation attempts. Multiple honeypot instances are deployed 
across various network segments, allowing for the monitoring of diverse attack vectors 
and the acquisition of a comprehensive understanding of potential threats. The primary 
advantage of early-warning systems is detecting malicious intent before its impact on crit-
ical systems. For example, information about attackers’ tools, techniques, and tactics can 
be captured by honeypots deployed in external-facing environments during port scanning 
or brute-force attempts. Unauthorized lateral movement or insider threats may be de-
tected by internally deployed honeypots, thereby providing additional layers of security. 
These systems typically achieve integration with SIEM platforms to facilitate the automa-
tion of data analysis and correlation collected by honeypots. Real-time alerts are enabled 
for security teams based on suspicious activities, including repeated login attempts, pay-
load delivery, or anomalous traffic patterns. Organizations utilize insights from early-
warning systems to strengthen defenses, adjust access controls, and address vulnerabili-
ties preemptively. Proactive sensors are acted upon by early-warning systems built 
around honeypots, enhancing an organization’s situational awareness and resilience 
against evolving cyber threats. An invaluable component of modern cybersecurity strate-
gies is their scalable and cost-effective nature. 

4.2.2. Limitations and Challenges 

Although low-interaction honeypots are considered cost-effective and easy to man-
age, inevitable drawbacks are associated with their limited functionality. It is noted that 
only superficial aspects of actual services can be emulated by these systems, indicating 
that the full depth of attacker behavior cannot be captured. For instance, it is unlikely that 
complex attacks requiring sustained interaction or deep system exploration will be fully 
observed in a low-interaction honeypot environment. As a result, these honeypots exhibit 
less effectiveness in understanding sophisticated or targeted attack methodologies than 
high-interaction systems. The risk of detection by attackers is presented as another chal-
lenge. The limited capabilities of a low-interaction honeypot may be quickly identified by 
experienced adversaries, who may recognize it as a decoy and alter their tactics accord-
ingly. The effectiveness of the honeypot can be reduced, and its presence within the net-
work may be exposed. 

4.2.3. Considerations for Low-Interaction Honeypot Deployment 

Despite their limitations, low-interaction honeypots can achieve high effectiveness 
when employing strategic deployment. The best practices for implementation are in-
cluded as follows: 
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• The low cost and minimal resource requirements of low-interaction honeypots allow 
for their deployment in large numbers across multiple network segments. The likeli-
hood of capturing diverse attack attempts increases, and broader visibility into threat 
activity is provided; 

• Focused use cases are identified for these honeypots, including detecting automated 
attacks, gathering essential threat intelligence, and providing an early-warning sys-
tem. The deployment of low-interaction honeypots should be aligned with organiza-
tions’ primary security objectives; 

• It is recommended that logs generated by low-interaction honeypots be integrated 
with SIEM tools or other monitoring solutions. It ensures that the collected data are 
effectively analyzed and utilized to improve security measures; 

• Although low-interaction honeypots are easily deployed, gaps in understanding 
advanced threats may be caused by overreliance on them. Complementation of 
their deployment by other security measures, such as intrusion detection systems 
and high-interaction honeypots, is recommended to provide a balanced defense 
strategy. 

The strategic deployment of low-interaction honeypots is ensured to effectively con-
tribute to threat detection and intelligence through advanced monitoring and integration 
with other security tools while addressing their inherent limitations. 

4.2.4. Applications and Low-Interaction Honeypot Use Cases 

Low-interaction honeypots are particularly effective in environments where cost-ef-
ficiency and ease of management are prioritized. In small to medium-sized businesses, the 
use of such measures is often observed, particularly where resources for complex cyber-
security solutions may be limited. These honeypots are commonly deployed in educa-
tional settings to provide hands-on experience in essential threat detection and response. 
Additionally, organizations, such as Internet service providers or enterprises managing 
extensive IT infrastructures, offer valuable tools for monitoring large-scale network activ-
ity. These organizations deploy multiple low-interaction honeypots to identify trends in 
attack behavior and allow for adjustments in defenses accordingly. 

4.2.5. Comparative Insights 

Compared to high-interaction honeypots, low-interaction honeypots offer a less de-
tailed but more manageable solution for threat detection. High-interaction systems lack 
depth and realism; however, their simplicity reduces risks and operational overhead. 
High-interaction honeypots are considered more suitable for research and forensic analy-
sis, while low-interaction honeypots are recognized for their excellence in scalable deploy-
ment and early-stage threat detection. 

Low-interaction honeypots provide a practical and efficient approach to cybersecu-
rity, allowing organizations to monitor and respond to a wide range of attacks. Although 
the comprehensive insights of high-interaction systems cannot be replicated, their ease of 
use and low cost are recognized as essential components of layered security strategies. 
When integrated with other tools and techniques, low-interaction honeypots significantly 
contribute to an organization’s threat intelligence and defensive capabilities. 

4.3. Hybrid Honeypots 

Hybrid honeypots combine the strengths of low-interaction and high-interaction 
honeypots, resulting in a versatile and robust solution for cybersecurity challenges. Inte-
grating these two approaches addresses the limitations inherent in each type, achieving a 
more comprehensive threat detection and analysis system. This dual-layered strategy 
maximizes scalability while achieving detailed insights into attacker behavior. 
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4.3.1. Characteristics and Benefits Are Identified and Discussed 

The defining feature of hybrid honeypots is the ability to operate on multiple levels 
of interaction. Low-interaction honeypots are deployed as the initial layer, utilized as scal-
able and efficient gateways designed to attract a wide range of attacks, including auto-
mated exploits and reconnaissance scans. Upon detection of an attack, suspicious activity 
is redirected to a high-interaction honeypot for deeper engagement and analysis. Organi-
zations use this layered architecture to balance resource efficiency with detailed threat 
intelligence. The scalability of hybrid honeypots is recognized as one of the primary ad-
vantages. Extensive networks can be covered by the low-interaction layer with minimal 
overhead, making it suitable for monitoring diverse attack vectors across large infrastruc-
tures. Simultaneously, the high-interaction layer provides the depth necessary for analyz-
ing complex and targeted attacks, capturing valuable information about advanced TTPs. 
Additionally, it has been noted that hybrid honeypots are highly adaptable and can inte-
grate various components and methods to address specific organizational needs. The ef-
fectiveness of hybrid systems in dynamic threat environments is ensured by this flexibil-
ity, where the strategies of attackers have continually evolved. 

4.3.2. Considerations for Hybrid Honeypot Deployment 

The implementation of hybrid honeypots must be carefully planned to optimize 
functionality and ensure seamless interaction between the two layers. Hybrid honeypots 
rely upon effective communication between the low- and high-interaction components. 
Robust configurations and protocols are required to ensure that alerts from the low-inter-
action layer are efficiently escalated to the high-interaction layer for further analysis. The 
placement of hybrid honeypots within a network is considered critical. The low-interac-
tion layer is to be positioned to detect a wide array of external and internal threats, while 
the high-interaction layer is to be isolated in a secure environment to prevent the pivoting 
of attackers into production systems. The low-interaction layer exhibits resource effi-
ciency, while the high-interaction layer requires significant computational power and 
monitoring capabilities. Organizations must allocate resources effectively to ensure the 
performance and reliability of the hybrid honeypot system. Automated mechanisms for 
transferring suspicious activity from the low-interaction layer to the high-interaction layer 
should be incorporated into hybrid honeypots to minimize response time and enhance 
efficiency. Manual intervention is reduced, and timely analysis of potential threats is en-
sured. 

4.3.3. Applications and Hybrid Honeypot Use Cases 

In enterprise environments, hybrid honeypots are regarded as particularly valuable 
due to the requirements for both broad coverage and detailed threat analysis. Extensive 
corporate networks, critical infrastructure, and cloud-based environments are well suited 
for monitoring. The scalability of low-interaction honeypots and the analytical depth of 
high-interaction systems are leveraged, allowing for effective detection and response to 
both generic and advanced threats by hybrid honeypots. In research and development, 
hybrid honeypots are employed to investigate evolving attack methodologies and assess 
new security measures’ effectiveness. They collect detailed data on sophisticated attacks, 
making a valuable tool available for refining cybersecurity strategies and developing in-
novative defense mechanisms. 
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4.3.4. Insights of Comparison 

The gap between low- and high-interaction systems is bridged by hybrid honeypots, 
with the best attributes of both being combined. Hybrids offer more detailed insights com-
pared to low-interaction honeypots without scalability being sacrificed. In contrast to 
high-interaction honeypots, it has been observed that hybrids are more resource-efficient 
and can handle a broader range of attacks. It is suggested that hybrid honeypots are con-
sidered an optimal choice for organizations seeking comprehensive and cost-effective cy-
bersecurity solutions. 

4.3.5. Challenges and Limitations 

Despite their advantages, hybrid honeypots face challenges in deployment and 
maintenance. Integrating low- and high-interaction components must be performed with 
technical expertise and careful configuration to ensure seamless operation. Additionally, 
the complexity of these systems can increase the likelihood of misconfigurations or false 
positives if not correctly managed. The effectiveness of hybrid honeypots is maintained 
through regular updates and monitoring. As detection mechanisms are adapted to attack-
ers, the evolution of hybrid systems is required to ensure relevance and capability in ad-
dressing new threats. 

Hybrid honeypots are recognized as powerful and versatile tools in modern cyber-
security. They combine low-interaction systems’ scalability with high-interaction systems’ 
analytical capabilities, resulting in a balanced threat detection and analysis approach. 
When deployed strategically, hybrid honeypots enhance an organization’s ability to iden-
tify, understand, and respond to a wide range of cyber threats, thereby being regarded as 
an essential component of a comprehensive security strategy. 

4.3.6. Full Fake Network 

Entire fake networks within an organization’s infrastructure, commonly referred to 
as decoy or deception networks, are created as a highly effective strategy for diverting 
attackers away from critical systems. These networks simulate a legitimate environment’s 
architecture, services, and applications with fake data and endpoints. When attackers in-
filtrate the network, interaction with these decoy systems is lured, wasting time and re-
sources while TTPs are revealed. The primary advantage of deploying fake networks is 
reducing risk to critical systems through the misdirection of attackers. Attractive targets 
that mimic sensitive systems, such as databases or internal servers, are presented by fake 
networks, which are acted upon as traps that delay the progression of attacks. Security 
teams utilize the delay to detect, monitor, and analyze the attackers’ activities in real-time, 
allowing for rapid incident response and mitigation. 

Furthermore, the cost and complexity of an attack can be increased by fake networks. 
Attackers must expend additional effort to determine whether real systems or decoys are 
being engaged. This uncertainty reduces the likelihood of successful exploitation, while 
the chances of attackers exposing themselves through errors or premature actions are in-
creased. In addition to defense, these decoy networks provide valuable insights into attack 
trends and emerging threats. Detailed logs and interaction data are captured, allowing 
security teams to improve their understanding of threat actors and refine broader cyber-
security strategies. When deception technologies such as honeypots and honeytokens are 
combined with fake networks, a critical component of a layered defense strategy is estab-
lished, ensuring that attackers are continuously misled and vital systems are safeguarded. 
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4.4. Summary of Honeypot Types 

The categorization and analysis of honeypots into low-interaction, high-interaction, 
and hybrid types possess distinct advantages and limitations, reflected in their unique 
roles in cybersecurity. Low-interaction honeypots are characterized by simplicity, scala-
bility, and low maintenance requirements. These systems excel at early-stage detection of 
threats, such as automated attacks, brute-force attempts, and basic reconnaissance activi-
ties. However, the effectiveness of understanding sophisticated attacker methodologies is 
restricted by their limited emulation capabilities and data quality, as deep insights into 
tactics, techniques, and procedures (TTPs) cannot be provided. 

High-interaction honeypots are recognized for their detailed emulation of real-world 
systems and extensive engagement with attackers. These systems capture rich data, such 
as attacker behavior, malware samples, and the exploitation of zero-day vulnerabilities, 
and are deemed invaluable. Their use is considered particularly beneficial in research and 
forensic investigations, where the entire lifecycle of an attack is understood to be crucial. 
Despite these advantages, significant resources are required to deploy and maintain high-
interaction honeypots, and scalability for large-scale threat monitoring is limited. 

Hybrid honeypots bridge the gap between the two extremes. These systems combine 
the scalability and efficiency of low-interaction systems with the analytical depth of high-
interaction honeypots. These systems utilize a layered approach, in which suspicious ac-
tivities are filtered and redirected by low-interaction components to high-interaction en-
vironments for deeper analysis. This balance enables comprehensive threat detection and 
analysis while the resource demands and operational complexity associated with high-
interaction honeypots alone are mitigated. 

The strengths and weaknesses of each type are emphasized in Figure 2, focusing on 
detection range, emulation accuracy, data quality, scalability, extensibility, embeddabil-
ity, setup complexity, and maintenance requirements. Low-interaction honeypots demon-
strate high scalability and minimal resource demands, while high-interaction honeypots 
exhibit superior data quality and emulation realism. A balance is achieved through hybrid 
honeypots, which are versatile for various cybersecurity objectives. 

 

Figure 2. Honeypot-type comparative analysis. 



Informatics 2025, 12, 14 17 of 38 
 

 

Specific organizational needs, available resources, and targeted threat vectors should 
inform the choice of honeypot type. Low-interaction honeypots are suitable for organiza-
tions prioritizing large-scale deployment and early detection, whereas high-interaction 
honeypots are optimal for detailed forensic investigations. Hybrid honeypots are bal-
anced and represent an effective solution for organizations requiring scalability and de-
tailed threat intelligence. Integrating these systems within a layered cybersecurity strat-
egy ensures a comprehensive threat detection, analysis, and mitigation approach. 

5. Honeypot Solutions and Comparison Criteria 
The pivotal role of honeypots in cybersecurity is recognized. This section outlines the 

selected honeypots and the criteria used for their evaluation, providing insights into at-
tacker methodologies and offering assistance in threat detection and mitigation. 

5.1. Honeypot Categories and Their Implementations 

A selection of widely used honeypot solutions was evaluated across various catego-
ries to provide a comprehensive analysis of their capabilities and applications. The se-
lected honeypots were categorized according to their primary use cases, which included 
protocols, platforms, and attack vectors. The categories and corresponding solutions are 
included as follows: 

• SSH honeypots, Kippo, and Cowrie are designed to mimic Secure Shell (SSH) ser-
vices, with attacks targeting remote access protocols being captured; 

• HTTP honeypots, including Glastopf, Nodepot, and Google Hack Honeypot, emu-
late web services to detect attacks such as SQL injection, XSS, and other web vulner-
abilities; 

• WordPress honeypots, including Formidable Honeypot, Blackhole for Bad Bots, and 
Wordpot, monitor threats specific to WordPress installations and plugins; 

• Database honeypots such as ElasticHoney, HoneyMySQL, and MongoDB are uti-
lized. HoneyProxy replicates database services to analyze SQL injection and data ex-
filtration attempts; 

• Email honeypots, including Honeymail, Mailoney, and SpamHAT, are designed to 
collect information about spam and phishing campaigns; 

• IoT Honeypots: HoneyThing simulates IoT devices, enabling the detection and anal-
ysis of IoT-specific threats; 

• Other honeypots, including Dionaea, Honeypot-FTP, HoneyNTP, Thug, and Ca-
narytokens, are encompassed by a broader spectrum of use cases such as malware 
collection, FTP-based attacks, and phishing. 

5.2. Selected Honeypots for Evaluation 

A comprehensive set of honeypots was selected for this study, which addresses di-
verse attack vectors and represents different categories of interaction levels and function-
alities. The honeypots that have been chosen include Honeyd, Dionaea, Cowrie, Amun, 
Glastopf, Kippo, and Thug. The need to evaluate a diverse range of tools that align with 
research goals of assessing honeypot effectiveness, scalability, and operational require-
ments is reflected in this selection. 

The justification for the selection of these honeypots is presented as follows: 

• Honeyd is recognized as a versatile tool capable of simulating a wide range of ser-
vices using TCP or UDP protocols, thereby being deemed ideal for understanding 
broad-spectrum attacks; 
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• Dionaea is recognized for its capability to capture and analyze malware, with mali-
cious payloads being preserved for in-depth study, thereby addressing malware-spe-
cific threats; 

• Cowrie and Kippo: These SSH honeypots were selected to emphasize logging de-
tailed attacker interactions, including commands and keystrokes, which provide in-
sights into exploitation tactics directed at remote access systems; 

• Amun is a lightweight honeypot designed to emulate multiple services, balancing 
versatility with ease of deployment and making it suitable for studying general attack 
behaviors; 

• Glastopf specializes in simulating vulnerable web applications, effectively capturing 
web-based attacks, such as SQL injection and XSS; 

• Thug is designed as a client-side honeypot that emulates web browsers and plugins 
and is considered critical for analyzing malicious websites and payloads that target 
end users. 

A comprehensive evaluation of the capabilities of these honeypots in handling dif-
ferent types of cyber threats, ranging from brute-force attacks on SSH services to web-
based vulnerabilities and malware delivery, was provided through their selection. The 
selection process ensured a balance between diversity in attack coverage and practical 
considerations, such as deployment complexity and the relevance of the attack scenarios 
to real-world cybersecurity challenges. 

The evaluation of widely used honeypot solutions is highlighted, revealing their di-
verse capabilities and applications. Organizations can now select tools tailored to specific 
protocols, platforms, and attack vectors, enhancing their overall security posture. 

5.3. Framework for Comparison 

An objective and detailed evaluation was ensured by assessing the selected honeypot 
solutions using a set of predefined criteria. These criteria were developed based on the 
authors’ expertise and existing literature [36]. The following aspects were considered in 
the evaluation framework: 

• Detection Scope: This criterion evaluates the range of attack vectors and threats a 
honeypot can detect. A broader detection scope indicates the honeypot’s versatility 
in identifying various attack methods, including malware propagation, exploitation 
attempts, and unauthorized access; 

• Emulation Accuracy: This parameter measures the fidelity of the honeypot in repli-
cating real-world systems and services. High emulation accuracy is critical for de-
ceiving attackers and capturing realistic attack scenarios. However, this metric is less 
relevant for high-interaction honeypots, as genuine applications or services are often 
involved; 

• Data Quality: The value of a honeypot is primarily influenced by the quality of the 
data collected. This includes the granularity of logs, contextual details about attacks, 
and the ability to capture unique insights into attacker behavior; 

• Reliability: This criterion assesses the honeypot’s ability to function consistently un-
der varying workloads. Honeypot’s reliability is ensured by its ability to withstand 
high volumes of attacks without failure, thereby maintaining effectiveness in dy-
namic environments; 

• Scalability and performance must be efficiently managed by honeypots to accommo-
date increasing workloads and to scale across distributed networks. The capacity of 
a honeypot to support multiple instances and distribute processing demands across 
parallel computing nodes is evaluated by this metric; 
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• Extensibility is critical for extending and customizing a honeypot to meet specific 
organizational needs. This metric quantifies the ease with which new features or 
functionalities can be added; 

• Embeddability: This criterion evaluates how much a honeypot seamlessly integrates 
with other cybersecurity tools or systems. Effective embeddability ensures compati-
bility with SIEM platforms, threat intelligence systems, and other security infrastruc-
ture; 

• Setup and Usage Complexity: This section examines the technical effort required to 
configure and operate the honeypot. Solutions characterized by simpler setups and 
intuitive management interfaces are considered more accessible to organizations 
with limited resources; 

• Requirements for Maintenance: This criterion evaluates the ongoing effort required 
to maintain the honeypot, including software updates, log management, and trou-
bleshooting. 

Evaluating honeypot solutions based on predefined criteria ensures a comprehensive 
analysis of their capabilities. The detection scope, emulation accuracy, data quality, relia-
bility, scalability, extensibility, embeddability, setup complexity, and maintenance re-
quirements are highlighted to guide organizations in selecting solutions aligned with their 
security needs and operational capacities. 

5.4. Process of Analysis 

A systematic analytical approach was followed in the evaluation of honeypot solu-
tions. The performance of each solution was assessed under simulated attack scenarios 
against the defined criteria. Common cyberattacks, such as brute force, phishing, and mal-
ware delivery, were included in these scenarios, along with advanced techniques that tar-
geted specific protocols or platforms. The results of this analysis provided a nuanced un-
derstanding of the strengths and limitations of each honeypot solution. For example, da-
tabase honeypots such as HoneyMySQL effectively captured detailed SQL injection at-
tempts, whereas HTTP honeypots like Glastopf demonstrated superior capabilities in sim-
ulating vulnerable web applications. SSH honeypots like Cowrie offered extensive log-
ging capabilities, with attacker commands and interaction patterns being captured in de-
tail. 

The following sections build upon this evaluation, with detailed case studies and 
practical recommendations for optimizing honeypot performance and integrating it into 
broader cybersecurity strategies. This work aims to support organizations leveraging 
honeypot technology to strengthen their defenses and gain a deeper understanding of 
emerging cyber threats. 

5.5. Practical Evaluation Methodology 

A practical evaluation of the selected honeypots was conducted by simulating net-
work attacks in a controlled testbed environment to complement the feature-based com-
parison. The performance in real-world scenarios was aimed to be assessed, and the ca-
pabilities were validated against predefined criteria, including detection scope, reliability, 
and scalability. A segmented network environment was designed for the testbed, with 
internal- and external-facing systems incorporated to mimic realistic organizational infra-
structure, as shown in Figure 3. Isolated virtual machines were utilized to deploy honey-
pots, ensuring that interactions with attackers were contained within the testbed, prevent-
ing unintended impacts on production systems. Both benign user behavior and malicious 
activities were included in the simulated traffic to replicate diverse network conditions. 
Standard penetration testing tools such as Metasploit and Nmap were used to simulate 
these attacks for scanning, brute-forcing, and exploitation attempts. At the same time, 
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custom scripts were employed to simulate malware delivery and credential harvesting 
attacks. 

 

Figure 3. Testbed setup: segmented network environment. 

A segmented network environment was designed for the testbed, with internal- and 
external-facing systems integrated to simulate realistic conditions. Honeypots were de-
ployed on virtual machines within a controlled infrastructure, with VMware ESXi 8.0 be-
ing utilized as the virtualization platform. Ubuntu 20.04 and Windows 11 were the oper-
ating systems for the honeypots, while Kali Linux was used to simulate attacks. Network 
traffic was routed through a firewall to replicate real-world segmentation and security 
measures. Additionally, logging tools were configured on the honeypots to capture inter-
action logs, system events, and network traffic, ensuring comprehensive data collection 
was achieved during the experiments. 

Three primary scenarios were evaluated: reconnaissance attacks, credential-based at-
tacks, and payload delivery. Specific capabilities of the honeypots were tested through the 
design of each scenario, and intermediate results were produced that validated their per-
formance. The ability of the honeypots to detect and log scanning activity was evaluated 
for reconnaissance attacks. Network scans targeting open ports and service banners were 
performed using tools such as Nmap and Nessus. Techniques such as TCP SYN, ACK 
scans, and service enumeration were employed in these scans. It was shown that basic 
details, such as IP addresses and scanning intervals, were logged by low-interaction 
honeypots, but insights into the scan techniques were lacking. In contrast, high-interaction 
honeypots captured detailed logs, including identifying scanning methods (e.g., Nmap 
SYN scan) and potential attacker intent. The capability of the honeypots to withstand and 
log brute-force login attempts was assessed in credential-based attacks. Iterative username 
and password combination testing on SSH and HTTP services was conducted using au-
tomated tools such as Hydra and custom Python scripts. Attack input, including key-
strokes and authentication attempts, was captured by high-interaction honeypots, such as 
Cowrie, which provided valuable insights into attack strategies. Meanwhile, failed low-
interaction honeypots recorded login attempts and source IP addresses, but interaction-
level details were not captured. In the payload delivery scenario, the ability of the honey-
pots to capture and analyze malicious payloads was tested. Malware samples, including 
reverse shells and ransomware, were delivered through HTTP POST requests and FTP 
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uploads. High-interaction honeypots, such as Dionaea, were utilized to capture and pre-
serve the delivered files, allowing for further analysis of their behavior and associated 
Indicators of Compromise (IOCs). Low-interaction honeypots logged file upload at-
tempts, but the files were not retained for subsequent examination. 

During the reconnaissance phase, the superiority of high-interaction honeypots was 
demonstrated by providing granular details regarding scanning methods and attacker be-
havior. In contrast, low-interaction honeypots were restricted to basic logging, including 
IP addresses and scanning intervals. The importance of interaction-level logging was 
highlighted by the results from credential-based attacks, with detailed attacker inputs, in-
cluding keystrokes and authentication attempts, being significantly captured by high-in-
teraction honeypots compared to low-interaction systems. Finally, it was underscored by 
the payload delivery tests that the critical role of file-capture capabilities was highlighted, 
with Dionaea being recognized as an effective tool for the preservation and analysis of 
malicious payloads, thereby enabling more profound insights into malware behavior and 
associated Indicators of Compromise (IOCs). 

Each honeypot was configured according to standard deployment guidelines to en-
sure consistency and comparability across the solutions. The logs and alerts generated by 
the honeypots were captured and analyzed through a centralized logging system, which 
ensured comprehensive data collection. A variety of attack scenarios were included in the 
evaluation, such as port scanning, SSH brute-forcing, SQL injection, and malware deliv-
ery. Automated and manual attacks replicated a broad spectrum of threat actor behaviors. 
Key metrics were recorded during the evaluation, including detection time, accuracy, re-
source utilization, and scalability under varying attack loads. The effectiveness of honey-
pots in providing actionable intelligence was evaluated by analyzing logs and alerts gen-
erated during these interactions. The strengths and weaknesses of each honeypot in han-
dling specific attack types were identified through a comparative analysis. The predefined 
comparison criteria aggregated and evaluated the results to draw meaningful conclusions. 

The following section details the findings from this practical evaluation, and conclu-
sions are presented based on the honeypots’ performance during the simulated attack sce-
narios. The integration ensures alignment of the narrative with both the feature-based 
comparison and the practical observations, providing a holistic view of the honeypots’ 
capabilities. 

6. Comparative Evaluation and Results Analysis 
This section presents an in-depth comparative evaluation and analysis of the selected 

honeypot solutions using the previously defined criteria. Each solution’s performance, ca-
pabilities, and limitations are systematically assessed in this evaluation, aiming to high-
light the strengths and weaknesses of various honeypot tools. The findings across criteria 
such as detection scope, emulation accuracy, data quality, reliability, and operational com-
plexity are summarized in Table 1. 

Table 1. Results of evaluation based on defined criteria. 

 Honeyd Dionaea Cowrie Amun Glasstopf Kippo Thug 

Detection range 
Multifunc-

tional 
Multifunc-

tional 
Specialized 

Multifunc-
tional 

Specialized Specialized 
Multifunc-

tional 
Emulation accuracy Acceptable All right All right Acceptable Excellent All right All right 
Quality of collected 

data 
Weak Excellent All right All right All right All right All right 

Readability Excellent Excellent All right Excellent All right Acceptable Acceptable 
Scalability Excellent All right Acceptable All right Acceptable Acceptable Acceptable 



Informatics 2025, 12, 14 22 of 38 
 

 

Expandability Excellent Excellent All right Excellent Excellent Acceptable All right 
Embeddable Acceptable Excellent Acceptable All right All right Acceptable All right 

Setup/Use complex-
ity 

Acceptable All right All right All right All right All right All right 

Maintenance All right All right Acceptable All right All right All right All right 

Detection range 
Multifunc-

tional 
Multifunc-

tional 
Specialized 

Multifunc-
tional 

Specialized Specialized 
Multifunc-

tional 

The evaluation criteria presented in Table 1 are used to classify the performance lev-
els of honeypot solutions across various metrics through qualitative descriptors. The de-
scriptors—”Weak”, “Acceptable”, “All right”, and “Excellent”—are arranged hierarchi-
cally to indicate the relative effectiveness and reliability of each honeypot solution. 

• Poor performance or significant deficiencies in a given attribute characterize a weak 
category. Solutions categorized as “Weak” fail to meet minimum standards, demon-
strating limited utility or reliability in practical cybersecurity scenarios. For example, 
honeypots rated “Weak” in data quality may have incomplete or unstructured logs 
collected, resulting in a diminished threat analysis value; 

• Honeypots categorized as “Acceptable” are observed to meet fundamental func-
tional requirements; however, noticeable limitations are exhibited. Although deemed 
sufficient for minimal or constrained applications, the reliability of these solutions 
under complex or high-intensity use cases may be compromised. A baseline standard 
is reflected by this level, which is deemed suitable for less critical environments; 

• The category labeled “All right” indicates moderate performance. Honeypots in this 
tier generally perform well in standard scenarios, with reliable functionality and the 
expectations of routine cybersecurity tasks being met. However, advanced capabili-
ties or scalability required for dynamic or specialized applications may be lacking; 

• The “Excellent” classification is reserved for solutions that demonstrate superior ca-
pability and performance. These honeypots excel at scalability, emulation accuracy, 
and data quality, resulting in consistent outcomes within complex and diverse oper-
ational environments. Solutions in this category are frequently regarded as bench-
marks for the industry. 

In addition to performance levels, honeypots are categorized by their functional 
scope as “Multifunctional” or “Specialized”. 

• Honeypots classified as “Multifunctional” are designed to address various attack 
vectors and cybersecurity needs. These versatile solutions often demonstrate the ca-
pability to simulate multiple services, protocols, or operating environments. Particu-
lar value is attributed to them in environments where diverse threats must be moni-
tored simultaneously. A multifunctional honeypot that emulates network protocols 
and application layers provides comprehensive coverage, rendering it suitable for 
large-scale deployments or research scenarios; 

• Honeypots are designated “Specialized” and focus on particular attack types, proto-
cols, or environments. The design has been optimized for in-depth analysis of specific 
threats, including SSH brute-forcing and web application vulnerabilities. While mul-
tifunctional solutions may lack versatility, their narrow focus allows greater accuracy 
and detail in targeted scenarios, rendering them invaluable for forensic investiga-
tions or particular use cases. 

Combined with performance levels, the classifications provide a nuanced framework 
for selecting honeypot solutions tailored to an organization’s operational priorities and 
cybersecurity challenges. For example, a specialized honeypot exhibiting “Excellent” data 
quality performance is ideal for environments requiring granular threat intelligence. At 
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the same time, a multifunctional solution rated “All right” may be utilized for broader 
monitoring needs in less critical contexts. 

The comparative analysis of various honeypot solutions across multiple evaluation 
criteria, including detection scope, emulation accuracy, data quality, reliability, scalabil-
ity, extensibility, integration, and maintenance, is illustrated in Figure 4. The performance 
of each honeypot is represented as a distinct polygon on the radar chart, enabling a visual 
comparison of strengths and weaknesses. The capabilities of the honeypot are enhanced 
as the area covered by the polygon increases. For example, consistently high scores are 
demonstrated by Dionaea across all criteria, reflecting versatility and reliability, while 
Honeyd excels in scalability, although data quality and integration are lagged. The vary-
ing applications and trade-offs of each honeypot solution are underscored by this figure, 
which aids in organizations’ selection of the most suitable tool for specific cybersecurity 
requirements. The radar chart visually captures the nuances, with a concise yet detailed 
representation of the evaluation results being provided. 

 

Figure 4. Combined honeypot comparative analysis. 

Among the solutions evaluated, Honeyd demonstrated notable versatility through 
its ability to simulate any service using TCP or UDP protocols. This capability grants a 
broad detection range, although the quality of data collection is limited to fundamental 
information such as timestamps and IP addresses, which diminishes the utility for de-
tailed analysis. Conversely, Dionaea employs modular protocols to cover a similarly ex-
tensive detection range. At the same time, exceptional data collection capabilities are dis-
tinguished, particularly in preserving malware for in-depth analysis. 

The honeypot Cowrie focused on SSH services with a narrower detection range. At 
the same time, detailed logging of attacker actions, including commands and keystrokes, 
is excelled. The value of Cowrie for targeted forensic investigations is attributed to this 
specificity. Modular components are utilized by Amun to emulate multiple services, re-
sulting in a balance between versatility and high emulation accuracy. Vulnerable web ap-
plications are simulated by Glasstopf, with exceptional accuracy demonstrated by execut-
ing realistic exploits by attackers. Kippo, like Cowrie, is targeted at SSH services but is 
limited in scope. At the same time, Thug is designed to emulate web browsers and plugins 
to analyze threats posed by malicious websites with high fidelity. 
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Honeypot solutions evaluate the critical parameter of reliability. Honeyd exhibits 
consistent performance under various workloads, while Dionaea stands out with stability 
during extended periods of high traffic. Cowrie ensures seamless integration with widely 
used threat intelligence platforms, providing reliability and compatibility. Similarly, ro-
bust reliability is maintained by Amun, Glasstopf, and Kippo during testing, though per-
formance is constrained by design limitations in Glasstopf. 

The ease of installation and use is found to vary significantly across the evaluated 
honeypots. Honeyd’s straightforward setup is accessible to users with basic technical 
knowledge, whereas Dionaea’s installation process, despite being slightly more complex, 
is well documented, facilitating implementation. Cowrie strikes a balance, offering intui-
tive configuration while requiring expertise to maximize its advanced features. Glasstopf 
and Kippo are considered easy to deploy, while Thug demands significant technical pro-
ficiency due to the complexities involved in its browser-based emulation setup. 

Regarding scalability and performance, Honeyd exhibits high efficiency, with the ca-
pability of managing up to 100 IP addresses provided by its default configuration. Dio-
naea supports multiple network interfaces and IPs, enhancing its utility in large-scale de-
ployments. Cowrie and Amun exhibit scalable designs, with configuration changes being 
allowed by Cowrie without system restarts. It has been determined that Glasstopf and 
Kippo are suitable for moderate-scale applications; however, the robustness of Honeyd 
and Dionaea’s performance is not matched. Thug supports concurrent sessions, while 
moderate bandwidth usage is reflected by its resource-intensive operations. 

The differentiation of these honeypot solutions is attributed to their extensibility and 
integration capabilities. Honeyd features a modular architecture, allowing for moderate 
customization, while Dionaea offers exceptional extensibility through modular compo-
nents. Cowrie and Amun similarly support modular expansion, exhibiting notable inte-
gration capabilities. Glasstopf and Kippo provide satisfactory modularity, while ad-
vanced expertise is required to realize Thug’s full potential, which is extensible. 

The embeddability of these honeypots, or their ability to be integrated with other 
tools, is further influenced by their utility in comprehensive cybersecurity strategies. Hon-
eyd lacks robust integration interfaces, while Dionaea demonstrates excellence through 
its SQLite database and compatibility with external systems. Cowrie’s seamless integra-
tion with threat intelligence platforms is underscored by its operational utility. Amun and 
Glasstopf achieve moderate integration capabilities while lacking an API interface limits 
Kippo’s applicability in integrated setups. Thug provides satisfactory embeddability, 
though its complexity can hinder streamlined integration. 

Maintenance requirements present varying challenges. The minimal maintenance 
needs of Honeyd are recognized as enhancing its operational efficiency, while Dionaea 
maintains stability over time despite minor issues. Although reliability is associated with 
Cowrie, significant management effort is required due to the intricate configuration op-
tions. Amun, Glasstopf, and Thug, being categorized as low-interaction honeypots, are 
associated with reduced maintenance requirements; however, periodic attention is neces-
sitated by the complexity of Thug. 

A notable distinction is found between these honeypots regarding their buildability 
and emulation services. Multiple versions of Honeyd are accessible, but basic Python 
scripts are relied upon for emulation, limiting the interaction depth. In contrast, Dionaea 
demonstrates high proficiency in emulating services, with protocols such as SMB, HTTP, 
FTP, and MySQL covered with impressive realism. This capability enhances Dionaea’s 
effectiveness in analyzing complex attack scenarios. 

The specific objectives of the deployment determine the choice of a honeypot system. 
Low-interaction honeypots, such as BOF and specter, are characterized by simplicity in 
configuration and minimal risk, making them suitable for detection. High-interaction 
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systems, such as Mantrap and Honeynets, are designed to facilitate deeper engagement 
with attackers, allowing for comprehensive data collection while introducing additional 
risks. Hybrid approaches offer a balanced solution by combining low-interaction systems’ 
scalability and high-interaction honeypots’ analytical depth. 

A honeypot strategy is required to be developed with careful consideration of several 
factors. The type of honeypot, network placement, operating system selection, and service 
configuration are considered critical decisions. Regular updates to honeypot systems are 
required to maintain their appeal to attackers, while robust monitoring and logging mech-
anisms are incorporated to capture detailed activity data. Deception techniques, such as 
honeytokens and lure services, further enhance the ability of the honeypot to engage at-
tackers and gather intelligence. The selection and deployment of honeypots are affected 
by the availability of resources. Organizations with limited resources may prioritize low-
interaction honeypots due to minimal hardware and maintenance requirements. In con-
trast, hybrid or high-interaction honeypots can be considered by those with moderate to 
high resource availability for more comprehensive threat analysis and engagement. It is 
ensured that the chosen honeypot strategy is aligned with the organization’s budget, in-
frastructure, and personnel capabilities, optimizing its effectiveness without overburden-
ing resources. 

A decision tree is presented in Figure 5, designed to assist in selecting the most suit-
able honeypot solution based on organizational needs, resource availability, and specific 
cybersecurity objectives. A primary decision regarding deploying a honeypot is initiated, 
followed by evaluating factors such as the focus on breadth or depth of coverage, resource 
constraints, and the specific type of analysis required (e.g., web application, database, or 
general malware analysis). Honeypot solutions are recommended, including Dionaea for 
malware analysis and scalability, Glasstopf for web-focused threats, and Cowrie for in-
depth SSH interaction at the terminal nodes. This structured approach allows organiza-
tions to make informed, data-driven decisions tailored to operational requirements and 
technical capacities, ensuring optimal honeypot deployment. 

 

Figure 5. Honeypot selection decision tree. 

The comparative evaluation of honeypot solutions reveals a diverse landscape of 
tools, each characterized by unique strengths and limitations. Honeypot selection is 
aligned with organizational objectives and integrated into broader security frameworks, 
allowing for effective leveraging of these systems to enhance cybersecurity posture. The 
importance of a strategic approach to honeypot deployment is underscored, with a bal-
ance being achieved between technical capabilities and operational goals. 

Purpose of Honeypot
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(e.g., Versatility, Scalability)

High Depth
(e.g., Emulation Accuracy, Data Quality)
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Use Thug
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(SSH Interaction)
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7. Best Practices and Recommendations 
The insights derived from this research are categorized into three key areas: imple-

mentation strategies, foundational safety assumptions coupled with mitigation tech-
niques, and seamless integration of honeypots into existing security infrastructures. These 
categories provide a comprehensive framework for maximizing the efficacy of honeypot 
deployments while mitigating potential risks. In the following sections, a systematic eval-
uation of these topics will be conducted, with their significance highlighted and practical 
recommendations offered to enhance the utility of honeypots in diverse cybersecurity con-
texts. 

7.1. Honeypot Implementation Strategies 

An appropriate honeypot implementation strategy must be selected by carefully con-
sidering an organization’s vulnerabilities, its most susceptible attack vectors, and its ca-
pacity for managing system maintenance. For example, it may be found that low-interac-
tion honeypots are suitable for organizations primarily exposed to basic bot attacks due 
to their simplicity and ease of deployment. In contrast, environments that are faced with 
more sophisticated threats may require the utilization of high-interaction honeypots, 
which are characterized by the demand for advanced technical expertise and resource al-
location. 

Multiple methodologies are used to implement honeypot systems, which must be 
aligned with the organization’s objectives and security posture. A clear understanding of 
the desired outcomes should guide the type and number of honeypots deployed. Arbi-
trarily deploying honeypots within a network without a thorough knowledge of the sys-
tem’s purpose and configuration is ineffective and does not yield actionable intelligence. 
Therefore, it is essential that a foundational understanding of the chosen honeypot type 
be acquired before installation. 

Technical expertise and human resources significantly influence the successful im-
plementation of honeypots. Robust knowledge of computer science and advanced secu-
rity concepts is required for high-interaction honeypot systems, in particular. These sys-
tems aim to deceive attackers and collect detailed information about their activities while 
ensuring the honeypot remains unknown. The effectiveness of a poorly concealed honey-
pot is at risk of being lost, and reputational damage may even be incurred. 

Deployment strategies for honeypots are broadly categorized into external and inter-
nal implementations. In an external deployment, a honeypot is configured within a pub-
licly accessible environment, such as a demilitarized zone (DMZ). A DMZ is defined as a 
subnet utilized to isolate specific services, enabling the observation of attacker behavior 
and data collection on malicious activities, such as worms and network surveillance. This 
configuration provides insights into external threats targeting the organization, as shown 
in Figure 6. 

Internal implementations are designed to detect and analyze threats within an organ-
ization’s network. These honeypots focus on insider threats, malware propagation, or un-
authorized access from within the organization. For instance, if an employee tries to com-
promise a system on the local network, an internal honeypot can be utilized to deceive the 
attacker, allowing for capturing critical data regarding their identity, tactics, and intent. 
This approach is considered particularly valuable for identifying and mitigating insider 
threats. 

The honeypot implementation strategy aligns with the organization’s specific needs, 
resources, and threat landscape, enhancing the ability to detect, analyze, and respond ef-
fectively to diverse cyber threats. 



Informatics 2025, 12, 14 27 of 38 
 

 

 

Figure 6. Decision flow for honeypot deployment strategies. 

7.2. Security Assumptions and Mitigation Techniques 

When honeypots are deployed as part of a multi-layered security defense strategy, 
organizations must carefully address several critical factors to ensure their effectiveness 
and safety. The considerations encompass honeypot placement, isolation, tracking, 
maintenance, integration with other security measures, and adherence to legal frame-
works. Each aspect plays a vital role in enhancing the utility of honeypots and mitigating 
associated risks. 

The effectiveness of a honeypot is significantly impacted by its location within the 
network. Honeypots that are strategically positioned are provided to potential attackers, 
with legitimate targets being presented, thereby increasing the likelihood of engagement. 
The environment where a presence is likely to be established by attackers should be con-
sidered for placement within the network. For example, the deployment of outward-fac-
ing honeypots in external infrastructures is associated with exposure to regular scans, bot-
net exploits, and diverse attack methods, which often increase signal noise and complicate 
the identification of genuine threats. Conversely, the identification of insider threats or 
localized infections is focused on by internal honeypots, with more targeted insights into 
potential vulnerabilities being offered. 

Isolation is to be maintained to minimize risks, with honeypots being kept separate 
from critical systems within the network. Sensitive information should never be stored, as 
access to a honeypot could be exploited by attackers to launch lateral attacks. Configura-
tions are designed to entrap attackers within a controlled environment, enabling the col-
lection of valuable intelligence while access to other network resources is prevented. 

Comprehensive monitoring and data collection are essential for the effectiveness of 
honeypots, and they must be meticulously monitored. The primary purpose is to gather 
intelligence on attackers’ TTPs. Regularly analyzing honeypot logs is crucial for identify-
ing malicious activity and generating actionable alerts. This analysis enhances an organi-
zation’s ability to promptly respond to potential attacks and refine its overall security pos-
ture. 

Regular updates and proper management ensure a honeypot’s authenticity. Security 
personnel must ensure that honeypots are convincingly replicated as natural systems. 
Failure to maintain an updated and realistic honeypot diminishes its attractiveness, re-
sulting in reduced utility. Proficient management ensures the honeypot’s continued func-
tionality in detecting and analyzing cyber threats. 
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7.2.1. Integration with Broader Security Measures 

Honeypots should seamlessly integrate into an organization’s security infrastructure, 
including firewalls, intrusion detection systems, incident response frameworks, and SIEM 
platforms. This integration amplifies the honeypot’s value, as dynamic contributions to 
threat detection and alert generation can be made. Furthermore, honeypots offer unique 
opportunities to refine and enhance detection systems by leveraging real-time intelligence 
from attacker interactions. 

The assumptions underlying honeypot deployment and associated risks are recog-
nized as necessitating a strategic approach to ensure effectiveness. A comprehensive over-
view of these security assumptions, potential risks, and recommended mitigation strate-
gies is provided in Table 2. Key considerations are highlighted, such as the necessity of 
ensuring realistic decoys to prevent the identification of honeypots by attackers, the im-
plementation of strict network segmentation to isolate honeypots from production sys-
tems, and the utilization of multiple data sources to enhance the accuracy of threat intel-
ligence. This table is a practical guide for addressing common challenges in honeypot de-
ployment, emphasizing the importance of proactive measures to minimize risks and max-
imize utility in detecting and analyzing malicious activity. 

Table 2. Assumptions, risks and mitigation strategies for honeypot deployment. 

Security Assumption Potential Risk Mitigation Strategy 
Honeypot isolation prevents lateral 

movement. 
The attacker identifies the honeypot 

and avoids it. 
Ensure realistic decoys with controlled 

data flow. 
Deployed honeypots collect attacker 

TTPs. 
Incomplete or misleading data may 

lead to poor threat modeling. 
Use multiple honeypots and correlate 

data with external sources. 
Honeypots attract only malicious traf-

fic. 
False positives from benign users ac-

cessing the honeypot. 
Filter traffic through access controls or 

pre-screening mechanisms. 

Honeypots are isolated from produc-
tion systems. 

Improper configuration allows attack-
ers to pivot into production environ-

ments. 

Implement strict segmentation, net-
work controls, and logging. 

Honeypots are hidden and undetecta-
ble. 

Advanced attackers use fingerprinting 
to identify honeypots. 

Regularly update honeypot signatures 
to match real systems. 

Honeypots enable early detection of 
threats. 

Insufficient response to collected data 
may lead to missed threats. 

Automate alerts and responses 
through SIEM systems. 

Baits in honeypots are secure from 
misuse. 

Attackers use baits to access other sys-
tems. 

Ensure baits are isolated and carefully 
monitored. 

Data collected from honeypots is help-
ful for analysis. 

Misinterpretation of data may result in 
incorrect decisions. 

Combine honeypot data with other 
threat sources for better analysis. 

Honeypots protect against advanced 
threats. 

Some attackers may bypass honeypots 
without interaction. 

Deploy honeypots in key network loca-
tions to maximize detection chances. 

Resources needed for honeypots are 
adequate. 

Resource limitations reduce the effec-
tiveness of honeypots. 

Adjust the number and type of honey-
pots according to available resources. 

Collaborative honeypot data enhances 
threat intelligence. 

Privacy or legal violations may arise 
from shared data. 

Use anonymized data and adhere to le-
gal and regulatory standards. 

Honeypots integrate seamlessly with 
security systems. 

Poor integration reduces the value of 
honeypot data. 

Ensure compatibility with SIEM, IDS, 
and other monitoring tools. 

Honeypots detect insider threats effec-
tively. 

Insider threats avoid interacting with 
honeypots. 

Use internal honeypots strategically 
placed in sensitive areas. 

Regular updates keep honeypots rele-
vant. 

Outdated honeypots fail to attract 
modern attackers. 

Schedule regular updates and align 
with evolving threat landscapes. 

Honeypot isolation prevents lateral 
movement. 

The attacker identifies the honeypot 
and avoids it. 

Ensure realistic decoys with controlled 
data flow. 
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Deployed honeypots collect attacker 
TTPs. 

Incomplete or misleading data may 
lead to poor threat modeling. 

Use multiple honeypots and correlate 
data with external sources. 

Honeypots and deception systems are valuable for individual organizations and fos-
ter collaborative intelligence. The collective understanding of emerging threats is signifi-
cantly enhanced by sharing data from honeypots across organizations or sectors. For ex-
ample, data on attack patterns, IOCs, and adversary TTPs observed in honeypot environ-
ments are pooled by organizations through threat intelligence platforms. Defenses are 
strengthened through this collaborative approach, which allows for the learning of par-
ticipants from each other’s experiences and the proactive application of countermeasures. 
Actionable intelligence is shared in a manner that is particularly impactful in sectors such 
as finance, healthcare, and critical infrastructure, where cascading effects across organiza-
tions are often caused by cyber threats. For instance, data shared from honeypots de-
ployed in multiple sectors are analyzed, common vulnerabilities are identified, and coor-
dinated responses are developed to mitigate risks. Faster detection and response to APTs 
and zero-day exploits are enabled by collaborative intelligence, as collective data provide 
a broader view of the attack landscape. 

Furthermore, partnerships between the public and private sectors can amplify the 
benefits of deception systems. Governments can leverage insights from private-sector 
honeypots to enhance national cybersecurity strategies, while private organizations can 
benefit from aggregated threat intelligence to strengthen their security postures. Collabo-
rative frameworks such as Information Sharing and Analysis Centers (ISACs) and sector-
specific working groups provide structured mechanisms for secure and effective data ex-
change. 

The raising of ethical and legal concerns is often associated with luring attackers 
through deception technologies, such as honeypots or fake networks, mainly when inter-
actions with data involving privacy considerations occur. The primary goal of deception 
systems is to enhance security; however, alignment with applicable laws and ethical 
standards must be ensured during deployment to avoid unintended consequences. A pri-
mary ethical concern is raised when the deception system utilizes realistic data that mim-
ics sensitive information, such as personally identifiable information (PII) or proprietary 
business data. Even if these data are entirely synthetic, inadvertent interactions by attack-
ers may occur, leading to its storage or sharing outside the organization, which raises po-
tential privacy concerns. Legal liabilities may be incurred if regulators view such actions 
indirectly as exposing sensitive data to unauthorized parties. 

Another challenge is presented by jurisdictions where the monitoring or recording 
of attacker activities in honeypots is governed by strict privacy laws, such as the General 
Data Protection Regulation (GDPR) in Europe. Organizations may require the disclosure 
of monitoring tools, even when targeting malicious actors, which could conflict with the 
covert nature of deception technologies. 

Organizations must adopt a transparent and compliant approach to deploying 
honeypots and decoy networks to address these concerns. The following points are re-
quired: 

1. It has been established that all data utilized in deception systems is entirely synthetic 
and does not replicate any actual sensitive information; 

2. A thorough review of privacy and surveillance laws in applicable jurisdictions is con-
ducted to ensure compliance; 

3. Disclosure policies are maintained by organizations where required, ensuring clarity 
about the use of deception technologies and their intended purpose; 
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4. Risks should be minimized by designing deception systems that contain attackers 
within controlled environments, thereby preventing lateral movement into actual 
production systems or unintentional exposure of accurate data. 

Adherence to these practices can help organizations leverage the benefits of decep-
tion technologies while minimizing potential ethical or legal risks, ensuring a responsible 
approach to enhancing security. 

7.2.2. False Credentials Challenges 

The management of false credentials is recognized as a notable challenge in deploy-
ing honeypots and deception systems. Although these credentials are often intentionally 
designed to attract attackers, complications can inadvertently arise from their improper 
management. For example, attackers may detect and identify that these credentials are 
part of a deception strategy, making the honeypot ineffective. Poorly constructed false 
credentials could be exploited by sophisticated adversaries to pivot toward legitimate sys-
tems, thereby increasing the organization’s risk. Additionally, ethical and legal concerns 
could be raised if false credentials are inadvertently mimicked by legitimate user accounts 
or sensitive information is referenced. Attackers can exfiltrate and disseminate these cre-
dentials, resulting in reputational damage or potential regulatory scrutiny. The im-
portance of ensuring that false credentials are carefully crafted, monitored, and isolated 
from real production systems is underscored by this challenge. To mitigate these risks, it 
is recommended that credentials distinct from actual user accounts be utilized to avoid 
confusion or exploitation. Robust logging and monitoring systems should be imple-
mented to detect and analyze any interactions with false credentials. The false credentials 
should be regularly updated and validated to ensure their effectiveness and prevent com-
promise of security or ethical standards. 

Mitigation Techniques: To safeguard against DoS attacks, it is recommended that 
rate-limiting mechanisms be included in honeypot configurations to prevent excessive 
simultaneous requests from overwhelming the system. Such configurations enable ad-
ministrators to effectively control data flows while system integrity is preserved, and ro-
bust data collection is ensured. Additionally, exploit-based and anomaly-based methods 
must be incorporated into intrusion detection mechanisms to identify deviations from 
standard traffic patterns promptly. Reference data, including intrusion signatures and 
baseline behavioral profiles, should be dynamically updated to reflect current threat land-
scapes. Configuration data are stored for intermediate results, which aid in refining de-
tection mechanisms and maintaining system adaptability. 

7.2.3. Content Filtering and Traffic Control: 

ontent Filtering Systems (CFSs) can augment honeypots by restricting access to harm-
ful content, ensuring that attackers are directed toward the honeypot. In contrast, risks to 
legitimate systems are mitigated. These filters enhance the honeypot’s ability to isolate 
malicious activity and protect the broader network. 

Combined with deception techniques, honeypots create a multi-faceted defense 
mechanism that enhances cybersecurity effectiveness. Deception techniques create realis-
tic but fake assets, such as files, credentials, or entire network environments, to mislead 
attackers and study their behavior. Honeypots achieve several objectives through this in-
tegration alongside the proposed methodologies. 

1. Enhanced Luring: Luring capabilities are achieved through deception techniques 
that increase the attractiveness of honeypots by mimicking high-value assets or vul-
nerabilities likely to attract attackers. For instance, decoy databases or credentials 
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placed within the honeypot environment guide attackers deeper into the trap, ena-
bling detailed monitoring and engagement; 

2. Behavioral Analysis in Depth: Attackers’ methods, tools, and intentions are revealed 
in greater detail as interactions with the deception-enhanced honeypot occur. This 
insight contributes to understanding emerging threat patterns, and actionable intel-
ligence is provided to secure actual systems; 

3. Delay and Diversion: Deception techniques combined with honeypots are a delay 
mechanism, with attackers diverting from critical systems. Organizations present 
convincing but controlled environments to allow time for detection, analysis, and re-
sponse while ensuring the security of production systems; 

4. Real-Time Threat Detection: Specific attacker actions, such as attempts to exfiltrate 
sensitive data or exploit particular vulnerabilities, can be identified and flagged 
through deception in honeypots. These actions trigger alerts, allowing incident re-
sponse teams to respond swiftly; 

5. Integration with Threat Intelligence Platforms: The data collected from honeypots 
utilizing deception techniques can be directly shared with threat intelligence plat-
forms, enhancing the broader security ecosystem by contributing new IOCs and at-
tacker profiles. 

The proposed approach maximizes threat detection, analysis, and mitigation effi-
ciency by aligning honeypots with deception techniques. This combination ensures a pro-
active and robust defense strategy that adapts to dynamic threat landscapes. Addressing 
these security assumptions and implementing robust mitigation techniques can maximize 
the effectiveness of honeypots and minimize risks, ensuring they remain a valuable com-
ponent of a comprehensive cybersecurity defense strategy. 

7.3. Integration with Existing Security Infrastructure 

Depending on the desired objectives and the targeted network segment, three pri-
mary approaches can be followed for integrating honeypot technology into an organiza-
tion’s security infrastructure. These approaches deploy honeypots within the Local Area 
Network (LAN), the perimeter network, or directly on the Internet. Each method offers 
distinct advantages and challenges, and its effectiveness is determined by the degree to 
which the design aligns with organizational requirements. 

The comprehensive workflow for honeypot integration into security infrastructures 
is illustrated in Figure 7, with the interactions between honeypots, SIEM systems, intru-
sion detection systems (IDSs), firewalls, and incident response frameworks being high-
lighted. The diagram shows how data collected from honeypots is fed into SIEM for cor-
relation and analysis, is utilized by IDSs for real-time monitoring, and is filtered through 
firewalls for preventive measures. Incident response systems then leverage insights from 
SIEM and IDSs to take actionable steps, creating a feedback loop that enhances honeypot 
configurations and overall security posture. The dynamic interplay of these components 
in strengthening an organization’s defenses against cyber threats is underscored by this 
workflow. 
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Figure 7. Strategic placement of honeypot in a multi-layered network security architecture. 

7.3.1. Honeypots in the LAN Segment 

Honeypots are deployed within the LAN segment, integrated into the internal net-
work, and placed in the same environment as production servers. This honeypot config-
uration detects malicious activities from external sources and internal actors, such as com-
promised devices or insider threats [37]. Figure 8 illustrates the placement of a honeypot 
within the LAN segment. This approach enables comprehensive monitoring of internal 
and external threats, resulting in a dual-layer advantage. 

 

Figure 8. Strategic placement of honeypot in a LAN segment. 

However, this configuration introduces notable security risks. If attackers detect and 
exploit the honeypot, it could be leveraged to infiltrate the internal network. To mitigate 
these risks, low-interaction honeypots in the LAN environment are recommended. Lim-
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LAN-deployed honeypot is particularly effective for uncovering insider threats and map-
ping internal vulnerabilities. 

7.3.2. Honeypots for the DMZ Segment 

Honeypots deployed in the DMZ segment monitor and interact with external threats 
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in this zone to allow for the observation and analysis of malicious activities targeting these 
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outward-facing services. This placement’s primary advantage is its isolation, which is be-
lieved to limit the potential for attackers to pivot into the internal network. 

However, it has been determined that the DMZ’s honeypots are insufficient when 
considered a standalone security solution. Threats within the LAN cannot be detected or 
mitigated, leaving internal systems unprotected. For comprehensive coverage, it is sug-
gested that DMZ honeypots be complemented with additional deployments within the 
internal network. The ability to detect unauthorized access in both the DMZ and within 
the LAN is enhanced by this dual-layered approach. 

7.3.3. Honeypots for the Internet Traffic 

Honeypots are placed directly on the Internet to enable organizations to monitor and 
analyze attacks that originate entirely from external sources. Honeypot is exposed to var-
ious external threats, including scanning, botnet activities, and direct exploitation at-
tempts. Figure 9 depicts the placement of a honeypot outside the corporate network on 
the Internet. This method is particularly effective for gathering intelligence on external 
threat actors and their tactics. 

 

Figure 9. Honeypot deployment in an extranet configuration for enhanced threat monitoring. 

Due to its exposure, traditional protections such as firewalls are lacking in an Inter-
net-deployed honeypot, intentionally left vulnerable to entice attackers. However, the 
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able threat intelligence. This approach primarily focuses on the detection of attacks tar-
geting public-facing infrastructure. 

7.3.4. Considerations for Integration 

The strengths and limitations of each deployment strategy are recognized, and the 
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available resources. Internal threat detection is prioritized in LAN deployments, isolation, 
and external threat analysis are offered by DMZ deployments, and Internet-facing honey-
pots ideally collect intelligence on broader attack trends. 

The deployment strategy for honeypots is guided by robust IT design principles and 
meticulously aligned with defined security objectives to optimize their utility while pre-
serving the network’s integrity. A comprehensive and effective integration of honeypot 
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technology into the existing security infrastructure is achieved by employing a combina-
tion of deployment approaches tailored to the organization’s specific requirements. 

8. Future Works 
As cybersecurity threats grow in sophistication and evolve rapidly, significant inno-

vation in developing and applying honeypots is anticipated. Several emerging trends are 
expected to shape the future trajectory of honeypot technology, with enhanced capabili-
ties being offered and an expansion of their role in organizational cybersecurity frame-
works. 

The detection and analysis capabilities of honeypots are anticipated to be enhanced 
by advancements in machine learning (ML) and artificial intelligence (AI). By leveraging 
these technologies, future honeypots will be able to achieve more precise and automated 
detection of cyberattacks. The integration of ML algorithms is expected to allow honey-
pots to be adapted dynamically to evolving attack patterns, thereby enhancing the ability 
to recognize previously unseen threats. Proactive defense is to be supported by actionable 
insights. 

The increasing focus on automation is expected to revolutionize the deployment and 
operation of honeypots. Automation will streamline the implementation process, ena-
bling honeypots to be deployed more efficiently and reduce manual intervention. Moreo-
ver, systematic automation in data analysis will enable faster and more accurate interpre-
tation of the data gathered by honeypots, enhancing their utility in real-time threat intel-
ligence and incident response. 

Integrating honeypots with other security tools, such as IDSs and IPSs, is a critical 
future direction. Enhanced interoperability and coordination between these systems will 
strengthen the collective ability to detect, prevent, and analyze cyberattacks. This integra-
tion will facilitate a more cohesive security ecosystem, allowing the strengths of multiple 
security tools to be leveraged for comprehensive threat defense. 

The evolution of cloud-based honeypots is aligned with the growing trend of infra-
structure migration to cloud environments by organizations. Cloud-based honeypots are 
positioned uniquely to differentiate between attacks targeted at cloud-native applications 
and those aimed at traditional assets. The increasing importance of this capability is an-
ticipated as cloud adoption is expanded and attackers develop more sophisticated meth-
ods for exploiting cloud-based vulnerabilities. 

Honeypots will also contribute to advancements in deception-based security technol-
ogies. As a component of broader fraud and diversion strategies, honeypots will enhance 
the ability to misdirect attackers, creating additional layers of complexity within organi-
zational defenses. These deceptive methods will be critical in delaying attackers and in-
creasing the cost of executing successful intrusions. 

The ongoing development of these trends is underscored by the enduring relevance 
of honeypot technology in combating cybercrime. Advancements in AI and ML are being 
incorporated, automation is being enhanced, integration with security tools is being fos-
tered, and adaptation to cloud-based infrastructure is being undertaken, ensuring that 
honeypots will be maintained as a vital component of cybersecurity strategies. As increas-
ingly sophisticated attackers confront organizations, the effectiveness of honeypot tech-
nology is ensured in addressing current and emerging challenges through innovation. The 
role of honeypots is expected to be solidified as indispensable tools in safeguarding digital 
assets and maintaining robust security postures. 
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9. Conclusions 
The increasing complexity and specificity of cyber threats necessitate proactive and 

sophisticated countermeasures. This study underscores the pivotal role of honeypots as a 
multifaceted defense mechanism within contemporary cybersecurity frameworks. Their 
integration with broader security infrastructures, including firewalls, intrusion detection 
systems, and incident response protocols, highlights their potential to strengthen organi-
zational resilience against evolving cyber threats. 

Honeypots generate actionable intelligence by capturing and analyzing attacker 
TTPs. This paper distinguishes between research honeypots, recognized for their excel-
lence in data collection aimed at forensic and threat intelligence purposes, and production 
honeypots, integrated into security operations for real-time threat mitigation. The 
strengths and limitations of honeypot solutions were revealed through evaluation, allow-
ing for tailored deployments based on organizational needs. For instance, Dionaea and 
Cowrie showcased exceptional versatility and data accuracy, while Honeyd and Thug 
provided insights into scalability and specific attack vectors. This work’s methodological 
contribution is provided by employing simulated network attacks to assess honeypot ef-
ficiency, which offers an empirical basis for comparing solutions. Detection and logging 
capabilities across selected honeypots were evaluated using tools like Nmap and 
Metasploit, and critical insights into their operational effectiveness were revealed. It was 
noted that Amun, Dionaea, Cowrie, and Thug exhibited robust performances in capturing 
and analyzing a wide range of threats. At the same time, Glasstopf and Honeyd faced 
configuration and activity-tracking challenges. 

Furthermore, emerging trends in honeypot technology are identified, including the 
integration of machine learning for automated threat detection, the adoption of cloud-
based honeypots for addressing cloud-native threats, and advancements in deception 
strategies to enhance adversary engagement. These innovations position honeypots as dy-
namic and adaptable tools capable of addressing current and future cybersecurity chal-
lenges. 

The study’s contributions are extended to practical applications, with a decision-
making framework for selecting and deploying honeypots. This framework aids in align-
ing honeypot implementation with specific security objectives and resource constraints 
within organizations. Best practices, such as strategic placement, continuous monitoring, 
and integration with existing security tools, are emphasized, and this research provides 
actionable recommendations for maximizing the effectiveness of honeypots. 

Honeypots are recognized as indispensable components of a layered security strat-
egy, with unique threat detection, analysis, and mitigation advantages. The advancements 
in honeypot technology, along with a robust methodological approach to their evaluation, 
are ensured to maintain relevance and efficacy in the combat against sophisticated cyber 
threats of today and tomorrow. The insights derived from this research contributed sig-
nificantly to the understanding and operationalization of honeypots, with their role in 
safeguarding digital assets and enhancing organizational security postures being rein-
forced. 
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