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Abstract

:

With the arrival of Industry 4.0, interoperability has become a major subject for companies worldwide. It is a crucial asset that enables new technologies and possibilities (Industrial Internet of Things, predictive maintenance or traceability solutions). With the increasing importance of data in business use cases, companies are faced with a choice between two interoperability approaches to deal with the challenge of reconciling different domains: standardization and mediation. This paper presents an analysis of each approach and proposes a decision-making methodology based on the Analytic Hierarchy Process (AHP) that aims to help companies in choosing the most suitable solution to resolve interoperability challenges.
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1. Introduction


Industry 4.0 was born in Germany, the fourth and latest Industrial Revolution; also called Industry of Future, it marks the arrival of digital technologies in the manufacturing environment [1].



The main assets of Industry 4.0 are factory digitization with the implementation of Industrial Internet of Things (IIOT), flexibility with the ability to customize production, new means for production simulation (digital twin) and a reliance on Big Data [2].



All these modern technologies make industrial data collection and exploitation a significant role of Industry of Future. Industrial data have numerous use cases from various domains that can range from predictive maintenance to traceability means [3]. The heterogeneity of data usage and data origins creates new interoperability issues that can cripple business performance if not addressed correctly. In fact, data reconciliation and data cleansing originated from these heterogeneities are time-consuming and do not create any added value. Renault has engaged several Industry 4.0 projects during the past few years and is now facing these problems, especially at the industrial data model level. Therefore, the research on Industrial Data Model Conception and Propagation aims to enhance digital continuity through business layers by implementing sustainable rules for data model creation.



Interoperability research works are not new and have always been a major challenge for enterprises with the multiplication of different technologies. Regarding industrial interoperability, we have conducted a thorough review of the existing scientific literature and have found a limited number of studies that have specifically addressed this topic within the context of real-world industrial constraints. It is worth noting that [4] has conducted a comparison of the two solutions in question. However, it should be acknowledged that this work may now be considered outdated.



Thanks to the flexibility of the Information Technology (IT) world, various solutions have emerged to solve data heterogeneity with every evolving technology. In contrast, the manufacturing domain, where Operational Technology (OT) is prominent, has entirely different constraints, with software and hardware life cycles lasting far longer than in the IT domain (industrial robots are designed to last for decades). This raises the question of the compatibility of IT interoperability solutions for the manufacturing world.



Industrial interoperability is a great concern for current manufacturers, who use many different solutions to solve it. Among these solutions, it is possible to observe two main strategies: standardization and mediation. The two solutions aim to achieve interoperability in diverse ways, but there are currently few scientific research works that compare them. The lack of scientific consensus on the better choice is very problematic for the industry as the wrong decision can impact its future. In our work, we aim to compare standardization and mediation and find the best solution for manufacturers based on their needs. The assessment involves establishing metrics to characterize each potential solution, and the usage of the Analytic Hierarchy Process (AHP) methodology to assign scores to each solution based on the needs of the organization. It will ensure that the selected solution is the most appropriate one, given the organization’s goals and constraints.



Section 2 will focus on the state of the art of the two interoperability solutions, whereas, in Section 3 and Section 4, we develop our methodology of decision making based on the Analytic Hierarchy Process (AHP). Finally, the methodology’s application in an industrial example is presented in Section 5, and we end with a discussion and a conclusion.




2. Interoperability State of Art


2.1. Interoperability Definition


Interoperability is a crucial aspect of Industry 4.0 for manufacturers, given the need for different domains with varying characteristics to collaborate seamlessly. The purpose of this section is to provide a comprehensive definition of interoperability that can be applied to different domains, each with its specific requirements and goals [5].



Heterogeneity in the industrial domain is multidimensional and it becomes imperative to represent it in a global architecture [6]. In the scientific literature, the first reference model for this architecture is Reference Architectural Model Industrie 4.0 (RAMI 4.0). A German strategy to modernize industry to accommodate the integration of new technologies, it first appeared in 2011 at the Hannover Industrial Fair. It aims to improve the flexibility, efficiency and quality of industrial production by formalizing the ecosystem into branches and layers. The architecture is visualized along three axes. The X axis shows the stages of a product life cycle and value chain in accordance with the IEC 62890 standard, including product development, production and maintenance. The Y axis determines the layers of the industrial ecosystem that interact with the product. Finally, the Z axis embodies the hierarchical layers of an enterprise according to IEC 622264 and IEC 615125. In the context of researching inter-domain interactions in a global ecosystem, the RAMI 4.0 architecture is particularly interesting because it provides a global understanding of the organization and interactions between domains throughout the product life cycle (Figure 1).



Globally speaking, the term interoperability refers to the capacity of two systems to communicate and exchange information without any comprehension issues that would impact the performance or its functionalities. Systems are a set of entities working together as part of a mechanism or an interconnecting network. As interoperability is a wide theme, the literature has proposed many frameworks that organize enterprise interoperability in a specific structure for a better understanding. In the work of [7], the authors have performed a literature review with the definition of multiple frameworks. Thus, the ANTHENA [8] and the INTEROP projects [9], which later became ISO 11354:1 [10], both define reference architectures (ATHENA International framework and Framework for Enterprise Interoperability) to analyze interoperability in a standard and structured way. Furthermore, the European Interoperability Framework (EIF) brings the organization to a wider perspective with a global architecture that covers multiple domains related to an enterprise, from a microscopic level to a macroscopic level, such as governance (Table 1). One application of the EIF is the interoperability between public entities from various governments around Europe [11]. In the literature, EIF studies show relevancy to cyber-physical manufacturing enterprises [12] and demonstrate the completeness of the framework for other domains.



Although the framework defined by the EIF is complete, it is, however, not entirely suitable for an industrial ecosystem that is starting a digital transformation because the layers, such as the governance layer and legal layer, are not necessarily a priority. The evolution of traditional industry to Industry 4.0 is not always conducted in a structured multi-layer manner but from a small use case implementation that will scale over time. Additionally, for a better practical application in an industrial context, such as Renault, the interoperability framework should avoid complexity so that it can be understood by everyone in the organization, including non-experts. The reason that it is important to define interoperability at various levels is that it enables a more precise and comprehensive understanding of the concept. This has been the focus of works such as [13], which aim to enhance the standardization of interoperability.



In the work of [14], the authors have defined a framework that is similar to the three lower layers of the EIF and adds the human factor of interoperability (informal interoperability). The latter is particularly interesting because of its impact in a wide ecosystem where the change resistance level, for instance, plays a massive role in the success of an interoperability project. The authors define interoperability in the following levels.



	
Technical specific interoperability is the lowest level of our scope. It represents the communication ability between heterogeneous protocols (for instance, OPC UA communication protocol and MQTT). Information exchanges between two protocols involve sub-elements such as format compatibility, data quality or semantic preservation. Interoperability increases with the lesser intervention needed to enable protocols to “understand” each other. In most cases, technical interoperability can be achieved thanks to various technological means, especially with the help of Information Technology (IT) solutions that serve as translators/mediators.



	
Formal interoperability is a higher level of interoperability that is important for corporations to work efficiently. It involves the organizational capability of a team or a group of people, such as communication, role clarity, objective clarity or business process modeling. In a high-interoperability operating environment, each worker has a clear idea of the goal and know who to address in case of problems. This results in a great increase in global efficiency and performance.



	
Informal interoperability is the highest level of interoperability and takes into consideration the human factors of a team or the whole company. Such factors could be change acceptability, cultures, traditions or motivation. Though informal interoperability is more subjective, it remains a valuable piece of information to assess when implementing major changes within a company or an ecosystem (new project, strategy change).






Considering the industrial scope that this paper is aiming for (industrial asset data collection), semantic interoperability is only limited to the understanding of machine variables throughout the plant floor from the enterprise’s data scientists and is often linked to the technical level. Therefore, similarly to [14], we have decided to merge the technical and semantic levels.



As we can see, interoperability is a multidimensional subject, and each barrier must be thoroughly studied to improve it. To do so, interoperability assessment is a good approach to informal and organizational barriers, whereas data analysis can help to solve technical interoperability.



Furthermore, there is a huge amount of knowledge from international organizations that exclusively work on interoperability standardization and improvement over many industrial domains. As far as manufacturing is concerned, we can mention the Open Platform Communication Unified Architecture (OPC UA), an industrial communication and information standard created by the OPC Foundation that aims to achieve interoperability among industrial assets (programmable logic controller, robot, automated guided vehicles) [15].




2.2. Interoperability Impacts


The lack of interoperability is a great issue for major manufacturers as it could have huge impacts on business performance. Interoperability barriers come in different forms (technical, informal, organizational) and cause miscommunication, misalignment or data quality losses within an organization. Reconciling heterogeneity requires a great amount of effort and the appropriate expertise.



Particularly with the arrival of the Fourth Industrial Revolution, where data are considered crucial, data interoperability within different systems based on heterogeneous protocols or technologies is more critical than ever. In the manufacturing world, data quality preservation is a serious challenge because of historical factors and the coexistence of heterogeneous technologies. The silo working approach conducted by different business domains to develop their own protocols and technologies without any consideration of interoperability is one of the causes.



The term data quality is composed of six main parts [16]:




	
Data uniqueness: Covers the existence of a unique value for a specific data attribute within a table.



	
Data consistency: Assures logical coherence within a system that frees them of contradiction.



	
Data integrity: Existence of data values in reference tables from different systems.



	
Data completeness: Existence of data in a specific data attribute or field.



	
Data timeliness: Degree to which data are representative of current business conditions (updated and available).



	
Data conformity: Data are valid if they conform to the syntax of their definition.








After being gathered from the factory floor, data are transmitted to higher levels of IT infrastructure using a variety of protocols, such as Modbus, MQTT and OPC UA. This heterogeneity situation causes a serious decrease in data quality over time because of multiple data handovers and negatively impacts data exploitation for end users (semantic ambiguities, lack of data correspondence). For instance, in the manufacturing domain, information models of equipment suppliers have historically been very heterogeneous. This causes situations in which data scientists can encounter two variables with the same name but with different meanings and lead to poor interpretations. When a variable is misinterpreted, it can compromise the final result, which can lead to poor-quality data. In the (Figure 2), the quality of data from system A has worsened or declined by the time it is received in system C. Data scientists then need to invest a significant amount of time and resources into cleaning these data before they can use them effectively. However, if a solution is implemented to address interoperability issues within the architecture, it can greatly reduce the amount of effort required to clean the data, without adding any real value. This would allow collected data to be understood by different interoperable systems with consistency and conformity, minimizing the need for extensive data cleansing.





3. Towards Industrial-Oriented Interoperability Solutions


3.1. Operational Technology (OT) vs. Information Technology (IT)


Interoperability is a critical subject that is relevant to all aspects of an organization. However, when conducting an interoperability assessment, it is essential to focus on a specific domain as each ecosystem may differ from the others. Therefore, it is crucial to identify the differences within each specific domain of the entire ecosystem.



In a large manufacturing organization such as the automotive industry, OT and IT work in a very complementary way to achieve various business goals [17]. The IT domain of an organization refers to technologies related to computer technology, including cloud computing. As the backbone of the upper layer of the company, it guarantees crucial functionalities related to monitoring, managing and securing data.



The OT domain, on the other hand, focuses on connecting, monitoring, managing and securing industrial operations. It also takes in all physical industrial assets, such as robots, industrial control systems (ICS), programmable logic controllers (PLC) or computer numerical control (CNC). In the world of Industry 4.0, which is heavily evolving around data collection and exploitation, IT and OT convergence is essential. However, while both technologies use data and communication protocols, they remain very different in many aspects.



	
IT devices are easily replaceable with a 3–5-year lifespan. This mitigates the commitment of the company regarding a specific technology or device. In contrast, the operational technology (OT) domain relies on industrial equipment that is designed to operate for extended periods, often spanning several decades. Changes to the equipment and technology used in OT are carefully evaluated and planned well in advance, with an emphasis on maintenance and scalability over the long term.



	
Service continuity and reliability are crucial elements for OT because it involves productivity and the operator’s security. Real time is measured in milliseconds, for instance, where it is measured in seconds or minutes for IT.



	
Given that the subject of our study focuses on the manufacturing domain, it is important to take into account all the specific constraints of OT in the final assessment, such as asset life cycle or scalability perspectives.






For companies, choosing the right solution is a real challenge as it needs to be sustainable in the long run and there are no obvious solutions. The economical factor of the digital transformation is a key criterion and it is linked to the ease of implementation and the efficiency of each solution.




3.2. Interoperability Solutions


3.2.1. Standardization


To achieve technical interoperability, researchers and companies have searched for solutions that can reconcile heterogeneous systems. In this paper, we identify two main strategies: standardization and mediation. Each strategy has its own advantages and disadvantages in regard to the target ecosystem. Standardization may solve final interoperability issues, but if the company cannot implement it or use it correctly, it can also become a money sink without solving all the problems. A full analysis of both the solution and the target ecosystem needs to be performed to find the most suitable solution for the enterprise.



A standard is a technical document designed to be used as a rule, guideline or definition. It is a consensus-built, repeatable way of doing something. To create a standard, working groups and organizations bring together all interested parties, such as manufacturers, end users or domain-specific experts. Standards aim to bring down silo working approaches by reconciling multiple domains together.



It can be expressed through many forms, such as format and syntax conformity, protocol, model and process unification [17]. There are many international domain-specific standards that exist throughout the world. We can mention some widely used standards such as those of the International Organization for Standardization (ISO), which is an independent, non-governmental, international organization that develops standards to ensure the quality, safety and efficiency of products, services and systems [18].



In the manufacturing field, OPC UA is a fast-growing standard that is widely used by over 750 members and thousands of pieces of OPC-UA-compliant equipment with a server/client logic. The main goal of OPC UA is to achieve interoperability within the automation world by using global standardization in such a way that all pieces of industrial equipment can fully understand each other despite communication protocols’ heterogeneity [19].



The OPC UA protocol has its roots in the OPC Classic protocol, which provided a standardized interface for clients to communicate with each other by functioning as a server. It created standards for three main assets: Data Access (DA), Historical Data Access (HDA) and Alarms and Events (AE). Although capable, OPC Classic presents some major flaws. Firstly, it is reliant on Microsoft Windows COM/DCOM technology. Thus, the future evolution of OPC Classic is thereby directly dependent on MS COM/DCOM. Secondly, connections between server/client were difficult and there were no native security configurations. Due to certain limitations and inconveniences associated with the separation of the three assets, the OPC Unified Architecture (UA) was developed as an improvement over the earlier OPC Classic protocol. OPC UA was designed to be platform-independent and not reliant on Microsoft technologies. Additionally, it includes security features and integrates the functionalities of Data Access (DA), Historical Data Access (HDA) and Alarms and Events (AE).



Another strength of OPC UA is its information model standards. In a time when data models are becoming increasingly crucial, the OPC foundation created a layered and hierarchical information model based on industrial assets. The model is devised with three main specification parts, the Core Specification, the Access Type Specification and the Utility Specification. The Core Specification part defines the main functionalities of the OPC UA kernel by structuring the main Address Space, whereas the Access Type specification defines specific Access Types. Finally, the Utility Specification part takes in data discovery and aggregation mechanics (Figure 3). Standardized data models can be used beyond the factory floor and throughout other business layers such as data clients with minimum data cleansing needed.



International working groups composed of industrial suppliers have been actively working on a unique data structuration standard. The outcome is a standardized data model called “Companion Specification” (CS) that is shared by all equipment using the OPC UA standard. The Verband Deutscher Maschinen und Anlagenbau (VDMA) [20], which is the German machinery association, has, for instance, created numerous machinery companion specifications, including the Tightening CS, the Robotic CS or the CNC CS.



Standardization is often viewed as an effective approach to achieving interoperability across various business layers. However, its implementation can be a complex and far-reaching process that may require significant changes throughout the entire ecosystem. Additionally, the adoption of standardization can have a substantial impact on current business processes, which may require careful planning and management to mitigate any potential disruptions.




3.2.2. Mediation


Standards require a certain amount of effort to build and to maintain. Moreover, it is a collective task that mobilizes the expertise of many domains. This can be challenging for some manufacturers who fear the impact and the cost of standardization due to its initial complexity. Therefore, a second approach must be considered to obtain interoperability by relying on IT solutions [21].



Data mediation aims to solve interoperability issues by translating information between two different systems. It is often a data mapping software that receives untranslated data from system A and sends translated data to system B. Translated data sending can be initiated by a demanding client system to the mediator, which will request the source data from the source information system (Figure 4). The final processed data must be fully comprehensible for the demanding system and data quality must be preserved. As a matter of fact, the mediator acts as a semantic gateway between the two systems.



The effectiveness of mediation solutions is closely tied to the semantic gap between systems, and greater semantic disparity can significantly increase the effort required to create such solutions. In many commercial [22] applications that rely heavily on IT assets, similar approaches can be found to address interoperability challenges.






4. Evaluation Methodology of Interoperability Approach Selection


Heterogeneity is an increasing concern for industries because of financial losses due to business and technical system miscommunication. Finding the right solution among standardization and mediation to address heterogeneity can represent a delicate decision for companies, as it usually induces significant changes and impacts the whole business [23]. Moreover, there are very few scientific works that compare the two approaches and help companies to make the right decision based on their current situation.



In our work, we aim to create a methodology that first compares the two solutions and then obtains a decision regarding which solution is more sustainable for a company based on its current situation and future strategies.



4.1. Preliminary Study of the Target Ecosystem


Interoperability is a broad terminology that can regroup systems with various levels of granularity [24]. For instance, the term can simply involve the communication between two PLCs or also a global comprehension between two business processes. Therefore, it is essential to define the limit of the case study of every interoperability operation to ensure its completeness and accuracy.



The first step is to define the main interoperability objectives of the study by identifying heterogeneous systems that are required to be interoperable. This can be, for example, business processes or information systems. When the main targets are identified, it is important to then determine related dependencies that may exist in the whole ecosystem, to anticipate any form of impact. Formalization by using System Engineering Modeling can be helpful to highlight critical dependencies between the studied systems and identify the stakeholders that are involved.



Once the scope and stakeholders are clearly identified, the next step is to assess the initial interoperability level. It is important to suggest a methodology to evaluate the global interoperability of the business level by creating an assessment based on interviews of ecosystem representatives and operatives. The strength of the methodology is the information’s completeness thanks to the breadth of the assessment scope. In fact, the study includes multiple aspects of interoperability, with both technical and human factors, which is essential to study the whole ecosystem. Implementing new solutions, whether it is standardization or mediation, may cause great impacts on the current systems and the success is based on both technical and human challenges.



For [14], interoperability is classified into three categories: informal, formal and technical. Formal interoperability is related to human aspects, such as tradition or change acceptance. Informal interoperability involves organizational, strategy and business goal alignment. Finally, technical interoperability includes the data format, protocols and semantic alignment.



The main goal of the assessment is to evaluate the current interoperability state of the target ecosystem and the change readiness. To be able to do so, several interviews must be conducted with stakeholders that represent each specific organization of the whole ecosystem. This can be done in four steps.



	
Respondent Selection: Respondent profiles (responsibility and experience) must be diverse in order to capture the whole spectrum of opinions. Each selection, however, must be coherent with the main interoperability study.



	
Question Selection: As mentioned before, interoperability is a global term that incorporates informal, organizational and technical aspects. Therefore, interview questions must also be included in these three categories. We decided to not limit the number and the specificity of the questions, so as to encourage open discussions.



	
Interview: Once the profiles and question selections are done, interviews can be scheduled and must serve to assemble information for future analysis. In our study case, interviews are occasions for respondents to fully express their opinions. There should not be any restriction, so as to prevent any form of self-censorship.



	
Information Analysis: Collected information must be processed and analyzed. According to [14], each interoperability level can be divided into subcategories. Based on interview answers, a notation (0–5) and a weight can be assigned to each subcategory with the possibility of creating a graphic chart.






Interoperability level scores can therefore be calculated by using metrics from each subcategory and will reflect the interoperability readiness of the target system.




4.2. Solution Overview Analysis


The first part of the preliminary work focuses on the industrial ecosystem of the case study, whereas the second part will be aimed at a comparison between the interoperability solutions. A first decision analysis can performed by studying the strengths and weaknesses of standardization and mediation. This study is especially efficient to create a quick overview and allow for further specification afterward. Moreover, interoperability solutions are used in the industrial and corporate domains. Therefore, it is critical to take into consideration the business strategy and goals for the decision-making process by representing the strengths and weaknesses.



This study can be performed by using a SWOT, a widely used evaluation tool in the industry that depicts the strengths, weaknesses, opportunities and threats of a product or a solution:




	
The strength of the solution depicts what it does well and how it differentiates itself from others.



	
The weakness of the solution depicts what it lacks (resource and performance limitation) and in which case other solutions perform better.



	
The opportunity covers the industrial environment and the easiness of implementation (change acceptance) and sustainability.



	
The threat will observe internal and external environment obstacles (technology evolution and standards modification) that undermine the sustainability of the solution.








The SWOT tool is interesting in our study case because of its ability to mix solution-specific criteria with industrial business strategies. To use it to its full potential, the clear identification of business goals must be performed with the formalization of essential criteria or metrics (sustainability, level of interoperability and total cost). For instance, in our industrial application, the studied company gives major importance to solution viability over extended periods of time. Therefore, sustainability will be a major deciding factor in our work. Finally, a metric hierarchy must be conducted according to the company strategy, risks, sustainability and impacts. The results of the evaluation of mediation and standardization are presented as follows (Figure 5 and Figure 6).




4.3. Deeper Industrial Analysis: Metric Implementation


SWOT allows a general overview of the solution and can give users a global picture of standardization or mediation within the business process. This is, however, incomplete because of the lack of measurable metrics and scenario projection. A deeper analysis is thus required. In our work, we propose a three-step analysis that will result in the refinement of the impact study of standardization and mediation based on industrial use cases and needs. The steps are as follows:




	
Use case identification;



	
Metric selection and hierarchization;



	
Solution impact analysis.








Standardization and mediation usually revolve around communication heterogeneities between different systems, with communication basically composed of data exchanges. It is consequently relevant to identify business use cases involving data exchange and study the data behaviors or changes that occur during its life cycle. Identified use cases can be categorized into business affiliations to isolate recurring data patterns or behavior.



By analyzing business use cases, it is possible to link data behavior and modification with Key Performance Indicators (KPIs). This will allow us to introduce specific KPIs that will help us to the evaluate the business impacts of standardization and mediation. To be able to precisely measure the impact of the implementation of each interoperability solution, the need for a representative metric is important. As we have already identified the data use cases, we can base our following work on them.



In the industrial and business domain, there exist a huge variety of KPIs [25] and selecting the most relevant ones for the study is essential. As mentioned before, interoperability solutions are heavily linked to data exchanges and industrial/business processes, with all business levels included. For example, there can be heterogeneity between factory floor PLCs, but also between information systems higher up in the business layer, such as predictive maintenance [26]. The KPI choice must thus not be domain-specific and must cover a larger spectrum of business layers.



In the work of [27], they introduced a cloud KPI that covers not only system information metrics but also business performance metrics. This seems particularly suitable for our study case because of the need to measure data performance alongside business process performance. However, it still lacks classification and some KPIs are not directly relevant to interoperability evaluation. Therefore, it is necessary to choose specific KPIs relevant to the study.



Categorizing them into the main parts will give us a better visualization of the global business strategy.



	
Reusability: the capability to reuse the solution.



	
Usability: the ease of use of the solution.



	
Scalability: the capability of the solution to scale.



	
Interoperability: the interoperability level of the solution.



	
Economics: financial aspects of the solution.






To evaluate the performance with the selected metrics, it is essential to first contextualize the environment. Metric scores can vary depending on the current industrial situation. In our case, we identified two main scenario types. The first phase is the implementation phase, which represents the implementation of the interoperability solution in the business process. We could consider this part as a proof-of-concept situation. The second phase will be the maturation phase and will represent the scalability aspect of the initial solution. The two phases must be studied separately and will, respectively, depict a short-term and a long-term scenario. Section 5 will detail the methodology with a use case application to Renault’s industrial processes.





5. Metric Analysis in Regard to Renault’s Ecosystem


5.1. Renault Industrial Data Management 4.0 and Industrial Data Capture and Publish


Renault has been making substantial progress in digitalizing its factories for the past ten years [28]. The reason behind this decision is to satisfy its current industrial and operational needs. It has conducted numerous projects to capture and store data from devices at the plant level (Figure 7). As the volume of data continues to increase, it has become increasingly important to establish a comprehensive data management project that can aggregate all relevant data entities. This need led to the creation of Renault Industrial Data Management (IDM 4.0), which is designed to address these challenges and provide a centralized approach to data management.



According to Renault, data management is identified as three main components that start from the bottom and end at the top:




	
Data exploitation;



	
Data provision;



	
Data acquisition.








Data acquisition is the first step and applies to the plant level. Its role is to collect as much as data possible from industrial devices such as PLCs, robots, sensors, etc. Data sources are multiple and heterogeneous, which greatly complicates the task.



Data provisioning is the second part of the data management project and is responsible for data storage and accessibility. It has a key role in data mapping by contextualizing and interconnecting different data sources. Data provisioning should allow a single point of access.



Finally, the last component of data management is data exploitation. It serves an essential role in data capitalization thanks to its capability to explore and visualize stored data. Data exploitation also uses analytic and machine learning tools to monitor and make decisions.



“Collect once, use many” is the main philosophy behind this project as highly granular and structured data are collected only once to be used in multiple use cases. Industrial Data Capture and Publish (IDACAP) is Renault’s core project for data capture and data publication and is part of IDM 4.0. It has a key role in the data acquisition level and harmonization thanks to standardization tools provided by OPC UA. Although OPC UA’s basic models provide a structured solution for heterogeneous data to be understandable by data users, scalability, evolution and change management must still be addressed. This still creates interrogations for the sustainability of the standardized OPC UA model approach. By 2021, the project IDACAP was already implemented in 19 plants across the world, with over 900 OPC UA servers and more than 800 billion messages.



IDACAP’s architecture allows data from multiple heterogeneous sources to be captured and routed toward the central data lake. At this point, data will be processed and published to make them available for other client projects. At the plant level, captured data are first routed to local OPC UA servers (Unified Data Connector—UDC). The heterogeneity of data sources calls for many communication protocols (Modbus TCP/IP, FTP, TGC, OPC DA and proprietary protocols). In these local servers are embedded various data models for each specific use case. Moreover, UDC servers are responsible for other tasks, such as data historization and data pre-treatment. Data from a UDC are then routed to a local digital flow platform before traveling to the corporate level.



IDM 4.0 is facing interoperability issues due to the heterogeneity of information systems across the global ecosystem. This is due to historical silo working logic and business dissimilarities. Information reconciliation is a tedious process and requires data engineers to commit fully to the task, creating a loss of money and time. The use of our methodology in the Renault industrial case aims to help the company to better visualize the impact of standardization and mediation on its current process.



In a preliminary study, we first identified the different stakeholders of Renault’s digital ecosystem. Within IDACAP, there are three interdependent business levels working together (Figure 8):




	
Data end users (e.g., CBM, traceability, process engineering) that use data from the corporate cloud (Google Cloud Platform—GCP);



	
Information technology/information System (IT/IS);



	
Operational technology (factory floor).









5.2. Establishing Metrics


We have conducted several interviews with stakeholders of IDM 4.0, which consisted of project leaders, project owners and experts, to evaluate the interoperability readiness of the current state of IDM 4.0. It led to the initial conclusion that the ecosystems are aware of interoperability issues and the necessity to solve them. However, resistance to change remains, as employees are not keen to change their working habits. Therefore, standardization seems to be a difficult task to implement at first glance because it implies consequential changes.



To have a better overview of standardization and mediation’s implications, a SWOT analysis is conducted and is based on current existing industrial solutions. Standardization components are based on OPC UA Standards, whereas mediation is based on commercial solutions such as OSIsoft [22] or Mimosa [29]. The SWOT indicates the better scalability capability of Standardization but shows, at the same time, a very complex implementation phase. On the other side, mediation can be easy to implement but has poor scalability capability. The analysis is, however, done at a high level, taking account information gathered in the previous interviews. Deciding on which solution is the best, based on this sole information, is certainly insufficient from a scientific point of view. To go further in our analysis, the use of precise metrics combined with a multi-criteria decision methodology will allow us a deeper understanding of the advantages and disadvantages of each interoperability solution.



Metrics are widely used in numerous different domains to better characterize a solution or a process. Industrial digitalization has enabled metrics that are more suitable for the digital ecosystem. In the work of [27], for instance, selected criteria are described and structured to fit the entire cloud domain. As the cloud domain is composed of different fields of expertise, metrics must not be overly precise, so as to fit all the areas. The selection of metrics for the interoperability analysis is conducted in the same way because of the number of domains composing Renault’s IDM 4.0 project. Furthermore, metrics can be classified into categories as well for better readability and coherence. In [27]’s work, cloud metrics are classified into three main parts: technological, non-functional and economic. Technological metrics represent all characteristics bound to the specific technologies driving the cloud system. This can, for example, be the brand CPU of a computer for a specific realization. Non-functional is the opposite of technological and represents the attributes of a product rather than technological requirements. Finally, economic refers to all the aspects involving the direct or indirect costs of the product. Corresponding to [27], we have decided, in our case, to create three categories that are better suited for the interoperability study (Table 2).



	
Economic: As the name implies, economic is the direct and indirect costs of the interoperability solution, along its life cycle.



	
Technical: Technical represents all the technical aspects of the solution, including maintenance, usability and performance efficiency.



	
Interoperability: This category is based on the previous state of the art of interoperability (informal, formal and technical). It measures how well the solution can achieve these three aspects.






Inside the three categories lie metrics, with some chosen from the cloud metrics mentioned above. For the economic category, there are the following:




	
Implementation cost: the cost of implementing the solution in the digital ecosystem (material cost and study cost). This part only concerns the initial implementation and does not involve scalability perspectives.



	
Maintenance cost: the cost of maintenance of the solution during its life cycle.








For the technical category, there are the following:




	
Efficiency: It measures the resources employed for the service demanded. It also takes into account the quality of the service, which is, in the case of the study, data quality.



	
Ease of implementation: This measures the effort required to implement the solution (time, resources, complexity).



	
Ease of maintenance: This measures how difficult and complex the solution is to maintain.



	
Usability: This takes into consideration the human factor by measuring how complex and difficult it is for an operator to use the solution.








Finally, the last category, interoperability, is composed of the three classifications mentioned in Section 2:




	
Informal interoperability: Is the solution viable with the organization’s traditions? Are the stakeholders willing to adopt the new solution (change resistance)?



	
Formal interoperability: Is the solution well aligned with the enterprise’s strategy? Will adopting the solution help to achieve an interoperable organization?



	
Technical interoperability: How well does the solution solve data and protocol interoperability within the entire organization (format, variable names and structure)?








With the metrics established, they are now ready to be exploited to push the analysis further with a formal multi-criteria methodology.




5.3. Analytical Hierarchy Process (AHP)


Among the numerous methodologies that exist in the state of the art, the Analytical Hierarchy Process (AHP) is commonly used for multi-criteria decision making [30]. The strength of AHP is that it is suitable and used for almost all the applications related to decision making, and thanks to this, the methodology has proven its effectiveness over time, with constant updates and variations. As the methodology of this paper is to be used by not only scientific experts but also industrial representatives, we sought to focus on the simplest version of the AHP so that everyone is able to understand it. In this research case, the methodology used is considered to be particularly well-suited to the task at hand, given that the established metrics are primarily of a qualitative nature.



In layman’s terms, AHP is composed of a goal, choices (solutions) and factors (metrics) (Figure 9). The goal is what the study aims to achieve (for example, deciding on the best solution to choose) and the choices are the different options available, with factors associated with each.



Most of the time, factors are not equally important, as some are more important than others. Factor importance can be represented as weights, with higher weights being more decisive than lower ones. As the number of factors grows, weight distribution can become a tedious task, prone to inaccuracy and inconsistency. AHP offers a way to overcome this barrier by performing a pairwise factor comparison. In other words, two factors are put together and we ask the following question: is factor A more important or less important than factor B? To help in answering the question, the methodology uses a formal scale of 1 (equally important) to 9 (extremely important). When the answer is less than 1, A is less important than B. As the value approaches 0, the significance of B increases in comparison to A (Figure 10).



Once every pair combination of factors is questioned, it is possible to establish the pairwise comparison based on the different answers to the survey (Table 3).



The comparison matrix serves two primary purposes. Firstly, it allows for the calculation of the weight of each factor, which is based on the numerical values entered into the matrix. Secondly, the comparison matrix is used to assess the consistency of the answers provided, which is determined by calculating the consistency index. Inconsistency is a major threat to this methodology as it will falsify the entire analysis, and it is caused by the inconsistency in the answers. For instance, if a person considers that factor A is more important than factor B and factor B is more important than factor C, by deduction, factor A is naturally greater in weight than factor C. However, if the same person claims that factor C is larger than factor A, the answer is considered inconsistent. The consistency helps to verify the answers and it is generally agreed that an index inferior to 10% (0.1) is considered consistent. In this paper, we will not detail the calculation of weight or consistency, but further information can be found in [30]. Once the weight and consistency are verified, a score can now be attributed to each choice (solution) by multiplying each factor with its associated weight.



Typically, an AHP analysis is done in four steps (Figure 11). The first step is the establishment of the AHP diagram with the chosen metrics and the goal. The second and third steps are to build the pairwise comparison matrices of the metrics firstly, and then the solution with respect to each metric to find the weight. Finally, metrics and solution weights are put together in a synthesis table to establish the solutions’ final scores.



By following AHP principles and using the previous metrics, we can design our own AHP diagram. However, the SWOT analysis demonstrated that mediation and standardization have strengths and weaknesses based on the application conditions, which are the initial launch implementation and the scalability perspective. To evaluate the interoperability solutions in both conditions, two AHPs are conducted, representing each condition with their respective diagrams.




5.4. AHP Application for Best Solution at Launch


	
Step 1: AHP diagram design






The first evaluation is focused on the initial launch condition, in which case the scalability criterion will not be considered. Using the previous metrics, it is possible to build the following AHP diagram.



The diagram (Figure 12) is structured in three different layers. The initial layer in this setup is known as the goal layer, which strives to identify the most optimal solution for the launch condition at hand. Subsequently, the next layer is referred to as the metric category layer, followed by the third layer that is dedicated to the metrics linked to these categories.



	
Step 2: Metrics pairwise comparison matrix






In this step, the answers provided by Renault’s domain experts allowed us to build the pairwise comparison matrix with the following weights of the metrics of layers 3 and 4 (Table 4, Table 5, Table 6 and Table 7).



For layer 2 (Table 4), experts in the field of Industry 4.0 from the Renault Group carried out the assessment. The primary factor taken into consideration when selecting a solution was its impact on the economy. The company has internal validation committees responsible for determining whether the solution is financially viable. While interoperability and technical metrics were also considered, they were not deemed as critical as the economic factor, but still played a significant role in the decision-making process.



In the launch scenario for layer 3 (Table 5), the maintenance cost is not as crucial as it is in the scalability scenario. As a result, we decided to give equal importance to the initial implementation cost and the maintenance cost.



In the launch scenario, the efficiency metric is the most critical factor in the technical metrics category (Table 6). The chosen solution must be efficient in carrying out its tasks and ensure interoperability between different domains. This is particularly crucial in the context of industrial data capture, where real-time process monitoring and traceability use cases require high efficiency. Data quality is also essential for successful data exploitation, making it a key consideration in the decision-making process.



As previously stated, selecting a solution with technical interoperability is of the utmost importance in the short term (Table 7), as it allows for immediate use cases of the data. However, in the long run, formal interoperability also becomes crucial. In order to optimize cross-domain interoperability, the entire ecosystem must be organized accordingly. The consistency index for each matrix is inferior to 10%, which is acceptable.



	
Step 3: Solution pairwise comparison matrix with respect to the metrics






In the same way as in step 2, we conducted a pairwise comparison for the solutions, standardization and mediation, for each metric above by obtaining opinions from several Renault experts. Weights are regrouped in Table 8.



	
Step 4: Synthesis and results






To calculate the final score of each metric using the AHP methodology, we need to multiply the weight of the preferred option obtained from the solution pairwise comparison matrix with the weight of the metric pairwise comparison. For example, the final score for the initial implementation cost metric was calculated by multiplying the weight of the preferred option obtained from Table 8 with the weight of the metric obtained from Table 5, in accordance with the AHP methodology. The result of this multiplication (0.143 × 0.313) is 0.0447.



At the end, the final score for the standardization solution in the launch condition is 0.3685, whereas that for mediation is 0.6294. With the AHP methodology, we can assume that mediation is a better solution than standardization for the initial launch situation as it is far less complex and costly for the organization. The next step of the study is to conduct the same analysis for the scalability situation, which is also the focus of Renault (Table 9).




5.5. AHP Application for Best Solution for Scalability


Scalability is the main focus of Renault for the next few years. The multiplication of use cases and the rise in industrial data needs require the company to find a sustainable and scalable solution for interoperability that can be deployed in its plants all over the world. Here, again, mediation is competing with standardization as the best solution. If we look back at the previous metrics for the launch situation, there are very few that involve scalability. Therefore, it is necessary to add a specific criterion that addresses the scalability challenge for our analysis. Two metrics will provide such information: in the economic category, there is the scalability cost, and in the technical category, there is the scalability capability (both metrics are highlighted in (Table 10)).



The scalability cost includes all direct and indirect costs that are linked to the solution’s scalability. For instance, solution prices are usually not linear as the solution scales. The scalability capability evaluates whether the solution is designed to be scalable. How does the solution react and adapt to a scalable environment? Is it sustainable in time?



	
Step 1: AHP diagram design






The AHP diagram (Figure 13) for scalability includes the addition of the two metrics and, equivalently to the previous analysis, we need to find the weights of layers 2 and 3 to calculate the final solution score.



It is also important to mention that, compared to the initial launch situation, the weight is bound to change as the company goals and priorities are not the same in the solution scalability situation.



	
Step 2: Solution pairwise comparison matrix with respect to the metrics






In this step, layer 2 remains the same for the initial launch situation. In layer 3, the interoperability category remains the same as well. Because of the new metrics introduced previously, the economic and technical categories have been modified (Table 11 and Table 12).



	
Step 3: Synthesis and results






At the end, the final score of mediation is 0.189, whereas the final standardization score is 0.811. We can safely assume that standardization is a better solution for scalability (Table 13). To push the analysis further with a practical example, Section 6 simulates the impact of each interoperability solution on Renault’s data collection processes.





6. Solution Application in Renault’s Data Collection Processes


To practically demonstrate the effects of standardization and mediation on the real system, a comparative implementation simulation is carried out. This simulation tracks the entire journey of data, from its inception to its utilization, to showcase the practical implications of both methods. Our decision to apply each solution to the data collection process was based on the need to address the problem of data heterogeneity at the machine level. In the past, each device or industrial asset had its own protocols, which resulted in a diversity of variable naming and semantics. This issue has become even more significant with the emergence of Industry 4.0, where use cases rely heavily on data exploitation. Therefore, implementing interoperability solutions is essential to overcome this challenge. It is possible to identify three main steps in the data life cycle:




	
Data preparation;



	
Data collection;



	
Data exploitation.








Data preparation (Figure 14) is the first part of the cycle, where, based on industrial use cases, a list of data that need to be collected is decided. A use case can be provided by the factory level (industrial process monitoring, maintenance) or from a data client from the upper layer (traceability). The list is then incorporated into a data model and processed by IT servers.



In the case of standardization, alignment via standardizing variable names between all stakeholders is necessary, and it is expressed by the creation of a unified variable dictionary. This process can be challenging because of the heterogeneity of each domain, but will prevent any further heterogeneity issues in the life cycle.



Mediation, on the other hand, does not require alignment but requires a data mapping for each specific use case. This results in lesser complexity and impact on current systems compared to standardization. Nevertheless, for each new use case, a new data mapping might be required and this may cause a great diversity of situations for the entire ecosystem.



The second part of the process is data collection (Figure 15). Industrial data produced from the OT layer (e.g. PLCs, robots, sensors) are collected by servers and sent to other business layers to be published and exploited.



In the standardized case, the normalization and structuring of data and data models through the business layer will ensure data quality in case of data handovers. Data unsuitable for replication will need algorithm re-adaptation for every new model. On the other side, mediation solutions can fit a specific heterogeneity scenario, and it does not provide a global solution for the whole ecosystem. The architecture involves multiple types of data that are different from one another and are processed at various layers; it will be necessary to employ various approaches to ensure that interoperability is maintained. However, it may not be possible to guarantee the quality of data due to their heterogeneity [31]. Moreover, this may also mean relying on an external supplier to maintain, which, from a business strategic point of view, can become an issue.



Finally, in data exploitation (Figure 16), data are exploited by data end users. Standardized and structured data will provide the possibility for data analysts to elaborate algorithms based on generic data models. This will facilitate replication, thus improving the scaling capabilities. On the contrary, unstructured data from mediation are unsuitable for replication and will need algorithm re-adaptation for every new model.




7. Discussion


Throughout the previous analysis, standardization emerged as the best option for its scalability capability, but it is legitimate to question whether this is always the case. There are indeed many standards, and choosing the right one for a specific ecosystem can be a challenge in itself, as the implementation capability of the standard itself is a concern. Standardization assets are especially valuable in the OT domain as standards provide a sustainable and long-term interoperability solution. However, standards are meant to evolve and grow with time, and creating them is a complex task, especially when it regroups multiple heterogeneous domains. Moreover, even within the same standard, there can be different visions of how the standard can evolve.



One example involves the standardized data model provided by the OPC foundation. As mentioned before, the machinery models are provided by VDMA, which is solely composed of equipment suppliers and has a different point of view from data end users. This model divergence between the standard and the end users, such as Renault, results in the end users implementing their own data model instead of those provided by the standard to fulfill their requirements.



In the Tightening System CS (Figure 17), VDMA proposed a model structuration facilitating industrial assets’ modularity and tightening the results invoked by methods [32].



The CS does not contain any parts and processes information that is crucial for end users to analyze the data. Though the addition of new data is within its scope, the long waiting time between each release is a major barrier to implementation for end users.



In comparison, Renault’s own Tightening Model is more functionally oriented with model structuration, which represents the factory organization.



The structuration provides data analysts with an organizational view that helps them to recontextualize data (Figure 18).



Model heterogeneity needs to be resolved to build a sustainable standard used by every stakeholder of an ecosystem. Alongside our research, we conducted discussions with the OPC foundation to align standard creators and standard users.




8. Conclusions and Future Work


Interoperability is an essential and well-identified concern for most present-day companies. The problem will grow larger as Industry 4.0 pushes heterogeneous domains to work together. Standardization and mediation have emerged as the main solutions to the issue but there is no obvious industrial or scientific consensus in the manufacturing domain taking into consideration the scalability factor. Compared to the Information Technology world, where mediation could be applied, the automation world has different constraints and paradigms. Therefore, an assessment was necessary to point out the main features of each approach while taking the business strategy into consideration. In fact, the industrial and business goals of a company represent major decisive factors.



While standardization may be an effective approach for Renault, it may not necessarily be the optimal solution for other companies with distinct constraints and strategies. There is no universally applicable method for achieving interoperability, and the most appropriate approach will depend on the specific objectives of the organization. There may be certain situations where the traditional learning process is too complex and challenging to navigate, making mediation a more suitable and effective solution [33]. The scope of the interoperability challenge is another important factor, as, in some situations, it may be necessary to employ both mediation and standardization. This is especially relevant for large ecosystems where the different domains are too diverse to be encompassed by a single standard. In the case study at hand, the focus is specifically on the manufacturing domain (OT) and, more specifically, machine data.



Renault’s previous IDACAP studies suggest that mediation provides faster and less disruptive implementation with minimal business impact, while standardization is more challenging and has a greater impact. However, as the business expands, standardization becomes a more attractive option due to its scalability capabilities. On the other hand, mediation solutions may face difficulties in a scalability scenario due to maintenance issues and specific requirements. Since scalability is a major focus for Renault in the coming years, standardization appears to be the more viable and long-term solution.



After data collection, data are exploited by data end users. Standardized and structured data will provide the possibility for data analysts to elaborate algorithms based on generic data models. This will facilitate replication, thus improving scaling capabilities. On the contrary, unstructured data are suitable for replication and will need algorithm re-adaptation for every new model. Finally, the choice of standardization also leads to some deeper questions. Data modeling is the vital centerpiece of data propagation and represents the reconciliation of the main heterogeneous domains, such as OT and IT. Although existing standards help to formalize technical assets, there are still numerous disparities between these two on a global and informal level. An impact assessment needs to be done to highlight the most critical issues. Furthermore, domain-specific differences are also expressed through different data model specifications. The industrial thesis conducted by Renault and CReSTIC on the Conception and Propagation of Industrial Data Models is essential to address these scientific obstacles. The work aims to create model conception rules that take into consideration interoperability, life cycles and data quality. Therefore, this will help to implement digital continuity in a standardized and uniform ecosystem.
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Figure 1. Protocol heterogeneity. 
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Figure 2. Protocol heterogeneity. 
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Figure 3. OPC UA architecture. 
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Figure 4. Data mediation. 
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Figure 5. Mediation SWOT. 
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Figure 6. Standardization SWOT. 
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Figure 7. IDACAP architecture. 
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Figure 8. IDACAP architecture. 
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Figure 9. AHP diagram example. 
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Figure 10. AHP scale. 
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Figure 11. AHP analysis steps. 
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Figure 12. Initial launch diagram. 






Figure 12. Initial launch diagram.



[image: Processes 11 01274 g012]







[image: Processes 11 01274 g013 550] 





Figure 13. AHP diagram for scalability. 
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Figure 14. Data preparation. 
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Figure 15. Data collection. 
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Figure 16. Data exploitation. 
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Figure 17. VDMA Tightening System CS. 
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Figure 18. Renault’s Tightening Model. 
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Table 1. Interoperability layers from EIF.
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	EIF Layers





	Interoperability governance



	Integrated public service governance



	Legal interoperability



	Organization interoperability



	Semantic interoperability



	Technical interoperability
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Table 2. Metric classification.
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Categories

	
Metrics






	
ECONOMIC

	
Implementation cost




	
Maintenance cost




	
TECHNICAL

	
Efficiency




	
Ease of implementation




	
Ease of maintenance




	
Usability




	
INTEROPERABILITY

	
Formal




	
Informal




	
Technical
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Table 3. Pairwise comparison matrix.
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	Factor
	A
	B
	C





	A
	1
	3
	9



	B
	1/3
	1
	1/5



	C
	1/9
	5
	1










[image: Table] 





Table 4. Layer 2 pairwise comparison matrix.
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	Economy
	Technical
	Interoperability
	Priorities





	Economy
	1.000
	4.000
	3.000
	0.625



	Technical
	0.250
	1.000
	0.500
	0.137



	Interoperability
	0.300
	2.000
	1.000
	0.238
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Table 5. Layer 3 economy pairwise comparison matrix.






Table 5. Layer 3 economy pairwise comparison matrix.












	
	Initial Implementation Cost
	Maintenance Cost
	Priorities
	Global Weight





	Initial implementation

cost
	1.000
	1.000
	0.500
	0.313



	Maintenance

cost
	1.000
	1.000
	0.500
	0.313
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Table 6. Layer 3 technical pairwise comparison matrix.






Table 6. Layer 3 technical pairwise comparison matrix.














	
	Efficiency
	Ease of

Implementation
	Ease of

Maintenance
	Usability
	Priorities
	Global Weight





	Efficiency
	1.000
	3.000
	4.000
	3.000
	0.520
	0.071



	Ease of implementation
	0.330
	1.000
	2.000
	0.330
	0.138
	0.019



	Ease of maintenance
	0.250
	0.500
	1.000
	0.330
	0.090
	0.012



	Usability
	0.330
	3.000
	3.000
	1.000
	0.270
	0.037
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Table 7. Layer 3 interoperability pairwise comparison matrix.






Table 7. Layer 3 interoperability pairwise comparison matrix.













	
	Informal
	Formal
	Technical
	Priorities
	Global Weight





	Informal
	1.000
	0.330
	0.2000
	1.101
	0.024



	Formal
	3.000
	1.000
	0.250
	0.226
	0.054



	Technical
	5.000
	4.000
	1.000
	0.674
	0.160
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Table 8. Solution pairwise comparison matrix with respect to the metrics.






Table 8. Solution pairwise comparison matrix with respect to the metrics.










	
	Standardization
	Mediation





	Initial implementation cost
	0.143
	0.857



	Maintenance cost
	0.330
	0.667



	Efficiency
	0.167
	0.833



	Ease of implementation
	0.125
	0.675



	Ease of maintenance
	0.333
	0.667



	Usability
	0.250
	0.750



	Informal interoperability
	0.833
	0.167



	Formal interoperability
	0.833
	0.167



	Technical interoperability
	0.800
	0.200
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Table 9. Synthesis table for initial launch.






Table 9. Synthesis table for initial launch.





	

	
Economy

	
Technical

	
Interoperability

	




	

	
Initial

Implementation Cost

	
Maintenance

Cost

	
Efficiency

	
Ease of

Implementation

	
Ease of

Maintenance

	
Usability

	
Informal

	
Formal

	
Technical

	
Final

Score






	
Standardization

	
0.0447

	
0.1031

	
0.0119

	
0.0024

	
0.0041

	
0.0092

	
0.0200

	
0.0448

	
0.1283

	
0.3685




	
Mediation

	
0.2678

	
0.2084

	
0.0593

	
0.0128

	
0.0082

	
0.0277

	
0.0040

	
0.0090

	
0.0321

	
0.6294
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Table 10. Metrics for scalability.






Table 10. Metrics for scalability.





	
Categories

	
Metrics






	
  Cost

	
Implementation cost




	
Maintenance cost




	
Scalability Cost




	
Technical

	
Efficiency




	
Ease of implementation




	
Ease of maintenance




	
Usability




	
Scalability Capability




	
  Interoperability

	
Informal




	
Formal




	
Technical
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Table 11. Layer 3 economy pairwise comparison matrix.






Table 11. Layer 3 economy pairwise comparison matrix.













	
	Initial Implementation

Cost
	Maintenance

Cost
	Scalability Cost
	Priorities
	Global Weight





	Initial implementation cost
	1.000
	0.2000
	0.140
	0.072
	0.045



	Maintenance cost
	5.000
	1.000
	0.330
	0.279
	0.174



	Scalability cost
	7.000
	3.000
	1.000
	0.649
	0.406
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Table 12. Layer 3 technical pairwise comparison matrix.






Table 12. Layer 3 technical pairwise comparison matrix.















	
	Efficiency
	Ease of

Implementation
	Ease of

Maintenance
	Scalability

Capability
	Usability
	Priorities
	Global Weight





	Efficiency
	1.000
	4.000
	3.000
	0.500
	3.000
	0.277
	0.038



	Ease of Implementation
	0.250
	1.000
	0.200
	0.140
	0.250
	0.044
	0.006



	Ease of maintenance
	0.330
	5.000
	1.000
	0.330
	0.100
	0.137
	0.019



	Scalability capability
	2.000
	7.000
	3.000
	1.000
	4.000
	0.420
	0.058



	Usability
	0.330
	4.000
	1.000
	0.250
	1.000
	0.122
	0.017
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Table 13. Synthesis table for scalability.






Table 13. Synthesis table for scalability.





	

	
Economy

	
Technical

	
Interoperability

	




	

	
Initial Implementation

Cost

	
Maintenance

Cost

	
Scalability

Cost

	
Efficiency

	
Ease of

Implementation

	
Ease of

Maintenance

	
Usability

	
Scalability

Capability

	
Informal

	
Formal

	
Technical

	
Final

Score






	
Standardization

	
0.006

	
0.145

	
0.355

	
0.032

	
0.001

	
0.016

	
0.013

	
0.051

	
0.020

	
0.045

	
0.128

	
0.811




	
Mediation

	
0.039

	
0.029

	
0.051

	
0.006

	
0.005

	
0.003

	
0.004

	
0.006

	
0.004

	
0.009

	
0.032

	
0.189
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