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Abstract

:

With the rapid development of modern technology and information systems, optical anti-counterfeiting and encryption have recently attracted considerable attention. The demand for optical materials is also constantly increasing, with new requirements proposed for performance and application fields. Currently, rare earth ion doped materials possess a unique electronic layer structure, underfilled 4f5d electronic configuration, rich electronic energy level, and long-life excited state, which can produce a variety of radiation absorption and emission. The distinctive properties of rare earth are beneficial for using in diverse optical output anti-counterfeiting. Design is essential for rare earth ion doped materials with multiple responsiveness and multi-channel optical information anti-counterfeiting in the field of information security. Therefore, this mini review summarizes the luminescent mechanisms, preparation methods, performance characteristics and anti-counterfeiting application of rare earth doped materials. In addition, we discuss some critical challenges in this field, and potential solutions that have been or are being developed to overcome these challenges.
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1. Introduction


Rare earth materials are lanthanide elements with atomic number of 57~71 in the periodic table, as well as yttrium (Y) and scandium (Sc), which possess [Xe]4f0–145d0–16s2 and [Xe]4f0–146s2 electron configurations. The special electronic configurations endow rare earth materials with luminescence, paramagnetism, and other characteristics [1,2,3]. The luminescent emission of rare earth ions arises mainly from the f-f transition of 4f electrons and the 4f-5d transition of 4f electrons with 5d electrons. Because the number of 4f electrons varies among different rare earth ions, their electronic transitions and energy level transitions exhibit different forms and are exerted in various luminescence [4,5].



The 4f electrons are less affected by the external crystal field and surrounding environment due to the shielding effect of the outermost electrons on the inner 4f electrons. Therefore, luminescent emission of most trivalent rare earth ions (excluding Ce3+) mainly derives from f-f transitions. The f-f transition possesses linear emission and the spectral band range is wide, which can be extended from the ultraviolet visible region to the near-infrared region [6,7]. Meanwhile, each rare earth ion has a corresponding characteristic emission and insensitive concentration quenching.



In addition, there are some rare earth ions dominated by 4f-5d transitions, which mainly exhibit large absorption intensity, sensitive temperature response, and displaceable emission spectrum. Rare earth ions can also undergo charge transfer state (CTS) transitions besides f-f and 4f-5d transitions. CTS occurs easily in complexes, and the luminescent emission is generated by the charge transition of ligands to metal ions [8].



Due to their unique electronic layer structure, underfilled external shielding 4f/5d electronic configuration, rich electronic energy level, and long-life excited state, rare earth ions can produce a variety of radiation absorption and emission, constitute a wide range of light and laser materials [9,10,11,12,13,14]. The luminescence of rare earth almost covers the whole solid luminescent range, achieving incomparable spectral properties. According to current research results in terms of optical applications of rare earth materials, luminescent output and anti-counterfeiting application are at the forefront [15,16,17,18,19].



With the rapid development of social economy and technology, the emergence of counterfeit and inferior goods seriously disrupts the order of the market, and has seriously damaged the interests of consumers. According to incomplete statistics, direct economic losses amount to hundreds of billions of dollars caused by counterfeit products. Counterfeit products circulating in the market, such as drugs, devices, food, etc., have resulted in countless deaths. Therefore, in order to effectively block the spread of counterfeit products, there is an urgent need to develop advanced anti-counterfeiting materials and technologies [20,21,22,23,24,25,26].



Current common anti-counterfeiting technologies include paper anti-counterfeiting technology, ink anti-counterfeiting technology, physical anti-counterfeiting technology, biological anti-counterfeiting technology, radio frequency identification (RFID) anti-counterfeiting technology, and so on [27,28,29,30,31,32,33]. All anti-counterfeiting technology needs to ensure that it cannot be replicated or imitated. Meanwhile, anti-counterfeiting identification should be easy to inspect and not able to be cracked by third parties within a certain period of time. Among numerous anti-counterfeiting technologies and methods, anti-counterfeiting based on luminescent feature can better meet usage requirements and exhibit more complex performance.



Rare earth ion doped materials with luminescent signal output have received widespread attention from researchers due to their unique and diverse response properties. When a substance is excited (ray, high-energy particle, electron beam, external electric field, etc.) it will be in an excited state, and the energy of the excited state will be released in the form of light or heat [34,35,36]. Rare earth ion doped materials can absorb energy in a certain way and convert it into light radiation. The performance characteristics of rare earth ion doped materials are well suited for developing application channels for anti-counterfeiting to reduce counterfeit and inferior products, and increase the security of genuine brand products.




2. Main Species of Rare Earth Luminescent Materials and Luminescent Mechanism


Rare earth luminescent materials can be classified according to applied range, excitation methods, and emission mode. In terms of applied range, rare earth luminescent materials can be divided into lighting materials, display materials, and detection materials. In terms of different excitation methods, rare earth luminescent materials can be divided into photoluminescent materials, X-ray luminescent materials, electroluminescent materials, and high energy photon excitation luminescent materials. In terms of emission mode, rare earth luminescent materials can be divided into downconversion luminescent materials and upconversion luminescent materials (Figure 1). Luminescence mechanisms will next be introduced, mainly based on the different types of rare earth luminescent materials.



2.1. Upconversion Luminescence


Most luminescent materials usually follow the famous Stokes Law, which states that the energy used to excite a photon is greater than the energy used to emit it. However, some luminescent materials also exhibit Anti-Stokes luminescence, where the excitation wavelength is greater than the emission wavelength. Anti-Stokes luminescence is a special optical process that can convert two or more low-energy photons into one high-energy photon and emit it [37,38,39,40,41,42,43]. The unique performance is due to the existence of some long-lived excited state intermediate levels of light-emitting ions, so that light absorption does not start from ground state, but transitions from the intermediate level to a higher excited state level. There are three common upconversion luminescence mechanisms: excited state absorption (ESA), energy transfer upconversion (ETU), and photon avalanche (PA).



Figure 2a shows a simple upconversion luminescence mechanism for ESA by a three-level system. The emitted central ion is initially in the ground state (1), and the absorption of the first photon excites it to an intermediate excited state energy level (2). If the ion absorbs a second photon before relaxing back to the ground state, it will be excited to a higher energy level (3). The ion radiation then transitions back to the ground state (1), resulting in the emission of a single photon with higher energy. To achieve ESA, the lifetime must be long enough at energy level (2) and the photon flux must be high enough to absorb the second photon before energy level (2) relaxes back to the ground state.



In the ETU process, the sensitizer and activator are combined to produce upconversion luminescence. The simplest ETU process is shown in Figure 2b. The sensitizer first absorbs a photon and is excited to the excited state. The energy is transferred (ET) to the activator and promotes ion transitions to the intermediate excited state level (2). The sensitizer transitions back to the ground state without radiation. The second sensitizer absorbs the photon, and the ET excites it to a higher excited state energy level (3) and releases a higher energy photon from that excited state. ET can also occur in conjunction with other processes. For an ETU to be effective, the sensitizer and activator must be close in space for the ET to occur, and the activator energy of the intermediate excited state must be lower than the excited state of the sensitizer, to provide the energy driving force.



The PA upconversion process is mainly based on the cross-relaxation energy transfer (CR-ET) between ions, as shown in Figure 2c. Initially, all ions are in the ground state level (1). Under laser source radiation, the transition process occurs from level (2) to (3) via ESA. Furthermore, through the CR-ET process, the ions can return to level (2), while promoting the entry of adjacent ions into level (2). Ions undergo multiple ESA and CR-ET interactions. Eventually, this progress will lead to an exponential increase in level (2) akin to an avalanche.



NaYF4 doped with Er3+ and Yb3+ is one of the classic upconversion luminescent materials. Typically, 20% of Y3+ ions are replaced by Yb3+ and 2% by Er3+. The upconversion of NaYF4:20%Yb3+, 2%Er3+ is carried out by the ET mechanism, with Yb3+ as the sensitizer and Er3+ as the activator, as shown in Figure 3. Under the excitation of a 980 nm laser, the electrons in Yb3+ transition from 2F7/2 to 2F5/2, and the Er3+ transitions to the 4I11/2 energy level through the ET process. Er3+ undergoes non-radiative relaxation to the 4I13/2 level, or a second ET excites it to the 4F9/2 level. In addition, a second ET process excites Er3+ from 4I11/2 to 4F7/2 and then produces a non-radiative transition to 2H11/2 and 4S3/2. Er3+ radiates back to the 4I15/2 from three levels and releases high-energy photons.




2.2. Downconversion Luminescence


Downconversion luminescence follows Stokes Law, which refers to the process of absorbing high-energy photons and converting them into low-energy photons for emission. Downconversion can be divided into downshift and quantum clipping. Downshift means that a high-energy photon can only be absorbed and converted into a low-energy photon. Quantum clipping means that high-energy photon energy is absorbed and converted into multiple low-energy photons [44,45,46,47,48].



The downconversion luminescence mechanism is shown in Figure 4. In Figure 4a, the electron transitions from the ground state to the excited state after absorbing photon energy, and continues to transition and emit light of different wavelengths at different energy levels. In Figure 4b, cross relaxation of electrons occurs between the two ions, accompanied by an energy transfer. After the electrons return to the ground state, fluorescence is released, while the remaining energy is transferred to other ions. The process in Figure 4c is similar to that in Figure 4b, based on cross relaxation, emitting multiple photons and simultaneously releasing luminescence. In Figure 4d, electrons transition from the ground state to the excited state after absorbing energy, then transition down to the lower excited state and emit low-energy photons. The energy is transferred with other ions to emit visible light when the electrons return to the ground state.



Upconversion/downconversion emission has been applied in various fields, such as biological imaging, lasers, 3D displays, lighting, anti-counterfeiting, and so on. In order to enhance emission ability, relevant studies have been reported. The following will briefly introduce several common enhancement methods.





3. Luminescence Emission Regulation Pathway


3.1. Regulation of Local Crystal Fields


The f-f transitions of trivalent rare earth ions are mostly caused by electric dipole interactions. Due to the asymmetric crystal field, the opposite parity is mixed into a 4f configuration and the transition prohibition can be broken to a certain extent. The mismatch between cation radius and valence state can effectively regulate the local crystal field, which is more beneficial in enhancing the radiation and absorption transition probability of rare earth ions, which then affect the upconversion/downconversion luminescence [49,50,51].



By doping some metal ions to regulate the local crystal field, or introducing different rare earth ions, the crystal phase will be transformed, and diverse upconversion emission can be achieved. As shown in Figure 5, multicolor and multimode luminescent modulations are successfully obtained in the Tb3+/Eu3+ co-doped (K0.5Na0.5)NbO3 system. The phase transition is caused by the subtle difference of Tb3+/Eu3+ radius and charge imbalance. Combining with energy transfer engineering, (K0.5Na0.5)NbO3:Tb3+, Eu3+ obtains intense green and red multimodal emission.




3.2. Structure Design


In the process of crystal particle growth, the surface will be affected by functional groups in the reaction solution, resulting in fluorescence quenching of activator ions. In order to protect the activator ions from external interference, a shell layer is grown on the surface of the core layer through the design of a core–shell structure.



The construction of the core–shell structure allows for the spatial separation of activators and downconversion centers, greatly suppressing adverse cross-relaxation processes [53,54,55]. As shown in Figure 6, Ce3+ is introduced into the inner core, which serves the regulation of upconversion emission and facilitates ultraviolet photon harvesting with a subsequent energy transfer to downshifting activators in the outer shell layer.




3.3. Dye Sensitized Upconversion


It is common to enhance the upconversion luminescence of activator ions by using Yb3+ as a sensitizer, but the absorption cross section of organic dye molecules is wider, which can better enhance the energy absorption of activator ions. Organic dyes are used as ligands to transfer the energy absorbed by dye molecules to rare earth ions through molecular design and fluorescence resonance energy transfer process [57,58]. As shown in Figure 7, when Alk-pi dye is used to modify upconversion particles, the blue shift emission of Alk-pi overlaps with the Nd3+ absorption spectrum, which obtains a sensitization effect and significant luminescence enhancement.





4. Synthetic Methods


At present, the liquid phase method and solid phase method are the main ways to synthesize rare earth luminescent materials with excellent properties. Solid phase synthesis is simple and easy to operate, but the size and morphology of the product are not uniform. Compared with the solid phase method, the liquid phase method not only has the characteristics of simple synthesis and convenient operation, but also has the advantages of mild reaction conditions, controllable particle size and morphology of products, high product purity, fewer surface defects, and is suitable for the preparation of various materials. Specific preparation methods include the high temperature solid phase method, low temperature combustion method, hydrothermal method, microemulsion method, coprecipitation method, sol-gel method, and so on.



The hydrothermal method is commonly used for the preparation of rare earth luminescent materials. DI water is the main reaction environment. The growth of luminescent nanocrystals is influenced by adjusting reaction temperature, pressure, surfactants, and other conditions. As shown in Figure 8, the crystal phase structure of (Y0.95Eu0.05)PO4 can be transformed from h- to t- by changing the pH, and the adjustment of crystal structure induces an increase in luminescent emission intensity. In addition, the obtained crystal morphology is uniform and the size is controllable.



The thermal decomposition method generally requires a reaction to satisfy anaerobic and anhydrous conditions. The reaction can be added into a certain amount of oleic acid and octadecene to control the morphology, size, and dispersion of the product. The final sample is obtained under a two-step temperature control. Wu et al. obtained multiple morphologies of NaGdF4:Yb3+, Tm3+@NaGdF4 rare earth luminescent materials by thermal decomposition method, as shown in Figure 9. By changing the molar ratio of the precursor core to the shell and heating rate, the spherical, hexagonal planar, tetrahedral, and floral morphologies of 15–100 nm were obtained.



The sol-gel method is based on some chemically active components such as metal complexes and esters as precursors, which then hydrolyze and condense. By controlling the pH, reaction temperature and other conditions, colloids of different shapes are formed. After further aging, the reticular gel is obtained, and finally, the product is obtained through drying, calcination, and other steps. Hediger prepared Y3TaO7:x% Eu3+ rare earth luminescent material by the sol-gel method [62]. A solution was first prepared with 2-ethoxyethanol, tantalum ethoxide, Y(NO3)3, and Eu(NO3)3. An amount of 10 mL of NH4OH ethanol solution was added into the above mixture and continuously stirred for 1 h. The resulting solid was separated by centrifugation. Finally, the obtained solid was annealed at 900 °C or 1100 °C.



The coprecipitation method is to form precipitate, and add the precipitant to a soluble solution containing cations. Subsequently, the precipitate is washed and dried to obtain the target product. Meenambal used the coprecipitation method to prepare β-Ca3(PO4)2:Gd3+, Dy3+, Yb3+ rare earth luminescent materials [63]. The prepared (NH4)2HPO4 aqueous solution was dropwise added to a cationic nitrate solution containing Ca2+, Gd3+, Dy3+, and Yb3+ at 90 °C. After the solution mixture was dissolved, a white precipitate was gradually formed based on the addition of NH4OH at a pH of ~8. The suspension was stirred at 90 °C for 3 h with the appearance of precipitate and dried overnight at 120 °C.



High temperature solid-phase synthesis is the process of crystal growth between solid interfaces at high temperature (1000~1500 °C) to generate a large number of composite oxides. The high temperature solid-phase method is a traditional powder synthesis process, which has some characteristics such as high energy consumption, insufficient powder size, and easy mixing of impurities. However, the powder particles prepared by this method have no agglomeration, and have a good filling ability, low cost, and simple preparation process. An et al. prepared color-tunable Ca20Al26Mg3Si3O68:Ce3+, Tb3+ phosphors via the high temperature solid-phase method. The oxide raw materials were thoroughly ground and placed in a crucible for high-temperature sintering under a reducing gas mixture of 10% H2/90% N2 at 1350 °C for 2 h [64]. Finally, well-crystallized phosphor was obtained.




5. Anti-Counterfeiting Application


The rapid development of modern technology and the inundation of counterfeit products have promoted the emergence of various anti-counterfeiting technologies. Anti-counterfeiting technology is closely linked to many disciplines and has also become the crystallization of the combination and comprehensive application of multidisciplinary scientific and technological achievements, such as holograms, plasmons, and communication encryption [65,66,67,68]. Rare earth luminescent materials have the advantages of good visibility and diverse colors, and can become ideal anti-counterfeiting and information encryption materials.



Optical patterns, as a highly promising protection symbol, are often used for high security protection of valuable documents or items. However, the display of high spatial resolution patterns is particularly crucial in the use of luminescent materials. Rare earth doped luminescent materials exhibit better characteristics in emission profile, fluorescence decay time, photochemical stability, and self-fluorescence background signal.



A good method has been provided for designing practical high-capacity luminescent patterns and encoding by precisely manipulating the polychromatic output and continuously tuning the decay lifetime of nanostructures. Based on the multi-layer NaGdF4 core–shell structure, the shell is changed by Nd3+, Tm3+, Er3+, and the conversion of green and blue luminescence is achieved under excitation at 796 nm and 980 nm [69].



As shown in Figure 10a, time-gated luminescence demonstrates lifetime multiplexing. The delay time is set by a combination of pulse synchronizers and choppers to filter out faster attenuated luminescence. The SMILES pattern is used for encoding and decoding together with time-gated luminescence (Figure 10b). The experimental results are shown in the upper part. Steady-state luminescence of SMILE was observed at 980 nm irradiation. However, no signal can be picked up by time-gated mode or 808 nm irradiation. Then, multiple Tm@Tb@Y@Er@Nd@Y nanoparticles were added to encode MILES. In the time-gated mode, the short-life signal SMILE is filtered, while the long-life MILES emitted by Tb3+ is detected. The same pattern can be seen at 808 nm excitation.



The photoresponsive supermolecule coordination polyelectrolyte (SCP) is constructed by metal coordination and ion interaction. Förster resonance energy transfer promotes photochromism of rare earth ions and diarylenes. The closed-loop/open-loop isomerization of diarylene units leads to the photoreversible light-emitting switch of SCP. Anti-counterfeiting ink is prepared based on SCP and pattern printing, presenting multiple information patterns under UV and visible light radiation, as shown in Figure 11.



The interaction between materials to achieve efficient luminescence performance is also constantly being explored. NaYF4:Yb/Tm@NaYF4:Yb serves as a core layer and grows ultra small CsPbX3 (X = Cl, Br) quantum dots, achieving polychromatic downconversion luminescence and visible light excitation upconversion luminescence, as shown in Figure 12. Under the action of polystyrene, a multicolor fluorescent anti-counterfeiting ink with strong stability is obtained.



Based on ions exchange strategy, a multimodal nanocomposite composed of rare earth doped upconversion nanoparticles and EuSe semiconductors is obtained, and achieves blue and white light emission. At the same time, the content of Tb3+ in the upconversion nanoparticles is changed, and time-gated technology is used to filter Tb3+ or Eu3+ long-lived upconversion emission, expanding the modulation of luminescent colors and achieving the loading of optical information, as shown in Figure 13.



X-ray or UV photo charge storage phosphors have been developed in anti-counterfeiting and information storage. By doping Bi3+ and Ln3+ (Ln = Tb, Pr, or Dy) into LiLuGeO4, the process of carrier capture and release is adjusted to achieve energy transfer. Meanwhile, the doping concentration is controlled under 303 K to 650 K, and the fluorescent powder can achieve high TL intensity to obtain an afterglow of over 10 or 40 h under X-ray or ultraviolet excitation, which has been used in information storage and anti-counterfeiting [74].



The proportion of doped ions can be adjusted, and a controllable hexagonal NaYF4:Yb3+/Ho3+/Ce3+ microcrystal is obtained. Cross relaxation and electron population redistribution occur between Ho3+ and Ce3+. In the temperature range of 300–500 K, the ratio of red to green radiant intensity (IR/IG), as the independent variable of temperature, has good linear characteristics. Meanwhile, potential applications have been obtained for anti-counterfeiting based on the light response generated by temperature changes [75].



The anti-counterfeiting encryption of optical information has gradually been developed through the structural design of materials. Layered hydroxides and rare earth ions are assembled layer by layer, and combined with pyromellitic acid, rare earth ion doped information encryption material is obtained. Under the excitation of ultraviolet and visible light, layered hydroxides doped with rare earth ions exhibit different color emissions, as shown in Figure 14. Combined with symmetric and asymmetric algorithms, multi-dimensional advanced information encryption is achieved.



Zhang et al. [77] used Na2CaGe2O6:Tb3+ phosphor to prepare anti-counterfeiting ink and attached it to a fixed substrate to obtain anti-counterfeiting patterns. Under light irradiation at 254 nm, Na2CaGe2O6:Tb3+ can achieve multicolor transformation based on trap depth and phonon-assisted cross relaxation. Tian et al. [78] synthesized multicolor LiTaO3:Pr3+ phosphor with different doping concentrations of Pr3+ ions, and obtained a multicolor anti-counterfeiting device. Depending on the color difference and duration, the prepared anti-counterfeiting device displayed four different photoluminescence colors under 254 nm ultraviolet light and was applied to a two-dimensional code display. Zhang et al. [79] prepared multifunctional NaNbO3:Pr3+, Er3+ phosphor and embedded them into polymer films to obtain multimodal luminescence (including multiple stimulus responses and up/downconversion luminescence emission). This film is used in the construction of optical anti-counterfeiting security.




6. Conclusions and Perspective


The research of anti-counterfeiting technology based on luminescent materials has gradually become an important subject in the field of optical anti-counterfeiting. Rare earth luminescent materials have been used as the most important components in anti-counterfeiting, showing good optical properties such as upconversion and downconversion. Furthermore, the tuning of light output can be achieved through regulation of local crystal fields, structural design, and dye sensitization methods. Meanwhile, the electron transition process can be determined to obtain the optimal energy path based on the analysis of the up/downconversion luminescent emission mechanism. According to the reaction conditions and functional requirement, the preparation of rare earth doped materials can be carried out through the selection of methods, such as hydrothermal method, thermal decomposition method, sol-gel, and coprecipitation method. Anti-counterfeiting technology is closely linked to many disciplines and is also the crystallization of the combination and comprehensive application of multidisciplinary scientific and technological achievements. Rare earth ions doped luminescent materials possess better characteristics in emission profile, fluorescence decay time, and photochemical stability, which achieve polychromatic output and multiple excitation wavelength recognition. Anti-counterfeiting ink is prepared and patterns printed, presenting multiple information patterns under UV and visible light radiation. Time-gated technology is used to filter Tb3+ or Eu3+ long-lived upconversion emission, expanding the modulation of luminescent colors and achieving the loading of optical information. The excitation source also affects the generation of optical patterns, achieving anti-counterfeiting function. The reaction conditions and cross relaxation also alter the light output, resulting in multiple anti-counterfeiting. Combined with the use of algorithms, the luminescence of rare earth doped materials has also been further analyzed, obtaining multi-dimensional encryption and anti-counterfeiting.



In the more recent development of rare earth luminescent materials, mode supplementation has been achieved through crystal modification, ligand assistance, lattice occupation, or by combination with other optical materials. Ion co-doping strategy and different substrates are coordinated, such as oxides, fluorides, Eu3+ and Eu2+. In addition, the concentration of doped ions can be operated to adjust the trap depth and achieve color emission duration tuning. Moreover, the bandgap of substrate is also an important factor affecting luminescence. The lattice occupation of ions is optimized to maximize the luminescence effect. In the light output mode, multimodal anti-counterfeiting devices can be designed by combining forms such as photoluminescence, electroluminescence, and thermally excited luminescence, for manipulation.



The development of multimodal anti-counterfeiting materials is promotive to achieve variable excitation mode, multicolor luminescence, dynamic luminescence, adjustable luminescence color, and multimodal luminescence. The excitation mode or power is changed to produce visually recognizable color changes, not only dynamic optical information changes generated in the spatial dimension, achieving not only high-level security and anti-counterfeiting, but also high-capacity and multi-scene information storage.



Overall, this mini review aims to provide a simple summary and discussion on up/downconversion luminescence and its anti-counterfeiting application in rare earth doped luminescent materials. There is still much room for basic research, as well as further exploration of new strategies for diverse applications. In the near future, multidisciplinary collaborative research will continue to drive the development of this field.
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Figure 1. Main species of rare earth luminescent materials. 
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Figure 2. (a) Excited state absorption (ESA), (b) energy transfer upconversion (ETU), and (c) photon avalanche (PA). 
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Figure 3. Energy transfer upconversion mechanism in NaYF4:Yb3+, Er3+. 
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Figure 4. Downconversion luminescence mechanism, (a) electrons transition, (b) cross relaxation of electrons occurs between the two ions, (c) based on cross relaxation, emitting multiple photons and releasing luminescence, (d) electrons transition and transferring energy. 
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Figure 5. The energy transfer and luminescence emission process of (K0.5Na0.5)NbO3:Tb3+, Eu3+. Reprinted with permission from Ref. [52]. Copyright 2021 Elsevier Publishing Group. 
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Figure 6. Schematic design of core–shell nanostructure for achieving Ce3+-induced tunable dual-mode emission. Reprinted with permission from Ref. [56]. Copyright 2020 Wiley Publishing Group. 
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Figure 7. Schematic illustration of Alk-pi dye and Nd3+ with upconversion emission enhancement at various concentrations of Alk-pi. Reprinted with permission from Ref. [59]. Copyright 2020 Wiley Publishing Group. 
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Figure 8. Schematic illustration of the possible formation mechanisms of samples and photoluminescence emission spectrum. Reprinted with permission from Ref. [60]. Copyright 2021 Elsevier Publishing Group. 
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Figure 9. Thermal decomposition synthesis of NaGdF4:Yb3+, Tm3+@NaGdF4. Reprinted with permission from Ref. [61]. Copyright 2017 Royal Society of Chemistry. 
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Figure 10. (a) Lifetime multiplexing is used for anti-counterfeiting by time-gated technology, (b) luminescent signal pattern. Reprinted with permission from Ref. [70]. Copyright 2017 American Chemical Society. 
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Figure 11. Pattern printing using SCP as the ink. Reprinted with permission from Ref. [71]. Copyright 2021 Nature Publishing Group. 






Figure 11. Pattern printing using SCP as the ink. Reprinted with permission from Ref. [71]. Copyright 2021 Nature Publishing Group.



[image: Photonics 10 01014 g011]







[image: Photonics 10 01014 g012] 





Figure 12. Multicolor fluorescent anti-counterfeiting ink based on NaYF4:Yb/Tm@NaYF4:Yb and CsPbX3 (X = Cl, Br). Reprinted with permission from Ref. [72]. Copyright 2021 Elsevier Publishing Group. 
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Figure 13. (a) “SHU” pattern with different laser excitation, (b) color change display diagram. Reprinted with permission from Ref. [73]. Copyright 2022 Nature Publishing Group. 
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Figure 14. Programmable broadband responsive lanthanide-doped nanoarchitecture for information encryption. Reprinted with permission from Ref. [76]. Copyright 2022 Wiley Publishing Group. 
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