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Abstract: This study examines the physical-layer security of an indoor visible light communication
(VLC) system using spatial modulation (SM), which consists of several transmitters, an authorized
receiver, and a passive adversary. The SM technique is applied at the transmitters so that only
one transmitter is operational at any given time. A uniform selection (US) strategy is employed to
choose the active transmitter. The two scenarios under examination encompass the conditions of non-
negativity and average optical intensity, as well as the conditions of non-negativity, average optical
intensity, and peak optical intensity. The secrecy rate is then obtained for these two scenarios while
accounting for both signal-independent noise and signal-dependent noise. Additionally, the high
signal-to-noise ratio (SNR) asymptotic behavior of the derived secrecy rate constraints is investigated.
A channel-adaptive selection (CAS) strategy and a greedy selection (GS) scheme are utilized to
select the active transmitter, aiming to enhance the secrecy performance. The current numerical
findings affirm a pronounced convergence between the lower and upper bounds characterizing
the secrecy rate. Notably, marginal asymptotic differentials in performance emerge at elevated
SNRs. Furthermore, the GS system outperforms the CAS scheme and the US method, in that order.
Additionally, the impact of friendly optical jamming on the secrecy rate is investigated. The results
show that optical jamming significantly enhances the secrecy rate, particularly at higher power levels.

Keywords: physical-layer security; secrecy rate; spatial modulation; signal-independent noise;
signal-dependent noise; visible light communications

1. Introduction

Multi-input multi-output (MIMO) is one of the most promising strategies for wireless
communication networks, including vehicular ad hoc networks and fifth-/sixth-generation
(5G/6G) networks [1]. However, MIMO schemes typically involve high hardware complex-
ity due to the need for multiple radio frequency (RF) chains. To address this limitation, a
low-complexity alternative called spatial modulation (SM), which uses a single RF chain,
was developed [2,3]. In SM, only one antenna is activated in each time slot, while the others
remain inactive. The index of the active antenna is encoded into a portion of the input
bits at the transmitter. As a result, the signal’s dimensionality increases, enhancing the
transmission rate. Both the transmitted signal and the active antenna index are recovered
at the receiver. Readers can refer to [4] for more detailed information on SM.

SM has gained increasing attention for its ability to balance spectral efficiency and
energy efficiency, while maintaining a simple design through the use of a single RF chain.
A comprehensive survey of recent developments in SM, including its applications across
various domains such as time, frequency, and code, as well as its integration with emerging
wireless technologies, is provided in [5]. Furthermore, the potential of SM in 6G networks
is highlighted in [6], where the concept of index modulation multiple access is explored
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to enhance system performance and enable massive connectivity, further extending the
applicability of SM in future communication systems.

Conventional wireless communication systems, such as RF-based systems, operate in a
spectrum that is highly susceptible to interference, fading, and congestion due to the shared
nature of radio frequency bands. In contrast, Visible Light Communication (VLC) operates
in a much larger, unregulated spectrum (400-800 THz), offering several advantages over
traditional RF channels. VLC signals, transmitted through optical light, provide higher
directivity and have a limited propagation range, reducing interference risk and enhanc-
ing spatial security. Moreover, VLC is highly resistant to electromagnetic interference,
which is common in RF systems. However, due to its broadcast nature and line-of-sight
requirements, VLC channels are also vulnerable to eavesdropping attacks. This makes
physical-layer security techniques especially critical for VLC systems. These differences
between VLC and conventional wireless channels necessitate specialized approaches to
ensure data confidentiality, as explored in this study.

Significant reports on SM have demonstrated its advantages over MIMO. Recently,
increasing attention has been directed toward research on SM in VLC systems [2,7]. VLC is
a promising wireless technology that complements traditional RF systems due to its use
of the open and unregulated light spectrum (400-800 THz). Optical signals offer higher
directivity and greater resistance to obstacles compared to RF, enhancing security. However,
VLC communications are vulnerable to eavesdropping due to the broadcast nature of the
optical link. The topic of security in VLC has been studied in [8,9], where physical-layer
security methods were identified as innovative and effective strategies for improving data
confidentiality [10].

In [11-14], the authors analyzed physical-layer security in single-input-single-output
(SISO) VLC systems, deriving tight upper and lower bounds on secrecy capacity under
average and peak optical intensity constraints. In [15-19], various aspects of physical-layer
security in multi-user VLC systems were addressed, including secrecy sum rates, perfor-
mance in 3D networks, secrecy outage probabilities, and novel spatial constellation designs
aimed at enhancing security and reducing eavesdropping. In [20-25], the focus shifted
to multiple-input-single-output (MISO) VLC systems, where the authors explored secure
beamforming under various channel state information (CSI) conditions, addressing ampli-
tude constraints, non-line-of-sight effects, and inter-symbol interference to optimize secrecy
rates. Lastly, in [26-31], techniques like jamming and AN-aided precoding were employed
to maximize secrecy rates, while in [32,33], both secure beamforming and artificial noise
(AN) jamming were combined for further secrecy rate enhancement.

Secret-key secrecy methods [34-38] have been developed to derive secret keys from
physical-layer signals, such as orthogonal frequency division multiplexing signals, to
enhance the security of VLC systems. The studies referenced in [11-38] analyzed secrecy
performance under the assumption of signal-independent interfering noise, which is an
unrealistic assumption for VLC systems. In contrast, [39] and [40] investigated the secrecy
performance of SISO VLC systems with the more realistic assumption that the interfering
noise depends on the signal.

While numerous studies have investigated methods to enhance the confidentiality
of VLC in SISO- and MISO/MIMO-based spatial multiplexing systems [11-40], there is
a limited body of literature specifically addressing the secrecy rate in VLC-based SM
systems [41-45].

For the studies related to VLC-based SM systems [41-45], upper and lower bounds on
VLC secrecy rates were derived under the assumption of signal-independent noise, which
is impractical for VLC systems. In contrast, this study investigates the secrecy rate within
a three-indoor SM-based VLC scheme, accounting for signal-dependent noise. We also
propose random noise variances for both the intended user and the adversary. The key
contributions of this work are as follows:

e  We assess the secrecy rate for SM-based VLC under non-negativity and average optical
intensity constraints. We derive a lower bound using the uniform selection (US)
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mechanism and an upper bound using the dual expression of the secrecy rate, with
closed-form expressions for both bounds. Numerical results confirm the reliability of
these bounds.

e  We analyze SM-based VLC with constraints on non-negativity, average optical inten-
sity, and peak optical intensity. Closed-form expressions for the secrecy rate bounds,
including the peak optical intensity constraint, are derived. Numerical results demon-
strate that the bounds are tightly constrained.

o  We evaluate the asymptotic performance of the secrecy rate at high optical intensity.
The difference between the lower and upper bounds is minimal at high signal-to-noise
ratios (SNR).

e To enhance secrecy performance, we employ the channel-adaptive selection (CAS)
method and the greedy selection (GS) method for active transmitter selection. The GS
method outperforms both the CAS and US methods, as demonstrated by numerical results.

e  We investigate the impact of friendly optical jamming on the secrecy rate. The results
show that optical jamming significantly improves the secrecy rate, particularly at
higher power levels.

The remainder of this work is structured as follows: Section 2 introduces the system
model. Sections 3 and 4 analyze two scenarios, presenting the secrecy rate bounds and
asymptotic performance for SM-based VLC. Section 5 discusses two transmitter selection
strategies to enhance secrecy performance. Section 6 proposes an optical jamming technique
for further improving secrecy. Section 7 examines a scenario with multiple receivers.
Section 8 presents the numerical results. Section 9 provides the discussion, and Section 10
concludes the work.

2. System Model

Figure 1 depicts an indoor VLC system with M emitters, representing Alice (the
transmitter), an authorized receiver (Bob), and an adversary (Eve). Each emitter, positioned
on the roof, uses a light emitting diode (LED) to transmit optical signals. SM is employed
by Alice, meaning that only one LED is activated at a time while the others remain inactive.
Figure 2 illustrates the SM schematic in VLC. Both Bob and Eve are situated on the ground,
each equipped with a photodiode (PD) for converting optical signals to electrical signals.
When an active LED transmits data to Bob, Eve may also intercept the message.

The primary sources of noise at the receivers of Alice and Bob include both signal-
independent and signal-dependent noise [11]. At any given time, the m-th LED is activated.
Consequently, the signals received by Bob and Eve are described as follows:

{YB = hgmX + \/hgmXZp1 + Zpp

,m=1,2, ..., M, (1)
Y = I’ZE’mX + \/hE,mXZE,l + ZE,O

where Zpy ~ N (0,03) and Zgy ~ N (0,0%) denote the signal-independent noise at Bob
and Eve, with 03 and 02 representing the noise variances. Similarly, Zg; ~ N (0, ¢303)
and Zg; ~ N (0,¢%0%) denote the signal-dependent noise at Bob and Eve, where ¢% and
¢% (with ¢3, g% > 0) are the ratios of signal-dependent noise variance to signal-independent
noise variance. hp,, and hg ,, are the instantaneous channel gains from the m-th LED to the
receivers at Bob and Eve, respectively, as specified in Equation (6) of [35].

SM activates only one LED at a time, using the US mechanism, where each LED has an
equal probability of being selected. Consequently, the probability p(hx = hy ) is written as

p(he = hym) = % k=BorE )

We consider the following signal constraints for indoor VLC [11]:
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e Nonnegativity: The input signal X in (1) is a nonnegative random variable representing
the optical signal’s intensity. Consequently, we have

X>0.

€)

e Peak optical intensity constraint: The input signal is typically subject to a peak optical
intensity constraint, imposed by practical and safety limitations.

X <A,

(4)

o Average optical intensity constraint: Since VLC requires constant illumination, the aver-
age optical intensity must remain stable over time but can be adjusted to meet user
needs. Thus, the average optical intensity constraint is described as

Ex(X)

)

where ¢ € (0,1] and P denote the dimming target and the nominal optical intensity of

the LED, respectively.
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Figure 1. System model.
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Figure 2. The SM schematic in VLC.
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3. Secrecy Rate for SM-Based VLC with Constraints (3) and (5)

This section analyzes the secrecy rate bounds for SM-based VLC under constraints
(3) and (5). Additionally, it provides the secrecy rate asymptotic at large SNR. According
to information theory [21], no secrecy rate is achievable if the main channel is worse than
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the adversary’s channel. Conversely, a positive secrecy rate Rs for SM-based VLC with
constraints (3) and (5) can be computed by solving the following problem:

Rs = ??f[l(xth}YB) — I(X, hg; YE)]
st. [y fx(x)dx =1, (6)
E(X) = [ xfy(x)dx = ¢P,

where fx(x) represents the probability density function (PDF) of X, and I(; ) denotes the
mutual information. Note that solving the optimization problem (6) is highly challenging.
We will, however, closely examine constrained secrecy rate bounds in the following section.

3.1. Lower Bound of Secrecy Rate
An arbitrary input PDF fx(x) that satisfies constraints (3) and (5) can be used to derive

a lower bound on the secrecy rate in optimization problem (6) as follows:
Rs = maxaty S0 | 1(X, b s Vi) — Xy 1(X, i3 Y ) |
fx (%)

@)
= j{n(a’ﬁ L1 [H(Yp) = H(Ye) + H(Yelhgm, X) — H(Yp|hpm X)),
XX

where (-) represents the entropy. In accordance with (1), the PDF of fy |, (Y| P ),
k = B or E, can be obtained as '

[ (ykfhk,mx)z
- 2\ 2
2(l+hkrngk)[7k

e
Pyl Wk [P, X) = : (8)
i e i \/27((1 + g X2 ) 07
Thus, H (Y| hy m, X) is computed as
1 1
H (Y, X) = 5 1n(2nea,§) + >Ex [ln(l n hk/ng%ﬂ. )

Moreover, H(YE) is constrained by the upper limit determined by the differential
entropy of a Gaussian random variable with variance of var(Yr) [46], as follows:

H(YE) < 5 In2evar(Yg)]. (10)

As stated in proposition 11 of [47], The output entropy exceeding the input entropy
implies that H can be lower-bounded by

H(YB) > H(X) +flow(hB,mr gl P)r (11)

where f1,, (hp m, ¢, P) is computed as follows:

ZhB,mg%al%) _ hpwGP + c303 N \/hB,mgp(hB,mgp +2¢%03) )

1
frow(Bm, & P) = =In| h3 ,, +
ow m 2 ,m §P g%o.l% ‘5%‘71%

We can rewrite the lower bound by substituting (9)-(11) into (7) as

1+ heuXct
In| ————+

1+ hB,m XgB

As shown in (13), we obtain a lower bound on the secrecy rate by choosing a PDF
that satisfies the constraints of problem (6). To achieve a tight lower bound, we select an

M
1
Rs > M mgl (flow(hB,Wz/ ‘:rp) + EEX

1 1 (7%
+ H(X) — E ln[271’evar(YE)} + E In p . (13)
B
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appropriate input PDF. Using the variational method, we derive this lower bound on the
secrecy rate.

Theorem 1. The lower bound for the secrecy rate in SM-based VLC with constraints (3) and (5) is
given by

e2P*o2

Ry > 1 f 1ln
o> — 2
M=\ 2 27w§(

I, G2P? + g EPG0E + 0F )

1
+flow(hB,mM§, P) + 5

1 1
1 2 1
B[ =) _ehEmE PR - (14
( hB,szng) < hE,mg%g§P>:|) ( )

When M = 1 (SISO system), the secrecy rate bound in (19) coincides with (14) in [40].
Proof. See Appendix A.

Corollary 1. In the scenario of assuming signal-independent noise (i.e., g%, 5 — 0), the secrecy
rate lower bound given in (14) simplifies to (15), which coincides with (7) in [44].

1 X e¢* P20}
Rs > M Z In

(15)
m=1 |20} (h%’m?PZ + a%)

3.2. Upper Bound of Secrecy Rate

In this section, we use the dual expression of the secrecy rate [44] to analyze the upper
bound. To simplify the derivation, we rewrite (1) as

{YB,m =X+ V/heuXZp1m + ZBom

» N N 7 (16)
Yem = X+ \/hEmXZE 1 ,m + ZE0m

where Y, = Yg/hpm, Yem = Ye/hEm, Zoam = Z1/ hBms ZEam = ZEA/MEm, ZBom =
Zgo/hpm, and Zgg ., = Zgo/ Mg m-

The following inequality is valid for any random conditional PDF gy, Ve (UB,m YE,m) :
L(X; Ypm|Yem) < Eyy, {u}, (17)
where u indicates to a relative entropy, stated as
u=D ( Py 5V (@B | X, YE ) ‘ ‘gYB,m\YE,m (7B,m YE,m)). (18)
To obtain an upper bound,
1(X; Y| Yem) = min By {u}. (19)
gYB,m\YE,m (.‘/B,m |YE’"’) '
Following (6), Rs can be re-written as
1 4 SR
Rs; = max— I(X,' YB m |YE,m). (20)
fx(x) M=

An optimal solution for ﬁ YM oI (X; Y m |YE,m) can be achieved by using a specific
input PDF fx(x) while satisfying constraints (3) and (5). The secrecy rate R, in (20) is
re-expressed as

1 M .
Rs = i ) min EX*YE,m{u} , (21)

m=1 gYB,m\YE,m (YBm|YEm)
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where X* and fx- (x) denote the optimal input and its associated PDE. To establish a
tight upper bound on the secrecy rate, we need to select a tractable and appropriate
8V Ve m (IB,m ’YE,m). Consequently, the following problem arises:

Theorem 2. In the context of SM-based VLC having constraints (3) and (5), the secrecy rate is
upper-bounded by

™M TMg%o%

hE,m h ,mgzo'z hB,m P
if 7o 2 him(v BhrE 4 g /SR ) (22)

deh
A LM In (WE) otherwise

m2hg mg ‘73

202 2 2
M ln< dehenciof | 2e§ph3m,hamg£gg>

Rs

IN

where M = h%,mg%gaé/hg,m + hE,mg%U%.
When M = 1 (SISO system), the secrecy rate bound in (22) coincides with (21) in [40].

Proof. See Appendix B. ]

Corollary 2. Assuming signal-dependent noise is disregarded in Theorem 2, secrecy rate upper
bound (22) simplifies to (23), which coincides with (15) in [44].

g &P
4e<0f3+ B.m )
V2r 2
7 L I :

27tec? <1+ BhE’")
lim R, < P\ i (23)
GB—0 f _1 > #( + hB m‘:P)
GE—0 van VY o TOEE van

2./eh .
LM, ln(%), otherwise

3.3. Asymptotic Behavior Analysis

Indoor VLC typically operates with a high SNR, often exceeding 30 dB. Therefore, we
focus on analyzing secrecy in high SNR conditions.

Corollary 3. Exploring the upper and lower bounds of secrecy rates under constraints (3) and (5)
as P approaches infinity as

lim Ry > 1In(,%) + ok XM | In( tencip
P Rs = 5 N2z M Lm=111 7,2

hE,mGBUB

2 2
fim R, < hin(4) + 2 £, zn(h@>

P—oo hemspog

(24)

Proof. See Appendix C. [J

Remark 1. Lower and higher asymptotic secrecy rate bounds differ by %ln (%) —sln(%) =
0.4674 nat/transmission. Asymptotically, the performance gap is insignificant.

4. Secrecy Rate for SM-Based VLC with Constraints (3)—(5)

By introducing an additional peak optical intensity constraint on the channel input,
we derive more accurate and asymptotic secrecy rate bounds for the SM-based VLC
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system. The computation of the secrecy rate involves addressing the following optimization
problem while considering constraints (3)—(5):

Rs = max[I(X,hB;YB) — I(X,hE;YE)]

fx(x)

is.t fo fx(x)dx =1 (25)
fo xfx(x)dx = ¢P,

Similar to (6), deriving the exact secrecy rate formulation for problem (25) is chal-
lenging. In the next two sections, we will derive both upper and lower bounds on the
secrecy rate.

4.1. Lower Bound of Secrecy Rate

A lower bound on the secrecy rate for problem (25) can be obtained by selecting an
arbitrary input PDF that satisfies criteria (3)—(5), as follows:

> 0 |1 b Yi) = Xy 1(X, e i Ye) | 26
= L XM L H(Ys) — H(Yslhpm X) — H(YE) + H(YE|hEm, X)),

In this instance, the lower bound on the secrecy rate (13) is applicable. Define the ratio
of the average optical intensity to the peak optical intensity as « = {P/A. The following
theorem establishes a lower bound for this ratio.

Theorem 3. Our lower bound on the secrecy rate for SM-based VLC, subject to constraints (3)—(5)

is as follows:
Rg1, if a =05
> s1s
Rs = {Rsz, if & £ 05, @7)

where R; and Ry, are expressed as

6A2‘7125 1 1+hE,mA§% ln(l""hB,mAg%;)
Re1 = M Zm 1 <flow(hB s P) |:7T80'B(h A2+6AhE,mg%(ré+12¢7§)] T2 In 1+hB,mAG%; N 2Ah3,m€23 * 78
ln(l+hE/mAg%) (28)
2AhE,mg% !
_1yvM 1 I+hemAct  cA n
R 71 st (G~ ) - ()
*ﬁ . 1 5 [ A(cA-2 2 22 2. 2. 2
e Bmgy |:E1< (1+thAgB)> El(thgB)}}_Zln[zne<hE,m(c(1<efA))+C2_g P >+hE,m€PgEUE+UE>:|>— (29)
2 CA _ 2
cCP + %ln(%i(e 2 ) )
where c in (29) can be computed from the following equation:
1 1
W= — — 30
1—eA A (30)

When M = 1 (SISO system), the secrecy rate bounds in (28) and (29) coincide with (27)
and (28) in [40].

Proof. See Appendix D. [J

Corollary 4. When signal-dependent noise is ignored, the secrecy rate lower bound (27) becomes
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2 242
1 M 3hB,mUEA H _
2M Lm=1 In |:27'(e(7123(§2P2h%,m+30§) if a=05
lim Rs 1 M h% 0.%:6726613 <eCA71 )2 (31)
1 c
CB—0 M Lm—1 NCW TN X N Ifa #0.5
m m
CE—0 27tecy (75(1%:*01‘1) = —hEmQVZPZ-HTE)

Alim Rs >
27 Lm—11

4.2. Upper Bound of Secrecy Rate

The dual expression in (20) for the secrecy rate remains valid even with the additional
peak optical intensity constraint. The following theorem is derived from (21) and Theorem 2.

Theorem 4. We obtain an upper bound for the secrecy rate in SM-based VLC, considering
constraints (3)—(5) as follows:

hemGE0E (hpmA + 6505)

R , (32)
hB:: ¢p05 t M)

1 M

<
RS_ZM Z_;lln N
"= 6p0g | Mg A+

where M = ]’l%/mg%(fé/hg,m + hE,mg%o%.
When M = 1 (SISO system), the secrecy rate bounds in (32) coincide with (31) in [40].

Proof. See Appendix E. [J

Corollary 5. In Theorem 4, ignoring signal-dependent noise reduces the secrecy rate upper bound to

M h% ACP + 0% )o?
m&S%ZM kmﬁ ) (33)
650 = (h%lmchP +oling a,g) o2
GE—0 Bom

Remark 2. When signal-dependent noise is not taken into account, the upper bound on the secrecy
rate for SM-based VLC in (33) coincides with (22) in [44]. This shows that the results in [44] are
merely a specific instance of this paper’s Theorem 4.

4.3. Asymptotic Behavior Analysis

As the peak optical intensity of LED A approaches infinity, the asymptotic secrecy rate
bounds can be obtained, as stated in Theorems 3 and 4.

Corollary 6. We obtain asymptotic lower and upper bounds on secrecy rate for SM-based VLC
satisfying constraints (3)—(5) as

1 M 6hB,m€%‘7% ; _
2 L1 ln(ﬂehg,mg%ffﬁ o fa=03
2
hB,th,mQ%Ué (f?CA*l)

A(cA-2
2mec? el {hém <c(1(fg—cﬁ) +§*§2P2> +hEmPCROE+0F

Jifa #£05 (34)

. It G202
lim R. < L. yM jp( 2BmSE%E |
A—o0 s = 2M mel hE,mg%;Uzzg
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> yM ] 1
Rs > ¥y { () {zl” meg(@,m&pz+hE,m¢Pg%ag+a§>}  frow . & P ¥

Proof. See Appendix F. J

Remark 3. In Corollary 6, when « = 0.5, the difference between the asymptotic upper bound and
the asymptotic lower bound is %ln(%) ~ 0.1765 Nat/transmission. This means that the asymptotic
performance difference is insignificant.

When a # 0.5, obtaining an exact asymptotic lower bound on the secrecy rate is
challenging. Thus, the evaluation of the performance gap between the upper and lower
bounds relies on numerical results presented in Section 8.

5. Secrecy Methods for Enhancing Performance

In Section 2, the US method is used to choose the operating transmitter, assuming each
LED has an equal probability of being selected. However, this method is not always optimal.
New transmitter selection strategies are introduced here to enhance the secrecy rate.

5.1. Channel-Adaptive Selection Technigue

In this technique, the possibility of picking every LED varies depending on both Bob
and Eve’s CSI. The rate of secrecy goes up as the difference between hp ,, /0p and hg ,, /0
grows larger. To increase the rate of secrecy, the LED with a large hp ,, /0 — hE 1 / 0 should
be chosen with a high probability. Therefore, in (2), the probability of choosing the m-th
LED is changed as [44]

hB,m _ hE,m
p(l’lk = hk,m) = i 0Bh3 - (7EhE - , k=B or E (35)
Zj:]( (%] - 0 )

Algorithm 1 [44] details the practical selection process of each LED in the CAS sys-
tem. Assuming there are N time intervals, the computational complication of Algorithm
1 is O(MN), making the CAS technique computationally efficient. Additionally, since
0<g;<1lforallie€ {1,..., M} and r € [0,1], Steps 6 — 10 are used to select a specific
LED. LEDs can be selected independently at various time points, ensuring that Algorithm 1
is convergent. Theorems 1 and 2 can be reformulated as Theorem 5 using the CAS technique.

Algorithm 1 The CAS technique

Input: 0, o, and M.

Output: The k-th index of LED.

Get Alice’s, Bob’s, and Eve’s locations.

Calculate the probability of every LED being selected utilizing (35).

Calculate the accumulated probability of q; = Y4, _; p(hx = Iy ), i=1,..., M.
Produce a randomly generated r in the interval [0, 1].

if r < g1 then

The 1st index is chosen.

elseif g1 < r < g then

The k-th index is chosen.

end if

Iterate the above steps 2 — 10 for choosing a different index for the subsequent
particular time.

[R——
_ O

—_
»

Theorem 5. Utilizing the CAS technique in (35), we can find the lower and upper bounds of the
secrecy rate for the SM-based VLC subject to constraints (3) and (5) as follows:

hB,m _ hE,m

e(:zPZU%

j=1\ 0B ’E

12 12 (36)
1 hp ,,6%CP T3 - 1 hr ,, ¢5CP T s 1

= |e"Bm B i — — e"EmSES i [ — ——
2 < hB,mg%gél ) < hE,mgzggl )

I
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hB m I'E m
ZM In dehg mQEUE + 2€§Ph3,th,m€%U§
m=1 ):M <hB 1 hEm M HMQ%;U%
j=1\ 0]
hE m hB,mQBUB hB/m ¢pP
Rs < lf =z hB - M T3 M (37)
hB m_ MEm 2 2
1yvM 9B g I 4ehpmGEoE ;
Y n otherwise.
2 Em_l M (hB,m _ hEm ) ( ﬁzhE,ing%;D%' !
j=1\ o8

Theorems 3 and 4 can be updated using the CAS approach as detailed in (35).

Theorem 6. Applying the CAS technique outlined in (35), we can use (27) to calculate the lower
bound of the secrecy rate for SM-based VLC with constraints (3)-(5), where Ry and Ry are
expressed in (38), and the upper bound of the secrecy rate is given in (39).

2 " h gém _ hgl,;m ’ p 11 6 A20'125
= —_— AN
s1 Zm:l ZM (hB,mihE,m flow( Bms 6/ )+ 2 7'(80';2;(}1%5n1A2+6AhE,nzg%0§+120'IZE) + (38 )
j=1\ "op oF ’ a
1 IthpuAcs \  In(1+hgmAck) | In(1+hemAct) )
1+hB/mAG% 2AhB,m€% 2AhE/mQZE !
M hg _ hEm
— B 9E
R = Zm:l Iy (hB,m hEm) flow hB ng P)
j=1\ 7B

_ c
l+hg As cA T, c 2
In mACE ) eeA o Emct |Fj 14+ hg A — Ei
eEA 1 { l+thA€B hE,mg%( E;m gE) hEﬂlgE

Bmg c (38b)
B | Ei s 1+thAgB) —Ei thGB

_7ln [271’6 h E,m <C?1(C1: 3‘1) %2 - §2P2> + hE,mgpg%U% + 0'%):| ) —cGP
CA71
+%ln(g§ >)}

% o o hemSEOE (hBmA + 650%)
M hB,m hE,m h2
m=l Ef:l( o TE) ¢33 <h2 A+ hiz CROF + M>

/ (39)

5.2. Greedy Selection Technique

This subsection introduces the GS method. At each time instant, the LED with the
highest value of hp,,/0p — hg,;, / 0F is selected. The probability of choosing the m-th LED
is then [44]

1, if m = arg max (hB—”” — hE—’”)

p(he = him) = k=1,.., M\ 7B CE
0, otherwise,

(40)

Algorithm 2 [44] outlines the process for selecting each LED using this technique. With
a computational complexity of O(MN), similar to Algorithm 1, the GS method is also
efficient. Additionally, since the value hpy/0p — hg i/ 0F varies with k, the index m can be

determined for each time instant using m = arg maxM(hgg” - hE - ) The LED selections

at different time instants are independent. Therefore, Algorithm 2 is convergent as well.
Theorems 1 and 2 can be updated to Theorem 7 using the GS approach.
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Algorithm 2 The GS technique

Input: 0, o, and M.

Output: The m-th index of LED.

Get Alice’s, Bob’s, and Eve’s locations.
Calculate hp /0o — hgy/og fork=1,..., M.

s _ hB,m _ M
if m= argkzl}}?.)’(M< o o ) then

The m-th index is chosen.
end if
Iterate the above steps 2—6 for choosing a different index for the subsequent particular time.

Theorem 7. For the SM-based VLC with constraints (3) and (5), the lower and upper secrecy rate
bounds are given as

Rs > max{ iln e «6*Po s | + flow(hBm &, P)+
= w2 27-“73(hE,m§2P2+hE/rn§P§E‘7E+‘7E) ’

L L (41)
1|, n P 1 Mg, c2EP T 1
S em B R ——— | —e"Em it Ei| ——— .
2 ( hg,mgéép) HECREP
4ehE,mngUl% 23§Ph3’mhglmg2Ea%
m}sx{ln(“ o T+ M0 ,
m
' 1 > hE m / hB,mQZB‘T)E + hB/m Q 4 (42)
/2 — B m 2nM 2 M

4eh 202 .
maxq 5 In{ —52E%E ) b otherwise
m T2 hEmGR0g

GS technique updates Theorems 3 and 4 to Theorem 8.

Rs

IN

Theorem 8. The lower and upper bounds for the secrecy rate in the SM-based VLC, subject to
constraints (3)—(5) are provided by

_ l 6A20% 1 1+hE mAgE
Ra = mﬁx{fZOW(hB'm’g’P) t2 1n|:7re<72(h% wA2Z+6ANE 2R +1202) +2In 1+hpmAck

43a
In(1+hpuAck) | In(1+hemAcy) } o

2AhB,mg%g 2AhE,mg%

I4hguAgk e
e “%?"{ (st )+ gy n (A ) e 3 [y 0+ hemach)

"

El(@)] +e "Bme} [Ez(thgB (1+hg mAgB)) E1<hsmg3>] } — %ln [2ne<h%rm (C‘?l(c_‘:j?) + C% _ §2P2)+ (43b)

1 (G ()’

Rs < max 1 In hE’mg%U}% (hB’mA + g%(Tl%)
~ m h2
c20% (h2 A+ hz: c20% + M)

, (44)

6. Secrecy-Rate Enhancement-Based Optical Jamming

The friendly jamming technique can enhance the secrecy rate of SM-based VLC sys-
tems. In standard SM, one LED out of M is active for communication while the remaining
M — 1 LEDs are idle. By utilizing friendly jamming, these inactive LEDs can be used to
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emit optical jamming signals to increase noise for eavesdroppers. Assuming Alice lacks the
CSI of a passive eavesdroppet, she can transmit an optical jamming signal in the null-space
of the main channel, alongside the information signal. When Alice uses the m-th LED for
transmission, the other M — 1 LEDs can simultaneously send jamming signals without
interfering with Bob’s reception. Bob receives the intended information as usual, while
Eve faces interference from Alice’s jamming. However, enhancing secrecy performance
necessitates deploying additional LEDs and allocating extra power for jamming, all while
maintaining equal power levels. By employing singular value decomposition [38], the VLC
gain of the main channel i1 can be expressed as

hl — [/\, oT] vs, ValT, (45)

where A and v represent the singular value and the right singular vector of the VLC channel
gain hp, respectively. Based on (45), a null space Vp = [vg, Vs, - -+, Vp—1] € RMx(M-1) jg
identified, given that hp has rank(hg) = 1. Consequently, the optical jamming generated
by Alice is formulated as

w = Vyu, (46)

where u is a time-varying jamming vector with elements following a real truncated Gaus-

sian distribution [47] within the range [ ]\jﬁzl , 1\/’[{21} . Thus, the peak amplitude constraint

for the (M — 1) jamming codewords is [— A, +A;], and for the private signal, it is A;. The
total peak amplitude constraint for the LEDs is therefore A = A; + A».

The total noise at Bob and Eve includes both signal-independent and signal-dependent
components [11]. When the m-th LED is selected for transmission, the signals received by
Bob and Eve are given as

{ Yp = hgmX + /hpmXZp1 + Zpp (47)
Y = hgwX + \/REmXZps +hiw + Zgg/

where Zp1 ~ N(0,6303) and Zg; ~ N(0,¢%(0% + 03,)) and 03, is the noise power at
Eve due to optical jamming. h{ is the VLC gain of the wiretap channel, and (hg , hE )
are the instant channel gain between the selected m-th LED and the PD of Bob and Eve
respectively.

Bob’s reception is unaffected by the optical jamming produced by w, aside from a
portion of power being allocated to it. However, Eve’s reception may be significantly
disrupted, enhancing Bob’s secrecy performance, as shown in the simulations.

Let Zf o represent the noise experienced by Eve. According to (42), we have

M-1
Zeo=hiw+Zpg=hiVau+Zro = Y whivi+ Zgy, (48)
i=1

This represents the sum of M — 1 independently distributed variables with varying
variances. Finding a closed-form PDF for Z £,0, derived from the convolution of double-
sided truncated Gaussian variables, is challenging. Therefore, we use the Lyapunov central
limit theorem, which states that the sum of T independent variables approximates a
Gaussian distribution as T increases. With more than ten LEDs typically used in practice,
the theorem’s approximation of independent truncated Gaussian variables as Gaussian is
suitable for our VLC systems. Thus, Z g is approximately Gaussian.
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The Gaussian approximation simplifies the assertion that Zg o has a mean of zero and
a variance of

T
M-1 M-1
Q% =E (hg 421 uivi> (hg '21 ujv]-> —l—a%
i= j=
49)
o2 M—1 o2 (
= Ml—lh};< 121 Viv;r>hE +(7% = Ml_lhEVnVEhE +0’%,
1=
= 0%, + 0%,

where 0]2 is the power of the optical jamming. This equality is obtained based on the

statistical independence of {ui}f\ifl and Zg 9. When optical jamming is applied, Equations
(14)—(44) can be applied with o7 replaced by (03, + 07 ).

7. Scenarios with Multiple Receivers

In this section, we analyze scenarios involving multiple legitimate receivers and
illegitimate receivers (adversary). For generality, we assume the presence of U legitimate
receivers and V adversaries. The signals received by each legitimate receiver and adversary
are expressed as follows:

{YB,u = hB,u,mX + hB,u,mXZB,u,l + ZB,u,Or ue {1/ 2,... U}

(50)
YE,U = hE,v,mX + vV hE,v,mXZE,v,l + ZE,U,Or (S {L 2/ o V}

where Zp, 0 ~ N (O, 0% H) and Zg,0 ~ N (O, o2 v) represent the signal-independent
noise at the u-th legitimate receiver and v-th adversary, respectively. Similarly, Zp ;1 ~
N (0, G%},u”é,u)f ZEp1 ~ N (0, gZE,vU%,U) denote the signal-dependent noise at the u-th
legitimate receiver and v-th adversary, respectively.

We assume that the adversaries do not collude, meaning each processes their received
signals independently. The adversary with the highest mutual information is considered

the worst-case adversary. The secrecy rate R; for the u-th legitimate receiver, as defined in
(6) and (25), becomes

R = max[I(X, hpy; Ypu) — 1(X, hg; YE)],
fx(x)
where (51)

I(X, hE,' YE) = U:{r?zax V}I(XI hE,v; YE,v)-

Thus, the secrecy capacity is formulated according to problems (6) and (25). This confirms
that the secrecy capacity bounds obtained in Sections 3-5 remain valid in scenarios with
multiple receivers, assuming non-colluding adversaries.

8. Numerical Results

In this section, we conduct numerical analyses of the indoor SM-based VLC system’s
secrecy rate. Assuming a three-node indoor VLC system witha 5m x 4 m x 3 m room.
M = 4 LEDs (Alice) are mounted on the 3 m ceiling, whereas Bob and Eve are at 0.8 m.
Table 1 displays Alice and Bob’s coordinates. Bob and Eve’s noise variances are selected to
be 0 =02 =1land ¢} = ¢2 = 1.5.

Table 1. Location of Alice and Bob.

Alice Bob

(1.8,1.8,3), (22,1.8,3),
(1.8,2.2,3), (22,2.2,3)

Locations (1.95,1.95,0.75)
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8.1. SM-Based VLC with Constraints (3) and (5)

The secrecy rate bounds vs. P with varied hp/hr when ¢ = 0.3 are shown in Figure 3
for various noise conditions. Every secrecy rate bound in this figure grows as hp/hp and P
increase. However, when P grows, they tend to take on more stable values. Furthermore,
with signal-dependent (SD) noise, the secrecy rate bounds are lower than with signal-
independent (SID) noise. This demonstrates that the presence of signal-dependent noise
reduces VLC’s secrecy rate. In order to quantify the gaps between the upper (14) and lower
(22) bounds of secrecy rate with signal-dependent noise in the region of high optical inten-
sity, Table 2 is presented. All performance gaps are approximately 0.467 Nat/transmission,
as may be noticed. This finding is the same as that stated in Remark 1.

~

(o]

o

n

=B~ ower bound (14), SD noise * * > S * ,‘\) * * i
=©-Upper bound (22), SD noise e——de——he—% Fe—

=#=-Lower bound (15), SID noise
=#-Upper bound (23), SID noise
|=&=Lower bound (14), SD noise
=¥-Upper bound (22), SD noise
=#=Lower bound (15), SID noise

w
T

Secrecy Rate (nat/transmission)
N

—_
I

A
o

hB/hE=1000 _
=8-Upper bound (23), SID noise © © ©
— O o
® &
&4 & &
hg
V—
-20 0 20
P (dB)

Figure 3. Secrecy rate bounds vs. P for varying hg/hg and ¢ = 0.3.

Table 2. Performance gaps between (14) and (22) at high SNR.

P (dB) hp/hg=10 hp/hg=1000
65 0.468 0.467
70 0.467 0.467
75 0.467 0.4672

Figure 4 illustrates the link between the secrecy rate bounds and ¢ for varying P, with
hp/hg = 1000 under various noise conditions. For small values of ¢, increasing ¢ results
in a swift escalation in the secrecy rate bounds. Nevertheless, as ¢ increases, the secrecy
rate bounds tend to stabilize. In addition, when P increases, so does the performance
of the secrecy rate. This suggests that an indoor VLC system with a greater nominal
optical intensity outperforms. Additionally, Figure 4 illustrates that the secrecy rate bounds
with signal-dependent noise are lower than with signal-independent noise. This also
demonstrates that the presence of signal-dependent noise reduces VLC’s secrecy rate.
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P

§6 -=-Lower bound (14), P=40 dB ™
- =6-Upper bound (22), P=40 dB
2 =k-Lower bound (15), P=40 dB
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Figure 4. Secrecy rate bounds vs. ¢ for varying P and hg/hg = 1000.

8.2. SM-Based VLC with Constraints (3)—(5)

Figure 5 illustrates the secrecy rate bounds vs. P with varying hp/hg when A = P.
Particularly, Figure 5 displays the results when ¢ = 0.5. Much like Figure 3, the secrecy
rate bounds exhibit initial growth before eventually stabilizing as P rises. In addition, the
secrecy rates improve when hp/hg increases. The performance disparities between the
lower bound (27) and the upper bound (32) are insignificant. In order to quantify these
differences at high SNR with ¢ = 0.5, refer to Table 3. Consistent with the conclusion in
Remark 3, there is a performance gap of roughly 0.1765 Nat/transmission between the
asymptotic lower bound and the asymptotic upper bound of secrecy rates. Figure 5 shows
that signal-dependent noise has lower secrecy rate bounds than signal-independent noise.
Signal-dependent noise affects VLC’s secrecy rate.

-&-| ower bound (27), SD noise
=0-Upper bound (32), SD noise
=*-Lower bound (31), SID noise
9" #-Upper bound (33), SID noise hg/hg=1000 7
-&-Lower bound (27), SD noise
4 - =¥-Upper bound (32), SD noise
=»-Lower bound (31), SID noise
3 - ==Upper bound (33), SID noise

T f:z:: 8

Secrecy Rate (nat/transmission)

I
-40 -20 0 20 40 60 80
A (dB)

Figure 5. Secrecy rate bounds vs. A for varying hg/hg when ¢ = 0.5, = 0.5,and A = P.
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Table 3. Performance gaps between (27) and (32) at high SNR.

P (dB) hp/hg=10 hp/hg=1000
65 0.1765 0.1765
70 0.1765 0.1765
75 0.1765 0.1765

8.3. SM-Based VLC with the US, CAS, and GS Techniques

Given Alice’s position, the locations of Bob and Eve impact the effectiveness of trans-
mitter selection techniques. To compare the performance of the US, CAS, and GS methods,
the mean secrecy rate is analyzed. Bob’s position varies across the receiver plane, while
Eve’s position is fixed with hg/hr = 1000. Using the constraints (3) and (5), Figure 6
illustrates the mean secrecy rate bounds versus P for the three transmitter selection strate-
gies with ¢ = 0.3 and hp/hrp = 1000. The GS scheme achieves the highest secrecy rate,
followed by the CAS system and the US scheme, which achieves the lowest secrecy rate.
This indicates that selecting a transmitter uniformly may not be the most effective strategy
in a practical SM system. The GS and CAS schemes offer significant improvements in
secrecy performance compared to the US approach.

o
w o ~

P
o

L
()]

—_

Secrecy Rate (nat/transmission)
N

©
o1

o

-40

-=-Lower bound (14), US
=e-Upper bound (22), US
=—Lower bound (36), CAS
= Upper bound (37), CAS
=Lower bound (41), GS
==Upper bound (42), GS

| |
20 40 60 80
P (dB)

Figure 6. Secrecy rate bounds vs. P with hg/hg = 1000 and ¢ = 0.3.

Using the constraints (3)-(5), Figure 7 illustrates the mean secrecy rate bounds versus P
for the three transmitter selection strategies with § = 0.5, & = 0.5, A = P, and hp/hg = 1000.
As with Figure 6, the GS strategy provides the highest rate of secrecy, while the US scheme
yields the lowest.

8.4. SM-Based VLC with Optical Jamming

Figure 8 illustrates the effect of optical jamming on the enhancement of the secrecy
rate in both signal-dependent noise and signal-independent noise scenarios at hg/hg = 100,
¢ =0.5,and A = P. As depicted, in both signal-dependent noise and signal-independent
noise scenarios without the application of optical jamming, an increase in P leads to a
steady improvement in secrecy rates. However, when optical jamming is introduced, the
secrecy rate shows a slower increase within a limited range of P, similar to the scenario
without jamming. Notably, once P > 45 dB, the introduction of AN causes the secrecy
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@
w o A

N
)]

-
(6]

Secrecy Rate (nat/transmission)
N N

rate to rise more rapidly. This demonstrates that the use of friendly optical jamming
significantly enhances the secrecy rate, especially in scenarios with high optical power,
such as P > 45 dB. At P = 80 dB, there is an approximate increase of 3.9 nat/transmission
compared to the scenario without optical jamming in both signal-dependent noise and
signal-independent noise scenarios. Furthermore, as indicated in earlier results, secrecy is
more effectively enhanced using signal-independent noise compared to signal-dependent
noise. Specifically, at P = 80 dB, the inclusion of signal-independent noise results in
an approximate increase of 3.5 nat/transmission compared to signal-dependent noise,
underscoring the detrimental impact of signal-dependent noise on the achievable secrecy
rate in VLC systems.

O —— — — - -

h.m.a..‘l‘l.‘!..ﬂ.‘n..ﬂ"l..-rl..'n..ﬂ:.ﬂ..-r‘.ﬂ..vt.ﬂ.ﬂ.m..-s
= =

-=-| ower bound (27), US
-e-Upper bound (32), US
—Lower bound (41), CAS
= Upper bound (42), CAS
= Lower bound (43), GS
—=Upper bound (44), CAS

-20 0 20 40 60 80
A (dB)

Figure 7. Secrecy rate bounds vs. A with hp/hg = 1000 when ¢ = 0.5, = 0.5,and A = P.
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-4~Lower bound (27), without optical jamming, SD noise ‘*//"
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=+~ Upper bound (32), with optical jamming, SD noise f: /;/
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Secrecy Rate (nat/transmission)
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Figure 8. Secrecy rate bounds with/without optical jamming vs. A, hg/hg =100, = 0.5, A =P.
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9. Discussion

This study presents an in-depth analysis of the secrecy rate in SM-based VLC systems,
focusing on the effects of signal-dependent noise and proposing new methods to enhance
physical-layer security. The results demonstrate that signal-dependent noise plays a signifi-
cant role in limiting the secrecy performance of VLC systems. By deriving both lower and
upper bounds for the secrecy rate under non-negativity, average, and peak optical intensity
constraints, we found that signal-dependent noise substantially reduces the achievable
secrecy rate compared to systems with signal-independent noise. At high optical intensity
levels, the bounds converge, with the performance gap remaining minimal (approximately
0.1765 nat/transmission). Numerical findings also show that employing GS technique for
transmitter selection results in better secrecy performance than the CAS and US methods.
Furthermore, optical jamming proves highly effective in enhancing secrecy, particularly at
higher power levels.

In comparing this study with previous works, several key differences emerge. While
numerous studies have investigated secrecy in VLC systems, the majority, including works
referenced [11-38], primarily assumed signal-independent noise, which is an unrealistic
assumption for practical VLC scenarios. In contrast, the work in [39] and [40] addressed
secrecy performance in VLC systems under signal-dependent noise, providing a more
realistic analysis but applied in SISO systems. Moreover, while studies in [41-45] explored
the confidentiality of VLC in SM systems, they primarily considered signal-independent
noise, which is less practical for VLC systems.

The contribution of this study lies in its focus on SM-based VLC systems, which
are less frequently analyzed in the context of signal-dependent noise. The incorporation
of transmitter selection techniques (US, CAS, and GS) and optical jamming represents a
significant advancement. Unlike earlier research that largely overlooked these aspects, our
approach integrates adaptive selection techniques and optical jamming to enhance secrecy
performance, particularly in high optical power scenarios. This study also extends the
analysis to a three-indoor SM-based VLC scheme, accounting for signal-dependent noise
and suggesting random noise variances at both the intended user and the adversary.

Table 4 provides a clear comparison of this study with recent works, highlighting the
unique contributions of our approach. The distinction lies in addressing signal-dependent
noise and leveraging advanced selection techniques and optical jamming, which were not
extensively explored in prior research on SM-based VLC systems.

Table 4. Comparison of the recent works.

References Noise Assumption Secrecy Rate Bounds Select.lon OPth?I Main Contribution
Techniques Jamming
Tight upper and lower
[11-14] Signal-independent  Derived for SISO VLC  None Not considered  bounds for secrecy

capacity in SISO systems

Secrecy sum rates, Physical-layer security in

[15-19] Signal-independent 3D networks Not specified Not considered multi-user VLC networks

Secrecy rate under Secure beamforming in
[20-25] Signal-independent y . Not specified Not considered MISO VLC under

secure beamforming .

CSI constraints

Secrecy rate Jamming and AN-aided
[26-31] Signal-independent =~ maximization Not specified Jamming used  precoding to

using jamming improve secrecy

Secrecy rate under Secure beamforming in
[32,33] Signal-independent ~ secure beamforming Not specified Jamming used ~ MISO VLC under

and jamming

CSI constraints
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Table 4. Cont.

References Noise Assumption Secrecy Rate Bounds Select.lon Optlciﬂ Main Contribution
Techniques Jamming
— ignal-independent ecret-key derivation ot specitie ot considere - .
[34-38] Signal-independ S key derivati Not specified N. idered Key generation from
physical-layer signals
Secrecy performance Investigate the secrecy
[39,40] Signal-dependent . yp Not specified Jamming used  rate for SISO VLC under
in SISO VLC . .
signal-dependent noise
Secrecy rate bounds in Investigate the secrecy
[41] Signal-independent SM VLy C Not specified Not considered  rate for SM-based
VLC systems
Secrecy rate bounds in Optical jamming scheme
[42] Signal-independent SM VLy C Not specified Jamming used  for enhancing secrecy in
SM-VLC systems
Secrecy rate bounds in Improve secrecy rate for
[43,44] Signal-independent SM VLyC US, CAS, GS Not considered SM-VLC using
transmitter selection
Improve secrecy rate for
Secrecy rate bounds in SM-VLC using
This work  Signal-dependent US, CAS, GS Jamming used  transmitter selection and

SM VLC

optical jamming under
signal-dependent noise

The theoretical implications of this study are significant, as it advances the under-
standing of physical-layer security in VLC systems. The derived closed-form expressions
for secrecy rate bounds provide a solid theoretical foundation for further exploration of SM-
based VLC under signal-dependent noise. Moreover, this study extends current transmitter
selection strategies by demonstrating the superior performance of the GS method, particu-
larly in challenging noise environments. The use of optical jamming adds an innovative
dimension to VLC security, offering a practical solution for enhancing secrecy, especially
at high optical power levels. These contributions refine and extend existing theories on
physical-layer security in VLC, providing new tools for addressing confidentiality in future
wireless systems.

10. Conclusions

This study investigates the secrecy of indoor VLC systems utilizing the SM technique.
The system comprises M transmitters, a receiver, and an adversary. In SM, only one
transmitter is active at a time, and the US method is used to choose the active transmitter.
We derive both lower and upper bounds on the secrecy rate under constraints of non-
negativity and average optical intensity. Additional bounds are obtained by examining
peak optical intensity. We also derive secrecy rate bounds for scenarios with only signal-
independent noise by letting the signal-dependent noise variance approach zero.

When SNR is high, the performance gap between the lower and upper asymptotic
bounds is minimal (approximately 0.1765 nat/transmission). Numerical findings reveal
that signal-dependent noise significantly impacts the secrecy rate, which affects overall
secrecy performance. Interestingly, the secrecy rate does not increase with P or A at high
SNR levels; instead, it remains approximately constant. The CAS and GS schemes are
employed to further enhance secrecy performance.

Furthermore, the impact of friendly optical jamming on the secrecy rate is examined.
Results indicate that optical jamming significantly improves the secrecy rate at higher
power levels. Specifically, at P = 80 dB, optical jamming enhances the secrecy rate by
approximately 3.9 nat/transmission compared to scenarios without jamming.
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In future work, we plan to delve into the analysis of the secrecy rate within VLC
systems, utilizing advanced SM techniques such as generalized spatial modulation (GSM)
and quadrature spatial modulation (QSM). These methodologies will be scrutinized in
terms of their efficacy in enhancing the secrecy rate, juxtaposed against the conventional
SM approach.
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Appendix A

Proof of lower bound (14) in Theorem 1:
Maximizing source entropy while adhering to constraints (3) and (5) gives a secrecy
rate lower bound in (13), i.e.,

g{l%%(x) =~ Jo fx(x)In[fx(x)]dx
st [y fx(x)dx =1 (A1)
E(X) = [, xfx(x)dx = ¢P.

When we apply the variational method to the input X, we obtain an optimized PDF
as follows:

fx(x) = gipe_éi”x,x > 0. (A2)

From (A2), we can obtain

H(X) = In(elP)
E.(X) = &P
var(X) = ¢2P? (A3)
Ex,zp, (\/XZEJ) = EX(\/X) Ez.,(Zg1) =0
var(Yg) = h%lmézpz + hE,mCPg%U% + 17%

2
Furthermore, E, [ln (M)] can be computed as [40]
2 1 1
HhEime%E — e R [ — % — etEmSEP R — % ) (A4)
1 +hB,mX€B hB,m(;B‘:P hE,mQE‘:P

Theorem 1 is obtained by substituting (A3) and (A4) into (13).

Appendix B
Proof of Upper bound (22) in Theorem 2:
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Based on (21), the secrecy rate is upper-bounded as

1 M
< 21 By {1} = Exey, {12} |, (A5)
m=

I I

where 17 and u; are defined as follows:

f— fme\xyEm (me|X YEm)ln[fYBm\xyEm(me|X YEm)]dme, (A6)

uz_f fYBm‘XYEm(me )lngYBm|YEm(me )dme
I; in (A5) is expressed as
L = —[H(Yeu|X*) + H(Yem| X5 Yom) — H(Yem| X*)], (A7)

where # (Y| X*) (k = B for Bob and k = E for Eve) is obtained by
< 1
H (V| X*) = Exe { 5In [Zne(l + hk,ngi) a,%} } (A8)
The conditional PDF fy vy, (JE,m|X, Y,m) is expressed as [40]

hp
1 (VEm— hB YBm)

) = e_W’ (A9)
' 2n(MX + N)

fYE,m ‘XYB,m (\ 4

where M = h%,mngU%/ hpm + hg,mg%(T}% and N = h%,maé/ h%,m + (T,%. According to the

conditional PDF (A9), H (Yg,u|X*, Yp,m) can be obtained as
< < 1
H(Yem| X5 Ypm) = EX*{z In[27te(MX + N)] } (A10)

Using (A8) and (A10), I; in (A7) is obtained as

1 2\ 1 1 1+ hp,Xc>
I =——In[2me-L | — 2Exs{ =In(MN + N) +In| —2"—=B ) L All
1 2n< 60_%> > X{z n( +N) + Il<1_’_hE,ng%E (A11)

For I; in (A5) to be computed, the conditional PDF 8Vl Vem (]?B,m }YE,m) is selected as

S 1 _lBm—WEml
Em) = 722¢ 2, (A12)

gYB,m ‘YE/m (

where s and y are free parameters. Using (A12), I, is computed:

hE, 2
(yE m hB:: YB m)

1 2(MX+N)
L = Ex+y,,, {ln(25 ) + R1} Ry = / A MX ) Y — WVEm (A13)

Letting t = Y — hgmYB,m/hpm and utilizing the fact that |a — b| < |a| + |b], Ry in
(A13) can be written as

MX+ N
27

hE,m

Ry < 2|y gy

+ ‘1 —u (A14)
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Using (A14), I, is written as

IZ_EX*{ ( S12 {2|H| /M)z(;N_i_‘l hEm }}’

(VB m—1BmX (A].S)

2(1+hp ngB)UB
e ~

}/B m|dyB m-
=% \/271 (14+hpuXc3)o

From the fact |a + b| < |a| + |b|, Ry is upper-bounded by

1 X
Ry < 2] L QB)UBJFh (A16)
27

To obtain a tight upper bound, we initially take the partial derivative of (A15) with
respect to s, resulting in I,. The minimum point is

MX+ N he
2 m
=2 ——— + |1 —u——|Ry. Al7
0 =20l - +‘ Hiige |2 (A17)
Thus, I, is upper-bounded by
h 14 hpmXc3)og  hp,X
I <Ex{ In|de| 4] MX+N+ L | [ O e XGR)OR | B , (A18)
hB,m 21 2

Substituting (A11) and (A18), Rs in (A5) can be computed in (A19). Utilizing the

. . hp X hpmX hpmvX . . .
) < B, — B,
inequality > NN = VM Wi and the inequality of Jensen for convex functions

In(-) and /-, (A19) can be re-expressed in (A20).
1 1+hB,mXQZ ‘,ul hE m
Z { (27'[6 ) 7 Exs {ln<1+hg,ngzz)] + Ex+ ln(4e<m + ‘1 Pl
1yM )1 ) _1 LthpnXcp el |
< Mzml{ 21n(27te(7§> 1B {m(wmxéﬂ + By [ln(4e(m+‘l

(A20)
1+hp uX¢3 )02 hp i /EP
<\/EX* {(27T(BMX-|Q-ZI;\I)) B] BZ\/M >>)] }’

To satisfy illumination requirements, VLC systems operate with high optical intensity,
and we are particularly focused on performance under such conditions. The optical input
distribution tends to infinity as P approaches infinity [47]. Consequently, when P reaches
infinity, we obtain

27 (MX+N)

( (1+hB,mX€%)‘7}23_‘_
(A19)

hip,m
i)

hE m

Hrgm

Ey. |:ln<1+h3,ng% )] _ 1thpaPch

1+hg,m X¢% 1+hg,u P¢%
h o\ o L )\ o - (A21)
Foys (1+ B,mXQB)aB _ (1+ B,mPQB)UB
X* | T 27(MX+N) 271(MP+N)
Furthermore, utilizing L'Hospital rule for (A21), we obtain
lim 1+hp mPQB _ hB,mQ%;
P00 1+hE mPQE hE,mg% A22
i (PR _ i (A2
P 2n(MPTN) ~  27M

Using (A21) and (A22), we rewrite (A20) as
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hB,mQ%;U)_%; hB,m\/gip
(\/ M + 2 M (A23)

Rs3

Rs = 1 1 hgm /hB,mQ%U§+hB,mv§P L /hB,mG%;0—§+hB,mV§P' (A24)
V2r hem 2mM 2vM 2nM 2vVM

Rz in (A23) is a function of u. We need to find a smaller value of R3 to obtain a tight
upper constraint on secrecy capacity. Here, we will look at three scenarios: when u <0,

hpmGa0] hg /P hp, hp, hg,
Rz > \/7]5184- Y5 when y > hE,::'RS > »_,and when 0 < u < hE’" R3

1 M 1 thQB B || ' hem
R, < — ——In|{2me—"22=| + |[In] 4e| — + |1 — 4
UM mZ:;1 2 < hEmGEOR V2 g

2VM hgmv/2r”
> hs, hemcsos | hpmVEP hEmS308 | hwmVEP
is obtained in (A24). If F hE:Z ( prps 4 Monve” ) Ry > 678 2?/7 X/I ;
3 hB m
> :
otherwise Rj FEmd 2

Substituting Rz into (A23), we obtain Theorem 2.

Appendix C

Proof of Asymptotic Behavior (24):
According to Theorem 1, fioy,(hp,m, ¢, P) is a monotonically declining positive function
concerning hg ,,;, ¢, and P [47]. When P approaches infinity, we can clearly obtain [40]

Ph_{rc}oflow (hB,mr Cf P) = ln(hB,m>

1 1
2 2
lim |e"BmBP Ri| ——1— ) — e"Em PR — —1
P—oo hBmGEGP hgmcEP | | - (A25)
— hE,mQZE
hB,mQ%}

We obtain an asymptotic lower bound by putting (A25) into Theorem 1 as

. hg,mGE0E
lim Ry > -1 In . A2
poRs 2 n( ) 2M Z (hEmgBaB (A26)
With respect to the asymptotic upper bound, when P approaches infinity, we do not
encounter the condition of > Zi " (\/ th"z&UB + hB 4/ gp) The asymptote upper
bound can be obtained as
, 1, [4e 1 M hg mgro2
lim R; < = In| — — In| —%—= ). A27
o= () 5y et (62
Appendix D

Proof of Lower bound (27) in Theorem 3:
Corresponding to (A.1), the functional optimization problem is
maxH (X) = — fo Fx(x) In[fx(x)]dx

fx(x)
St fO fX dx =1 (A28)
fO xfx(x)dx = EP.
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By employing the variational method, we can determine the input PDF as [11]
fx(x) = et (A29)

where c and b are free parameters. When ¢ = 0, replacing the constraints in (A28) with the
expression from (A29) yields [11]

1

fx(x) = % x € (0,4 (A30)
In this case, Ex(X) = 4 = ¢P. When a = 0.5, we can obtain #(X) ) and

. 2 42
var(Ye ) = hE’lLZA + %hE,ngUE + o2. Furthermore, E, {ln(izE ”égf )] in (13) can be

obtained as [40]
el LF hem X2 1+ hpmAgt )  In(1+hpnAcy)  In(1+henAct) (A31)
1\ Xch 1+ hpmAgy A~ g G Ahg G}

Then, we substitute H(X), var(Yg ), and (A31) into (13), the lower bound is obtained

fora = 0.5.
When ¢ # 0, we have a # 0.5, Replacing the constraints in (A28) with the expression
from (A29) yields [11]

fx(x) = —5—, x € 0,4 (A32)

where c is the solution to (30). Therefore, we obtain H(X) = In (‘ZCA”) — ¢CP. Then, we
obtain (A33) and (A34) as

A(cA—-2)

2 2 __c _ 2
E, |In l+hg/,,,Xg§ _ CA 1+hE,mAg§ A _ o et | Ei c(l-‘rhE,mZAgE) B
1+hB/mX€B e 1 l+hB,mA§B hE/mGE
s Lol a2 (A34)
Ei “+e hB ntQB i w — Ei c 5 .
hE QE hB,mgg hB,mQB

Substituting #(X), (A33) and (A34) into (13), the lower bound is obtained for a # 0.5.

2
var(Ygm) = hi,, [ +5- gzpz} + hg mEPcEo% 4 0. (A33)

Appendix E

Proof of Upper bound (32) in Theorem 4:
In this case, (A5) and (A6) hold; therefore I; can be represented as (A11). For I, we
choose 8Vl Vem in (A6) as [40]

1 _ (V\B,m*VyB,m)z

gYB,m |YE,m = 27_[52 € 22 4 (A35)

where y and s represent two free parameters. Subsequently, I, is written as

hEg 2
yE m= hB YB m)

(A36)

1 ~ 2(MX+N) R 2 .
b =By, ¢ 510(27) 2s2/ 7(MX+N) IRy o~ W) A ¢

Ry
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where R4 can be written as
e m 2 2 2
Ry = <1—yh’> Ygm+H1 (MX+ N). (A37)
B,m

Then, we substitute R4 in (A36); I, is written in (A38). The inequality holds because
X < A.

1 1
b <Ex-< > ln(27rsz) b (A38)

h 2
o | (1= W2 ) (4 A i X+ 0F) + 2 (MX )

hB,m

Rs

Using the first partial derivative of R5 in (A38) with s% and setting it to zero, we can
find the minimum point as

h 2
2 = (1 — hZ’“) (h%,mAX + hp wX¢505 + a,%) + W (MX +N). (A39)
,m

By substituting (A39) into (A38), R5 can be obtained as

2
R5=11n ame| (1 B (12 AX + hp y Xckod + 03 ) + p>(MX + N
5 Vth B,m ’ BUB B H

}. (A40)

Putting (A11), (A38) and (A40) into (A5) and utilizing Jensen’s inequality for In(+)
gives us the upper bound as

2 2
_ 1 yvM B _1 ( LhmXcy 1 _
Rs < =531 Zml{ln(2ne0é> 5 In {EX (1+h5,ng% + 5 In[27e(1
hE, 2 hé AX+hB,ng%¢7§+¢7§ 2
VhB,Z) EX*( T MXEN +u| 0

We are primarily concerned with the performance at high optical intensities. As A
approaches infinity, the input PDF secrecy rate will also reach infinite [47]. Consequently,
when A approaches infinity, we obtain

(A41)

EX* In 1+hB,mX€§3 — 1+hB,mA€§B
1+hE/mX€E 1+hE,mA€E
hZ AX+h XZ 2 2 h2 AZ h A 2 2 2 (A42)
BmAX+hpmXepog+og | hp, AT +hpmAGRop+og
Ex - -
X MX+N - MX+N :
Utilizing L'Hospital’s rule, we obtain
hm 1+hB,mA§§; — hB,mQE;
A—o0 1+hE,mA§E hE,mGE A43
. W% Althp Ackoptoh G, Athp o} ( )
lim = = =
A MX+N M

In accordance with (A41)-(A43), the upper bound can be asymptotically obtained as

1 M thg%U']zg 1 ( hEm>2h%mA+hB/mg%U)§23 2
Ry < —— In| 2re—""2=2 —In|2me| [1— : 2 + , Ad4

Re
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Using the first partial derivative of R¢ regarding y and setting it to 0, (A45) is obtained.
Putting (A45) into (A44), we obtain (32).

2 2 2
hE,m hB,mA+thmgBVB
hB,m M

2 22"
1_|_ hE,m 2hl‘},mA"’_h)-g',mgBo—B
hB,m M

= (A45)

Appendix F

Proof of Upper bound (34) in Corollary 6:

The ratio of the average to the maximum optical intensity, « € (0, 1], is a constant that
is always positive, and « A = ¢P. When A approaches closer and closer to infinity, so does
P. When « = 0.5, we have [40]

lim flow(hB,ml‘:/P) = lim flow(hB,m/‘:/P) - ln(hB,m)- (A46)
A—o0 P—oo

Utilizing L'Hospital’s rule, we obtain

I+hgmAck 1 hEmGE
lim 1 ln THEmAGE )\ Ly ( 2EmSE
A~>oo 1+hB,mA€23 2 hB,mg%;

A—o0 )
. In(1+4hpg , A
lim n( B,m ZQB) =0
A—o00 2AhB,mQB ) . (A47)
lim In(1+hg,Ac2) 0

A—o0 ZAhE,mgzg
. 6A%0, 1 60
lim 1 1In i =5In L .
Aoo? (h%5 nAZHE QZEU%+12(T%) 2 nea%hém

Based on (A46) and (A47), the asymptotic lower bound is computed when & = 0.5 as

1 M 6h 2 2
lim Ry < = Y In| —2mOETE ) (A48)
A—o0 2M = mtehE G305

When a # 0.5, (A46) can also be obtained. Based on (A34)-(A43), we have

. T+hp uAc? A i s . c(1+hg,,,,Ang)
lim 1 ln( MESE V€A o hEmSE |Ef| A——2E) ) Ff
A—)ooz(ecA_l) 1+hB,n1Ag%g hg mgi he mgt +

S (A49)
mng . c(l-&-hgm,Ag%) s c 1 hg mg
€ hB' ! ( hB/mQ%; ) EZ (hB,mQ%; ) } ln(hB ngli )
Thus, we attain the asymptotic lower bound when & # 0.5 as
h h 2 2(,cA _ 1 2
Jim Rs 2 In BnhemGEoE (¢ ~ 1) . (A50)
—00 A(cA-2 2
27tec2g o2 e2eCP [hz (c(l(ie““)) + 5 - §2P2> + hg wmCPcho? + UE}
We obtain the asymptotic upper bound as
lim Ry < Z (B ’”QEUE . (A51)
A—co T T ZM hEmg BUB

Based on (A48), (A50) and (A51), Corollary 6 is verified.
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