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Abstract

:

With the rise of globalization and technological competition, the food supply chain has grown more complex due to the multiple players and factors involved in the chain. Traditional systems fail to offer effective and reliable traceability solutions considering the increasing requirement for accountability and transparency in the food supply chain. Blockchain technology has been claimed to offer the food industry a transformative future. The inherent features of blockchain, including immutability and transparency, create a dependable and secure system for tracking food products across the whole supply chain, ensuring total control over their traceability from the origin to the final consumer. This research offers a comprehensive overview of multiple models to understand how the integration of blockchain and other digital technologies has transformed the food supply chain. This comprehensive systematic review of blockchain-based food-supply-chain frameworks aimed to uncover the capability of blockchain technology to revolutionize the industry and examined the current landscape of blockchain-based food traceability solutions to identify areas for improvement. Furthermore, the research investigates recent advancements and investigates how blockchain aligns with other emerging technologies of Industry 4.0 and Web 3.0. Blockchain technology plays an important role in improving food traceability and supply-chain operations. Potential synergies between blockchain and other emerging technologies of Industry 4.0 and Web 3.0 are digitizing food supply chains, which results in better management, automation, efficiencies, sustainability, verifiability, auditability, accountability, traceability, transparency, tracking, monitoring, response times and provenance across food supply chains.
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1. Introduction


Production of consistent quality and safe food that considers “farm-to-fork” production is the cornerstone of a successful food industry. Therefore, coordination of interdependent operations from raw-material manufacturing through to the delivery of the final product is a key component of supply-chain management [1]. The ever-evolving development of global food supply chains (FSCs) and marketplaces led to a massive increase in the trade of goods and information across international boundaries [2]. However, fraud, inefficient transactions, and suboptimal performance within FSCs have raised concerns regarding the authenticity and quality of goods, leading to an urgent need for better information exchange and credibility [3].



Food-supply-chain networks are impacted by diverse factors, such as regulatory policies, cultural norms, human behavior, and globalization. The complexity of these factors poses a significant challenge in analyzing information effectively and managing risks within the sector [4]. There is an urgent need to develop knowledge and technologies to address these challenges and ensure efficient supply-chain management. The international food supply chain has been experiencing tremendous pressure to improve transparency, facilitate trusted information exchange, and enhance the traceability of food products throughout the entire supply chain [5,6].



Businesses around the world have undoubtedly undergone a significant evolution, particularly in the realm of supply-chain management, since, traditional food supply chains have faced several challenges related to food safety, traceability, quality, fraud, inadequate monitoring, and insufficient policies, rendering them obsolete in today’s modern age [7]. Furthermore, the ever-increasing demand from consumers for year-round availability of food products has put immense responsibility on businesses to provide comprehensive information about product-specific attributes, including standards, safety, originality, accuracy, traceability, and provenance throughout the food supply chain [8].



The opacity of food-traceability systems raises concerns over proprietary and intellectual property, largely due to inadequate technology adoption and reliance on paper-based processes [9]. This can risk data accuracy and credibility when sharing sensitive information within the food supply chain. Consistent shared information is vital for successful product tracing and tracking, which traditional supervision systems like bar codes struggle with due to issues like data fragmentation, lack of accuracy, and interoperability [10]. Experts consider blockchain a solution for these FSC challenges, as it can transform supply chain design, organization, and lead to improved visibility and traceability [9].



Blockchain, a digital and decentralized ledger, allows secure information storage and sharing [11,12]. This immutable and transparent ‘chain of blocks’ is attractive for FSCs due to its traceability and resistance to tampering [5,6,7,8,9,10,11,12]. This modern innovation, combining different technologies, is garnering interest from academia and industry for its unique features like self-governance, anonymity, and security [13].



Introduced in 2009 by Satoshi Nakamoto, blockchain technology functions as a decentralized ledger, enabling consensus on data ownership within the network [14]. Nodes, or individual devices, within this network coordinate independently, eliminating the need for a centralized authority [13]. This technology provides a globally distributed database, controlled and shared by a collective, and is founded on a protocol resistant to human interference [15]. Food supply chains are actively exploring the potential of adopting blockchain technology to enhance their supply-chain management practices [16,17,18,19]. For example, Walmart’s successful blockchain project for monitoring the supply of pork in China and IBM’s blockchain-based food-tracking technology have been launched in 2016. Due to increasing momentum in blockchain adoption in the FSC, Albertsons, one of the most significant food retailers in the United States has joined IBM’s blockchain-based Food Trust network in 2019 together with other significant retail giants such as Walmart and Carrefour [19].



The intricate nature of FSCs suggests that the integration of this distributed ledger technology into the food supply chain can provide more transparency and accessibility of information. However, it shall be noted that there is a significant growth in digital technologies that are working with blockchain to create a synergistic effect and, thus, needs to be discussed.



Food businesses are exploring technologies like blockchain to enhance food safety and traceability. This is evident in the partnership between Walmart, IBM, and Tsinghua University that utilized blockchain for food safety in China [18], and the collaboration between Chinese E-commerce giant, Jindong, and local beef farmers to create a blockchain-enabled product database. Moreover, Alibaba has launched an initiative using blockchain to combat counterfeit food sales, partnering with international producers such as Australia’s Blackmores [20]. However, despite these efforts, blockchain implementations in food supply chains (FSCs) have faced criticism due to the absence of a comprehensive roadmap [21].



The importance of this study lies in exploring the growing use of blockchain in the food supply chain (FSC). Additionally, alongside blockchain, there are other emerging technologies within Industry 4.0 and Web 3.0 that could aid the FSC. These include artificial intelligence, big data analytics, RFIDs, NFC, IoTs, edge computing, cloud computing, among others, contributing to the technological growth supporting the FSC.



Although Gartner [22] forecasted the Top 10 Strategic Technology Trends for 2023, consisting of many upcoming Industry 4.0 and Web 3.0 technologies, most recent blockchain-based food traceability and supply-chain frameworks only incorporated a few technologies interoperable with blockchain [23,24,25,26,27,28,29]. However, a review of this body of literature shows the implementation of many of these emerging technologies, such as artificial intelligence, data analytics, edge computing, Digital Twins NTFs and metaverse, are either scant or absent in the current blockchain-based food-supply-chain frameworks.



We believe our research will make a significant impact by allowing researchers to explore the interoperability of blockchain with other emerging Industry 4.0 and Web 3.0 technologies. This will, in turn, equip them to develop more sophisticated frameworks for blockchain-based food supply chains.



The primary objective of this review is to thoroughly examine available literature on the implementation of blockchain technology in the food supply chain with the aim of identifying potential opportunities and novel pathways to implement this innovative technology in the FSC. Specifically, this review aims to examine currently available blockchain-based food-supply-chain frameworks and determine potential gaps in current blockchain-based food-supply-chain frameworks. This should enable identifying opportunities that are available for improved blockchain-based frameworks.



The subsequent sections of this research paper are as follows: a discussion about emerging technologies with respect to food supply chain and traceability followed by methodology, findings and discussion, limitations, conclusions, and Appendix A.




2. Emerging Technologies with Respect to Food Supply Chain and Traceability


Before assessing FSC models and frameworks, it is critical to understand the concepts of Industry 4.0 and Web 3.0. This understanding becomes particularly relevant as our systematic review of blockchain-based food traceability and supply-chain frameworks has revealed the integration of various Industry 4.0 and Web 3.0 technologies along with blockchain. These findings will be detailed further in the results and discussion section.



The first three industrial revolutions were marked using steam engines, electronics, and information technology, respectively. These revolutions led to the mechanization, mass manufacturing, and automation of production [30]. Industry 4.0, or IR4.0, signifies a new era of manufacturing characterized by the convergence of physical and digital worlds, termed as Cyber–Physical Systems (CPS). These systems enable interaction between digital infrastructure and physical objects, making information and services concurrently accessible for various purposes [31].



Industry 4.0 technologies encompass a range of innovations, including but not limited to additive manufacturing (3D Printing), artificial intelligence (AI), Global Positioning System (GPS), big data and analytics (BDA), Radio Frequency Identification (RFID), blockchain (BC), cloud computing (CC), Internet of Things (IoT), simulation, augmented reality, robotics, unmanned vehicles, and drones [32].This convergence is facilitated by numerous technologies, including a collection of internet-based technologies such as artificial intelligence (AI), machine learning (ML), big data, decentralized ledger technology (DLT), metaverse, decentralized applications (dApps), Semantic Web, edge computing, non-fungible tokens (NFTs), among others. These technologies are collectively referred to as Web 3.0. It’s important to recognize that Web 3.0 is still a developing concept, and its full realization has not yet been achieved. Various initiatives and projects are actively building the necessary infrastructure and tools for the decentralized web [33].



There are several websites and software programs that can intelligently process information, mimicking human intellect, which exemplify this concept. Web 1.0 was characterized by static websites and simple HTML pages, whereas Web 2.0 introduced interactive and dynamic content, social media platforms, and user-generated content. Web 3.0 aims to enhance the security and privacy of the decentralized Internet through the use of blockchain technology. In doing so, Web 3.0 seeks to address several of Web 2.0′s limitations and concerns, particularly in terms of data ownership, privacy, and centralized control [33].



Web 3.0, the next phase of internet evolution, is built on decentralized technologies like peer-to-peer networking and blockchain. This contrasts with the current Web 2.0, which is regulated by a few large tech companies, and offers a more user-centric, secure, and transparent experience [34]. Web 3.0 applications, termed as decentralized apps (DApps), function on decentralized networks made up of peer-to-peer nodes or blockchains. By eliminating centralized decision makers and regional restrictions, Web 3.0 has the potential to democratize financial systems [34,35].



AI and machine learning enable these systems to analyze data like humans, delivering personalized information without interference from major tech companies or compromising user data access and privacy. This shift to Web 3.0 could transform how people interact with the internet, fostering innovation, collaboration, and financial empowerment.



Key technologies enabling Industry 4.0 and Web 3.0 include the following:




	
Near-field communication (NFC) enables quick, secure two-way transactions between electronic devices over short distances [36].



	
Big data analytics extracts insights from complex data sets using advanced methods such as machine learning and data mining [37,38].



	
Artificial intelligence (AI) mimics human intelligence through machines, computer systems, robotics, and digital devices [39].



	
The Global Positioning System (GPS) provides accurate positioning and timing data, facilitating numerous applications like vehicle navigation and tracking systems [40,41].



	
Cloud computing offers various remote computer services over the internet, such as virtual infrastructure and storage [42].



	
QR codes are widely used for transmitting information in diverse areas, with varying error-correction levels [43,44].



	
Radio Frequency Identification (RFID) is a flow-control technology that aids in the traceability of goods throughout the production chain [45].



	
The Internet of Things (IoT) uses embedded devices to facilitate real-time communication and data exchange between smart devices [46].



	
Edge computing executes computations near data sources, reducing response time and enhancing energy efficiency [47].



	
Interplanetary File System (IPFS) supports the development of decentralized, globally addressable data structures [48].



	
The metaverse is a network of interconnected virtual realms that coexist with the physical world, enhancing user interaction [49].









3. Methodology


To address the research questions, a systematic review approach was undertaken. A systematic review is a rigorous and comprehensive approach to analyze literature, allowing the identification of trends and patterns of information. We followed the guidelines outlined by Kitchenham and Charters [50] and Tranfield et al. [51], and adhered to the recommendations of Moher et al. [52] regarding the “Preferred Reporting Items for Systematic Reviews (PRISMA)”. Systematic reviews involve the use of explicit and reproducible methods to address predefined research questions by identifying, critically evaluating, and combining findings from primary research studies. As recently highlighted by Pollock and Berge [53], the key stages in conducting systematic reviews include defining the objectives and methods in a protocol, locating relevant research, gathering data, assessing the quality of the studies, synthesizing the evidence, and interpreting the results.



This systematic review adheres to a comprehensive approach to fulfill its objectives (Figure 1). To begin with, it formulates a well-defined research question that serves as a guiding principle throughout the review process. Subsequently, criteria are established to determine which studies should be included or excluded, ensuring that only pertinent ones are considered. The selection of literature involves a meticulous process of carefully choosing relevant studies and assessing their quality to guarantee reliability and validity. Once the literature is gathered, it undergoes thorough analysis and synthesis to uncover patterns, trends, and significant findings. Ultimately, the findings are disseminated through diverse channels, such as research articles, reports, or presentations, to effectively reach the target audience.
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Figure 1. Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA [54]). 






Figure 1. Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA [54]).
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This systematic review process guarantees a rigorous and methodical approach to acquire, evaluate, and present the existing evidence related to the application of interoperable technologies with blockchain for food traceability and supply chain.



3.1. Search Strategy


Scopus (the largest database for peer-reviewed research publications) was selected to obtain relevant published reports. The search string on Scopus was configured as Title-Abstract-Keywords:




	
(TITLE-ABS-KEY (“Blockchain” OR “Block chain” OR “distributed ledger”) AND TITLE-ABS-KEY (“Food” OR “Meat” OR “Agri” OR “fruit” OR “Vegetable” OR “Grain” OR “Fish” OR “Honey” OR “Milk” OR “Dairy” OR “Tea” OR “Coffee”))









3.2. Inclusion Criteria


Inclusion and exclusion criteria were established to improve the focus of the review. The term “Blockchain” was introduced in 2008 but literature on the blockchain and the food supply chain was available only in 2016. However, as shown later in the descriptive statistics section of the paper, the literature on blockchain-based food supply chains has increased substantially since then.



All the publications from 2016 have been considered, which resulted in a total number of publications of 1552 in the selected string until 8 July 2023.



These documents were screened and only documents that provided a blockchain-based supply-chain framework for a food product or food in general were selected as eligible to be included in the research. Studies from languages other than English have been excluded.





4. Findings and Discussion


While interest in blockchain-based food systems started in 2016, it has since seen substantial growth, following an exponential curve. As per the search query, from a mere three publications in 2016, the number of publications on this topic surged to 422 per year by 2022. Moreover, a detailed analysis conducted in the Scopus database indicated that India and China were the principal contributors to this field, with India publishing 277 research papers and China contributing 226. Notably, despite Indian researchers producing the most publications, the most cited researchers on this subject were from China (Figure 2).



In 2015, The Economist dubbed blockchain technology as “The Trust Machine,” highlighting its capability to guarantee transparency and trust in data transactions. That same year, China grappled with a food safety issue involving the seizure of illegal livestock and products going back to the 1970s, unveiling complications within the food supply chain. To address these issues, Walmart employed blockchain technology to develop innovative solutions that ensured secure and transparent tracking of food items throughout the supply chain. In 2016, Walmart joined forces with IBM to create a more effective and efficient food traceability system based on Hyperledger Fabric. This system allowed Walmart to track mangoes in its US stores in just 2.2 s, a considerable improvement from the previous six-plus days, leading to enhanced transparency and trust in the supply chain.



The same year saw Walmart China launching the Walmart China Blockchain Traceability Platform, which successfully initiated and tested the first 23 product lines using VeChain’s blockchain technology. Moreover, Walmart conducted a trial of a blockchain-enabled end-to-end traceability system specifically for shrimp sourced from India and delivered to selected Sam’s Club stores in the United States [54].



Among the initial adopters of blockchain technology in the food sector were India, China, the United Kingdom, Italy, and the United States. At present, the United States is at the forefront of integrating blockchain technology in the food industry, with many companies using it to improve their supply-chain traceability systems. Growing concerns about food safety and the belief that blockchain can facilitate transparent supply chains have stimulated extensive research in this area. India, one of the world’s largest agricultural producers and a major contributor to its GDP, has also made significant contributions to the literature on blockchain-based food supply chains, along with researchers from China and Italy [55].



In 2016, the Chinese government reported 500,000 food safety inspection violations over a nine-month period. Additionally, during the recent China Food and Drinks Fair held in Tianjin, counterfeit products were rampant, leading industry experts to liken it to a “Disneyland of fakes”. China has a lengthy history of incidents involving food poisoning, malnutrition, and hospitalizations [56]. This includes various incidents, such as the presence of contaminated wheat protein, the use of sewage in tofu production, honey dilution with beetroot or rice syrup, toxic food incidents, the use of industrial salt, and baby formula contamination, among others. The need for improved food traceability in China arises from the urgency to rebuild trust after a long history of food fraud and safety issues [57]. In Italy’s context, a host of challenges in the agricultural supply chain, such as inadequate transparency, poor traceability, fragmentation, financial inefficiencies, and the ongoing risk of food fraud and safety concerns, have sparked considerable interest in exploring the potential benefits of using blockchain technology [58,59]



According to the selection criteria listed in the methodology section, the number of papers containing blockchain-based frameworks pertaining to food traceability and supply chains that have been included are displayed in Table 1. The table not only reports the frameworks available in the literature but also depicts the technologies that are used in these frameworks in conjunction with the blockchain.



Table 1 illustrates the application of Industry 4.0 and Web 3.0 technologies within blockchain-based models for food traceability and supply chains. It is clear that numerous technologies, such as Near Field Communication (NFC), big data analytics (BDA), and artificial intelligence (AI), have not been widely integrated into many of these frameworks. Given the growing adoption of Industry 4.0 and Web 3.0 technologies, as well as the emergence of new ones, it is highly likely that some of these technologies are missing from the current blockchain-based models for food traceability and supply chains. This points to potential areas for enhancement in these blockchain-based food traceability and supply chain models.



The inclusion of multiple Industry 4.0 and Web 3.0 technologies in food-traceability and supply-chain systems will be further examined below. This will help gain a better understanding of how blockchain-based food-traceability and supply-chain models can incorporate these technologies in an interoperable manner.



Interestingly, from the 54 frameworks selected for systematic review, only one food-traceability and supply-chain model, reported by Dey et al. [43], introduced the concept of a Web 3.0-enabled smart city that could use advanced technologies like blockchain, edge computing, artificial intelligence, cloud computing, and big data analytics to reduce food waste at different stages in the supply chain. This observation underscores a gap in the application of the term Web 3.0 among researchers studying food traceability and supply chains, suggesting its limited adoption in their research.



To provide a better outlook to the readers, the below table gives insights of the main applications along with the advantages and disadvantages of major Industry 4.0 and Web 3.0 technologies (Table 2 and Table 3). Please bear in mind that the level of security, scalability, and other parameters can vary depending on the specific implementations and configurations of these technologies.



Table 3 depicts the characteristics, evaluation and comparison table for major Industry 4.0 and Web 3.0.



Table 4 reflects the top five most comprehensive blockchain-based food traceability and supply-chain frameworks out of the total 54 identified through this literature review. Most of these frameworks, which incorporate maximum interoperable technologies, were published in 2022 and 2023. This indicates the increasing integration of Industry 4.0 and Web 3.0 technologies with blockchain, highlighting the growth in interoperability.
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Table 4. Blockchain-based food-traceability and supply-chain frameworks catering most of the interoperable Industry 4.0 and Web 3.0.
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	Title of

Article/Report/Book
	Author
	Journal
	Year
	BC
	RFID
	IoT
	QR
	CC
	GPS
	NFC
	BDA
	AI





	Blockchain-assisted internet of things framework in smart livestock farming
	Mohammed Alshehri [60]
	Internet of Things (The Netherlands)
	2023
	X
	X
	X
	
	X
	X
	
	X
	X



	A blockchain-enabled security framework for smart agriculture
	Chatterjee et al. [61]
	Computers and Electrical Engineering
	2023
	X
	X
	X
	X
	X
	
	
	X
	



	Construction of rice supply chain supervision model driven by blockchain smart contract
	Peng et al. [62]
	Scientific Reports
	2022
	X
	X
	X
	
	X
	X
	X
	
	



	Blockchain-Enabled Supply Chain platform for Indian Dairy Industry: Safety and Traceability
	Khanna et al. [63]
	Foods
	2022
	X
	
	X
	X
	X
	
	
	X
	X



	Agriculture-Food Supply-chain management Based on Blockchain and IoT: A Narrative on Enterprise Blockchain Interoperability
	Bhat et al. [64]
	Agriculture (Switzerland)
	2022
	X
	X
	X
	X
	X
	X
	
	X
	X



	Applying blockchain technology to improve agri-food traceability: A review of development methods, benefits and challenges
	Feng et al. [65]
	Journal of Cleaner Production
	2020
	X
	X
	X
	X
	X
	X
	
	
	








Feng et al. [65] developed a blockchain-based traceability system for agriculture and food industries consisting of four layers:




	
The business layer handles all supply chain activities, from farming to consumption, with each enterprise managing its traceability information.



	
The IoT layer collects and records traceability data, such as quality and logistics, using devices like RFID and sensors that communicate with blockchain ledgers.



	
The blockchain layer enhances transparency and security of food traceability using smart contracts, which enable real-time quality control and streamline planning processes.



	
The application layer acts as an intermediary, facilitating access to detailed records of the logistics process, information, and capital flow [65].








Similarly, Chatterjee et al. [61] built a framework connecting stakeholders via blockchain technology in supply-chain networks. The process starts with the selection of “validator” nodes from regulatory agencies, tasked with authorizing transactions following quality standards verification. IoT devices facilitate automatic data collection and uploading to the blockchain network. Smart contracts ensure tamper-proofing and auto-resolution of contract violations, with blockchain networks operating self-sufficiently to authenticate product origin and purity [61].



Peng et al. [62] presented a dynamic supervision model for the rice supply chain, including an initialization module, a supervision module, and a storage module (Figure 3). The initialization module classifies participants into enterprises, consumers, and regulatory agencies, further splitting enterprises into six categories and sub-nodes. The supervision module uses smart contracts for real-time supervision of rice data. Data are stored in a blockchain cloud database and gathered via IoT devices such as RFID, NFC, mobile phones, computers, and GPS (Figure 4). This model ensures data integrity and dynamic supervision of collected data through blockchain and smart contract technology.



Bhat et al. [64] proposed the Agri-SCM-BIoT architecture, an innovative approach combining various Industry 4.0 and Web 3.0 technologies like RFID, QR codes, cloud computing, GPS, data analytics, and AI (Figure 5). This design addresses multiple challenges in the agriculture supply chain, such as storage and scalability optimization, interoperability, security, and privacy, enhancing transparency and traceability.



Similarly, Alshehri [60] developed a smart livestock farming model, integrating IoT and blockchain technologies to aid farmers. The model enables the creation of protective zones for livestock, notifies when boundaries are breached, and leverages sensors for real-time environmental data. Blockchain technology ensures product origin tracing, important for customer satisfaction and issue resolution [60].



4.1. Interoperable Web 3.0 and Industry 4.0 Technologies Used in Blockchain-Based Food Traceability and Supply-Chain Frameworks


Figure 6 shows a summary of technologies employed for interoperability within food traceability and supply-chain frameworks based on blockchain. Nevertheless, the question mark depicted in this figure draws attention to the web technologies that have yet to be explored in terms of their utilization in blockchain-based food traceability and supply chain system.



4.1.1. Near-Field Communication in Blockchain-Based Food-Traceability and Supply-Chain Frameworks


Of the 54 frameworks (Table A1), only six incorporated Near-Field Communication (NFC) with blockchain for food supply chain and traceability. There has been growing emphasis on research into NFC-based energy harvesting in recent decades. The magnetic field generated by NFC is utilized not just for data transmission but also to power an integrated circuit containing a sensor module. This module can detect a range of environmental parameters, including temperature, soil, moisture, and pH. The NFC magnetic field is particularly used for data exchange. Energy harvesting based on NFC allows any NFC-enabled smartphone to be used as a data reader, thus eliminating the need for dedicated readers, and increasing efficiency [63,64,65,66].



Combining NFC and blockchain provides an opportunity to establish a more secure and efficient food supply chain. For instance, using NFC, a farmer can assign a unique identifier to each piece of produce, serving as a tracking mechanism that enables monitoring of the produce’s journey from the farm to the grocery store. By applying blockchain, pertinent data about the product such as its origin, cultivation location, and handling procedures can be recorded. This information becomes available to all participants in the supply chain, ensuring enhanced food-safety measures and traceability [67]. The combination of NFC and blockchain technologies fosters a more secure, efficient food supply chain, enhancing food safety, traceability, and transparency.




4.1.2. Big Data Analytics in Blockchain-Based Food Traceability and Supply-Chain Frameworks


Only 12 studies have thus far incorporated big data analytics in their blockchain-based food-traceability and supply-chain systems. The melding of these technologies offers a significant opportunity to reshape the food supply chain [37,38]. Notably, data analytics, which can gather large volumes of data from sensors, RFID tags, and GPS devices, is anticipated to revolutionize animal farming by fostering accurate and efficient practices. This approach facilitates comprehensive monitoring of food product flow, identifying wastage hotspots, and enhancing food safety measures [63,64,65,66,67,68].



Additionally, leveraging historical data allows for the efficient monitoring of large cattle herds and simpler identification of health issues based on previous symptom records [60]. Further innovation comes from wearable IoT devices that monitor cattle behavior and health conditions, helping detect diseases early and taking necessary actions for animal well-being.



Collecting environmental data through IoT devices also provides insights for optimizing farming practices, including irrigation and fertilization decisions, thereby improving farm productivity [60,61,62,63,64]. The marriage of blockchain and big data secures data exchange and provides timely demand information, drawing significant attention from stakeholders and promising substantial benefits in risk minimization [69].



The synergy of big data analytics and blockchain creates a precise understanding of the food supply chain, serving as a basis for informed decisions in food production, distribution, and marketing [37,38]. Massive food-safety data can be efficiently processed, assisting in microbial risk assessment, outbreak prevention, and pathogen trend identification, thus improving food-safety outcomes [70,71].



The future of food safety is significantly influenced by big data analytics. Benefits include real-time food monitoring during storage and transport, synchronized digital labeling integrated with cloud information, and enhanced traceability with blockchain, all contributing to a more robust food-safety framework [38].



Practical applications are already seen in China. Zhongnan Group and HeiLongJiang Agriculture Company Limited collaboratively enhanced agri-food traceability using big data and blockchain [72]. Likewise, JD.com, along with various food companies, launched a blockchain-based traceability platform, ensuring food quality traceability from farm to table. Other notable service providers include IBM, CyberSecurity, Arcnet, and ripe.io, serving companies like Walmart, Nestle, Unilever, and Tyson Food. As both big data and blockchain are integral to China’s national strategy, their combined use in agricultural product tracing is now standard, highlighting their exceptional benefits [69].




4.1.3. Artificial Intelligence in Blockchain-Based Food Traceability and Supply-Chain Frameworks


Artificial Intelligence (AI), a pivotal technology in the era of Web 3.0 and Industry 4.0, features in 13 of the 54 frameworks selected for food traceability and supply-chain management. Its critical role in contemporary agriculture spans various farming aspects, from fostering healthier crop cultivation, managing pests effectively, to monitoring soil conditions and improving overall food-supply-chain management. Integrating AI technologies reaps substantial rewards in refining agricultural processes, boosting crop quality, and optimizing resource use, driving advancements in the agricultural industry [73].



AI aids in determining optimal seed planting times by analyzing environmental factors and suggesting the most suitable seeds per specific conditions [74]. Additionally, AI-powered weather forecasts offer substantial benefits to agriculture. AI algorithms provide farmers with accurate, timely weather predictions, facilitating informed decision making and planning for farming activities. Thus, the incorporation of AI in agriculture offers tools to enhance productivity and efficiency while reducing weather-related risks [75].



Farmers can improve crop quality and reduce time-to-market through the application of artificial intelligence (AI). AI’s significant contribution lies in delivering insights into soil properties, guiding farmers on the optimal fertilizer for soil quality enhancement. AI-enabled analysis empowers farmers to make informed decisions, driving soil health and subsequently boosting crop yield and quality. The integration of AI in agriculture equips farmers with the tools and information for soil management optimization, leading to sustainable and efficient crop outputs [73].



Blockchain technology equips AI with reliable data, integral to its “deep learning” process. These advanced algorithms help enhance system scalability and optimize energy consumption. AI, supported by blockchain, can identify security vulnerabilities, thereby bolstering optimization [76]. As a robust platform, blockchain channels critical data to AI, refining decision-making accuracy and ensuring a secure, decentralized AI system. This collaboration heightens food traceability [76].



Machine learning (ML) is being embraced across the agricultural supply chain, from preproduction to distribution. During preproduction, ML assists in crop-yield forecasting, soil evaluation, and irrigation-needs assessment. It aids in disease detection and weather forecasting during production [77]. In processing stages, ML helps forecast production planning for quality products.



In distribution, ML finds use in areas like storage, transportation, and consumer analysis [78]. By amalgamating data such as equipment needs and nutrient info into blockchain-powered models, precision agriculture tools aid stakeholders in crop-yield-forecasting decisions, maximizing agricultural outcomes.




4.1.4. GPS in Blockchain-Based Food-Traceability and Supply-Chain Frameworks


This systematic review highlights the integration of Global Positioning Systems (GPS) in blockchain-based food-traceability and supply-chain frameworks. Among the 54 frameworks, 14 combine GPS and blockchain for food-supply-chain traceability. GPS allows real-time tracking of food products, ensuring their secure transportation and storage. In case of accidents, products can be traced back via GPS coordinates at each supply-chain stage. The system can also alert relevant authorities about deviations from preset conditions in the cold chain distribution. By storing GPS data on the blockchain, monitoring food product movement from farm to consumer is feasible, helping identify issues like foodborne illnesses or contaminated items [40,41].



As products travel the supply chain, ownership shifts from processors to distributors, a process automated and documented via blockchain-based smart contracts. These contracts also log any abnormalities during distribution. Utilizing GPS, distributors input these data into their application. Combining blockchain and GPS optimizes supply-chain management, providing real-time product location visibility to stakeholders, which aids in optimizing logistics and minimizing losses [24].



Packages equipped with sensors, cameras, and GPS enable product condition monitoring during transport, with data stored immutably on a blockchain ledger for access by all involved parties. By integrating blockchain and GPS, supply-chain management is streamlined, with stakeholders gaining real-time product location insights to optimize logistics and minimize losses [41].




4.1.5. Cloud Computing in Blockchain-Based Food Traceability and Supply-Chain Frameworks


Out of 54 blockchain-based food traceability and supply-chain frameworks, 23 incorporate cloud computing. Cloud computing offers a flexible platform for handling large agricultural data from various IoT sources, like sensors and drones. It allows farmers and organizations to store and access data securely, facilitating easier data analysis and decision-making [79]



Cloud computing enables the processing and analysis of agricultural data, offering insights from advanced analytics, machine learning, and AI algorithms. These insights assist farmers in decision-making for crop management and resource use, boosting production and efficiency [80]. IoT devices linked to the cloud allow real-time tracking of crop health and environmental conditions, enabling rapid, data-driven responses. Transactions on a blockchain are secured with digital signatures and unique hash codes. However, the storage needs of all interconnected blocks in a blockchain necessitate the consideration of both distributed systems and cloud computing during implementation [81].



Central cloud servers in a blockchain structure facilitate communication across the food production cycle and enable supply chain expansion as needed. They allow consumers to verify livestock conditions through a smartphone interface connected to the cloud server, validated by the blockchain [82]. The integration of RFID, sensors, blockchain, and cloud servers enhances overall food-traceability and supply-chain effectiveness. Users can access information stored in the cloud, such as product details, through websites or barcode scans [83]. Cloud computing and big data are transforming the food industry, providing a base for data collection and analysis throughout the supply chain, and offering quick messaging services [84]. IoT sensors monitor food freshness at each point of sale, sending data to the cloud and blockchain ledger for transparency [84]. Cloud-based technology, interconnected with blockchain and IoT, enables comprehensive monitoring and real-time inventory management. The integration of blockchain and IoT shows potential in terms of scalability, security, and efficiency [85].




4.1.6. QR Codes in Blockchain-Based Food-Traceability and Supply-Chain Frameworks


Many frameworks integrate QR codes and blockchain for food traceability and supply chains, enabling easy access to product information anytime, anywhere (Table 1). Blockchain and QR codes digitize food supply chains, as demonstrated by studies and applications like TE-FOOD, adopted by Ho Chi Minh City for pork tracking. This transparent data system includes all supply-chain participants and utilizes a mobile app to assign unique IDs and QR codes at each process stage. Customers can verify the meat’s origin by scanning the label, allowing authorities to confirm its origin and quality [86]. Since its launch in 2017, TE-FOOD has expanded to track poultry and eggs, training over 6000 companies in South Vietnam [86]. Nestlé and Walmart also utilize QR codes and blockchain for the traceability of coffee beans and mangoes, respectively. This combination of technologies improves food tracking, enhancing supply-chain transparency [87].




4.1.7. Radio-Frequency Identification (RFID) in Blockchain-Based Food-Traceability and Supply-Chain Frameworks


RFID technology, prominently used with blockchains, plays a pivotal role in enhancing food safety and traceability. Tian [88] proposed a model using these technologies to streamline data acquisition, dissemination, and sharing across various supply-chain links. This model ensures the authenticity and integrity of shared information. Similar to Tian’s work, Mondal et al. [89] presented a “Blockchain-Inspired RFID-Based Information Architecture” enabling real-time quality monitoring and unique product identification.



The role of RFID in livestock monitoring was explored by Yang et al. [82], demonstrating the feasibility of an integrated system for early detection of abnormal behavior, thus minimizing losses for producers. Another method was presented by Lin et al. [90]. which employs blockchain and the Ethereum platform for product traceability. The study highlighted the role of RFID in ensuring data immutability and fraud prevention in Taiwan’s food industry.



RFID and blockchain integration provide supply-chain-wide visibility of food products [91]. The Global Traceability Standard uses these technologies to allocate unique identifiers throughout the supply chain [17]. After harvesting, RFID-tagged commodities preserve crucial data, including environmental factors and cropping conditions [92].



Retailers acquire comprehensive supply chain information and consumers can access this through RFID readers. The traceability system allows real-time auditing and swift identification of faulty items [93]. Despite some security concerns, the combination of RFID and blockchain technologies provides a flexible, automated, and immutable food-traceability system [81].




4.1.8. IoT in Blockchain-Based Food-Traceability and Supply-Chain Frameworks


The fusion of blockchain and Internet of Things (IoT), two noteworthy innovations, yields numerous advantages in the agricultural sector [94]. IoT applications enhance productivity and efficiency in agriculture by enabling optimal farming procedures, facilitating the identification of field variables, monitoring environmental conditions, and guiding crop selection and rotation [95].



IoT assists in various agricultural processes, including crop seeding, irrigation, harvesting, and transportation, by utilizing sensors for effective monitoring and control of operations [96]. The integration of blockchain with IoT is predicted to significantly contribute to the global economy, with contributions reaching $3 trillion by 2030 [97].



IoT sensors enable automated recording and real-time data acquisition on food products, improving their quality assessment [98]. When coupled with blockchain, IoT facilitates error elimination and enhances surveillance, transaction, and data-tracking efficiency [84].



Tsang et al. [99] introduced a BLC-IoT mechanism for reliable and efficient monitoring in the food supply chain (FSC), addressing privacy and security concerns [100,101]. In another study, Osmanoglu et al. [102] suggested remote management and secure information transactions in the FSC by integrating IoT with a distributed ledger system. The adoption of BLC and IoT technologies fosters an electronic culture and promotes smart agricultural practices, contributing to food security and customer service enhancement [103,104].





4.2. Interoperable Web 3.0 and Industry 4.0 Technologies Missing or Rarely Applied by Blockchain-Based Food-Traceability and Supply-Chain Frameworks


4.2.1. Edge Computing in Blockchain-Based Food-Traceability and Supply-Chain Frameworks


Edge nodes are essential in providing the cloud’s blockchains with significant amounts of data, especially for services with high real-time or bandwidth demands. Both edge and cloud environments can accommodate artificial intelligence models and distributed agents. The cloud side optimizes supply-chain models for organic products, order management, and logistics, while the edge side uses predictive capabilities to estimate crop yield and quality based on light, water, fertilizer, and other growth adjustments [105].



Due to the rapid expansion of IoT, billions of smart devices are installed every year, which has led to a surge in sensor deployment and a massive increase in data volume. This growth in data strains cloud-server resources, resulting in delayed response times [106]. Edge computing models are therefore necessary to ease the load on cloud servers.



According to Hu et al. [105], combining blockchain with edge computing can revolutionize IoT in agriculture, necessitating a shift in the computational model to optimize local and cloud resources. Blockchain systems should be deployed in the cloud for extensive data mining, while data from peripheral devices should be preprocessed locally and transmitted to the cloud in a compressed form.



Augmented reality (AR) has numerous applications in agriculture, and it is predicted to be significant in agricultural IoT. Augmented reality systems assist in farming operations like pest identification, crop treatment monitoring, and herbicide selection [107,108]. Due to increasing user expectations for real-time efficacy and the cloud’s limitations to meet VR/AR computing’s higher bandwidth requirements, edge computing is preferable to cloud computing.



Augmented reality applications in agriculture, such as those presented by] Neto & Cardoso [109] and Liu et al. [69], use sensor networks for tasks like fungus detection and simulation of plant and livestock growth. Huuskonen and Oksanen [110] proposed a precision fertilizer application control using drones and augmented reality, demonstrating how AR and VR technologies combine virtual and real environments in agricultural applications [111].



Furthermore, Premsankar et al. [112] showed that cloud deployments have higher latency than edge computing, which led to the development of edge computing as a solution.



There is potential of edge computing in agriculture when combined with AI, blockchain, and VR/AR technologies. In the context of artificial intelligence, edge computing aids in data preprocessing and shared computation between peripheral devices and cloud servers. For blockchain technology, edge computing addresses the limitations in computation capacity and energy availability of terminal devices.




4.2.2. Interplanetary File System in Blockchain-Based Food-Traceability and Supply-Chain Frameworks


Many blockchain projects heavily rely on the InterPlanetary File System (IPFS) for off-chain data storage, offering a solution to problems like centralized control and ambiguous data in traditional traceability systems [26]. Outshining other distributed file structures, IPFS provides a potent, open-source storage system that effectively manages user content across the network [113].



Blockchain technology, as used in a monitoring system developed by Babu and Devarajan [26], enhances traceability data’s transparency and reliability. The authors store encrypted data both in blockchain and IPFS (Figure 7) to streamline information retrieval and reduce blockchain load. This technology, coupled with recording agricultural data in IPFS, lays the groundwork for trustworthy food supply chains and data-driven agricultural techniques, while mitigating blockchain storage inflation [26].



Merging blockchain and IPFS in food supply chains increases transparency, traceability, and accountability, fostering trust among participants and enhancing consumer safety. Yang et al. [114] proposed using Hyperledger for database processing to overcome blockchain’s limited storage, despite its shortcomings such as high cost and slow data transfer. Liao and Xu [115] and Xie et al. [116] developed blockchain-based monitoring systems for agricultural quality control using sensor networks and IoT technology, respectively. However, storing extensive information on blockchain introduces network overhead.



Cocco et al. [117] presented a hybrid model, integrating blockchain and IPFS for quality control in food supply chains. Their Ethereum-based application stores only essential verification data on blockchain, with certificates stored and validated in IPFS.



Wang et al. [118] suggested a framework to enhance traceability, shareability, and data security in supply chains, using consortium models and smart contracts, reducing reliance on centralized institutions.




4.2.3. Metaverse Computing in Blockchain-Based Food-Traceability and Supply-Chain Frameworks


The metaverse is characterized by social and cultural interactions that can be financial or political in context, mirroring a simulated version of reality. The diagram below visually represents the interconnectedness and convergence between the physical world and the metaverse (Figure 8). As an alternative world, the metaverse offers possibilities that cannot be effectively realized within the confines of the actual world [119].



During the COVID-19 pandemic, UC Berkeley students used Minecraft to host a virtual commencement ceremony, demonstrating the increasing convergence of offline and online worlds. Roblox further exemplifies this by allowing game development within its platform, with in-game tokens exchangeable for real currency [121].



The Fourth Industrial Revolution has expanded the virtual realm significantly, but it raises concerns about identity misrepresentation and misinformation. For a reliable metaverse, F establishing a trustworthy foundation is crucial, which is where blockchain technology steps in, fostering trust and security [122].



In the metaverse, users can exchange goods and services with bit-based currency, substituting physical currency and freeing activities from real-world limitations. However, data reliability is paramount [120].



Integrating food traceability in the metaverse connects the real and virtual worlds, extending the food experience beyond physical consumption. With blockchain’s secure record keeping, food-supply-chain data can be accurately logged, and smart contracts can ensure food safety compliance [123]. Covici et al. [124] suggest five design directions for a food-centered metaverse (Figure 9).



Blockchain technology is vital for the metaverse’s economy, preventing centralized control and supporting recognition of value for in-metaverse goods, essential for real-world-like transactions. The arrival of NFT-based blockchain tech and WEB 3.0 further energizes the metaverse, making its realization increasingly plausible. Individuals can create unique avatar characters or items, with their uniqueness validated by NFT technology [120].



We posit that the metaverse can bridge the digital and physical worlds, offering new opportunities for supply-chain stakeholders, including customers. Blockchain technology can contribute significantly to metaverse development by boosting transparency, trust, and efficiency.




4.2.4. Other Missing Technologies in Blockchain-Based Food-Traceability and Supply-Chain Frameworks


Apart from previous technologies, other Industry 4.0 and Web 3.0 technologies like DeFi, DApps, NFTs, and Digital Twins could synergize with blockchain, but their use in the food industry is limited, resulting in sparse literature for review. However, given ongoing tech advancements and growing research on blockchain-based food traceability, this systematic review can guide future research in blockchain-based food traceability and supply-chain systems.






5. Limitations of Our Work


It is important to note that there may be emerging technologies focused on food traceability and transparency that incorporate blockchain but were not included in our review. This limitation stems from our search strategy, which specifically targeted literature related to blockchain-based food-supply-chain traceability frameworks. Additionally, as discussed earlier, the development and application of Industry 4.0 and Web 3.0 technologies, such as DeFi, DApps, NFTs, and Digital Twins, in the context of food supply chains are still in their early stages. Therefore, our research suggests that leveraging multiple technologies and addressing the identified gaps in the literature review would be beneficial in understanding the current state of development in food supply chains.




6. Conclusions and Future Work


The findings demonstrate the significant role of blockchain technology in improving food traceability and supply-chain operations, as evidenced by its application in various research studies. Furthermore, the paper explores the compatibility of blockchain with other Industry 4.0 and Web 3.0 technologies, providing valuable insights into the synergies between these technologies. It highlights how food supply chains are being transformed and modernized to facilitate enhanced information sharing while ensuring security, reliability, and transparency throughout the entire supply chain.



This paper serves as a valuable resource, providing new perspectives and directions for future scholars to enhance the transparency and traceability of food supply chains by utilizing interoperable technologies with blockchain. Currently, most of the blockchain-based food-traceability and supply-chain frameworks, including the recent one, fail to implement the interoperability of blockchain with emerging Industry 4.0 and Web 3.0 technologies. The reason for such a gap in the application of technology is because Web 3.0 and Industry 4.0 technologies are still in development and the application of these technologies is yet to be incorporated with respect to the food supply chain.



Our research provides a valuable contribution by opening new avenues of research to explore the interoperability of blockchain technology with emerging Industry 4.0 and Web 3.0 technologies and will enable researchers to delve into the interoperability of blockchain technology with emerging technologies. This, in turn, would empower future researchers to develop more advanced frameworks for blockchain-based food supply chains.



It is evident that the application of blockchain in food supply chains is still in its nascent phase and continuously evolving. With the integration of blockchain and other emerging Industry 4.0 and Web 3.0 technologies, we can expect remarkable advancements in revamping food supply chains.
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Table A1. Total number of blockchain-based food-traceability and supply-chain frameworks systematically reviewed.






Table A1. Total number of blockchain-based food-traceability and supply-chain frameworks systematically reviewed.



















	Study
	Title
	Reference
	BC
	IoT
	RFID
	QR
	CC
	AI
	BDA
	GPS
	NFC





	(1)
	Indonesian halal food integrity: Blockchain platform
	[125]
	X
	
	
	
	
	
	
	
	



	(2)
	A framework for food traceability: case study-Italian extra-virgin olive oil supply chain
	[126]
	X
	
	
	X
	
	
	
	
	X



	(3)
	Blockchain based smart model for agricultural food supply chain
	[127]
	X
	X
	
	
	
	
	
	
	



	(4)
	Applying blockchain technology to improve agri-food traceability: a review of development methods, benefits, and challenges
	[65]
	X
	X
	X
	X
	X
	
	
	X
	



	(5)
	Blockchain-based solution for secure and transparent food supply chain network
	[128]
	X
	X
	
	
	X
	
	
	
	



	(6)
	Blockchain technology for a sustainable agri-food supply chain
	[129]
	X
	X
	X
	X
	
	
	
	
	



	(7)
	An ecosystem for the dairy logistics supply chain with blockchain technology
	[130]
	X
	X
	X
	X
	
	
	
	X
	



	(8)
	Smart secure sensing for IoT-based agriculture: blockchain perspective
	[131]
	X
	X
	
	
	X
	
	
	X
	



	(9)
	Traceability system of halal chicken supply chain
	[132]
	X
	X
	X
	X
	X
	
	
	
	



	(10)
	Supply network design to address united nations sustainable development goals: a case study of blockchain implementation in Thai fish industry
	[133]
	X
	
	X
	
	
	
	
	
	



	(11)
	Design of a blockchain-based decentralized architecture for sustainable agriculture: research-in-progress
	[134]
	X
	X
	X
	X
	
	
	X
	
	



	(12)
	Blockchain-based approach to supply chain modeling in a smart farming system
	[135]
	X
	X
	
	
	X
	
	
	
	



	(13)
	QIOTAgrichain: IoT blockchain traceability using queueing model in smart agriculture
	[60]
	X
	X
	
	
	X
	
	
	
	



	(14)
	IoTwith blockchain: a futuristic approach in agriculture and food supply chain
	[136]
	X
	X
	
	
	X
	X
	X
	X
	



	(15)
	Blockchain driven IoT based delish2go decentralized food delivery application
	[61]
	X
	X
	
	
	
	
	
	
	



	(16)
	Evolution of agritech business 4.0—architecture and future research directions
	[137]
	X
	X
	X
	
	
	X
	X
	
	



	(17)
	Construction of rice supply chain supervision model driven by blockchain smart contract
	[62]
	X
	X
	X
	
	X
	
	
	X
	X



	(18)
	A blockchain-based multisignature approach for supply chain governance: a use case from the Australian beef industry
	[138]
	X
	X
	
	
	
	
	
	
	



	(19)
	Shrimpchain: a blockchain-based transparent and traceable framework to enhance the export potentiality of Bangladeshi shrimp
	[139]
	X
	X
	
	X
	
	X
	
	
	



	(20)
	A reliable traceability model for grain and oil quality safety based on blockchain and industrial internet
	[140]
	X
	X
	X
	X
	
	
	
	
	



	(21)
	Blockchain-based formal model for food supply chain management system using VDM-SL
	[141]
	X
	X
	
	
	
	
	
	
	



	(22)
	A refined supervision model of rice supply chain based on multi-blockchain
	[142]
	X
	X
	X
	
	
	
	
	
	



	(23)
	Blockchain-enabled supply chain platform for Indian dairy industry: safety and traceability
	[63]
	X
	X
	
	X
	X
	X
	X
	
	



	(24)
	Blockchain-based information supervision model for rice supply chains
	[81]
	X
	
	
	
	X
	
	
	
	



	(25)
	Including the reefer chain into genuine beef cold chain architecture based on blockchain technology
	[143]
	X
	X
	
	X
	
	
	
	
	



	(26)
	How blockchain technology can be a sustainable infrastructure for the agrifood supply chain in developing countries
	[144]
	X
	X
	X
	
	X
	X
	X
	X
	



	(27)
	Blockchain-based traceability system to support the Indonesian halal supply chain ecosystem
	[145]
	X
	X
	X
	X
	
	
	
	
	



	(28)
	Blockchain-based smart wheat supply chain model in Indian context
	[146]
	X
	X
	X
	
	
	
	
	
	X



	(29)
	Design of a blockchain-enabled traceability system framework for food supply chains
	[147]
	X
	
	X
	
	
	
	
	
	



	(30)
	Food supply chain traceability system using blockchain technology
	[148]
	X
	
	
	
	X
	
	
	
	



	(31)
	A traceability system for processed products based on blockchain technology
	[149]
	X
	
	
	
	
	
	
	
	



	(32)
	Agriculture supply chain management based on blockchain architecture and smart contracts
	[150]
	X
	X
	X
	X
	X
	X
	X
	
	X



	(33)
	Vertical coordination in agri-food supply chain and blockchain: a proposed framework solution for Vietnamese cashew nut business
	[151]
	X
	X
	X
	X
	
	
	
	
	X



	(34)
	Blockchain-based traceability for the fishery supply chain
	[152]
	X
	
	X
	X
	X
	
	
	
	



	(35)
	Blockchain-enabled quality management in short food supply chains
	[153]
	X
	X
	X
	X
	X
	X
	X
	X
	



	(36)
	A conceptual model for blockchain-based agriculture food supply chain system
	[154]
	X
	X
	X
	
	
	
	
	
	



	(37)
	Rice chain: secure and traceable rice supply chain framework using blockchain technology
	[41]
	X
	
	
	
	
	
	
	X
	



	(38)
	Agriculture-food supply chain management based on blockchain and IoT: a narrative on enterprise blockchain interoperability
	[64]
	X
	X
	X
	X
	X
	X
	X
	X
	



	(39)
	Blockchain-based traceability system from the users’ perspective: a case study of Thai coffee supply chain
	[155]
	X
	
	
	X
	
	
	
	
	



	(40)
	Smart agriculture and food industry with blockchain and artificial intelligence
	[156]
	X
	X
	
	
	X
	X
	X
	
	



	(41)
	SmartNoshWaste: using blockchain, machine learning, cloud computing and qr code to reduce food waste in decentralized web 3.0 enabled smart cities
	[43]
	X
	X
	
	X
	X
	X
	
	
	



	(42)
	Transparent distribution system design of halal beef supply chain
	[23]
	X
	
	
	
	
	
	
	
	



	(43)
	Blockchain-assisted internet of things framework in smart livestock farming
	[60]
	X
	X
	X
	
	X
	X
	X
	X
	



	(44)
	A blockchain-enabled security framework for smart agriculture
	[61]
	X
	X
	X
	X
	X
	
	X
	
	



	(45)
	Improved services traceability and management of a food value chain using block-chain network: a case of Nigeria
	[24]
	X
	
	X
	
	
	
	
	X
	X



	(46)
	Blockchain in Indian agriculture to disrupt the food supply chain
	[157]
	X
	
	
	X
	
	
	
	
	



	(47)
	Managing food security using blockchain-enabled traceability system
	[25]
	X
	
	X
	
	
	
	
	
	



	(48)
	Argo-food supply chain traceability using blockchain and IPFS
	[26]
	X
	X
	
	
	
	
	
	
	



	(49)
	Research on the Construction of Grain Food Multi-Chain Blockchain Based on Zero-Knowledge Proof
	[158]
	X
	X
	X
	
	
	
	
	
	



	(50)
	Implementation of Ethereum blockchain on transaction recording of white sugar supply chain data
	[27]
	X
	
	
	X
	X
	
	
	
	



	(51)
	Toward an Intelligent Blockchain IoT-Enabled Fish Supply Chain: A Review and Conceptual Framework
	[159]
	X
	X
	X
	X
	X
	X
	X
	X
	



	(52)
	Block-a-city: an agricultural application framework using blockchain for next-generation smart cities
	[28]
	X
	X
	
	
	X
	
	
	
	



	(53)
	A technological quality control system for rice supply chain
	[29]
	X
	X
	X
	
	
	
	
	
	



	(54)
	Blockchain and artificial intelligence-empowered smart agriculture framework for maximizing human life expectancy
	[160]
	X
	
	
	
	
	X
	
	
	










References


	



Furlanetto, E.L.; Cândido, G.A. Methodology for structuring agribusiness supply chain: An exploratory study. Rev. Bras. De Eng. Agrícola Ambient. 2006, 10, 772–777. [Google Scholar]

	



Behnke, K.; Janssen, M. Boundary conditions for traceability in food supply chains using blockchain technology. Int. J. Inf. Manag. 2020, 52, 101969. [Google Scholar]

	



Duan, J.; Zhang, C.; Gong, Y.; Brown, S.; Li, Z. A content-analysis based literature review in blockchain adoption within food supply chain. Int. J. Environ. Res. Public Health 2020, 17, 1784. [Google Scholar]

	



Tribis, Y.; El Bouchti, A.; Bouayad, H. Supply chain management based on blockchain: A systematic mapping study. MATEC Web Conf. 2018, 200, 20. [Google Scholar]

	



Kumar, A.; Liu, R.; Shan, Z. Is blockchain a silver bullet for supply chain management? Technical challenges and research opportunities. Decis. Sci. 2020, 51, 8–37. [Google Scholar]

	



Charlebois, S.; Sterling, B.; Haratifar, S.; Naing, S.K. Comparison of global food traceability regulations and requirements. Compr. Rev. Food Sci. Food Saf. 2014, 13, 1104–1123. [Google Scholar]

	



Vistro, D.M.; Rehman, A.U.; Farooq, M.S.; Khalid, F. Role of Blockchain Technology in Agriculture Supply Chain: A Systematic Literature Review. In Proceedings of the 2022 IEEE 2nd Mysore Sub Section International Conference (MysuruCon), Mysuru, India, 16–17 October 2022; IEEE: Piscataway, NJ, USA, 2022; pp. 1–8. [Google Scholar]

	



Rejeb, A.; Rejeb, K. Blockchain and supply chain sustainability. Logforum 2020, 16, 363–372. [Google Scholar]

	



Wang, Y.; Han, J.H.; Beynon-Davies, P. Understanding blockchain technology for future supply chains: A systematic literature review and research agenda. Supply Chain. Manag. Int. J. 2019, 24, 62–84. [Google Scholar]

	



Liu, L.; Liu, P.; Ren, W.; Zheng, Y.; Zhang, C.; Wang, J. The Traceability Information Management Platform of Duck Product Industry Chain. In Proceedings of the Cloud Computing and Security: 4th International Conference, ICCCS 2018, Haikou, China, 8–10 June 2018; Revised Selected Papers, Part VI 4. Springer International Publishing: Cham, Switzerland, 2018; pp. 144–153. [Google Scholar]

	



Iansiti, M.; Lakhani, K.R. The truth about blockchain. Harv. Bus. Rev. 2017, 95, 118–127. [Google Scholar]

	



Nofer, M.; Gomber, P.; Hinz, O.; Schiereck, D. Blockchain. Bus. Inf. Syst. Eng. 2017, 59, 183–187. [Google Scholar]

	



Zhu, Q.; Kouhizadeh, M. Blockchain technology, supply chain information, and strategic product deletion management. IEEE Eng. Manag. Rev. 2019, 47, 36–44. [Google Scholar]

	



Christidis, K.; Devetsikiotis, M. Blockchains and smart contracts for the internet of things. IEEE Access 2016, 4, 2292–2303. [Google Scholar]

	



Laurence, T. Blockchain for Dummies; John Wiley & Sons, Inc.: Hoboken, NJ, USA, 2017. [Google Scholar]

	



Alicke, K.; Davies, A.; Leopoldseder, M.; Niemeyer, A. Blockchain Technology for Supply Chains—A Must or a Maybe? 2017. Available online: https://www.mckinsey.com/capabilities/operations/our-insights/blockchain-technology-for-supply-chainsa-must-or-a-maybe (accessed on 11 July 2023).

	



Galvez, J.F.; Mejuto, J.C.; Simal-Gandara, J. Future challenges on the use of blockchain for food traceability analysis. TrAC Trends Anal. Chem. 2018, 107, 222–232. [Google Scholar]

	



Kshetri, N. Blockchain and the Economics of Food Safety. IT Prof. 2019, 21, 63–66. [Google Scholar]

	



Wolfson, R. Albertsons Joins IBM Food Trust Blockchain Network to Track Romaine Lettuce from Farm to Store. Forbes. 2021. Available online: https://www.forbes.com/sites/rachelwolfson/2019/04/11/albertsons-joins-ibm-food-trust-blockchain-network-to-track-romaine-lettuce-from-farm-to-store/ (accessed on 5 June 2023).

	



Edwards, N. Blockchain meets the supply chain. MHD Supply Chain Solut. 2017, 47, 48–50. [Google Scholar]

	



Iftekhar, A.; Cui, X.; Hassan, M.; Afzal, W. Application of blockchain and Internet of Things to ensure tamper-proof data availability for food safety. J. Food Qual. 2020, 2020, 5385207. [Google Scholar]

	



Gartner_Inc. Gartner Top 10 Strategic Technology Trends for 2023. 2022. Available online: https://www.gartner.com/en/articles/gartner-top-10-strategic-technology-trends-for-2023 (accessed on 28 April 2023).

	



Hidayati, J.; Vamelia, R.; Hammami, J.; Endri, E. Transparent distribution system design of halal beef supply chain. Uncertain Supply Chain Manag. 2023, 11, 31–40. [Google Scholar]

	



Akazue, M.I.; Yoro, R.E.; Malasowe, B.O.; Nwankwo, O.; Ojugo, A.A. Improved services traceability and management of a food value chain using block-chain network: A case of Nigeria. Indones. J. Electr. Eng. Comput. Sci. 2023, 29, 1623–1633. [Google Scholar]

	



Gupta, R.; Shankar, R. Managing food security using blockchain-enabled traceability system. Benchmarking Int. J. 2023. online ahead of print. [Google Scholar] [CrossRef]

	



Babu, S.; Devarajan, H. Agro-Food Supply Chain Traceability using Blockchain and IPFS. Int. J. Adv. Comput. Sci. Appl. 2023, 14, 0140142. [Google Scholar] [CrossRef]

	



Ekawati, R.; Arkeman, Y.; Suprihatin, S.; Sunarti, T.C. Implementation of ethereum blockchain on transaction recording of white sugar supply chain data. Indones. J. Electr. Eng. Comput. Sci. 2022, 29, 396–403. [Google Scholar] [CrossRef]

	



Das, P.; Singh, M.; Karras, D.A.; Roy, D.G. Block-A-City: An Agricultural Application Framework Using Blockchain for Next-Generation Smart Cities. IETE J. Res. 2023, 11, 2162982. [Google Scholar] [CrossRef]

	



Tao, Q.; Cai, Z.; Cui, X. A technological quality control system for rice supply chain. Food Energy Secur. 2022, 12, e382. [Google Scholar] [CrossRef]

	



Rymarczyk, J. Technologies, opportunities and challenges of the industrial revolution 4.0: Theoretical considerations. Entrep. Bus. Econ. Rev. 2020, 8, 185–198. [Google Scholar]

	



Jazdi, N. Cyber physical systems in the context of Industry 4.0. In Proceedings of the 2014 IEEE International Conference on Automation, Quality and Testing, Robotics, Cluj-Napoca, Romania, 22–24 May 2014; pp. 1–4. [Google Scholar] [CrossRef]

	



Dalenogare, L.S.; Benitez, G.B.; Ayala, N.F.; Frank, A.G. The expected contribution of Industry 4.0 technologies for industrial performance. Int. J. Prod. Econ. 2018, 204, 383–394. [Google Scholar]

	



Wan, S.; Lin, H.; Gan, W.; Chen, J.; Yu, P.S. Web3: The Next Internet Revolution. arXiv 2023, arXiv:2304.06111. [Google Scholar]

	



Lin, Y.; Gao, Z.; Du, H.; Niyato, D.; Kang, J.; Deng, R.; Shen, X.S. A unified blockchain-semantic framework for wireless edge intelligence enabled web 3.0. IEEE Wirel. Commun. 2023, 1–9, early access. [Google Scholar] [CrossRef]

	



Suryavanshi, A.; Apoorva, G.; Mohan Babu, T.N.; Rishika, M.; Haq, A. The integration of Blockchain and AI for Web 3.0: A security Perspective. In Proceedings of the 2023 4th International Conference on Innovative Trends in Information Technology (ICITIIT 2023), Indian Institute of Information Technology, Kottayam, India, 11–12 February 2023; IEEE: Piscataway, NJ, USA, 2023; pp. 1–8. [Google Scholar]

	



Nguyen, T.B.; Tran, V.T.; Chung, W.Y. Pressure measurement-based method for battery-free food monitoring powered by NFC energy harvesting. Sci. Rep. 2019, 9, 17556. [Google Scholar]

	



Misra, N.N.; Dixit, Y.; Al-Mallahi, A.; Bhullar, M.S.; Upadhyay, R.; Martynenko, A. IoT, big data, and artificial intelligence in agriculture and food industry. IEEE Internet Things J. 2020, 9, 6305–6324. [Google Scholar]

	



Krzyzanowski, K. Putting Food on the Blockchain: A Regulatory Overview. J. Food Distrib. Res. 2019, 50, 86. [Google Scholar]

	



Patel, G.S.; Rai, A.; Das, N.N.; Singh, R.P. (Eds.) Smart Agriculture: Emerging Pedagogies of Deep Learning, Machine Learning and Internet of Things; CRC Press: Boca Raton, FL, USA, 2021. [Google Scholar]

	



Antonucci, F.; Figorilli, S.; Costa, C.; Pallottino, F.; Raso, L.; Menesatti, P. A review on blockchain applications in the agri-food sector. J. Sci. Food Agric. 2019, 99, 6129–6138. [Google Scholar]

	



Yakubu, B.M.; Latif, R.; Yakubu, A.; Khan, M.I.; Magashi, A.I. RiceChain: Secure and traceable rice supply chain framework using blockchain technology. Comput. Sci. 2022, 8, e801. [Google Scholar]

	



Madhavaram, C.; Bashir, I. Defining cloud computing in business perspective: A review of research. Metamorphosis 2012, 11, 50–65. [Google Scholar]

	



Dey, S.; Saha, S.; Singh, A.K.; McDonald-Maier, K. SmartNoshWaste: Using blockchain, machine learning, cloud computing and QR code to reduce food waste in decentralized web 3.0 enabled smart cities. Smart Cities 2022, 5, 162–176. [Google Scholar]

	



Huang, P.C.; Chang, C.C.; Li, Y.H.; Liu, Y. Efficient QR code secret embedding mechanism based on hamming code. IEEE Access 2020, 8, 86706–86714. [Google Scholar]

	



Costa, C.; Antonucci, F.; Pallottino, F.; Aguzzi, J.; Sarriá, D.; Menesatti, P. A review on agri-food supply chain traceability by means of RFID technology. Food Bioprocess Technol. 2013, 6, 353–366. [Google Scholar]

	



Hasan, I.; Habib, M.M.; Mohamed, Z.; Tewari, V. Integrated Agri-Food Supply Chain Model: An Application of IoT and Blockchain. Am. J. Ind. Bus. Manag. 2023, 13, 29–45. [Google Scholar]

	



Shi, W.; Cao, J.; Zhang, Q.; Li, Y.; Xu, L. Edge computing: Vision and challenges. IEEE Internet Things J. 2016, 3, 637–646. [Google Scholar]

	



Alam, S.; Kelly, M.; Nelson, M.L. Interplanetary wayback: The permanent web archive. In Proceedings of the 16th ACM/IEEE-CS on Joint Conference on Digital Libraries, JCDL 2016, Newark, NJ, USA, 19–23 June 2016. [Google Scholar]

	



Weinberger, M. What Is Metaverse?—A Definition Based on Qualitative Meta-Synthesis. Future Internet 2022, 14, 310. [Google Scholar]

	



Kitchenham, B.; Charters, S. Guidelines for Performing Systematic Literature Reviews in Software Engineering; EBSE Technical Report; Software Engineering Group, School of Computer Science and Mathematics, Keele University: Staffs, UK; Department of Computer Science, University of Durham: Durham, UK, 2007. [Google Scholar]

	



Tranfield, D.; Denyer, D.; Smart, P. Towards a methodology for developing evidence-informed management knowledge by means of systematic review. Br. J. Manag. 2003, 14, 207–222. [Google Scholar]

	



Pollock, A.; Berge, E. How to do a systematic review. Int. J. Stroke 2018, 13, 138–156. [Google Scholar]

	



Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) Group. PRISMA 2009 Flow Diagram. 2009. Available online: http://www.prisma-statement.org/PRISMAStatement/FlowDiagram.aspx (accessed on 10 March 2023).

	



Sristy, A. Blockchain in the food supply chain—What does the future look like? 2021. Available online: https://tech.walmart.com/content/walmart-global-tech/en_us/news/articles/blockchain-in-the-food-supply-chain.html (accessed on 15 May 2023).

	



Ramirez, J.; Gallego, G.; Tirado, J.G. Blockchain Technology for Sustainable Supply Chains. Bibliometr. Study J. Distrib. Sci. 2023, 21, 119–129. [Google Scholar]

	



Wisermarket. Food Fraud: China’s Fake Food Industry. 2021. Available online: https://wisermarket.com/blog/food-fraud-chinas-fake-food-industry/ (accessed on 11 June 2023).

	



Zhang, W.; Xue, J. Economically motivated food fraud and adulteration in China: An analysis based on 1553 media reports. Food Control 2016, 67, 192–198. [Google Scholar]

	



Scuderi, A.; Foti, V.; Timpanaro, G. The supply chain value of pod and pgi food products through the application of blockchain. Calitatea 2019, 20, 580–587. [Google Scholar]

	



Foti, V.T.; Scuderi, A.; Timpanaro, G. The economy of the common good: The expression of a new sustainable economic model. Calitatea 2017, 18, 206–214. [Google Scholar]

	



Alshehri, M. Blockchain-assisted internet of things framework in smart livestock farming. Internet Things 2023, 22, 100739. [Google Scholar]

	



Chatterjee, K.; Singh, A. A blockchain-enabled security framework for smart agriculture. Comput. Electr. Eng. 2023, 106, 108594. [Google Scholar]

	



Peng, X.; Zhang, X.; Wang, X.; Li, H.; Xu, J.; Zhao, Z. Construction of rice supply chain supervision model driven by blockchain smart contract. Sci. Rep. 2022, 12, 20984. [Google Scholar]

	



Khanna, A.; Jain, S.; Burgio, A.; Bolshev, V.; Panchenko, V. Blockchain-Enabled Supply Chain platform for Indian Dairy Industry: Safety and Traceability. Foods 2022, 11, 2716. [Google Scholar] [CrossRef]

	



Bhat, S.A.; Huang, N.F.; Sofi, I.B.; Sultan, M. Agriculture-food supply chain management based on blockchain and IoT: A narrative on enterprise blockchain interoperability. Agriculture 2022, 12, 40. [Google Scholar]

	



Feng, H.; Wang, X.; Duan, Y.; Zhang, J.; Zhang, X. Applying blockchain technology to improve agri-food traceability: A review of development methods, benefits and challenges. J. Clean. Prod. 2020, 260, 121031. [Google Scholar]

	



Boada, M.; Lazaro, A.; Villarino, R.; Girbau, D. Battery-less soil moisture measurement system based on a NFC device with energy harvesting capability. IEEE Sens. J. 2018, 18, 5541–5549. [Google Scholar]

	



Köhler, S.; Pizzol, M. Technology assessment of blockchain-based technologies in the food supply chain. J. Clean. Prod. 2020, 269, 122193. [Google Scholar]

	



Wolfert, S.; Ge, L.; Verdouw, C.; Bogaardt, M.J. Big data in smart farming—A review. Agric. Syst. 2017, 153, 69–80. [Google Scholar]

	



Liu, P.; Long, Y.; Song, H.C.; He, Y.D. Investment decision and coordination of green agri-food supply chain considering information service based on blockchain and big data. J. Clean. Prod. 2020, 277, 123646. [Google Scholar]

	



Armbruster, W.J.; MacDonell, M.M. Informatics to Support International Food Safety. In Proceedings of the 28th EnviroInfo 2014 Conference, Oldenburg, Germany, 10–12 September 2014. [Google Scholar]

	



Sonka, S. Big data and the ag sector: More than lots of numbers. Int. Food Agribus. Manag. Rev. 2014, 17, 1–20. [Google Scholar]

	



Taste, S.-L. The World’s First Blockchain Farm-Rice Bags for Good Food. 2020. Available online: http://www.agrichains.cn/ (accessed on 5 May 2022).

	



Javaid, M.; Haleem, A.; Khan, I.H.; Suman, R. Understanding the potential applications of Artificial Intelligence in Agriculture Sector. Adv. Agrochem. 2023, 2, 15–30. [Google Scholar] [CrossRef]

	



Mokaya, V. Future of Precision Agriculture in India using Machine learning and Artificial Intelligence. Int. J. Comput. Sci. Eng. 2019, 7, 1020–1023. [Google Scholar]

	



Hachimi, C.E.; Belaqziz, S.; Khabba, S.; Sebbar, B.; Dhiba, D.; Chehbouni, A. Smart Weather Data Management Based on Artificial Intelligence and Big Data Analytics for Precision Agriculture. Agriculture 2022, 13, 95. [Google Scholar]

	



Ling, C.; Zeng, T.; Su, Y. Research on Intelligent Supervision and Application System of Food Traceability Based on Blockchain and Artificial intelligence. In Proceedings of the 2021 IEEE 2nd International Conference on Information Technology, Big Data and Artificial Intelligence (ICIBA), Nanchang, China, 26–28 March 2021; IEEE: Piscataway, NJ, USA, 2021; Volume 2, pp. 370–375. [Google Scholar]

	



Ben Ayed, R.; Hanana, M. Artificial intelligence to improve the food and agriculture sector. J. Food Qual. 2021, 2021, 5584754. [Google Scholar]

	



Vyas, S.; Shabaz, M.; Pandit, P.; Parvathy, L.R.; Ofori, I. Integration of artificial intelligence and blockchain technology in healthcare and agriculture. J. Food Qual. 2022, 2022, 4228448. [Google Scholar]

	



Namani, S.; Gonen, B. Smart agriculture based on IoT and cloud computing. In Proceedings of the 2020 3rd International Conference on Information and Computer Technologies (ICICT), San Jose, CA, USA, 9–12 March 2020; pp. 553–556. [Google Scholar] [CrossRef]

	



Symeonaki, E.G.; Arvanitis, K.G.; Piromalis, D.D. Cloud computing for IoT applications in climate-smart agriculture: A review on the trends and challenges toward sustainability. In Proceedings of the Innovative Approaches and Applications for Sustainable Rural Development: 8th International Conference, HAICTA 2017, Chania, Crete, Greece, 21–24 September 2017; Springer International Publishing: Berlin/Heidelberg, Germany, 2019; pp. 147–167. [Google Scholar]

	



Jian, M.S.; Guo, J.T.; Chen, H.J.; Luo, Y.Z.; Lai, Y.C. Cloud Blockchain Based Multiple Inspection Information Exchanging for Agriculture and Food Safety. In Proceedings of the 2022 24th International Conference on Advanced Communication Technology (ICACT), Pyeongchang, Republic of Korea, 13–16 February 2022; IEEE: Piscataway, NJ, USA, 2022; pp. 117–124. [Google Scholar]

	



Yang, L.; Liu, X.Y.; Kim, J.S. Cloud-based livestock monitoring system using RFID and blockchain technology. In Proceedings of the 2020 7th IEEE International Conference on Cyber Security and Cloud Computing (CSCloud)/2020 6th IEEE International Conference on Edge Computing and Scalable Cloud (EdgeCom), New York, NY, USA, 1–3 August 2020; IEEE: Piscataway, NJ, USA, 2020; pp. 240–245. [Google Scholar]

	



Nychas, G.J.E.; Panagou, E.Z.; Mohareb, F. Novel approaches for food safety management and communication. Curr. Opin. Food Sci. 2016, 12, 13–20. [Google Scholar]

	



Kaur, A.; Singh, G.; Kukreja, V.; Sharma, S.; Singh, S.; Yoon, B. Adaptation of IoT with Blockchain in Food Supply Chain Management: An Analysis-Based Review in Development, Benefits and Potential Applications. Sensors 2022, 22, 8174. [Google Scholar]

	



Pournader, M.; Shi, Y.; Seuring, S.; Koh, S.L. Blockchain applications in supply chains, transport and logistics: A systematic review of the literature. Int. J. Prod. Res. 2020, 58, 2063–2081. [Google Scholar]

	



Anonymous. Te-foods. Making Business Profit by Solving Social Problems White Paper. 2018. Available online: https://te-food.com/wp-content/uploads/2020/11/te-food-white-paper.pdf (accessed on 16 June 2023).

	



Kamath, R. Food traceability on blockchain: Walmart’s pork and mango pilots with IBM. J. Br. Blockchain Assoc. 2018, 1, 1–12. [Google Scholar]

	



Tian, F. An agri-food supply chain traceability system for China based on RFID & blockchain technology. In Proceedings of the 13th International Conference on Service Systems and Service Management (ICSSSM), Kunming, China, 24–26 June 2016; IEEE: Piscataway, NJ, USA, 2016; pp. 1–6. [Google Scholar]

	



Mondal, S.; Wijewardena, K.P.; Karuppuswami, S.; Kriti, N.; Kumar, D.; Chahal, P. Blockchain Inspired RFID-Based Information Architecture for Food Supply Chain. IEEE Internet Things J. 2019, 6, 5803–5813. [Google Scholar]

	



Lin, I.C.; Shih, H.; Liu, J.C.; Jie, Y.X. Food traceability system using blockchain. In Proceedings of the 79th IASTEM International Conference, Tokyo, Japan, 6–7 October 2017; pp. 59–64. [Google Scholar]

	



Pang, Z.; Chen, Q.; Han, W.; Zheng, L. Value-centric design of the internet-of-things solution for food supply chain: Value creation, sensor portfolio and information fusion. Inf. Syst. Front. 2015, 17, 289–319. [Google Scholar]

	



De Meijer, C.R. Blockchain: Can It Be of Help for the Agricultural Industry. 2016. Available online: https://www.finextra.comblogposting/13286/blockchain-can-it-be-of-help-for-theagriculturalindustry (accessed on 10 May 2023).

	



Anonymous. Suppliers and Retailers Will Use Blockchain to Keep Food Fresh. Engadget. 2017. Available online: https://www.engadget.com/2017-08-22-suppliers-and-retailers-will-use-blockchain-to-keep-food-fresh.html (accessed on 13 May 2023).

	



Siegfried, N.; Rosenthal, T.; Benlian, A. Blockchain and the Industrial Internet of Things: A requirement taxonomy and systematic fit analysis. J. Enterp. Inf. Manag. 2022, 35, 1454–1476. [Google Scholar]

	



Mentsiev, A.U.; Guzueva, E.R.; Yunaeva, S.M.; Engel, M.V.; Abubakarov, M.V. Blockchain as a technology for the transition to a new digital economy. J. Phys. Conf. Ser. 2019, 1399, 033113. [Google Scholar]

	



Mahalakshmi, J.; Kuppusamy, K.; Kaleeswari, C.; Maheswari, P. IoT sensor-based smart agricultural system. In Emerging Technologies for Agriculture and Environment: Select Proceedings of ITsFEW 2018; Springer: Singapore, 2020; pp. 39–52. [Google Scholar]

	



Panarello, A.; Tapas, N.; Merlino, G.; Longo, F.; Puliafito, A. Blockchain and iot integration: A systematic survey. Sensors 2018, 18, 2575. [Google Scholar]

	



Astill, J.; Dara, R.A.; Campbell, M.; Farber, J.M.; Fraser, E.D.; Sharif, S.; Yada, R.Y. Transparency in food supply chains: A review of enabling technology solutions. Trends Food Sci. Technol. 2019, 91, 240–247. [Google Scholar]

	



Tsang, Y.P.; Choy, K.L.; Wu, C.H.; Ho, G.T.S.; Lam, H.Y. Blockchain-driven IoT for food traceability with an integrated consensus mechanism. IEEE Access 2019, 7, 129000–129017. [Google Scholar]

	



Alsuwaidan, L.; Almegren, N. Validating the adoption of heterogeneous internet of things with blockchain. Future Internet 2020, 12, 107. [Google Scholar]

	



Hong, H.; Hu, B.; Sun, Z. Toward secure and accountable data transmission in Narrow Band Internet of Things based on blockchain. Int. J. Distrib. Sens. Netw. 2019, 15, 1550147719842725. [Google Scholar]

	



Osmanoglu, M.; Tugrul, B.; Dogantuna, T.; Bostanci, E. An effective yield estimation system based on blockchain technology. IEEE Trans. Eng. Manag. 2020, 67, 1157–1168. [Google Scholar]

	



Chen, F.; Xiao, Z.; Cui, L.; Lin, Q.; Li, J.; Yu, S. Blockchain for Internet of things applications: A review and open issues. J. Netw. Comput. Appl. 2020, 172, 102839. [Google Scholar]

	



Lezoche, M.; Hernandez, J.E.; Díaz, M.D.M.E.A.; Panetto, H.; Kacprzyk, J. Agri-food 4.0: A survey of the supply chains and technologies for the future agriculture. Comput. Ind. 2020, 117, 103187. [Google Scholar]

	



Hu, S.; Huang, S.; Huang, J.; Su, J. Blockchain and edge computing technology enabling organic agricultural supply chain: A framework solution to trust crisis. Comput. Ind. Eng. 2021, 153, 107079. [Google Scholar]

	



Zhang, X.; Cao, Z.; Dong, W. Overview of edge computing in the agricultural internet of things: Key technologies, applications, challenges. IEEE Access 2020, 8, 141748–141761. [Google Scholar]

	



Vidal, N.R.; Vidal, R.A. Augmented reality systems for weed economic thresholds applications. Planta Daninha 2010, 28, 449–454. [Google Scholar]

	



Nigam, A.; Kabra, P.; Doke, P. Augmented Reality in agriculture. In Proceedings of the 2011 IEEE 7th International Conference on Wireless and Mobile Computing, Networking and Communications (WiMob), Wuhan, China, 10–12 October 2011; IEEE: Piscataway, NJ, USA, 2011; pp. 445–448. [Google Scholar]

	



de Castro Neto, M.; Cardoso, P. Augmented reality greenhouse. In Proceedings of the EFITA-WCCA-CIGR Conference “Sustainable Agriculture through ICT Innovation”, Turin, Italy, 24–27 June 2013; pp. 24–27. [Google Scholar]

	



Huuskonen, J.; Oksanen, T. Soil sampling with drones and augmented reality in precision agriculture. Comput. Electron. Agric. 2018, 154, 25–35. [Google Scholar]

	



Erol-Kantarci, M.; Sukhmani, S. Caching and computing at the edge for mobile augmented reality and virtual reality (AR/VR) in 5G. In Proceedings of the Ad Hoc Networks, 9th International Conference, AdHocNets 2017, Niagara Falls, ON, Canada, 28–29 September 2017; Springer International Publishing: Berlin/Heidelberg, Germany, 2018; pp. 169–177. [Google Scholar]

	



Premsankar, G.; Di Francesco, M.; Taleb, T. Edge computing for the Internet of Things: A case study. IEEE Internet Things J. 2018, 5, 1275–1284. [Google Scholar]

	



Politou, E.; Casino, F.; Alepis, E.; Patsakis, C. Blockchain mutability: Challenges and proposed solutions. IEEE Trans. Emerg. Top. Comput. 2019, 9, 1972–1986. [Google Scholar]

	



Yang, X.; Li, M.; Yu, H.; Wang, M.; Xu, D.; Sun, C. A trusted blockchain-based traceability system for fruit and vegetable agricultural products. IEEE Access 2021, 9, 36282–36293. [Google Scholar]

	



Liao, Y.; Xu, K. Traceability system of agricultural product based on block-chain and application in TEA Quality Safety Management. J. Phys. Conf. Ser. 2019, 1288, 012062. [Google Scholar] [CrossRef]

	



Xie, C.; Sun, Y.; Luo, H. Secured data storage scheme based on block chain for agricultural products tracking. In Proceedings of the 2017 3rd International Conference on Big Data Computing and Communications (BIGCOM), Chengdu, China, 10–11 August 2017; IEEE: Piscataway, NJ, USA, 2017; pp. 45–50. [Google Scholar] [CrossRef]

	



Cocco, L.; Tonelli, R.; Marchesi, M. Blockchain and self sovereign identity to support quality in the food supply chain. Future Internet 2021, 13, 301. [Google Scholar]

	



Wang, L.; Xu, L.; Zheng, Z.; Liu, S.; Li, X.; Cao, L.; Li, J.; Sun, C. Smart contract-based agricultural food supply chain traceability. IEEE Access 2021, 9, 9296–9307. [Google Scholar]

	



Lee, M.H. Case Studies of Advanced Countries in the Fourth Industrial Revolution and Korea’s Response Strategy. Adv. Policy Ser. 2017, 41, 14–107. [Google Scholar]

	



Jeon, H.J.; Youn, H.C.; Ko, S.M.; Kim, T.H. Blockchain and AI Meet in the Metaverse. In Advances in the Convergence of Blockchain and Artificial Intelligence; IntechOpen: London, UK, 2022; Volume 73. [Google Scholar] [CrossRef]

	



Roblox Studio, Anything You Can Imagine, Make It Now! Roblox. 2021. Available online: https://www.roblox.com/create (accessed on 30 January 2021).

	



Badruddoja, S.; Dantu, R.; He, Y.; Thompson, M.; Salau, A.; Upadhyay, K. Trusted AI with Blockchain to Empower Metaverse. In Proceedings of the 2022 Fourth International Conference on Blockchain Computing and Applications, BCCA, San Antonio, TX, USA, 5–7 September 2022; IEEE: Piscataway, NJ, USA, 2022; pp. 237–244. [Google Scholar]

	



Bian, L.; Xiao, R.; Lu, Y.; Luo, Z. Construction and Design of Food Traceability Based on Blockchain Technology Applying in the Metaverse. In Proceedings of the Smart Multimedia: Third International Conference, ICSM 2022, Marseille, France, 25–27 August 2022; Springer International Publishing: Berlin/Heidelberg, Germany, 2022; pp. 294–305. [Google Scholar]

	



Covaci, A.; Alhasan, K.; Loonker, M.; Farrell, B.; Tabbaa, L.; Ppali, S.; Ang, C.S. No Pie in the (Digital) Sky: Co-Imagining the Food Metaverse. In Proceedings of the 2023 CHI Conference on Human Factors in Computing Systems, Hamburg, Germany, 23–28 April 2023; pp. 1–17. [Google Scholar]

	



Vanany, I.; Rakhmawati, N.A.; Sukoso, S.; Soon, J.M. Indonesian halal food integrity: Blockchain platform. In Proceedings of the 2020 International Conference on Computer Engineering, Network, and Intelligent Multimedia (CENIM), Surabaya, Indonesia, 17–18 November 2020. [Google Scholar]

	



Guido, R.; Mirabelli, G.; Palermo, E.; Solina, V. A framework for food traceability: Case study—Italian extra-virgin olive oil supply chain. Int. J. Ind. Eng. Manag. 2020, 11, 50–60. [Google Scholar] [CrossRef]

	



Awan, S.H.; Nawaz, A.; Ahmed, S.; Khattak, H.A.; Zaman, K.; Najam, Z. Blockchain based Smart model for agricultural food supply chain. In Proceedings of the 2020 International Conference on UK-China Emerging Technologies (UCET), Glasgow, UK, 20–21 August 2020; pp. 1–5. [Google Scholar]

	



Majdalawieh, M.; Nizamuddin, N.; Alaraj, M.; Khan, S.; Bani-Hani, A. Blockchain-based solution for Secure and Transparent Food Supply Chain Network. Peer-Peer Netw. Appl. 2021, 14, 3831–3850. [Google Scholar] [CrossRef]

	



Rana, R.L.; Tricase, C.; De Cesare, L. Blockchain technology for a sustainable agri-food supply chain. Br. Food J. 2021, 123, 3471–3485. [Google Scholar] [CrossRef]

	



Fang, C.; Stone, W.Z. An Ecosystem for the Dairy Logistics Supply Chain with Blockchain Technology. In Proceedings of the 2021 International Conference on Electrical, Computer, Communications and Mechatronics Engineering (ICECCME), Mauritius, Mauritius, 7–8 October 2021. [Google Scholar] [CrossRef]

	



Vangala, A.; Das, A.K.; Kumar, N.; Alazab, M. Smart secure sensing for IoT-based agriculture: Blockchain perspective. IEEE Sens. J. 2020, 21, 17591–17607. [Google Scholar]

	



Shuib, A.; Ibrahim, I.; Yusoff, F.H. Traceability system of halal chicken supply chain. In Proceedings of the IEEE 12th Control and System Graduate Research Colloquium (ICSGRC), Shah Alam, Malaysia, 7 August 2021; pp. 144–149. [Google Scholar]

	



Tsolakis, N.; Niedenzu, D.; Simonetto, M.; Dora, M.; Kumar, M. Supply network design to address United Nations Sustainable Development Goals: A case study of blockchain implementation in Thai fish industry. J. Bus. Res. 2021, 131, 495–519. [Google Scholar]

	



Akella, G.K. Design of a blockchain-based decentralized architecture for sustainable agriculture: Re-search-in-progress. In Proceedings of the IEEE/ACIS 19th International Conference on Software Engineering Research, Management and Applications (SERA), Kanazawa, Japan, 20–22 June 2021. [Google Scholar]

	



Krasteva, I.; Glushkova, T.; Stoyanova-Doycheva, A.; Moralivska, N.; Doukovska, L.; Radeva, I. Block-chain-based approach to supply chain modeling in a smart farming system. In Proceedings of the Big Data, Knowledge and Control Systems Engineering (BdKCSE), Sofia, Bulgaria, 28–29 October 2021. [Google Scholar]

	



Awan, S.; Ahmed, S.; Ullah, F.; Nawaz, A.; Khan, A.; Uddin, M.I.; Alharbi, A.; Alosaimi, W.; Alyami, H. IoT with BlockChain: A Futuristic Approach in Agriculture and Food Supply Chain. Wirel. Commun. Mob. Comput. 2021, 2021, 5580179. [Google Scholar] [CrossRef]

	



Eashwar, S.; Chawla, P. Evolution of agritech business 4.0—Architecture and future research directions. IOP Conf. Ser. Earth Environ. Sci. 2021, 775, 012011. [Google Scholar]

	



Cao, S.; Foth, M.; Powell, W.; Miller, T.; Li, M. A blockchain-based multisignature approach for supply chain governance: A use case from the Australian beef industry. Blockchain Res. Appl. 2022, 3, 100091. [Google Scholar]

	



Khan, M.A.; Hossain, M.E.; Shahaab, A.; Khan, I. ShrimpChain: A blockchain-based transparent and traceable framework to enhance the export potentiality of Bangladeshi shrimp. Smart Agric. Technol. 2022, 2, 100041. [Google Scholar]

	



Xu, J.; Han, J.; Qi, Z.; Jiang, Z.; Xu, K.; Zheng, M.; Zhang, X. A Reliable Traceability Model for Grain and Oil Quality Safety Based on Blockchain and Industrial Internet. Sustainability 2022, 14, 15144. [Google Scholar] [CrossRef]

	



Hameed, H.; Zafar, N.A.; Alkhammash, E.H.; Hadjouni, M. Blockchain-Based Formal Model for Food Supply Chain Management System Using VDM-SL. Sustainability 2022, 14, 14202. [Google Scholar] [CrossRef]

	



Peng, X.; Zhang, X.; Wang, X.; Xu, J.; Li, H.; Zhao, Z.; Qi, Z. A Refined Supervision Model of Rice Supply Chain Based on Multi-Blockchain. Foods 2022, 11, 2785. [Google Scholar] [CrossRef]

	



Jo, J.; Yi, S.; Lee, E.K. Including the reefer chain into genuine beef cold chain architecture based on blockchain technology. J. Clean. Prod. 2022, 363, 132646. [Google Scholar]

	



Kumar, A.; Srivastava, S.K.; Singh, S. How blockchain technology can be a sustainable infrastructure for the agrifood supply chain in developing countries. J. Glob. Oper. Strateg. Sourc. 2022, 15, 380–405. [Google Scholar]

	



Alamsyah, A.; Hakim, N.; Hendayani, R. Blockchain-based traceability system to support the Indonesian Halal Supply Chain Ecosystem. Economies 2022, 10, 134. [Google Scholar]

	



Rathore, S.; Gupta, N.; Rathore, A.S.; Soni, G. Blockchain-based smart wheat supply chain model in Indian context. Agri-Food 4.0 2022, 27, 77–96. [Google Scholar]

	



Wang, L.; He, Y.; Wu, Z. Design of a blockchain-enabled traceability system framework for food supply chains. Foods 2022, 11, 744. [Google Scholar]

	



Krishna, G.S.R.; Rekha, P. Food Supply Chain Traceability System using Blockchain Technology. In Proceedings of the 8th International Conference on Signal Processing and Communication (ICSC), Noida, India, 1–3 December 2022; pp. 370–375. [Google Scholar]

	



Soujanya, J.; Shankaraiah, S. A Traceability System for Processed Products Based on Blockchain Technology. In Proceedings of the IEEE 2nd Mysore Sub Section International Conference, Mysuru, India, 16–17 October 2022; p. 6. [Google Scholar]

	



El Mane, A.; Chihab, Y.; Tatane, K.; Korchiyne, R. Agriculture Supply Chain Management Based on Blockchain Architecture and Smart Contracts. Appl. Comput. Intell. Soft Comput. 2022, 2022, 8011525. [Google Scholar]

	



Chu, T.; Pham, T.T.T. Vertical coordination in agri-food supply chain and blockchain: A proposed framework solution for Vietnamese cashew nut business. Reg. Sci. Policy Pract. 2022. online ahead of print. [Google Scholar] [CrossRef]

	



Patro, P.K.; Jayaraman, R.; Salah, K.; Yaqoob, I. Blockchain-based traceability for the fishery supply chain. IEEE Access 2022, 10, 81134–81154. [Google Scholar]

	



Burgess, P.; Sunmola, F.; Wertheim-Heck, S. Blockchain enabled quality management in short food supply chains. Procedia Comput. Sci. 2022, 200, 904–913. [Google Scholar]

	



Ehsan, I.; Irfan Khalid, M.; Ricci, L.; Iqbal, J.; Alabrah, A.; Sajid Ullah, S.; Alfakih, T.M. A conceptual model for blockchain-based agriculture food supply chain system. Sci. Program. 2022, 2022, 7358354. [Google Scholar]

	



Tharatipyakul, A.; Pongnumkul, S.; Riansumrit, N.; Kingchan, S.; Pongnumkul, S. Blockchain-based Traceability System from the Users’ Perspective: A Case Study of Thai Coffee Supply Chain. IEEE Access 2022, 10, 98783–98802. [Google Scholar]

	



Ahamed, N.N.; Vignesh, R. Smart agriculture and food industry with blockchain and artificial intelligence. J. Comput. Sci 2022, 18, 1–17. [Google Scholar]

	



Singh, G.P.; Tomer, V.S.; Pandey, A.; Dwivedi, R.K. Blockchain in Indian Agriculture to Disrupt the Food Supply Chain. In Proceedings of the International Conference on Intelligent Data Communication Technologies and Internet of Things, Bengaluru, India, 5–7 January 2023; pp. 171–177. [Google Scholar]

	



Zhang, B.; Xu, J.; Wang, X.; Zhao, Z.; Chen, S.; Zhang, X. Research on the Construction of Grain Food Multi-Chain Blockchain Based on Zero-Knowledge Proof. Foods 2023, 12, 1600. [Google Scholar]

	



Ismail, S.; Reza, H.; Salameh, K.; Kashani Zadeh, H.; Vasefi, F. Toward an Intelligent Blockchain IoT-Enabled Fish Supply Chain: A Review and Conceptual Framework. Sensors 2023, 23, 5136. [Google Scholar]

	



Jadav, N.K.; Rathod, T.; Gupta, R.; Tanwar, S.; Kumar, N.; Alkhayyat, A. Blockchain and artificial intelligence-empowered smart agriculture framework for maximizing human life expectancy. Comput. Electr. Eng. 2023, 105, 108486. [Google Scholar]








[image: Foods 12 03026 g002 550] 





Figure 2. Growth of literature, top countries contributing to research and top researchers on blockchain-based food traceability and supply chain. The circle chart depicts the number of publications by leading authors in this field. Both J. Xu and X. Zhang are the top researchers on blockchain-based food traceability and supply chain. 
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Figure 3. Dynamic supervision model for the rice supply chain [62]. Used under a Creative Commons Attribution 4.0 International License. 
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Figure 4. Characteristics of blockchain, Internet of Things, artificial intelligence, and big data analytics for smart farming [64]. Used under a Creative Commons Attribution 4.0 International License. 
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Figure 5. Smart agriculture supply chain [64]. Used under a Creative Commons Attribution 4.0 International License. 






Figure 5. Smart agriculture supply chain [64]. Used under a Creative Commons Attribution 4.0 International License.



[image: Foods 12 03026 g005]







[image: Foods 12 03026 g006 550] 





Figure 6. Interoperable Web 3.0 and Industry 4.0 Technologies used in blockchain-based food-traceability and supply-chain frameworks. (Source: Authors’ own work). 
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Figure 7. A hybrid system of Blockchain and IPFS system for information in agricultural food supply network [26]. Open-access license: https://thesai.org/Publications/IJACSA (accessed on 15 May 2023). 
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Figure 8. Connection between real world and metaverse [120]. Licensed under a Creative Commons Attribution 3.0 International License. 
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Figure 9. Five design directions and ideas based on food-centered metaverse [124]. (Source: Authors’ own work). 
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Table 1. Interoperable Industry 4.0 and Web 3.0 Technologies are used by blockchain-based food traceability and supply-chain frameworks identified by this systematic review.
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Industry 4.0 and Web 3.0 Technologies Used with Blockchain




	
Blockchain and Smart Contracts

	
IoT

	
RFID

	
QR

	
CC

	
GPS

	
AI

	
BDA

	
NFC






	
54

	
37

	
26

	
23

	
23

	
14

	
13

	
12

	
6
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Table 2. Overview of applications, advantages and disadvantages of major Industry 4.0 and Web 3.0 technologies.
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	Technology
	Description
	Main Applications
	Advantages
	Disadvantages





	Blockchain
	A decentralized digital ledger for secure transactions and data storage.
	Cryptocurrency, supply-chain management, smart contracts, finance
	Transparency, security, immutability.
	Scalability, energy consumption, storage requirements, regulatory concerns.



	IoT
	An interconnected network of physical devices and sensors that communicate and exchange data.
	Smart homes, industrial automation, healthcare monitoring.
	Automation, real-time insights, efficiency.
	Security vulnerabilities, data privacy, interoperability.



	RFID
	Uses radio waves to identify and track objects with tags containing electronic information.
	Inventory management, asset tracking, and access control.
	Efficiency, real-time tracking, and reduced manual effort.
	Cost, limited range, potential interference.



	QR Code
	Two-dimensional barcode that can store various types of data.
	Marketing campaigns, ticketing, and payment systems.
	Versatility, easy scanning, and high storage capacity.
	Limited data capacity and scanning limitations in certain conditions.



	Cloud Computing
	Delivery of on-demand computing resources over the internet.
	Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS).
	Scalability, cost-effectiveness, accessibility.
	Data security, vendor lock-in, and potential downtime.



	Artificial Intelligence
	Simulation of human intelligence in machines for autonomous learning and decision making.
	Natural language processing, computer vision, recommendation systems.
	Automation, improved efficiency, advanced analytics.
	Ethical concerns, bias, job displacement.



	Big Data
	Large and complex data sets that require specialized processing techniques.
	Business analytics, predictive modelling, personalized recommendations.
	Insights generation, competitive advantage.
	Data privacy, storage infrastructure, data quality.



	GPS
	Global navigation satellite system for location and timing information.
	Navigation, logistics, and geolocation services.
	Accuracy, real-time tracking, and widespread availability.
	Signal limitations indoors or in remote areas.



	NFC
	Short-range wireless communication for contactless data exchange.
	Mobile payments, access control, and ticketing systems.
	Convenience, simplicity, and compatibility with smartphones.
	Limited range, security concerns, adoption barriers.
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Table 3. Characteristics of major Industry 4.0 and Web 3.0 technologies.
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	Technology
	Security Features
	Connectivity
	Scalability
	Data Handling





	Blockchain
	Offers high-level security with decentralized networks
	Enables connectivity among multiple devices
	Scales well for transactions and data storage
	Handles data immutability and transparency through a ledger



	IoT
	Exhibits varying levels of security
	Facilitates connectivity across diverse devices and protocols
	Scales effectively for large-scale deployments
	Manages real-time data collection and analysis



	RFID
	Provides basic security measures
	Utilizes short-range wireless communication
	Supports scalability for tracking multiple items
	Offers limited data storage capacity



	QR Code
	Lacks inherent security features
	Enables connectivity through scanning
	Not applicable for scalability
	Encodes and retrieves data efficiently



	Cloud Computing
	Implements robust security measures
	Utilizes internet-based connectivity
	Highly scalable for resource allocation
	Manages remote data storage and processing



	Artificial Intelligence
	Security implementation varies
	Relies on internet-based connectivity
	Scales effectively for data processing and analysis
	Handles large-scale data processing and learning algorithms



	Big Data
	Security implementation varies
	Relies on internet-based connectivity
	Highly scalable for handling large datasets
	Manages data storage, processing, and analysis



	GPS
	Lacks inherent security features
	Utilizes global positioning and satellite connectivity
	Not applicable for scalability
	Tracks location-based data effectively
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