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Abstract

:

Technologies such as the Internet of Things (IoT), cloud computing, and Smart Systems (SSs) have become an important focus for industry, especially in the manufacturing and retail sectors. The aim of this paper is to analyse the importance of SSs and their related technologies in improving business performance. Through an initial systematic review of sixty-one papers, the authors identify six key determinants that lead to the effective application of SSs in business systems, namely, the application of effective managerial skills, supply chain integration, financial analysis, business performance, strategic and operational capabilities, and technologies. The work then goes on to develop an industry case study that informs thinking on the capabilities of smart technologies in collaborative working environments and then onto the development of a practice-focused framework for future research. This study identifies that the implementation of SSs within organisations not only improves business performance but also their supply chains through the effective integration of business activities and systems, and through the degree to which communication and decision-making is facilitated between humans and devices. This leads to the improvement of quality, speed of information, and information sharing. This study also finds that there is a lack of systems standards that currently govern IoT and SSs integration and data security within businesses.
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1. Introduction


Smart Systems (SSs) and their associated digital technologies have transformed business models. The spread of information and communications technology (ICT) has brought many benefits to businesses in commercial marketing, finance, and customer service with fast and accurate communication supporting improved decision making, product development, quality of product, and service often measured through increased customer satisfaction. ICT includes electronic tools and systems ranging from electronic databases, e-mail, through to e-business systems [1]. Furthermore, ICT is defined as ‘all electronically mediated information exchanges, both within an organisation and with external stakeholders supporting the range of business processes’ in both buying and selling [2]. The concept of e-business focuses on the online communication between firms, suppliers, and customers, which supports the business performance, hence, the speed of the supply chain. Companies recognise that they must not only implement, but continuously invest in e-business technologies, to integrate processes and systems in their supply chain [3].



A supply chain is considered here as the movement of products, information, money, and the flow of knowledge [4]. Organisations need to manage a controlled supply chain to improve sales, profit, and competitiveness [5]. Supply chain transparency through creating greater visibility from effective information sharing between customers and suppliers is critical in these operating environments [6]. SSs supply the connection between supply-chain actors and any value-adding activity, especially in the production planning process where the ‘quality’ of information required is critical to the future productive effectiveness of a business. Further, meeting increasing market demand and accelerating innovation requires a more sophisticated organisational approach to information sharing within the wider context of supply-chain management [7].



The Internet of Things (IoT) is considered the next generation of Internet-connected embedded ICT systems in a digital environment and establishes and manages the networked connection between physical devices (e.g., machines, vehicles) and human beings [8]. The IoT gathers and shares data on Internet-based global platforms generating real-time databases [9]. This data collection function is supported by a rising number of potential technologies [10]. Different applications help effective communication processes such as wireless sensor networks (WSN), radio frequency identification (RFID), and global positioning systems (GPS). Technologies can control, for example, the required level of stock in a distributed manufacturing system, which leads to improved product quality which in turn leads to higher customer satisfaction and profitability [8]. The IoT has the capability to improve the quality of supply chain processes by increasing; visibility, accuracy, traceability, and collaborative decisions [11] through the three viewpoints [10] being, things-oriented, internet-orientated, and semantic-oriented.



Since the 20th century, many technological developments (such as the Internet) have spread globally undoubtedly bringing improvements and changing business models [12] and practices associated with timely service and the range of products offered. Organisations, and wider supply networks, require this innovation to meet continued and changing consumer needs in a timely way [7]. New business models are required as the Internet removes the physical and time barriers along the supply chain between customers and sellers and firms and their suppliers. Furthermore, trading partners benefit from the dynamic capabilities of e-business in terms of their cost structure, the development of collaborative value networks, and the information-sharing aspects afforded by internet connectivity [12]. This enhanced dynamic capability creates the ability for e-businesses to change their business models with some technologies making a great impact on the online retail sector. Indeed, an agile alliance of networked machines and systems improves manufacturing operations, production quality, and supply chain capabilities [13], and flexibility within operations, providing innovative solutions, and improved performance while value is created [5,7]. In this respect the supply chain has become data-driven, optimising traceability, and promoting smart manufacturing.



McKinsey [14] defines the four main dimensions of IoT, which offer benefits for the production system. They are connectivity, speed of view, accessibility, and anchoring. Connectivity and accessibility reflect the relevance of real-time data and up-to-date production information. Speed of view addresses day-to-day operations, which intend to meet demand as fast as they can, changing production processes within the organisation and potentially altering the length of the supply chain. With advanced technology solutions and the proliferation of e-commerce, organisations recognise the efficiency of a shorter supply chain. Thus, the establishment of close cooperation with local suppliers may have a positive effect on businesses’ productivity and market success. However, when utilising IoT, Hill [3] highlights that the organisation should do ‘things right’ rather than ‘the right things’. This shows the move towards IoT playing an increasing role in the ‘management’ of business functions going forward where the quality of data and information is critical for accurate decision making. Figure 1 shows how IoT technologies enable business objectives to be achieved through systems that provide fast flexible connectivity, and flow of parts and information. These capabilities encourage efficiencies within a smart manufacturing system, which improves further efficiency of the supply chain with a ‘cycling effect’ on each other.



SSs use technology for establishing and maintaining communication with all supply chain partners, improving the production process, and shaping how manufacturing information systems and associated practices influence supply chain performance [15]. Akkermans et al. [16] reinforce the need to use competitive information and IT applications in business relationships within the supply chain. The streamlining of data and the uninterrupted interaction with a connected environment result in a smooth operational and distribution performance if partners can access real-time information through this electronic connection with each other [17].



The e-procurement process in particular affects the efficiency of the supply chain in terms of inventory levels, deliveries, and customer satisfaction [18]. SSs can reduce demand uncertainty and inaccuracy and demand risk related to supply visibility. If organisations collaborate, coordinate, and cooperate to share real-time data about customer demand, transportation costs, location, and level of inventory, through the information technologies and systems, the supply chain can be visible to every party and be more effective [15]. In 2019, Amazon had one of the biggest web services infrastructures of any organisation. Its cloud computing managed a significant volume of data that was generated by SSs [19]. Cloud computing is the online platform where a user can store data to access it remotely and easily [20]. The ability to store data and then be able to access and analyse it easily underpins decision-making and supply chain innovation. As PWC (2020) states, most companies believe digital solutions support an increase in efficiency and can improve relationships with local suppliers. In 2016, it was suggested that $178 billion had been invested in SSs in manufacturing whilst in comparison $78 billion had been invested in transportation [21].



According to Deloitte [22], hospitals became the leading investors in 2020 in SSs, as a result enhancing social aspects of their activities and trust with patients. Additionally, 29% of the respondents in PWC’s survey [21] have implemented networking technologies and 60% of them plan to invest in them by 2022. The interest in SSs is expected to grow further, not only because of the higher revenue it could generate and the benefits of process tracking, but also because of the need for online business solutions driven by the coronavirus epidemic [23]. Investment in SSs in manufacturing was $27.76 billion in 2018 and is predicted to reach $ 136.83 billion by 2026 [24].



The purpose of this study is to consider the role of SSs in improving business collaboration, decision-making, and supply chain integration. Four research questions are considered in this research:




	RQ 1.:

	
What impact does IoT have on e-business?




	RQ 2.:

	
How does IoT influence the quality and speed of information flow in the supply chain in the production environment?




	RQ 3.:

	
How can companies measure the effective implementation of IoT in their supply chain?




	RQ 4.:

	
Is IoT a business management tool that can accelerate innovation and change in a business model thereby driving organisational processes to deliver improved performance?









An initial systematic review of sixty-one research publications identified six key thematic areas that were seen as key determinants in SSs being able to deliver impact in a business. The review assists in being able to explain the nature and type of impact that businesses can obtain from the application of SSs. The review also allows for the development of a practice-focused framework that assists in answering the remainder of the research questions. The paper then uses an industry scenario to critically analyse the synthesized data, and identify, then reflect on the impact of IoT and SSs on a business supply chain. In summary, the application of SSs has gained ground quickly in almost every industry and is evolving rapidly. SSs are leading a reimagining of advanced manufacturing technology, involving sensors, industrial robots, cameras, and other technologies [25]. Thus, their development is of interest here where the main scientific results identified in this paper outline the personal contribution made to the scientific literature by the authors.




2. Materials and Methods


In order to conduct the study and explore the potential findings, a multi-method approach was adopted that involves a systematic review of literature, the development of a practice-focused framework, and subsequent critique through application in an industry example provided in the form of a case study [26]. The results are presented in a narrative form [27] to enable reflection on the framework developed. This process of systematically combining literature and practice-informed data is supported by extant studies that have used the combination of the theory and empirical observations [28]. The focus of the systematic review is to identify the scope and gaps in existing knowledge, to then inform the second phase of the research and provide insight into the research questions [26].



Systematic Literature Review Design


The systematic literature review was based on a keyword search using Elsevier Science Direct (http://www.sciencedirect.com/ (accessed on 21 June 2022)); Emerald, (http://www.emeraldinsight.com/ (accessed on 21 June 2022)); and IEEE Explore https://ieeexplore.ieee.org/Xplore/home.jsp (accessed on 21 June 2022)) databases. Seven search queries were applied to each of the three key databases. The search terms included ‘IoT’, ‘Smart Systems’, ‘Internet of Things’, ‘IoT AND Smart Systems’, ‘Smart Manufacturing Systems’ ‘digital supply chain’, and ‘e-commerce’. The initial output from the keyword search yielded a total of 3234 publications. Search string matches were sought in publication titles, author-supplied keywords, or abstracts. A second stage ‘sifting’ was applied to remove papers that were nonempirical. This left 305 publications to review. Of the 305 publications, these were further reduced to 273 publications by removing duplicate publications. Through further screening of the titles, abstracts, and conclusions of the remaining papers for relevancy against the search terms, the remaining 273 papers were reduced to 176 publications. The 176 publications were subsequently read in full and accepted or rejected depending on whether they focused on aspects such as productivity, the efficiency of the supply chain, financial performance, and the challenges related to the advanced technology in the company. This left 61 papers that were identified as relevant to this research (Figure 1 and Table A1). The sources were then thematically analysed to form the theoretical framework that is presented in the next section of the paper. The order of the papers in Table A1 is systematically derived and shows the number of characteristics highlighted by each paper.



The second element of the methodology was to then consider an industry scenario that allowed the theoretic framework to be critiqued to provide a practice-informed framework. The industry scenario was considered using a case study methodology that enables the investigation of a real-life phenomenon in its complexity [28]. Case study research operates with the elements of existing data collection, scenario observation, and combining multimedia or oral histories to provide triangulation through the analysis and synthesis of different sources [29]. Creswell [30] distinguished between three types of case studies, explanatory, exploratory and descriptive perspectives. This study used a descriptive research design for the analysis of the scientific papers and articles [31]. It also presented a comprehensive description of the importance of advanced technologies in e-business. Various secondary data sources were used such as press releases, media and journal articles, books, interviews, and company websites [26].



The sources were considered for both their validity and their value in contributing to the narrative. The advantage of this methodology is that it allows data to be iteratively drawn together from a range of sources. Further, applying both quantitative and qualitative analyses of the data to address the research questions counteracts the weaknesses in both types of data when used alone. The qualitative aspect helps to explain the complexities of real-life cases in context [32] and the quantitative method aspect supports objectivity and generalisability [33,34] in real life. The scenario business utilised in this research was Amazon. In this case, the scenario business has been chosen to reflect a given situation and the application of SSs in that specific situation, rather than a case study that is representative of the industry sector. The business model is critiqued through comparison with organizations such as Walmart, Siemens, and others.





3. Results


3.1. Introduction


The literature derived from the systematic review was read and thematically analysed which led to the identification of six key determinants. The sixty-one papers are listed in Table A1. The six determinants were identified as:




	
Adequacy of managerial skills;



	
Efficiency of the supply chain i.e., cooperation between the organisation and suppliers;



	
Financial aspects, such as reduced costs, or increased profit;



	
Performance of business i.e., productivity, quality of product, and service;



	
Strategic or operational challenges related to technology such as privacy, security, and lack of skills;



	
Technology use such as RFID.








A number of texts focussed on the use of SS technologies in manufacturing and logistics and supply chain systems [35,36]. Some sources review cloud computing and IoT and the associated benefits [37], and the development of stronger partnership between firms and their suppliers [38,39]. The literature verifies that IoT improves business performance and operation, thus, it improves supply chain efficiency through cooperation with suppliers. However, there is a lack of informative business models around the development of SSs [40] and challenges with employing the right professionals also hinder the realisation of the potential opportunities associated with SSs, proving a barrier to innovation [41].



The next section evaluates the application of SSs in a specific scenario with the example of Amazon and the use of advanced technology to primarily improve the efficiency of their supply chain i.e., their performance and cooperation with suppliers.




3.2. Business Scenario: Amazon


Amazon is one of the most relevant real-world examples to explore the research questions posed in this research. Amazon is a Seattle-based online e-commerce retailer that operates internationally. It offers a wide range of different products and services and has developed a technological infrastructure and application software for businesses and individuals on its website. The company is striving for a multi-legged position which strengthens its diversity in the market [42]. The importance of Amazon’s applied warehousing technology is interesting, and the business model is based on advanced technology, but mostly on cloud computing in which Microsoft and IBM are the other two leading market players [43].



Amazon has over 175 fulfillment centres covering multiple destinations worldwide such as North America, Europe, and Asia [44]. One of the primary objectives of its fulfillment centres is to meet current demand and to reflect an understanding of customers’ needs through data analysis. In addition, they offer advanced logistics and operational support to suppliers including tracking systems, inventory management (monitoring and controlling stock and the picking process) delivery information, and customer service in their warehouses. SSs applications facilitate a ‘from start to finish ’fulfilment process [44]. Investing in technology builds capacity and capability helping to maximise production through automation, faster shipping times, optimum inventory levels, and reducing costs supporting the price level provided for customers [45]. The acceptable balance between the role of humans and automation is difficult, with vulnerabilities in both investing in technology and automation or in funding upskilling and engaging staff. For example, Amazon have in recent years experienced multiple staff strikes in their warehouses around the world [46].



Amazon’s geographic positioning supports faster fulfillment which is a key driver of Amazon’s business model [47] with the business benefit derived from their global distribution network. In comparison, Walmart, one of Amazon’s biggest rivals, has many physical stores in several varieties of formats worldwide including supercentres, and discount stores. Walmart can reach more customers physically and build stronger trust with its return policy, which allows customers to return items to any store, providing more service flexibility. However, this strength may have been weakened during the coronavirus pandemic when there was a switch to online purchasing. One pre-Covid survey, suggests customers prefer to order their desired products online and pick them up at Walmart stores rather than ordering them online and waiting for them at home [48]. Further, Walmart was one of the first companies who adopted RFID to track inventory [49].



Amazon has established a digital ecosystem for its suppliers to improve their performance in the market. This approach can support collaboration between Amazon and its partners in the supply chain making the business environment more sensitive, adaptable, and aware of any value chain inefficiency [50]. Amazon uses SSs with IoT linked to cloud-based applications and its advanced algorithm to analyse its partners rather than integrating other systems into its own system. Amazon uses its system in each process for inbound and outbound logistics, concentrating on improving timeliness and saving money with automation, machine learning, and artificial intelligence (AI) [51].



As a comparison, Siemens uses AWS platforms which have led to an 85% reduction in its costs [51]. Siemens has built its own applications based on AWS services which create an ecosystem partnership between them in production and operations. Therefore, Siemens suggests it can improve its productivity through the development of its ‘online order-to-delivery collaboration platform’ (Siemens, n.d.), the consolidated operations, and incremental offerings to its customers [52]. Another example of the cost efficiency of advanced technology is Intuit, which is a business and financial software company. It uses AWS to reduce its operational costs by 25% [53]. Shell also confirms this cost-saving effect, but it emphasised the real-time monitoring feature of AWS solutions, which ensures flexibility and scalability for the company [54]. Another remarkable case is Pentair, which provides water filtration systems to breweries and fish farms. Pentair increased its productivity by 10% due to its collaboration with AWS, while it also reduced production costs. This manufacturer utilises sensors to gather data on filtration systems with AWS IoT applications and it enables them to analyse this data remotely on an AWS cloud service [55].



Pentair can collect data about the quality of beer in the breweries or monitor the environmental conditions in fish farms through the use of appropriate sensors. The AWS cloud platform can be used to store these data. Users can analyse the data anytime and anywhere to provide solutions rapidly. This system improves business performance through a high level of collaboration with partners connecting machines with custom web portals through to its users (operations, managers and suppliers) [56,57,58,59,60].



Amazon intended to launch a drone-delivery solution in the US market in 2020 [61]. This opportunity creates a threat, as e-commerce is seen by new entrants as attractive and requiring low capital for entry, however, there are potential issues with Internet interruption and cyber-attacks [62]. Cloud-based solutions enable an organisation to associate and interconnect products, machines, and systems. This requires Amazon to analyse, evaluate and share the data collected by IoT with their partners, thus achieving greater collaboration with other actors in the supply chain and making their cost–benefit balance more favourable [63].



Amazon focuses on its own business performance i.e., productivity through warehousing technology and digital ecosystem partnerships. They also concentrate on supply chain efficiency with their suppliers. They improve the speed of information flow with SSs in the supply chain. This provides a cost-efficient solution in inventory and logistics management. These examples demonstrate that adopting advanced technology provides a more sophisticated process for companies to increase productivity and reduce their operational costs concurring with published literature sources considered in this study. The research questions are now considered in sequence to structure the results section.



	RQ1.:

	
What impact does IoT make on e-business?







Internet-based IoT business solutions have revolutionised relationships not only for business to customers (B2C) but also for business to business (B2B) [64]. Organizations concentrate on two particular business interests: increasing customers’ satisfaction and therefore profit and to reduce costs in inventory, procurement processes, and delivery. IoT applications such as RFID tracking systems, EDI, and cloud computing provide an effective solution for businesses to manage these interests.



Amazon exemplifies how a company can take advantage of IoT in its manufacturing and logistics system and become one of the leading global e-retailers. Amazon did not seek to categorise all items in its inventory, rather it used the advanced technology for tracking and tracing them improving the preparatory packing and delivery processes. Its innovative robotic solutions support the previously mentioned business interests. The literature stresses the benefits of real-time reaction and the cost-reducing effect of IoT [65,66]. This means that IoT can make a great impact on e-retailers’ productivity and capability underpinned by both theoretical and practical facts.



	RQ2.:

	
How does IoT influence the quality and speed of information flow in the supply chain in the production environment?







As shown inter alia [66] in the literature review, the real-time information, and SSs support the flexibility and transparency of the supply chain from a theoretical viewpoint. IoT can shorten the length of the supply chain improving companies’ productivity and reducing costs which are the most important benefits for companies as highlighted in RQ1. SSs can support the decision-making process via information sharing both internally and externally to the organisation and through the entire supply chain. SSs can establish an impressive collaboration among partners, however, most companies increase customers’ satisfaction primarily with a fast and adequate reaction to demand using the advanced technology. This research has found that few articles emphasise the creation of a shorter supply chain as one of the major reasons for using IoT or other advanced technologies related to it in an SS. Most articles mention this beneficial effect in terms of an economical side effect rather than a specific focus. For example, according to one of the McKinsey surveys [14], the first three expectations in using SSs are fewer lost sales, lower inventory, and lower operational costs. After that companies expect an optimising network from IoT solutions [67]. Further on, the biggest benefit of SSs adoption is noticed in improved data management and analysis [68].



Compared with the above-mentioned studies and reports, Amazon positions its successful business model on the cloud computing service, and the exchange and transparency of supported information promoted by the technology. Therefore, one of Amazon’s businesses is succeeding primarily through SSs by optimising the supply chain. The digital ecosystem partnerships of Amazon with Pentair and Siemens support the theoretical framework that IoT applications can shorten procurement processes and reduce supply chain complexity.



	RQ3.:

	
How can companies measure the effective implementation of IoT in their supply chain?







Implementation of IoT may be monitored and evaluated indirectly rather than directly. Therefore, through investing in SSs solutions, companies can estimate the impact on their profitability and productivity especially by reducing the cost of inventory and the time to purchase items. In this context, the positive impact of IoT investment on the profitability and efficiency not only of the company but of the entire supply chain can be expressed as an increase in customer satisfaction. Customer satisfaction is closely related to the speed and accuracy of the delivery of ordered goods, and the development of a favourable price, which can be cascaded through to consumers. Here again, this study highlights that IoT applications provide, both optimisation of inventory costs, and the transparency of the supply chain through the exchange of up-to-date real-time information.



Amazon takes advantage of this benefit by implementing IoT use in warehousing technology in its fulfillment centres worldwide which supports maximising production and reducing operational costs. Further, it reduces delivery time thus, Amazon can simplify the logistics process with adequate tracking systems and information sharing with other participants in the supply chain.



	RQ4.:

	
Is IoT a business management tool that can accelerate innovation and change in a business model thereby driving organisational processes to deliver better performances?







This question considers factors such as the level of IT and technology development within the company. Many SSs applications can forecast aspects of business processes and improve business efficiency [69,70]. Therefore, SSs are a driver for increasing productivity and embedding the IoT, through SSs, is conducive to business success.



SSs solutions make a positive financial and operational impact on the business model by improving operations and efficiency [71]. Amazon is a great illustration of how to use a multi-layered business model for achieving a higher level of productivity. Through innovation, they focus on effective organisational processes based on time, cost, and information flow to deliver better performance. For example, when referring to the concise comparison of AWS and Azure, Amazon holds the leading position overall despite Microsoft performing better in some aspects. Amazon connects itself to offer services and products and then develops them based on user feedback. Thus, Amazon can take advantage of its economic scale. Although companies should evaluate the existing conditions for implementing SSs, after the implementation of IoT, they should adopt certain organisational aspects such as data and inventory management within organisations. Neither the reviewed literature nor the Amazon case study emphasizes strongly that implementing and effectively using SSs requires adequate managerial skills.



Some studies mention that implementing and effectively using SSs requires adequate managerial skills. In contrast, Amazon case studies do not emphasize the importance of managerial skills and their development. Additionally, the sources examined do not highlight that Amazon’s complex business model claims that using IoT as a business management tool improves the existing business model.





4. Discussion


The systematic review compared extant literature with a real case example in this study. The literature review highlighted six determinants that have been positioned in a theoretical framework (Table A1) to inform the analysis of the Amazon case study. The approach highlighted similarities between theory and practice and the gaps between them. The case study provides a reflection on the importance of SSs within supply chains and shows that companies can increase their quality levels and business performance with the effective application of IoT within SSs. The consequence of renewed associations using SSs is the shortening of the supply chain due to the enhanced information sharing, thus, making the supply chain more agile in its reaction to demand. A more accurate measurement system to assess the degree of efficacy of the implementation of IoT would be useful but there are currently no standards for integration nor processes to determine the degree of efficacy. A study by [72] identified a similar issue of integrating innovation systems with quality management systems. Their study identified a high degree of commonality between innovation and quality-systems standards which could allow for future integration of the two areas. The current gap between IoT integration with formal quality management systems should be addressed in future research and industry activity.



Financial benefits such as reducing inventory costs have been highlighted herein, but concerns have also been raised around privacy and data sharing issues and the vulnerability to a cyber-attack. This research has shown that SSs are a notable driver of productivity but human factors such as the appropriate management resources and leadership style and appropriate workforce skills frame the degree of benefit derived. The company needs an effective leader who is able and willing to manage the changes that result from the implementation of SSs.



The implementation of SSs is a complex solution, which influences not only e-procurement processes but also innate aspects of the business model. The example of Amazon indicated that IoT solutions are a key tool for the management and delivery of timely organisational processes, thus ensuring a productive business model. Amazon sets an example of how IoT can accelerate the speed of information in the supply chain thus, improving cooperation with suppliers. These key features are also underlined by the result of the systematic review in this study. Amazon’s partners such as Siemens and Pentair point out the positive impact of the IoT on their productivity and costs. Hereby, the real case example (Amazon) supports the literature review.



Neither Amazon nor its partners propose any standard measurement process which can directly measure the activity of the implemented advanced technology in the supply chain. Additionally, none of them mention, in the sources considered, that effective managerial skills are crucial to implement and take advantage of the IoT. Specifically, it is not highlighted by Amazon that the SSs require the existing leadership style or vice versa.



Consequently, the research study provides valuable evidence on the importance and benefits of SSs while highlighting practical issues in its adoption and application. Further, this research identified the gaps between the theoretical and the practical viewpoints with the systematic review. The main challenges in implementation and effective usage of the IoT are to identify and manage the data sharing and privacy issues and to appraise the degree of the implemented IoT. The important gap is to apply an accurate leadership style to manage the challenges and accomplish the integration of the advanced technology within the external and internal business process. The findings highlight that there are some data and privacy security issues associated with SSs applications that must be considered by organisations to reduce their vulnerability. These standards are currently absent worldwide. There is also a need for further investigation into the required managerial skills needed to match the specific IoT structure developed with the right business model.



In summary, the six determinants derived from the literature can be combined into a practice-informed framework namely: adequacy of managerial skills, promoting supply-chain efficiency, providing financial return through reducing costs and increasing profitability, improving performance through higher productivity, and the use of technology, addressing strategic operational challenges such as technology scale-up [73], as well as data privacy, security, and a lack of workforce knowledge and adequacy of managerial skills also need to be considered. These 6 determinants within the 4 research questions present the advantages of IoT, such as a more effective performance in the supply chain and the developed cooperation with suppliers.




5. Conclusions


The objective of this study was to analyse the importance of SSs and their related technologies towards improving business performance. The systematic review of sixty-one papers identified six determinants that were considered key to the effective application of SSs in business systems namely, the application of effective managerial skills, supply chain integration, financial analysis, business performance, strategic and operational capabilities, and technologies.



This study identified that the implementation of SSs within organisations not only improves business performance but their supply chains too through the effective integration of business activities and systems and through the degree to which communication and decision-making are being facilitated between humans and devices. This leads to the improvement of quality, speed of information, and information sharing. The study also found that there is a lack of systems standards that currently govern IoT and SSs integration and data security within businesses.



The main scientific results identified in this paper outline the personal contribution made to the scientific literature by the authors. The work found that the implementation of SSs and IoT improves information accuracy and information sharing between humans and devices, as well as companies and their suppliers. Thus, SSs ease the decision-making process associated with information sharing through effective communication which also leads to better delivery of consumer satisfaction, hence customer quality. IoT applications support a more effective supply chain, a notable driver for productivity. Additionally, it can reinforce management performance within the supply chain. An adequate leadership style could increase the efficiency of the implemented SSs, but few studies focus on managerial skills. The other challenge is data security. Improving the practical implementation of SSs requires improved governance of data security, verification activities, and the application of supply chain standards for SSs by policymakers.



The principal limitation of this study is that due to the constraints of the COVID-19 pandemic there is a lack of primary data. Whilst the study would have been better informed with the inclusion of primary data in terms of reliability and validity, the findings address the research questions, suggest opportunities for improvements in the sector, and inform future research in this area. Another limitation is that the secondary data available focused mainly on B2C rather than B2B relationships. It would be beneficial in future research to analyse B2B interactions within SSs and more specifically, to consider in more depth the connection between the level of adoption of advanced technology and the operational efficiency within the supply chain from which it is derived.
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Appendix A. List of Selected Journal Articles Following Systematic Review and Screening


The key for the six determinants is:




	
Adequacy of managerial skills;



	
Efficiency of supply chain i.e., cooperation between the organisation and suppliers;



	
Financial aspects such as reduced costs, or increased profit;



	
Performance of business i.e., productivity, quality;



	
Strategic or operational challenges related to technology such as privacy, security, and lack of skills;



	
Technology use such as RFID.
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Table A1. Analysis of Literature on Smart Systems and the identification of the six key determinants.
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	Authors
	Title
	Adequacy of Managerial Skills
	Efficiency of Supply Chain
	Financial Aspects
	Performance of Business
	Strategic or Operational Challenges
	Technology Use
	Number of Determinants Identified





	[5]
	Using the Internet of Things in a production planning context
	
	X
	
	X
	
	
	2



	[6]
	eBusiness and supply chain integration
	
	X
	
	
	
	
	1



	[7]
	Using the Internet of Things in a production planning context
	
	X
	
	X
	
	
	2



	[12]
	A multi-domain trust management model for supporting RFID applications of IoT
	X
	
	
	X
	
	
	2



	[18]
	Exploring new technologies in procurement
	
	X
	
	X
	
	
	2



	[34]
	Toward Industry 4.0 with IoT: optimizing business processes in an evolving manufacturing factory
	
	
	
	
	
	X
	1



	[35]
	IoT-based production logistics and supply chain system—Part 2. IoT-based cyber-physical system: a framework and evaluation.
	
	
	
	X
	X
	X
	3



	[36]
	IoT-based production logistics and supply chain system—Part 1. Modeling IoT-based manufacturing supply chain. IoT aware logistics Systems, could computing and agriculture
	
	X
	
	X
	
	
	2



	[37]
	The future of retail supply chains
	
	X
	
	
	
	
	1



	[38]
	Radically rethink your strategy: How digital B2B ecosystems can help traditional manufacturers create and protect value
	
	
	X
	X
	
	
	2



	[39]
	The future of the Internet of Things: toward heterarchical ecosystems and service business models.
	
	X
	
	X
	
	
	2



	[40]
	Guide to IoT innovation (SME focus) Achieving innovation performance
	
	
	
	X
	
	X
	2



	[42]
	Digital economy report 2019. Value creation and capture: implications for developing countries.
	
	
	X
	X
	
	
	2



	[46]
	Supply chain inventory collaborative management and information sharing mechanism based on cloud computing and 5G Internet of Things
	
	X
	
	
	
	X
	2



	[48]
	Coronavirus: IoT in challenging times
	
	X
	
	X
	
	
	2



	[49]
	Review of RFID and IoT integration in supply chain management
	
	
	
	
	
	X
	1



	[56]
	Internet of Things (IoT): Security Challenges, Business Opportunities & Reference Architecture for e-commerce
	
	X
	
	X
	
	
	2



	[59]
	Smart factory performance and Industry 4.0
	
	X
	
	
	X
	X
	3



	[63]
	The Internet of Things (IoT): Applications, investments, and challenges for enterprises.
	
	
	X
	
	
	
	1



	[64]
	Value co-creation practices in business-to-business platform ecosystems
	
	X
	
	
	X
	
	2



	[65]
	Smart e-commerce systems: current status and research challenges.
	
	X
	
	X
	
	
	2



	[66]
	Supply Chain 4.0—the next-generation digital supply chain, consumer goods
	
	X
	X
	X
	
	
	3



	[67]
	The IoT business index 2020: a step change in adoption
	
	X
	
	
	
	
	1



	[68]
	Improving business process and functionality using IoT based E3-value business model.
	
	X
	
	
	
	
	1



	[69]
	Reinventing workflows. Power your digital transformation and drive greater impact by modernizing processes
	
	X
	
	
	X
	X
	3



	[70]
	Taking the pulse of enterprise IoT
	
	
	
	X
	
	
	1



	[74]
	The Internet of Things and the Modern Supply Chain
	
	X
	
	X
	
	X
	2



	[75]
	The future of retail supply chains
	
	X
	
	
	
	
	1



	[76]
	Long and short supply chain co-existence in the agricultural food market on different scales:
	
	
	
	
	X
	
	1



	[77]
	Food oligopolies, local economies and the degree of liberalisation of the global market.
	
	
	
	
	X
	
	1



	[78]
	Improving business process and functionality using IoT based E3-value business model.
	
	X
	
	
	
	
	1



	[79]
	Industries leading IoT revolution
	
	X
	
	
	X
	
	2



	[80]
	Knowledge and skills of industrial employees and managerial staff for the Industry 4-0 implementation
	X
	
	
	
	
	
	1



	[81]
	Internet of Things and its impact on business analytics
	X
	
	
	X
	
	
	2



	[82]
	Interdisciplinarily exploring the most potential IoT technology determinants in the Omnichannel e-commerce purchasing decision-making processes
	X
	
	X
	
	X
	
	3



	[83]
	A case study: IoT in logistics and supply chain management: evaluating the adoption rate, associated challenges and impact on cost and business efficiency
	X
	
	X
	X
	X
	
	4



	[84]
	The roles of internet of things technology in enabling servitized business models: A systematic literature review
	X
	
	X
	X
	X
	
	4



	[85]
	From intelligent manufacturing to smart manufacturing for industry 4.0 driven by next generation artificial intelligence and further on.
	X
	X
	X
	X
	X
	
	5



	[86]
	Internet of Things: vision, application areas and research challenges
	
	X
	
	
	
	
	1



	[87]
	Circular dairy supply chain management through Internet of Things—enabled technologies
	
	X
	
	X
	
	
	2



	[88]
	Big data analysis of IoT-based supply chain management considering FMCG industries
	
	X
	
	X
	
	
	2










References


	



Mason, T. ICT in business: Tim Mason reviews the various ways in which business use information and communications technology (ICT) particularly the internet, and looks at a variety of case studies. Gale General Onefile. Bus. Rev. 2004, 10, 3. [Google Scholar]

	



Chaffey, D. E-Business and E-Commerce Management: Strategy, Implementation and Practice, 4th ed.; Pearson Education Limited: London, UK, 2009. [Google Scholar]

	



Hill, T. Manufacturing Strategy. The Strategic Management of the Manufacturing Function, 2nd ed.; The Macmillian Press Ltd.: New York, NY, USA, 1993. [Google Scholar]

	



Ayers, J.B. Handbook of Supply Chain Management; CRC Press LLC. St. Lucie Press: Boca Raton, FL, USA, 2001. [Google Scholar]

	



Guillen, G.; Badell, M.; Puigjaner, L.A. Holistic Framework for Short-Term Supply Chain Management: Integrating Production and Corporate Financial Planning. Int. J. Prod. Econ. 2007, 106, 288–306. [Google Scholar] [CrossRef]

	



Smart, A. E-Business and supply chain integration. Emerald Group Publ. J. Enterp. Inf. Manag. 2008, 21, 227–246. [Google Scholar]

	



Asthana, D.S.G. E-Tools and Supply Chain Integration A Study of Trends and Opportunities in India. NOLEGEIN-J. Supply Chain Logist. Manag. 2018, 1, 10–14. [Google Scholar]

	



Soumyalatha, S.G.H. Study of IoT: Understanding IoT Architecture, Applications, Issues and Challenges. Int. J. Adv. Netw. Appl. (IJANA) 2016, 478, 16. [Google Scholar]

	



Borgia, E. The Internet of Things vision: Key features, applications and open issues. Comput. Commun. 2014, 54, 1–31. [Google Scholar] [CrossRef]

	



Atzori, L.; Iera, A.; Morabito, G. The Internet of Things: A survey. Comput. Netw. 2010, 54, 2787–2805. [Google Scholar] [CrossRef]

	



Reaidy, P.J.; Gunasekaran, A.; Spalanzani, A. Bottom-up approach based on Internet of Things for order fulfillment in a collaborative warehousing environment. Int. J. Prod. Econ. 2015, 159, 29–40. [Google Scholar] [CrossRef]

	



Wu, J.; Hisa, T. Developing e-business dynamic capabilities: An analysis of e-commerce innovation from I-, M-, to U-commerce. J. Orgnizational Comput. Electron. Commer. 2008, 18, 95–111. [Google Scholar] [CrossRef]

	



Yang, H.; Kumara, S.; Bukkapatnam, S.T.; Tsung, F. The internet of things for smart manufacturing: A review. IISE Trans. 2019, 51, 1190–1216. [Google Scholar] [CrossRef]

	



McKinsey The Great Re-Make: Manufacturing for Modern Times. McKinsey Company. Available online: https://www.mckinsey.com/~/media/McKinsey/Business%20Functions/Operations/Our%20Insights/The%20great%20remake%20Manufacturing%20for%20modern%20times/The-great-remake-Manufacturing-for-modern-times-full-compenium-October-2017-final.ashx (accessed on 18 May 2022).

	



Avelar-Sosa, L.; García-Alcaraz, J.L.; Maldonado-Macías, A.A. Evaluation of Supply Chain Performance. A Manufacturing Industry Approach; Springer International Publishing AG: Berlin/Heidelberg, Germany, 2019. [Google Scholar]

	



Akkermans, H.A.; Bogerd, P.; Yucensan, E.; Wassenhove, L.N. The impact of ERP on supply chain management: Exploratory findings from a European Delphi study. Eur. J. Oper. Res. 2003, 146, 284–301. [Google Scholar] [CrossRef]

	



Wagner, C.; Sweeney, E. E-Business in Supply Chain Management. In Electronic Supply Network Coordination in Intelligent and Dynamic Environments: Modelling and Implementation; IGI Global: Hershey, PA, USA, 2010; pp. 24–42. [Google Scholar]

	



Chang, H.H.; Tsai, Q.; Hsu, C. E-Procurement and Supply Chain Performance. Supply Chain. Manag. Int. J. 2013, 18, 34–51. [Google Scholar] [CrossRef]

	



Computerworld UK Staff. The Most Powerful Internet of Things (IoT) Companies to Watch; Computerworld: London, UK, 2020. Available online: https://www.computerworld.com/article/3412287/the-most-powerful-internet-of-things-iot-companies-to-watch.html (accessed on 20 June 2020).

	



Verma, A. The Relationship between IoT, Big Data, and Cloud Computing. Available online: https://www.whizlabs.com/blog/relationship-between-iot-big-data-cloud-computing/#:~:text=IoT%20and%20cloud%20computing%20has,to%20collaborate%20in%20IoT%20development (accessed on 25 June 2020).

	



PWC. Digital Factories 2020 Shaping the Future of Manufacturing. Available online: https://www.pwc.de/de/digitale-transformation/digital-factories-2020-shaping-the-future-of-manufacturing.pdf (accessed on 25 June 2020).

	



Deloitte. The Future of Procurement in the Age of Digital Supply Networks; Deloitte Development LLC: Stanford, CT, USA. Available online: http://www.deloitte.com (accessed on 16 May 2022).

	



Adams, H. How the IoT is Changing the Future of the eCommerce Industry. Available online: https://www.geospatialworld.net/blogs/how-the-iot-is-changing-the-future-of-the-ecommerce-industry/ (accessed on 23 June 2022).

	



Fortune Business Insights. Internet of Things (IoT) in Manufacturing Market Size. Available online: https://www.fortunebusinessinsights.com/industry-reports/internet-of-things-iot-market-100307 (accessed on 20 June 2022.).

	



Digiteum. The Internet of Things in Manufacturing: How IoT is Changing Manufacturing. Digiteum 2019. Available online: https://www.digiteum.com/iot-manufacturing (accessed on 20 June 2020).

	



O’Gorman, K.; MacIntosh, R. Research Methods for Business & Management. A Guide to Writing Your Dissertation, 2nd ed.; Goodfellow Publishers Ltd.: Oxford, UK, 2015. [Google Scholar]

	



McDonough, J.; McDonough, S. Research Methods for English Language Teachers; Arnold: London, UK, 1997. [Google Scholar]

	



Dubois, A.; Salmi, A. A call for broadening the range of approaches to case studies in purchasing and supply management. J. Purch. Supply Manag. 2016, 22, 247–249. [Google Scholar] [CrossRef]

	



Stake, R.E. The Art of Case Study Research; Sage Publications: London, UK, 1995. [Google Scholar]

	



Creswell, J.W. Qualitative Inquiry and Research Design: Choosing among Five Approaches; Sage: Thousand Oaks, CA, USA, 2007. [Google Scholar]

	



Mills, A.J.; Durepos, G.; Wiebe, E. Encyclopaedia of Case Study Research; SAGE Publications Inc.: Thousand Oaks, CA, USA, 2012. [Google Scholar] [CrossRef]

	



Lund, T. Combining Qualitative and Quantitative Approaches: Some Arguments for Mixed Methods Research. Scand. J. Educ. Res. 2012, 56, 155–165. [Google Scholar] [CrossRef]

	



Zainal, Z. Case Study as a Research Method. J. Kemanus. Bil 2007, 5, 1. Available online: http://psyking.net/htmlobj-3837/case_study_as_a_research_method.pdf (accessed on 10 May 2022).

	



Tsang, E.W. Generalizing from Research Findings: The Merits of Case Studies. Int. J. Manag. Rev. 2013, 16, 369–383. [Google Scholar] [CrossRef]

	



Belli, L.; Davoli, L.; Medioli, A.; Marchini, P.L.; Ferrari, G. Toward Industry 4.0 With IoT: Optimizing Business Processes in an Evolving Manufacturing Factory. Front. ICT 2019, 6. [Google Scholar] [CrossRef]

	



Tu, M.; Lim, M.K.; Yang, M.F. IoT-Based Production Logistics and Supply Chain System—Part 2. IoT-Based Cyber-Physical System: A Framework and Evaluation. Emerald Insight. Ind. Manag. Data Systems. 2018, 118, 96–125. Available online: www.emeraldinsight.com/0263-5577.htm (accessed on 10 May 2022). [CrossRef]

	



Patil, V.C.; Al-Gaardi, K.A.; Biradar, D.P.; Rangaswamy, M. Internet of Things (IoT) and cloud computing for agriculture: An overview. 2012. In Proceedings of the AIPA India Agro-Informatics and Precision Agriculture 2012, New Dehri, India, 3–8 June 2012. [Google Scholar]

	



Zarrella, E.; Chamberlain, R.; Liddell, P. The Future of Retail Supply Chains KPMG 2016 May In Association with HSBC. Available online: http://www.kpmg.com (accessed on 15 July 2020).

	



Meffert, J.; Patel, M.; Stuetzle, R. Radically Rethink Your Strategy: How Digital B2B Ecosystems Can Help Traditional Manufacturers Create and Protect Value. Available online: https://www.mckinsey.com/business-functions/mckinsey-digital/our-insights/radically-rethink-your-strategy-how-digital-b2b-ecosystems-can-help-traditional-manufacturers-create-and-protect-value (accessed on 10 May 2022).

	



Silva, E.M.; Maló, P. IoT testbed business model Advances in Internet of Things. Sci. Res. 2014, 4, 37–45. [Google Scholar] [CrossRef]

	



Lueth, K.L.; Glienke, D.; Williams, Z.D. Guide to IoT Innovation (SME focus) Achieving Innovation Performance IoT Analytics; Next Big Thing: Hongkong, China, 2017; Available online: http://www.iot-analytics.com (accessed on 25 June 2020).

	



Aversa, P.; Haefliger, S.; Hueller, F.; Reza, D.G. Customer Complementarity in the Digital Space: Exploring Amazon’s Business Model Diversification Long Range Planning; Elsevier: Amsterdam, The Netherlands, 2020. [Google Scholar] [CrossRef]

	



UNCTAD. Digital Economy Report 2019; Value Creation and Capture: Implications for Developing Countries; United Nations: New York, NY, USA, 2020; Available online: http://www.un.org/publications (accessed on 25 June 2020).

	



Amazon. Amazon Fulfillment. Available online: https://www.aboutamazon.com/amazon-fulfillment#what-is-a-fulfillment-center (accessed on 5 July 2020.).

	



Amazon Staff. What Robots Do (and Don’t Do) at Amazon Fulfilment Centers. Available online: https://www.aboutamazon.com/amazon-fulfillment/our-innovation/what-robots-do-and-dont-do-at-amazon-fulfillment-centers/ (accessed on 5 July 2020).

	



Simon, M. Inside the Amazon Warehouse where Humans and Machines Become One. 2019. Available online: https://www.wired.com/story/amazon-warehouse-robots/ (accessed on 10 July 2020).

	



Zhang, J.; Onal, S.; Das, R. Fulfilment time performance of online retailers—An empirical analysis. Int. J. Retail. Distrib. Manag. 2019, 47, 493–510. [Google Scholar] [CrossRef]

	



Material Handling and Logistics. Walmart Unveils Robot-Run Warehouse to Whisk Food to Your Car. Available online: https://www.mhlnews.com/technology-automation/article/21120053/walmart-unveils-robotrun-warehouse-to-whisk-food-to-your-car (accessed on 10 July 2020).

	



Jagannath, J. Flipkart Raises $1.2bn in Walmart-Led Funding at Near $25 Billion Valuation. Available online: https://www.ft.com/content/0b50686d-a6e7-4a85-b984-d1029db23c5a (accessed on 23 June 2022).

	



The Future Factory. An Analysis of Amazon’s Digital Supply Chain. Available online: https://www.thefuturefactory.com/blog/30 (accessed on 5 July 2020).

	



Amazon. AWS Cloud Data Ingestion Patterns and Practices. Available online: https://docs.aws.amazon.com/whitepapers/latest/aws-cloud-data-ingestion-patterns-practices/aws-cloud-data-ingestion-patterns-practices.html?did=wp_card&trk=wp_card (accessed on 23 June 2022).

	



Amazon. Manufacturing Operations in the Cloud. Available online: https://d1.awsstatic.com/Industries/Manufacturing/AWS_Infographic_Smart_Factory_Final2020.pdf (accessed on 5 July 2021).

	



Amazon. What is Cloud Computing? Available online: https://aws.amazon.com/what-is-cloud-computing/?nc1=f_cc (accessed on 23 June 2022).

	



Amazon. Siemens Uses AWS to Reduce Power Plant Alerts by 90%. Available online: https://aws.amazon.com/solutions/case-studies/siemens-ic/ (accessed on 23 June 2022).

	



Amazon. Siemens on AWS Case Studies. Available online: https://aws.amazon.com/solutions/case-studies/siemens/ (accessed on 23 June 2022).

	



Amazon. Shell Information Technology International BV Proactively Identifies Cybersecurity Threats Using AWS. Available online: https://aws.amazon.com/solutions/case-studies/royal-dutch-shell/ (accessed on 23 June 2022).

	



Amazon. Pentair Uses AWS IoT to Improve Beer-Filtration Processes and Boost Performance by 10%. Available online: https://aws.amazon.com/solutions/case-studies/pentair/ (accessed on 23 June 2022).

	



Amazon. Real Time Communication on AWS. Available online: https://docs.aws.amazon.com/whitepapers/latest/real-time-communication-on-aws/welcome.html?did=wp_card&trk=wp_car (accessed on 23 June 2022).

	



Amazon. Security Best Practices in Manufacturing —Manufacturing Operations in the Cloud. Available online: https://aws.amazon.com/manufacturing/smart-factory/ (accessed on 5 June 2022).

	



Amazon. Warehouse Management. Available online: https://aws.amazon.com/solutions/retail/warehouse-management/?marketplace-ppa-and-quickstart.sort-by=item.additionalFields.sortDate&marketplace-ppa-and-quickstart.sort-order=desc (accessed on 5 June 2022).

	



Kim, E. Inside Jeff Bezos’ Delivery Drone Dreams: With Fake Team Names, Changing Leaders and Delays, Amazon Prime Air is Fighting to Finally Take Off. Available online: https://www.businessinsider.com/inside-amazons-prime-air-drone-delivery-team-2020-6?r=US&IR=T (accessed on 23 June 2022).

	



Kumar, S.; Eidem, J.; Perdomo, D.N. Reflective Practice. Clash of the E-Commerce Titans. A New Paradigm for Consumer Purchase Process Improvement. Int. J. Product. Perform. Manag. 2012, 61, 805–860. Available online: https://www.emerald.com/insight/content/doi/10.1108/17410401211263872/full/pdf?title=clash-of-the-ecommerce-titans-a-new-paradigm-for-consumer-purchase-process-improvement (accessed on 21 June 2022). [CrossRef]

	



Siemens. Additive Manufacturing Network. Available online: https://additive-manufacturing-network.sws.siemens.com/ (accessed on 10 July 2020).

	



Lee, H.L. Creating Value through Supply Chain Integration. The Free Library 1 September 2000. Available online: https://www.thefreelibrary.com/CREATING%20VALUE%20through%20Supply%20Chain%20INTEGRATION.-a064972562 (accessed on 23 June 2022).

	



Meyer, G.G.; Wortmann, J.; Szirbik, N.B. Production monitoring and control with intelligent products. Int. J. Prod. Res. 2011, 49, 1303–1317. [Google Scholar] [CrossRef]

	



Tao, F.; Qi, Q. New IT Driven Service-Oriented Smart Manufacturing: Framework and Characteristics. IEEE Trans. Syst. Man Cybern. Syst. 2017, 49, 81–91. [Google Scholar] [CrossRef]

	



Alicke, K.; Rexhausen, D.; Seyfert, A. Supply Chain 4.0 in Consumer Goods. 2017. Available online: https://www.mckinsey.com/industries/consumer-packaged-goods/our-insights/supply-chain-4-0-in-consumer-goods (accessed on 12 June 2022).

	



The Economist. The IoT Business Index 2020: A Step Change in Adoption; The Economist: London, UK, 2020. [Google Scholar]

	



Shoukry, A.; Khader, J.; Gani, S. Improving Business Process and Functionality Using IoT Based E3-Value Business Model; Springer Electronic Markets: Berlin/Heidelberg, Germany, 2021. [Google Scholar] [CrossRef]

	



Linthwaite, R. Reinventing Workflows. Power Your Digital Transformation and Drive Greater Impact by Modernizing Processes. A Forrester Consulting Thought Leadership Paper Commissioned By IBM. Available online: http://www.forrester.com (accessed on 7 June 2022).

	



Chui, M.; Ganesan, V.; Patel, M. Taking the Pulse of Enterprise IoT; McKinsey&Company, High Tech: Chicago, MI, USA, 2017; Available online: https://www.mckinsey.com/featured-insights/internet-of-things/our-insights/taking-the-pulse-of-enterprise-iot (accessed on 12 May 2022).

	



Lopes, A.; Polónia, D.; Gradim, A.; Cunha, J. Challenges in the Integration of Quality and Innovation Management Systems. Standards 2022, 2, 52–65. [Google Scholar] [CrossRef]

	



Fukami, Y. Two Obstacle Factors for Technological Standardization: The Viewpoint of Technological Frame. Standards 2022, 2, 1–13. [Google Scholar] [CrossRef]

	



Kahkönen, A.-K.; Lintukangas, K.; Virolainen, V.M. The effects of e-business on supply management. Oper. Supply Chain. Management. 2013, 6, 2. [Google Scholar] [CrossRef]

	



Ayers, J.B.; Odegaard, M.A. Retail Supply Chain Management; Auerbach Publications, Taylor&Francis Group: Houston, TX, USA, 2008. [Google Scholar]

	



DemandCaster. The Long and the Short of IT: Variables in Managing Long and Short Supply Chain Legs. DemandCaster 2019. Available online: https://www.demandcaster.com/blog-news/the-long-and-the-short-of-it-variables-in-managing-long-and-short-supply-chain-legs/#:~:text=Long%20and%20Short%20Supply%20Chain%20Impacts%20Cost%20%E2%80%93%20When%20supply%20chains,chain%20may%20impact%20product%20cost.&text=Short%20Supply%20Chain%20Legs%20are,legs%20are%20easier%20to%20manage (accessed on 27 June 2020).

	



Xu, J.; Pero, M.E.P.; Ciccullo, F.; Sianesi, A. On relating big data analytics to supply chain planning: Towards a research agenda. Int. J. Phys. Distrib. Logist. Manag. 2021, 51, 656–682. [Google Scholar] [CrossRef]

	



Barton, D. Keeping it Local: How Shorter Supply Chains Impact Supply Chain Planning. Available online: https://www.toolsgroup.com/blog/keeping-it-local-how-shorter-supply-chains-impact-supply-chain-planning/ (accessed on 22 June 2022).

	



Denisco-Rayome, A. The Five Industries Leading the IoT Revolution. Available online: https://www.zdnet.com/article/the-five-industries-leading-the-iot-revolution/ (accessed on 22 June 2022).

	



Saniuk, S.; Caganova, D.; Saniuk, A. Knowledge and Skills of Industrial Employees and Managerial Staff for the Industry 4.0 Implementation. Mob. Netw. Appl. 2021. [Google Scholar] [CrossRef]

	



Yerpude, S.; Singhal, T.K. Internet of Things based Customer Relationship Management—A Research Perspective. Int. J. Eng. Technol. 2018, 7, 44. [Google Scholar] [CrossRef]

	



Hsieh, N.-K.; Kang, T.-S.; Chen, T.-S.; Chang, J.-K.; Wang, M.C.; Chen, T.-S.; Chung, Y.-F. The Implementation of IoT-based Smart Laboratory Management System. In Proceedings of the 2020 ACM International Conference on Intelligent Computing and its Emerging Applications, GangWon, Korea, 12–15 December 2020. [Google Scholar]

	



Khan, M.; Parvaiz, G.S.; Ali, A.; Jehangir, M.; Hassan, N.; Bae, J. A Model for Understanding the Mediating Association of Transparency between Emerging Technologies and Humanitarian Logistics Sustainability. Sustainability 2022, 14, 6917. [Google Scholar] [CrossRef]

	



Suppatvech, C.; Godsell, J.; Day, S. The roles of internet of things technology in enabling servitized business models: A systematic literature review. Ind. Mark. Manag. 2019, 82, 70–86. [Google Scholar] [CrossRef]

	



Yao, X.; Zhou, J.; Zhang, J.; Boër, C.R. From Intelligent Manufacturing to Smart Manufacturing for Industry 4.0 Driven by Next Generation Artificial Intelligence and Further On. In Proceedings of the 2017 5th International Conference on Enterprise Systems (ES), Beijing, China, 22–24 September 2017; pp. 311–318. [Google Scholar] [CrossRef]

	



Shahid, N.; Aneja, S. Internet of Things: Vision, application areas and research challenges. In Proceedings of the 2017 International Conference on I-SMAC (IoT in Social, Mobile, Analytics and Cloud) (I-SMAC), Tamil Nadu, India, 6–8 September 2017; pp. 583–587. [Google Scholar]

	



Kazancoglu, Y.; Sagnak, M.; Mangla, S.K.; Sezer, M.D.; Pala, M.O. A fuzzy based hybrid decision framework to circularity in dairy supply chains through big data solutions. Technol. Forecast. Soc. Change 2021. [Google Scholar] [CrossRef]

	



Nozari, H.; Fallah, M.; Kazemipoor, H.; Najafi, S.E. Big data analysis of IoT-based supply chain management considering FMCG industries. Bus. Inform. 2021, 15, 78–96. [Google Scholar] [CrossRef]








[image: Standards 02 00020 g001 550] 





Figure 1. The flow chart of the systematic review methodology. 
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