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Abstract: The article reviews the literature on antimicrobial peptides (AMPs) that exhibit
unique antimicrobial mechanisms, such as broad-spectrum activity, low development of
antimicrobial resistance, and the ability to modulate the immune response of the host
organism. Information is provided on the significant potential of AMPs in the fight against
pathogens threatening human health and food safety. Enrichment of the human diet with
biologically active peptides obtained using the proteolytic activity of lactic acid bacteria
(LAB) is proposed as a simple, accessible, and viable alternative to antibiotics that does
not have a harmful side effect. The review briefly covers the methods for obtaining AMPs
and features of the LAB proteolytic system responsible for producing bioactive peptides
in the environment. It has been shown that using various LAB strains makes it possible
to produce high-quality whey-based beverages with different directions of antagonistic
activity against opportunistic pathogens and helps optimize the gastrointestinal microbiota.
It is assumed that such drinks can reduce the dose of antimicrobials in the combined
therapy of various infectious diseases and be a preventive measure against contagion and
the spread of antimicrobial resistance.

Keywords: antimicrobial peptides; antagonistic activity; antimicrobial resistance; biofilm;
proteolytic enzyme; lactic acid bacteria

1. Introduction
The rapid growth of antimicrobial resistance has become one of the major challenges

in modern healthcare, complicating disease control and threatening advances in general
surgery. The WHO warns that antibiotic resistance to pathogens could become the leading
cause of global deaths by 2050 [1]. The progressive emergence of multidrug-resistant
bacteria and the decline in the effectiveness of antibiotics necessitate the identification
of new drug classes, their pharmaceutical forms, and the development of alternative
antimicrobial therapy strategies [2]. As disillusionment with the effectiveness of antibiotics
increases and their production declines, the number of pathogens resistant to existing drugs
rapidly increases worldwide [3].

The most promising and ecologically sound approach to solving this problem is to
exploit the principle of the human innate immune system, namely the synthesis of antimi-
crobial peptides (AMPs) with a broad spectrum of antagonistic activity destroying invading
microorganisms [4,5]. AMPs are polypeptide sequences of 5 to 100 (most frequently 12–50)
cationic and hydrophobic amino acids with direct antimicrobial activity. They are currently
considered a prospect for developing new antibiotics [6,7]. The number of AMPs is large
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and diverse. Many of them, in addition to antimicrobial properties, have immunomodula-
tory, anticancer, antibiofilm, and other beneficial functions [8], which allowed them to be
called host defense peptides [9–11].

This discovery has already moved beyond the traditional focus on peptides of hu-
man origin to include a wider range of structures identified in other natural sources or
obtained by medicinal chemistry. Bioactive peptides (BAPs) derived from animal and
plant proteins have recently attracted considerable attention due to their multifaceted
health benefits [12–15] especially since they have not shown any serious side effects as
components of foods safely consumed by humans for many years. The strength of peptides
as drug candidates is their sufficient efficacy, specificity, and high safety profile. However,
further studies are needed to determine the relationship between their various physico-
chemical properties and interactions with other antimicrobial drugs for the widespread use
of AMPs.

The origin of AMPs, their classification, biological characteristics, mechanisms of their
action, clinical application in infectious diseases of humans and animals, use in the food
industry, as well as in plant protection and aquaculture, are currently receiving much
attention [5,16–19].

2. Antibiotic Peptide
More than three thousand AMPs of natural origin have been identified. They are

produced by various organisms occupying almost all steps of the evolutionary ladder from
prokaryotes to humans. Peptides regulate gene expression and protein synthesis in all
living organisms. Overall, 78.29% of currently known natural AMPs are of animal origin
(with AMPs from amphibians and arthropods being the most common), 12.17% of bacterial
origin, and 7.95% of plant origin (Antimicrobial Peptide Database). AMPs are part of innate
immunity [16,20,21] and are present in both eukaryotes and prokaryotes. They differ in the
number of amino acids, the distance between them, the total charge, solubility, and other
physicochemical properties, as well as in the mechanism of action.

AMPs show antagonistic activity against all types of pathological microorganisms
(archaea, bacteria, fungi, and protozoa) without side effects and contribute to developing
their resistance to a much lesser extent than conventional antibiotics [22]. Most of the
AMPs are antibacterial peptides that have a broad inhibitory effect on common pathogenic
bacteria both in clinical medicine and in food products. Many AMPs have shown low cyto-
toxicity and good antagonistic activity against Gram-positive and Gram-negative bacteria.
Thus, a novel antimicrobial peptide MOp2 from Moringa oleifera seed protein hydrolysates
(His–Val–Leu–Asp–Thr–Pro–Leu–Leu) irreversibly damaged cell membranes of Staphylo-
coccus aureus [23], while AMPs Lynronne 1, 2, 3, and P15s from the rumen microbiome
killed clinical strains of Pseudomonas aeruginosa within 10 min to 4 h [24]. At the same time,
some AMPs of natural and artificial origin can inhibit pathogenic fungi such as Aspergillus
and Candida albicans [25], which are common in clinical medicine, food, and agriculture.
Although the number of AMPs with antiviral activity is still limited, they already show
great potential to become pharmaceutically available antiviral drugs. Such peptides can
be derived from natural sources isolated from mammals and animal venoms or from ar-
tificial sources when bioinformatics tools are used [26]. A review by Ashaolu et al. [27]
focuses on BAPs with inhibitory activity against human viruses, especially coronaviruses
such as severe acute respiratory syndrome (SARS) virus, Middle East respiratory syn-
drome (MERS) virus, and severe acute respiratory syndrome coronavirus 2 (SARS-CoV-2
or SARS-nCOV19). It is shown that many biologically active peptides can inhibit various
stages of the viral life cycle from pre-attachment to the release from infected host cells.
In the work of Lee et al. [28], the data on antiviral peptides targeting viral membrane
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envelopes were selected and rational approaches to their design were considered, taking
into account the AMPs used for rational design.

SARS-CoV-2 variants continue to spread worldwide, causing waves of COVID-19
infections. In the search for effective antiviral drugs to combat them, the major protease
(Mpro) of SARS-CoV-2 has been recognized as a promising therapeutic target due to its
crucial role in viral replication and its persistence across variants. A natural antimicrobial
peptide, Protegrin-2, with high binding affinity and stable interactions with allosteric
residues of Mpro has been identified to inhibit the proteolytic cleavage activity of Mpro.
Protegrin-2, as a potent inhibitor of Mpro, has potential for further drug development
against COVID-19 infection [29] along with several other AMPs, inhibiting the spread of
the viral infection in various ways. Another peptide, milk lactoferrin, has recently attracted
much interest as a potent antimicrobial agent against several enveloped and naked viruses,
such as rotavirus, enterovirus, and adenovirus [30].

AMPs can also regulate pro-inflammatory responses, promote cell proliferation, alter
gene expression, and kill cancer cells, participating in the immune regulation of inflamma-
tory diseases and respiratory, skin, and soft tissue infections [31,32]. In addition to their
antimicrobial effects, they modulate inflammatory and immune responses and promote
wound healing [31,33]. The efficacy of AMPs is regulated by factors such as net charge,
hydrophobicity, and the ability to form amphipathic secondary structures [34]. When
properly balanced, these characteristics allow AMPs to selectively target bacterial mem-
branes without damaging eukaryotic cells. The secondary structure of AMPs varies and
typically includes alpha helix and beta-sheets as well as extended coils and their combi-
nations [7,16,35]. Most often, AMPs are characterized by a positive charge, which allows
them to react with negatively charged membranes of target cells.

3. AMPs Mechanism of Action
The membrane-associated mechanism of action is the main one for AMPs [31]; only a

few peptides affect intracellular factors. There are several main mechanisms of membrane
damage by peptides [13,35]. AMPs can form barrel-stave pores, inserting vertically into the
target plasma membrane and forming transmembrane pores. With the carpet mechanism,
the absorption of peptides parallel to the lipid bilayer ruptures the cytoplasmic membrane.
When these two mechanisms are combined, toroidal pores are made. It is also possible
to form disordered toroidal pores with the participation of a smaller number of peptides
and stabilization of the membrane opening by other peptides. An aggregate or detergent-
like model is also distinguished, in which aggregates are formed between peptides and
membrane lipids producing a peptide-lipid complex micelle and channels through which
the contents of the cell flow out [16,36].

Other mechanisms include non-membrane targeting and immune modulation [13].
Short peptides consisting of two to seven amino acid residues can penetrate the nuclei
and nucleoli of cells and interact with the nucleosome, histone proteins, and both single-
stranded and double-stranded DNA, regulating their methylation status. This is an epige-
netic mechanism of gene activation or repression both in the normal state and in cases of
pathology and aging.

The mechanism of action of individual AMPs depends to a large extent on the type
of target cell, peptide concentration, and physical properties of the bacterial membrane.
During an infectious process, the action of peptides can be realized with the simultane-
ous participation of several mechanisms and their combinations, leading to membrane
destruction and damage to one or several intracellular targets. A “group target” model
of the mechanism of action has been proposed, according to which cationic AMPs with a
high value of the total charge of the molecule bind to anionic molecules in the cytoplasm of
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the microorganism, such as nucleic acids, enzymes with anionic surfaces, and block the
processes in which these molecules participate [37]. It has been revealed that cationic pep-
tides of different structural classes can inhibit the activity of enzymes containing an anionic
binding site and participating in the transformation of aminoglycosides [38]. It has been
shown that the rapid complex effect of AMP on bacteria and their extra- and intracellular
targets makes it virtually impossible for resistance to develop to cationic peptides [39],
which not only exhibit antimicrobial activity but also modulate the effect of endogenous
bioregulators and protective functions of the body, opening up new ways and possibilities
for treating diseases of various origins. Thus, cathelicidin peptides affect the proliferative
activity of cells, initiating wound healing and re-epithelialization after skin damage by
epidermal keratinocytes. The LCAP-18 peptide, the precursor of the LL-37 peptide, was
shown to be produced in epidermis cells adjacent to the damaged skin area. When the
wound heals and re-epithelialization is complete, the expression level of the LCAP-18
peptide decreases to the basal level. Two cathelicidins, human LL-37 peptide and mouse
CRAMP peptide, have been found to induce angiogenesis, which is necessary for tissue
repair and wound healing, as well as for the development of innate immune responses [40].
Thus, AMPs represent a promising basis for developing drugs that accelerate the healing of
skin damage. This is especially important because the skin is the main barrier between the
internal and external environment of the body and most often interacts with pathogenic
microorganisms.

4. Optimization of AMPs Action
It is assumed that short peptides were evolutionarily among the first signaling

molecules regulating matrix-directed synthesis reactions, which expands the prospects for
developing effective and safe drugs based on short peptides, including antimicrobial and
antiviral drugs [41].

Various modifications, including amino acid substitutions, peptide tagging, or lipid
conjugation, can either improve or worsen the efficacy of AMPs. Notably, sometimes a slight
decrease in charge, hydrophobicity, or structural stability improves the overall therapeutic
potential of AMPs. Understanding these complex interactions is key to developing AMPs
with greater antimicrobial activity and less toxicity, making them promising candidates for
treating antibiotic-resistant bacteria [42]. Thus, collecting the most relevant information
will help to design and select the most effective AMPs [43].

As the demand for peptide-based therapeutics grows, so does the need for sustain-
able and eco-friendly synthetic methods. Traditional peptide synthesis, although efficient,
often involves environmentally depleting processes that produce significant waste and
consume vast resources. Integrating green chemistry offers sustainable alternatives by
prioritizing green processes, waste reduction, and energy conservation [44]. Synthetic an-
timicrobial peptide mimics are a promising class of novel antibiotics designed to retain the
antimicrobial pharmacophore while providing the flexibility of chemical structure to tailor
desired properties such as improved activity, reduced cytotoxicity, and proteolysis with
the advantage of financial viability [45]. The main types of AMPs (including polyamino
acids, short AMPs, and lipopeptides) and factors to optimize their antimicrobial effects are
explored. The latest developments in AMP application are summarized, including antimi-
crobial agents, wound healing, preservatives, antibacterial coating, and other problems in
improving antibacterial peptides, as well as the development prospects in this field [18].

5. Using AMPs to Combat Antibiotic-Resistant Pathogen
AMPs contribute much less to developing resistance than conventional antibiotics

without showing side effects [22]. The AMP-based treatment strategy has great potential in
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combating infections caused by drug-resistant bacteria, which pose an ever-growing threat
to human health.

The AMPs are very promising for further research and clinical application due to the
undeniable need for new ways to combat infections and the important role of peptides in
innate immunity. Peptides such as human Beta-Defesin-3 and Epinecidin-1 from Epinephelus
coioides have shown in vitro efficacy against carbapenem-resistant Klebsiella pneumoniae,
Klebsiella aerogenes, Acinetobacter baumannii, and Pseudomonas aeruginosa [46]. The AMPs
Lynronne 1, 2, 3, and P15s from the rumen microbiome killed clinical strains of Pseudomonas
aeruginosa within 10 min to 4 h [24].

In general, some of AMPs have already entered the world market and contributed
to success in the treatment of various infections. At present, several AMPs are used in
clinical practice. For example, the plectasin-derived peptide NZ2114 is a treatment for
methicillin-resistant S. aureus (MRSA) infection [47] and the cyclic lipopeptide polymyxin
B, a fermentation product of Bacillus polymyxa, is effective against resistant Gram-negative
bacteria and is widely used to treat urinary tract infections, meningitis, otitis, periodontitis,
lung infections, ears, eyes, and wound infections [48,49]. However, since polymyxin B has
neurotoxic and nephrotoxic effects in high concentrations [50], the peptide is placed in lipid
nanoparticles or liposomes to reduce side effects [51]. This contributes to a decrease in its
minimum inhibitory concentrations and an increase in its antimicrobial effect. AMPs, such
as Nisin and P10, inhibit extensively drug-resistant Acinetobacter baumannii isolates and
colistin-resistant Pseudomonas aeruginosa at minimum inhibitory concentrations of 64–256
and 8–32 µg/mL for nisin and P10, respectively [52].

5.1. AMP for Suppression of Microbial Biofilms

Antibiotic resistance and the associated occurrence of chronic diseases are dramat-
ically increased by the formation of bacterial biofilms, which is one of the main threats
to modern medicine. AMPs are a very encouraging potential replacement for traditional
antibiotics [53,54]. Almost all medical device-associated infections exist in the form of
biofilms [55]. Extracellular polymeric substances that protect bacteria in biofilms enable
them to develop a high level of resistance to both the host immune system and the antibiotic.
This reduces the effectiveness of treatment, causes its chronic course, and requires develop-
ing a strategy to counteract the formation of films and destroy existing ones [56–58]. The
ability of AMPs to penetrate established biofilms has been shown [59], and the possibility of
their use as an effective means to combat various chronic infections associated with biofilms
has been reported [60,61]. The main types of AMPs with a wide range of targets, including
viruses, bacteria, fungi, and parasites, their modes of action, and common mechanisms
of resistance to them, as well as the principles of creating effective drugs based on them,
including the potential for their use in the control of biofilms and persistent cells, are in the
spotlight [62].

AMPs are promising candidates for developing new antibiofilm drugs because they
can act at different stages of biofilm formation, on various molecular targets, and with
diverse mechanisms of action. They can inhibit biofilm formation and adhesion, sup-
press quorum-sensing factors, and disrupt already formed biofilms [63]. AMPs have
promising broad-spectrum activity against Gram-positive and Gram-negative bacteria in
biofilms [64]. It has been shown that the antimicrobial activity of peptides against biofilms
formed by Gram-positive microorganisms can be significantly higher than that of tradi-
tional antimicrobial drugs [65], and therefore the mechanism of action of AMPs and their
antibiofilm activity are being actively studied [66–68]. Thus, the metallo-antimicrobial pep-
tide Gaduscidin-1 (Gad-1) has been shown to destroy established P. aeruginosa biofilms [69].
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This peptide is characterized by a combined mechanism of action, including the ability to
cleave environmental DNA in biofilms.

A promising strategy to modulate the pharmacokinetic profile of AMPs and improve
their biocompatibility profile is covalent conjugation with polymers. This may be an
effective approach to develop active coatings for medical implants and devices to prevent
biofilm formation on their surface [70].

5.2. AMPs as Adjuvants

The use of AMPs that act on the bacterial cell wall facilitates the access of the antibiotic
to its intracellular target, which allows for reducing its effective concentration. Therapy
with the simultaneous use of antibiotics and AMPs helps to reduce antibiotic resistance
and can be expected to alleviate toxicity and adverse side effects [71–76]. The antibiotic
adjuvant approach restores antibiotic activity and extends its lifespan, representing a more
productive, timely, and cost-effective strategy to combat drug-resistant pathogens.

Natural and synthetic AMPs are considered to be next-generation antibacterial agents.
In addition to their direct antimicrobial action, increasing evidence shows that some AMPs
effectively enhance the activity of conventional antibiotics and can be used as adjuvants.
Combinations of AMPs and antibiotics demonstrate an improved therapeutic effect against
antibiotic-resistant bacterial infections and minimize the emergence of resistance. Pro-
viding a synergistic action, AMPs become ideal candidates for combination therapy with
traditional chemical antibiotics. They can facilitate the penetration of antibiotics through
the exopolysaccharide layer of biofilm communities of microorganisms or even prevent
bacterial adhesion and biofilm growth, significantly reducing the effective concentration of
the antibiotic, blocking the emergence of bacterial resistance mechanisms, or interfering
with the community quorum sensing systems. At the same time, effective concentrations of
peptides for adjuvant activity and the suppression of bacterial resistance are significantly
lower than those required for direct antimicrobial action. Moreover, combinations of AMPs
and antibiotics are much less likely to promote the development of resistance and the trans-
fer of cross-resistance [4,77,78]. This creates the basis for using AMPs in new combination
chemotherapeutic drugs [79]. Thus, the synergism of nisin and colistin, as well as P10 and
ceftazidime/doripenem, was demonstrated against infections caused by colistin-resistant
P. aeruginosa and extensively drug-resistant Acinetobacter baumannii [52].

As the growing problem of antimicrobial resistance requires new strategies to combat
this global public health threat, conjugates consisting of a membrane-active peptide, called
a “vector”, capable of delivering cargo across the bacterial outer membrane, attached to
either a current or new antibiotic, called a “cargo” or “payload”, are being developed [80].

Strategies and methods for de novo creating potentially active AMPs with increased
antibiofilm efficacy are also discussed [81]. It is assumed that the reduction in bacterial
adhesion to surfaces and biofilm growth is due to the ability of the peptide to coat either the
surface of the biomaterial or the bacteria themselves. The degradation of formed biofilms
by bactericidal and non-bactericidal peptides within 1 h after incubation occurs due to the
destruction of embedded bacteria or the separation of living ones. These data not only
shed light on the mechanism of inhibition and degradation of biofilms but may also help to
develop antibiofilm AMPs [82]. In the case of Pseudomonas aeruginosa, a common pathogen
of nosocomial acute and systemic infections with multiple drug resistance, the therapeutic
effect is associated with the destruction of the membrane structure due to interaction with
lipopolysaccharides, an increase in the level of reactive oxygen species, or the influence on
cellular components leading to cell lysis [83]. Using Pseudomonas fluorescens as an example,
it was shown that the antimicrobial activity of the peptide nisin was increased when used
synergistically with ampicillin [84].
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Due to their high biological efficacy, AMPs have already found their place in antibiotic
replacement programs to combat bacteria with serious drug resistance. Various strategies
are used to develop and biosynthesize optimized AMPs with improved bioactivity and
productivity while reducing toxicity and cost [85].

The therapeutic value of AMPs lies not only in their increased efficacy, high specificity,
reduced drug interactions, low toxicity, biological diversity, and direct action properties
in the treatment of infectious diseases but mainly in the inability of pathogens of various
taxonomic affiliations to develop resistance to most of them. Combining various AMPs
with enzymes hydrolyzing signal molecules of the resistance mechanism of different
microorganisms (quorum sensing) is one of the leading approaches to obtaining effective
antimicrobial drugs and solving the problem of antimicrobial resistance. In the study
by Aslanli et al. [86], the most suitable combination was selected, which contributed to
stabilizing enzymatic activity against various microorganisms (bacteria and yeast), which
was higher than that of the AMPs without enzymes.

AMPs have emerged as a promising alternative due to their specific mode of action,
broad spectrum, and difficulties developing resistance by microbes. Currently, AMPs such
as bacitracin, gramicidin, polymyxins, and daptomycin are used in clinical practice. To
make AMPs more drug-active, their cytotoxicity should be reduced while increasing their
efficacy and proteolytic stability [87]. There is evidence of the influence of peptide length
and helicity on its toxicity [62], which can be used in practical work. New technologies
such as modifying their amino acid structure and using different delivery methods are
being integrated into developing AMPs [88].

6. Using AMPs for Human Health
In recent years, increasing attention has been paid to the human microbiome, its

relationships with infectious disease pathogens, and the potential to exploit this complex
ecosystem to develop new treatment strategies [89].

It is known that various human diseases are associated with changes in the structure
and function of the microbiota. These changes can be mediated by AMPs produced by the
host and its microbiota, which play a crucial role in the co-evolution of host bacteria [90].
Homeostasis of the microbiota is also largely associated with AMPs from food. Peptides are
present in almost all foods but most often in protein-rich foods of animal and plant origin.
One of the most important sources of natural BAPs is milk, the protein fractions of which
(caseins and whey proteins) during fermentation with lactic acid bacteria (LAB), as well as
during gastrointestinal digestion or the use of proteolytic enzyme preparations, serve as a
source of natural BAPs that have a very beneficial effect on human health [91–93].

Regardless of the LAB strain, the peptides obtained with their help primarily have
antimicrobial activity manifested through various mechanisms [94]. They regulate intestinal
microbiota, directly inhibiting pathogenic microorganisms and promoting the growth of
beneficial bacteria. The spoilage of food, feed, and various crops due to the development
of mold, which can reduce the quantity and quality of manufactured products and even
destroy them, is the cause of significant economic losses.

The immunocompromised patients, including those who have undergone organ
transplants or chemotherapy, are at increased risk of fungal infections. The number of
clinically available antifungal drugs is limited, as some of them are toxic and have serious
side effects. Their action against pathogenic yeasts is only fugistatic [95]. A high potential
for combating toxigenic fungi, combined with harmlessness to the human body, as shown
by centuries of practice, is the use of LAB—potential sources of secondary metabolites, such
as organic acids and bacteriocins, and, most importantly, peptides with high antifungal
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activity [96–99], affecting both the membranes of fungal cells [100], and, like antibiotics, on
intracellular targets [101].

The growing demand for harmless natural preservatives has contributed to developing
an intensive field of research on bacteriocins produced by LAB as a new spectrum of
antimicrobial compounds for the effective control of food pathogens without serious
side effects. To prevent the development of resistance to them, various mechanisms of
resistance developed by food pathogens are being investigated [102]. Further research in
this direction will expand the understanding of their mechanism of action and determine
specific conditions for increasing their stability and applicability in food preservation [103].
Studies of goat whey hydrolysate containing 27 peptides showed that when added to
the dough, it exhibits high antagonistic activity against 10 toxigenic fungi of the genus
Penicillium, inhibiting their growth and the production of mycotoxins in bread by 85–100%,
thereby extending its shelf life [104].

Broad-spectrum AMPs of dairy origin are of increasing interest as an attractive and
safe additive to extend the shelf life of minimally processed foods as a viable and sus-
tainable alternative to conventional food preservatives [105], which can be incorporated
into the food matrix without compromising consumer health while contributing to the
creation of added value in the resulting products. The positive feature of AMPs is their
biocompatibility and biodegradability, thermal stability, and high selectivity, which is
also very attractive for food preservation [88]. Importantly, unlike antibiotics, peptides
are completely broken down in the body without showing negative consequences. In
practice, one of them, namely nisin, isolated from the bacterium Lactococcus lactis [106],
is already used commercially (as E234). Consumer demand for food products without
chemical preservatives has stimulated the search for natural antimicrobials with a broad
antimicrobial spectrum and improved properties.

Two anionic peptides (Ile-Asp-Ala-Leu-Asn-Glu-Asn-Lys and Thr-Pro-Glu-Val-Asp-
Asp-Glu-Ala-Leu-Glu-Lys) exhibited antimicrobial activity against the proliferation of
Listeria and Staphylococcus. It should be emphasized that AMPs are effective against a
wide range of microbial hosts including Gram-negative and Gram-positive bacteria, fungi,
viruses and parasites. Thus, they are not only potential natural biopreservatives but also ef-
fective in combating the rapidly increasing incidence of multidrug-resistant infections [30].

7. Production of Bioactive Peptides
Peptides for commercial purposes can be produced by liquid-phase or solid-phase

synthesis, a hybrid of both solid-phase and solution-phase synthesis, or recombinant
DNA technologies [107]. When obtained from foods, peptides must be released from the
parent protein to be activated. This can be achieved by hydrolysis and the processing of
foods by curing, fermentation, or ripening, or by digestive enzymes, including commercial
proteolytic enzymes [108–110].

Plant and animal proteins are mainly used to obtain BAPs [111]. Conventional methods
of BAPs receiving are fermentation, chemical and enzymatic hydrolysis. The most effective
methods for the biotechnological production of peptides are enzymatic hydrolysis and the
microbial fermentation of proteins [19].

7.1. Enzymatic Hydrolysis

Enzymatic hydrolysis is based on the use of commercial enzymes responsible for the
cleavage of peptide bonds in proteins. This method may provide advantages in obtaining
BAPs that are not provided by other methods such as fermentation, chemical hydrolysis or
digestion. Among them is an improvement in the reaction rate by about 106–1012 times
compared to without catalysis [112]. However, the cost of enzymes is quite high, and
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there is a need for special maintenance of their activity. The yield and productivity of the
process are usually low, and the formation of undesirable secondary metabolites is also
possible [113]. Greater selectivity and process speed can be achieved by using ultrafiltration
membranes. The method involves continuous pumping of the enzyme and substrate
mixture from the reaction vessel into a membrane filter, where only small and hydrolyzed
fractions pass, while large particles (polypeptides, non-hydrolyzed substrate, enzyme) are
returned back to the hydrolysis tank [114]. The hydrolysis process can also be improved by
pre-treating the parent protein, which ensures higher hydrolysis rates while minimizing
the amount of enzyme used. Microwaves, ultrasound, high-voltage pulsed electric field,
and high-pressure hydrostatic enzymatic hydrolysis are used for this purpose [114,115].

Proteolytic enzymes (proteases and peptidases) used to obtain peptides degrade
proteins by hydrolyzing peptide bonds and belong to the group of hydrolases [112,116].
Depending on the place of cleavage of the peptide chain, proteases are divided into ex-
opeptidases and endopeptidases, acting, respectively, on the terminal or internal peptide
bonds of the peptide chain. In this case, aminopeptidases cleave one to three amino acids
from the free N-terminal of the polypeptide chain, and carboxypeptidases act on the C-
terminal of the polypeptide chain. The functional groups of proteases can contain different
groups in the active site and are divided into serine proteases, cysteine proteases, aspartyl
proteases, and metaloproteases [112,117,118]. Proteolytic enzymes can be obtained from
plants, animals, and microorganisms. However, microbial enzymes are the most convenient
to produce due to their greater stability, relatively simple nutritional requirements, rapid
production process, and the possibility of its standardization. Industrially produced prote-
olytic enzymes are produced by LAB, microorganisms of the genus Bacillus, and fungal
microorganisms (yeasts and fungi of the genera Aspergillus, Rhizopus, and Mucor) [112]
(Figure 1).

Fermentation 2025, 11, x FOR PEER REVIEW 10 of 27 
 

 

 

Figure 1. Receiving of bioactive peptides with enzymatic hydrolysis. 

Microbial proteases exhibit the highest activity in a certain pH range. Alkaline prote-
ases (pH range of 8–13) are most often used in the detergent and leather industries. They 
are also widely used in the food industry for tenderizing and improving meat tenderness, 
obtaining meat hydrolysates, blood decolorization, and soy sauce and product prepara-
tion. Neutral proteases, active within neutral, slightly acidic, and slightly alkaline pH val-
ues, are also used to improve meat tenderness and dough preparation. Alkaline and neu-
tral proteases are mainly produced by fungal and bacillary microorganisms [119]. Acid 
proteases (pH 2–6) produced by microorganisms are applied in the food industry for de-
grading milk and whey proteins, wheat gluten, and fruit juice proteins. 

7.2. Novel Pre-Treatment Technologies for Enzymatic Hydrolysis 

Some novel technologies are applied currently in combination with enzymatic hy-
drolysis. These are such eco-friendly, innovative and sustainable technologies like hydro-
static pressure processing, ultrasound-assisted and microwave-assisted extraction, pulsed 
electric field processing, ohmic heating, and subcritical water hydrolysis [120] (Figure 2). 
Figure 2 shows the technologies and enzymes used for post-treatment depending on the 
substrate used. 

Figure 1. Receiving of bioactive peptides with enzymatic hydrolysis.



Fermentation 2025, 11, 36 10 of 25

Microbial proteases exhibit the highest activity in a certain pH range. Alkaline pro-
teases (pH range of 8–13) are most often used in the detergent and leather industries. They
are also widely used in the food industry for tenderizing and improving meat tenderness,
obtaining meat hydrolysates, blood decolorization, and soy sauce and product preparation.
Neutral proteases, active within neutral, slightly acidic, and slightly alkaline pH values, are
also used to improve meat tenderness and dough preparation. Alkaline and neutral pro-
teases are mainly produced by fungal and bacillary microorganisms [119]. Acid proteases
(pH 2–6) produced by microorganisms are applied in the food industry for degrading milk
and whey proteins, wheat gluten, and fruit juice proteins.

7.2. Novel Pre-Treatment Technologies for Enzymatic Hydrolysis

Some novel technologies are applied currently in combination with enzymatic hydrol-
ysis. These are such eco-friendly, innovative and sustainable technologies like hydrostatic
pressure processing, ultrasound-assisted and microwave-assisted extraction, pulsed elec-
tric field processing, ohmic heating, and subcritical water hydrolysis [120] (Figure 2).
Figure 2 shows the technologies and enzymes used for post-treatment depending on the
substrate used.
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These technologies are mostly unable to break peptide bonds, but they promote protein
denaturation and improve the accessibility of cleavage sites of enzymes, so they are used
as pre-treatment before enzymatic hydrolysis. Pulsed electric field processing can break
covalent bonds with repeated use, and ohmic heating is used in combination with other
technologies. Subcritical water hydrolysis is the single technology that allows breaking
covalent bonds, but the process is not specific and difficult to control.

7.3. Microbial Fermentation

Microbial fermentation can generate peptides of different sizes and sequences with
different biological activities, as occurs during gastrointestinal digestion [121]. This is a
more economical and cost-effective method for AMPs production. The microbial conversion
of various protein-containing substrates occurs via solid-state fermentation or submerged
fermentation (Figure 3) depending on the available free water volume [122].
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Peptidase-producing microorganisms such as filamentous fungi, yeasts, Bacillus
species, and LAB are used to obtain BAPs [123]. To achieve the optimal production of pep-
tides and their high bioactivity during microbial fermentation, the type of microorganism
used is of crucial importance [124]. Lactic acid bacteria (LAB) are recognized as one of the
most valuable microorganisms for the production of BAP due to their high adaptability
to various environments, as well as to animal and plant substrates; their safety (GRAS);
and most importantly, the presence of an effective and diverse proteolytic system [125,126].
The ability of microorganisms to produce extracellular and cell surface peptidases [127]
allows the fermentation of substrates to produce both AMPs for medicine and novel food
and beverage products enriched with bioactive compounds. Although LAB assimilate
the produced peptides for growth, a large amount of peptides remain and accumulate
during fermentation. To date, six main types of cell-envelope proteases of LAB have been
identified: PrtP (Lacticaseibacillus paracasei subsp. paracasei, Lactococcus lactis subsp. cremoris,
and L. lactis subsp. lactis), PrtB (Lactobacillus delbrueckii subsp. bulgaricus), PrtH (Lactobacillu
helveticus), PrtS (Streptococcus thermophilus), PrtR (Lacticaseibacillus rhamnosus), and PrtL
(Lactobacillu delbrueckii subsp. lactis) [128]. The secondary structure of the cell-envelope
proteases of LAB suggests the presence of several domains that perform different functions:
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the N-terminal preprodome for secretion and activation, the catalytic serine protease do-
main, the insert modulating specificity domain, A and B large possibly regulatory middle
domains, a helical spacer domain, an attachment hydrophilic cell-wall spacer domain,
and a cell-wall anchor domain [129,130]. However, different types of proteases do not
necessarily include all of the listed domains.

Such species of LAB as L. bulgaricus and L. helveticus have a fairly powerful proteolytic
system with a wide range of proteolytic enzymes [131]. Species of plant origin (Lactiplan-
tibacillus plantarum, Leuconostoc mesenteroides, etc.) produce fewer proteolytic enzymes,
living in an ecological niche richer in fibers than proteins. Therefore, dairy products and
the LAB inhabiting them are the best candidates for obtaining biologically active peptides.

Some yeast organisms, which also possess a set of proteases and peptidases responsible
for protein degradation and belong to the GRAS category, are also widely used in dairy
products to break down milk proteins and enrich them with BAP and amino acids necessary
for growth [132]. Some yeasts have even better proteolytic activity than LAB. For example,
according to Klein et al. (2002) [133], yeast was found to be more effective in breaking
down β-casein compared to L. helveticus.

The microbial fermentation process can be divided into several systems. The most
widely used are submerged fermentation (microorganism culture in a liquid medium
containing nutrients) and solid-state fermentation (microorganism growth on nutrient-rich
solid substrates). By optimizing the ratio of the microorganism used with the environmental
conditions (pH, temperature, and humidity), it is possible to obtain peptides with higher
bioactivity [124,126].

BAPs released during microbial fermentation are considered safer and more beneficial,
without side effects, since they are obtained from edible food proteins and using safe
microorganisms [134]. This makes microbial fermentation one of the preferred methods in
the food industry [135].

8. Whey as a Raw Material for the Production of AMPs
The production of various cheeses, curds, and other dairy products, which are in

ever-growing global demand, generates billions of liters of whey annually worldwide [136].
Although it is considered a secondary or waste product and has an unappealing taste,
whey is rich in nutrients including soluble proteins (beta-lactoglobulin, alpha-lactalbumin,
bovine serum albumin, lactoferrin, immunoglobulins, and a significant portion of casein)
as well as lactose, vitamins, minerals, and fat [137,138]. Whey proteins have a high bio-
logical value, exceeding that of egg white, and are a rich source of essential amino acids
(branched-chain amino acids such as leucine, isoleucine, and valine, sulfur-containing
amino acids cysteine and methionine, which enhance immune functions through their in-
tracellular conversion to glutathione [138–140]. Providing an abundant supply of essential
amino acids that stimulate organ and tissue regeneration mechanisms and help minimize
immune suppression, whey is successfully used as an immunomodulator, antioxidant, anti-
inflammatory, antidiabetic, and anticancer agent [141]. Of particular value are the peptides
encrypted within whey proteins, which provide the antimicrobial properties of fermented
whey due to the breakdown of proteins. Bioactive whey peptides can also be obtained by
enzymatic hydrolysis using digestive or microbial enzymes [142]. For example, AMPs such
as isracidin and cappacin were obtained by the enzymatic hydrolysis of αS1-casein and
kappa-casein, while the fermentation of αS2-casein resulted in AMPs active against Listeria
innocua, E. coli, Enterobacter sakazakii, and Streptococcus mutans [19].

Currently, whey is used in energy drinks for athletes and for therapeutic and prophy-
lactic purposes in many countries around the world and is rightfully considered the energy
source of the future. Numerous studies have scientifically substantiated that functional
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products derived from whey provide a cascade of beneficial practical applications: in the
prevention and/or adjunctive treatment of various lifestyle and aging-related diseases, pro-
moting health and being effective in the treatment of numerous chronic diseases including
diabetes, cancer, sarcopenia, liver disease, and cardiovascular diseases, as well as other
immune-related chronic diseases [143,144].

Due to its composition, including a high water content, whey is the most promising raw
material in the beverage industry [145–148], including the addition of other components
that improve their biological and nutritional characteristics [149–151]. It is also promising
for the production of biologically active substances, including AMPs [152,153], both in the
form of pure preparations and in the form of drinks fortified with them [154–164].

Returning whey to the food chain in a palatable form is a hot topic in the
literature [143,165]. The preparation of beverages from whole whey is not only the cheapest
but also the most efficient method in terms of whey valorization. Whey and its compo-
nents are increasingly being used to formulate new and creative beverages as a functional
and dietary component in a wide range of beverages, including those with nutraceutical
properties. As the dairy and functional food market continues to evolve, whey-based
beverages made with the addition of fruit juices, milk or milk permeates, and other sources
are expected to become increasingly popular [166].

Whey, in addition to lactose, contains valuable protein fractions and minerals that
create its energy value. Currently, due to its beneficial health effects, intensive efforts are
being made to use whey in the formulation of soft drinks, high-protein drinks, and as
an additive to soups and fruit juices. In order to eliminate taste defects, final product
instability, scale up the process and increase the nutritional and biological value of the
resulting beverages, studies are being conducted to modify and improve the fermentation
strategy, and techniques have been developed to improve the product quality and shelf life.
Its nutritional potential imparted by probiotic bacteria, macro- and microelements and their
derivatives is also discussed [148]. Modern technologies for the enzymatic processing of
whey make it possible to obtain not only beverages but also other useful functional foods
and animal feeds [167]. To produce beverages from acid whey, which is less favorable for
valorization than sweet whey, LAB that actively grow on it are isolated and studied as well
as their proteolytic activity for the fermentation of its protein fractions to obtain peptides.
They are of particular interest because they exhibit the ability to inhibit the growth and
development of pathogenic microorganisms by synthesizing bacteriocins and other AMPs,
which are promising for use in the fight against various pathogens in targeted therapy
of different diseases [168–171], including those known to be antibiotic-resistant. Most
attention has been paid to AMPs exhibiting antibiofilm activity [172–176], since biofilm
formation is a major factor contributing to antibiotic tolerance with increased infection
severity, incidence, treatment failure, and mortality [177]. Bacteriocins show promising
potential in the field of medicine to improve human and animal health. They are effective
against multidrug-resistant bacteria, possessing antiviral, antifungal, and antiprotozoal
(antileishmanial) activity, and they have also been successfully used to treat some ulcers
and some types of cancer [178].

The staff of the food microbiology laboratory of the Research and Production Center
of Microbiology and Virology (Almaty, Kazakhstan) has compiled consortia of lactic acid
microorganisms that are successfully used to prepare beverages with one or another health
benefit. Thus, beverage formulations have been developed that are antagonistically active
against opportunistic bacteria, Candida yeasts, and mold fungi [179–182]. As a result of
the studies, functional whey-based beverages [183,184] were proposed that actively affect
the indigenous microbiota [185] and are promising for use as probiotic products [186,187].
Whey-based drinks, due to the content of probiotic microorganisms [149–151,156] with
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antimicrobial activity against several pathogens, can be used to correct microflora in
dysbacteriosis and as dietary supplements in drug therapy for certain infectious diseases.

9. Current State and Prospects for the Development of Peptide Science
AMPs are generally recognized as having a huge potential in developing effective

antimicrobial strategies for replacing traditional antibiotics. However, despite all their
advantages in practical use, there is an urgent need to eliminate their inherent disadvan-
tages. The main ones are the possible damage to eukaryotic cell membranes, the risk of
hemolytic side effects, high production costs and technical problems, and insufficient activ-
ity. To solve these issues, new technologies are used, including artificial intelligence, which
opens up new possibilities [188]. Clarifying the selectivity mechanisms exhibited by AMPs
when interacting with the membranes of the target organism would help to approach the
development of methods for reducing cytotoxicity and increasing antimicrobial activity.

Traditional natural resources are insufficient to meet the growing need for AMPs. A
promising reservoir of new bioactive molecules with potential pharmacological properties
is still unexplored marine microorganisms, which, due to their inherent self-defense mecha-
nisms and adaptation to harsh conditions, include a wide range of chemical compounds
such as AMPs and polyketides. These molecules could be used to create new and unique
structures for developing alternative antibiotics as effective anti-biofilm agents [189]. Ma-
rine actinobacteria are recognized as promising for the development as sources of new
antibiotics and biofilm inhibitor molecules [190].

There is a need to find new AMPs that could serve as natural preservatives in food
products or as functional ingredients with potential health benefits. Their source can be,
for example, food by-products, in particular waste, the protein fragments of which are
characterized by a short length, low molecular weight, a significant content of hydrophobic
and basic amino acids, and a positive net charge [191].

To address the problem of combating infections, the further production of synthetic
AMPs using biotechnological tools and processes is very promising. Some have already
been shown to meet the required demand and be much more effective than conventional
BAPs [109]. Research into imparting AMPs with a stronger and longer-lasting activity
without exhibiting toxicity seems promising. AMPs have potential antimicrobial properties
against Gram-positive and Gram-negative bacteria. In silico studies of these AMPs are
useful for killing drug-resistant bacteria [192]. For example, unnatural amino acids can
be used to create artificial AMPs with improved properties, and this can guide future
antimicrobial drug design considerations [193]. It is envisaged that synthetic AMP analogs
designed with some modifications can overcome the stability, toxicity, and activity limita-
tions of naturally occurring AMPs [194]. Thus, Zhang et al. [195] developed a series of short
mirror-symmetric peptides, among which LWWRRRWWL-NH2 was selected with a broad
spectrum of antibacterial activity against standard and antibiotic-resistant bacteria. This
peptide had a low tendency to develop microbial resistance and, having similar activity to
polymyxin B and melittin, was much safer.

The major barrier to the commercialization of AMPs is pricing and reimbursement
conditions for new antimicrobials [11]. To overcome these limitations, peptide engineer-
ing techniques and the development of cost-effective algorithms for predicting AMPs
with minimal toxicity [196] have been used, and some of them have now reached the
commercialization stage in several pharmaceutical industries [197].

The industrial production of peptide-based food ingredients requires overcoming
several challenges in product development to achieve economically viable downstream
processes. Hybrid strategies for biopharmaceutical use are based on computational model-
ing combined with heuristics and mechanistic modeling. Some hybrid designs currently



Fermentation 2025, 11, 36 15 of 25

used in biopharma are proposed, based on computer modeling combined with heuristics
and mechanistic modeling, which minimizes the labor-intensive and costly trial-and-error
method. Applying cost-effective metrics on a laboratory scale can lead to the optimal
downstream processing of peptide-based bioactive food ingredients, including peptide
release and stability, depending on several industrial process parameters. Some methods
for enriching whey-derived peptides are also discussed, which have potential industrial
applications [198].

The study of AMPs as specific protein fragments with improved penetration, low
toxicity, and rapid clearance of their biological activity involves various methodologies
from in vitro assays to in silico methods [199]. Computer modeling (in silico) can be a
useful tool for the low-cost prediction of peptide sequences and can help elucidate the
relationship between peptide structure and function. Other in silico tools can simulate
the degradation of protein or peptide sequences, which is useful for designing a targeted
hydrolysis process to ensure that the sequence of a given peptide is not degraded during
gastrointestinal digestion [200]. Using in silico methodology has opened a new era in AMPs
research with a simplified identification process, reducing the cost of laboratory screening.
Advanced machine learning models that are both predictive and interpretable have been
developed specifically to identify potent AMPs targeting WHO high-priority pathogens.
The robustness of this approach allows for the accelerated development of new AMPs,
offering robust countermeasures to antibiotic resistance [201].

In recent years, AMPs have been considered as a promising alternative to meet con-
sumer demand for the production of safe, minimally processed, chemical-free, ready-to-eat
food products with a long shelf life without losing fresh taste.

Due to the diversity of structures and functions, a wide spectrum of antifungal activity,
high stability, and the possibility of biotechnological production of AMPs, their use in
the food industry and agriculture is currently being considered to combat toxigenic fungi
and mycotoxin biosynthesis due to their ability to inhibit the enzymatic components of
their biosynthetic pathways [202]. However, before they can fully replace antimicrobials
in food production, difficulties associated with standardization and manufacturing on a
commercial scale need to be overcome [203].

The use of AMPs in food preservation offers the potential to reduce food spoilage
losses and the use of chemical preservatives as well as to develop health-promoting food
additives. The potential of some AMPs to inhibit foodborne pathogens is increasingly being
studied in various food products (including dairy products, meat, fruits, and beverages)
and taken into account in the development of nutraceuticals and pharmaceutical products
containing foodborne AMPs. In the paper by Ahmed and Hammami [204], addressing
these issues, an overview of the structural classification and antimicrobial mechanisms
of action of AMPs is provided, and future trends in their use in food and pharmaceutical
applications are discussed.

Research in this direction should be considered not only as a strategy to reduce food
waste but also as an opportunity to improve food security and public health. AMPs are
produced by many LAB during fermentation of not only milk and whey but also other
food products

The most promising combination strategies to enhance the therapeutic potential of
AMPs in combination with conventional antibiotics, extracellular matrix disaggregating
compounds, biofilm signaling pathway inhibitors, and other peptide-based molecules are
being investigated [205–207]. Microbial metabolites such as biosurfactants, AMPs, enzymes,
and bioactive compounds have been identified as promising broad-spectrum antibiofilm
agents [208] with peptides being evaluated as the most potent antibiofilm agents [209]. Thus,



Fermentation 2025, 11, 36 16 of 25

the peptide-based approach becomes a promising alternative for effectively combating the
notorious resistant biofilms.

10. Conclusions
In recent years, it has been shown that it is possible to increase the effectiveness of

traditional therapy for various infectious diseases and reduce the risk of drug resistance
and side effects from treatment by combining conventional antibiotics with AMPs [197].
However, due to the practical unavailability of the latter due to some technical difficulties
in obtaining, insufficient study, and high cost, their replacement with specially developed
nutraceuticals and pharmaceutical products containing food-based AMPs seems more
promising at this stage of society’s development. It seems advisable to combine drug
therapy with the simultaneous use of specially developed functional products, specifically,
fermentation products, which have proven their high effectiveness in maintaining vital
processes omitting undesirable side effects over many centuries of use in human practice.
The most economically and environmentally justified in this regard should be recognized
as whey-based beverages containing AMPs, which exhibit antagonistic activity against
numerous agents of various diseases. The targeted production of a drink that suppresses
the development of a particular pathogen is possible by selecting LAB that can produce
the desired metabolites against each pathogen, which could replace mandatory antifungal
drugs in treating bacterial infections. An example is whey-based drinks, which exhibit an
antagonistic effect on Candida yeast, especially since using the existing antifungal arsenal
against candidiasis is often limited by toxicity, drug interactions, and the high cost of some
remedies [210]. Drinks of this kind can be developed as dietary beverages, including in
children’s groups, and regularly used due to their high biological value and harmlessness,
protecting against the threat of infectious diseases or food poisoning.
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