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Abstract

:

With the growing utility of blockchain technology, the desire for reciprocal interactions among different blockchains is growing. However, most operational blockchain networks currently operate in a standalone setting. This fragmentation in the form of isolated blockchains creates interoperability difficulties, inhibiting the adoption of blockchains in various ecosystems. Interoperability is a key factor in the healthcare domain for sharing EHRs of patients registered in independent blockchain networks. Each blockchain network could have its own rules and regulations, obstructing the exchange of EHRs for improving diagnosis and treatments. Examples include patients being treated by healthcare providers in different countries or regions, or within one country but with a different set of rules per state or emirate. By contrast, a federation of blockchain networks can provide better communication and service to stakeholders in healthcare. Thus, solutions for facilitating inter-blockchain communication in such a blockchain federation are needed. However, this possibility has not been fully explored, and further investigations are still being conducted. Hence, the present study proposes a transaction-based smart contract triggering system for inter-blockchain communication, enabling EHR sharing among independent blockchains. We use local and global smart contracts that will be executed once a transaction is created in the blockchain. Local smart contracts are used for EHR sharing within the blockchain, whereas global smart contracts are used for EHR sharing among independent blockchains. The experimental setup is conducted using the Hyperledger Fabric blockchain platform. Inter-blockchain communication between two independent fabric networks is conducted through a global smart contract using Hyperledger Cactus for EHR sharing in a health federation setup. To the best of our knowledge, our study is the first to implement an inter-blockchain communication model in the healthcare domain.
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1. Introduction


An electronic health record (EHR) is an important asset of a patient in the healthcare environment and is solely owned by the healthcare entities visited by that patient. An EHR comprises critical and highly sensitive health data for patient diagnosis and treatment [1,2]. One report [3] stated that, on average, a patient in the United States visits 18.7 different caregivers (CGs) and holds nearly 19 unique medical records during their lifetime. Hence, patient data are scattered at different locations. Such data need to be shared among healthcare providers to maintain patients’ unique records. This can help healthcare individuals to easily access patient data to avoid repeated laboratory tests when visiting different healthcare providers, thereby providing patients with better treatment and diagnosis [4,5]. However, each healthcare entity has its own rules and regulations, representing the main obstacle in sharing patient records among the concerned entities to facilitate patient treatment and diagnosis, thus, causing the process of sharing to be excessively difficult and lengthy. Therefore, technology that facilitates the sharing of patients’ EHRs among healthcare providers is needed.



Recently, blockchain has been investigated in the research community as a technology for addressing interoperability issues in healthcare. Blockchain technology can provide numerous benefits to the healthcare system, including a decentralized data-sharing setup allowing interoperability, security, authentication, and integrity [6,7]. Therefore, several researchers have adopted and investigated the use of blockchain technology in healthcare [8,9,10,11,12,13,14]. As a result, many interoperability issues among various healthcare providers have been resolved through the development of a blockchain network. However, at present, many blockchains operate independently within the same state, country, and continent. Patients traveling between these locations need to share their EHRs across different blockchains. Given the high demand and adoption of blockchain in the healthcare environment, the research community has recently focused on investigating interoperability among independent blockchains.



Interoperability is a key factor that allows multiple blockchains to exchange data, even if they have different consensus rules and platforms in a blockchain federation. Such interoperability is highly desirable in a healthcare blockchain federation for improved diagnosis and treatment of patients, considering that EHRs are scattered across different blockchains of the healthcare environment. Blockchain federation is a model for integrating multi-blockchain functionalities. Two types of federations are found in the literature: homogeneous and heterogeneous blockchains. Homogeneous refers to a federation comprising independent blockchains of the same type (platform, consensus protocol, public/private) that are built according to the same architectural rules but with each blockchain developed on different business logic. By contrast, heterogeneous pertains to a federation comprising independent blockchains of different types that are built based on different rules and operating mechanisms. In both cases, no interaction exists among blockchains, with each operating independently. Developing methods for interoperability among independent healthcare blockchains is an active field of research. However, high barriers exist between homogeneous and heterogeneous blockchains for sharing data. Inter-blockchain communication achieves secure and effective solutions for interoperability in a blockchain federation. Although multi-blockchain technology is in its infancy, initial frameworks, models, and architectures can be found in the literature, including sidechain-based [15,16,17], router-based [18,19,20], and smart contract-based solutions [21,22,23]. Each solution possesses challenges to be addressed and provides a functional inter-blockchain communication model for the healthcare domain.



Sharing health records among the various stakeholders of the healthcare ecosystem is important, which includes individuals (patients and their doctors) and other stakeholders (insurance companies/research centers). EHR sharing is an imperative step in escalating the interoperability of healthcare providers and ensuring that the healthcare system is smart and efficient. Interoperability is a key factor in the healthcare domain for sharing EHRs of patients registered in independent blockchain networks. Each blockchain network could have its own rules and regulations, which could be a barrier towards exchanging EHRs for improved diagnosis and treatments when needed. Examples include patients being treated by healthcare providers in different countries or regions, or within one country but with a different set of rules per state or emirate. Therefore, a system for inter-blockchain communication is necessary to better serve the needs of stakeholders.



Inter-blockchain communication allows independent blockchains within a federation to communicate directly with each other and trade assets. Connected blockchains do not have to communicate directly with each other; instead, they send information packages (transactions) via dedicated channels using smart contracts. Smart contracts are used by each blockchain. The sender and receiver blockchain deploys a transport, authentication, and ordering (TAO) module, which implements and operates based on the configured smart contracts at each blockchain. The inter-blockchain communication process utilizes relayers to transfer transactions via secure established communication channels, which are dedicated links configured based on smart contracts between interacting blockchains. The TAO module transmits and authenticates the transaction flow from one blockchain to another.



Currently, many advancements are in place for inter-blockchain communication, and the research community is achieving progress with the proposal of various solutions. However, these solutions do not completely address inter-blockchain communication. In particular, implementation of the frameworks and architectures is lacking in the proposed solutions. Thus, our study contributes to developing state-of-the-art inter-blockchain communication by proposing a possible solution to the challenges of interoperability in healthcare blockchain federations for EHR sharing. The main contributions of this research include the following:




	
Development of a novel healthcare blockchain integration model using transaction-based inter-blockchain communication for EHR sharing in a federation of independent blockchains.



	
The use of local and global smart contracts to establish communication links and transaction flow in a blockchain federation.



	
Implementation of independent blockchains in healthcare, which represent the first example where an inter-blockchain communication model is implemented for healthcare data sharing. Two Hyperledger Fabric networks are used that operate independently, with each running different business logic. Both networks are integrated for inter-blockchain communication to enable EHR sharing among them.



	
Defining a set of metrics used to evaluate the performance of independent blockchains and the derived inter-blockchain communication model while demonstrating improvements in performance results compared with previous work.








The rest of the paper is organized as follows: Section 2 reviews the related work. Section 3 presents the proposed inter-blockchain communication model. Section 4 discusses performance evaluation and implementation details. Section 5 presents the experimental results and discussion. Finally, the study is summarized and concluded in Section 6.




2. Literature Review


Since the advent of bitcoin in 2009 [24], we have seen a massive adoption of blockchain in many domains, including banking and finance [25,26], supply chain management [27,28], IoT [29,30], healthcare [31,32,33], and cloud computing [34,35]. These blockchains operate in closed-ended silos, unable to communicate with each other. However, with the growing utility and advancement of blockchain technology, inter-blockchain communication opens up a literal world of possibilities, allowing blockchains to interoperate and transfer value, interchange assets and services, and connect for sharing data. In this section, research trends in inter-blockchain communication are outlined. The inter-blockchain communication solutions are categorized as sidechains, blockchain routers, and smart contract solutions.



Sidechains are secondary blockchains that are connected to other blockchains, and the main chain allows the bidirectional transfer of data among different blockchains [36]. Reference [37] was the first to introduce the idea of a sidechain to facilitate transactions between bitcoin and other cryptocurrencies, and vice versa, using two-way peg chains. Thus, users have the flexibility to access various cryptocurrency systems by using the assets they already own. A two-way peg is a technique for the bidirectional transfer of data between the main chain and the side chains at a predefined exchange rate. A Rootstock (RSK) platform [16] was developed and operated as a bitcoin sidechain. In this implementation, when bitcoins are transferred to RSK blockchains, they become “smart bitcoins” and are equivalent to bitcoins. They can be transferred back into bitcoins for a standard transaction fee. Both blockchains (main chain and sidechain) use proof-of-work (PoW) to perform combined mining and generate blocks. However, the federated pegs used in RSK suffer from political centralization. Moreover, being a sidechain, RSK does not operate as an independent blockchain. Reference [15] proposed a blockchain architecture of satellite chains that form interconnected but independent subchains of a single blockchain system. In this design, nodes can join a given satellite chain according to their choices and requirements. Each satellite chain maintains its own private ledger, which cannot be accessed by other satellite chains in the network. Reference [38] proposed a federated two-way peg mechanism in a sidechain solution. In this configuration, the entire federation collectively maintains custody of locked funds and mutually validates the fund transfers between the main blockchain and its sidechain with a majority consensus. This work provides increased security to the fund’s transfer processes. However, the federated two-way peg mechanism increases the time for validating the transactions. Plasma [17] is a sidechain developed for Ethereum. Each sidechain has independent rules and constraints imposed through smart contracts. Plasma chains used the proof-of-stake (PoS) consensus algorithm. However, the mining process is performed on the main chain, making Plasma dependent on its main chain for the mining process.



A blockchain router approach requires some of the network participants to act as routers to transmit data among diverse blockchain networks [39]. In this setup, the requests are sent and received via designated router nodes of each blockchain in the network. Reference [40] proposed a blockchain router that allows communication among various blockchains via their router nodes. Their proposed model comprises four participants: validator, surveyor, nominator, and connector. The validator verifies, concatenates, and forwards blocks to the correct destinations. The nominator contributes their own funds to the validator and is then rewarded. The surveyor monitors the blockchain router behavior. The connector links the blockchain router with subchains. A design was presented in this report, but technical details of the technique were not provided. Reference [41] introduced a private token-based inter-blockchain communication without any mediators using a routing algorithm and practical byzantine fault tolerance (PBFT) protocol. However, the network throughput was degraded as the connected blockchains have diverse topologies. Reference [18] proposed interactive multiple blockchain architecture to support inter-blockchain communication among heterogeneous blockchains using routing management and message transfer protocol. This model operates in four layers: basic, blockchain, multi-chain communication, and application layers. The paper also introduced a unified packet for the transaction and routing among multiple blockchains. Reference [19] proposed interchain as a framework for inter-communication among any pair of blockchains. The proposed framework comprises subchain, interchain, validating, and gateway nodes. A three-way handshaking technique was employed for asset transfer among the connected blockchains. However, the paper did not mention the consensus algorithm adopted by the framework.



Next, smart contract-based models to create interoperable protocols among multiple blockchains are discussed. Reference [20] proposed a solution consisting of a smart contract to allow data sharing among various independent blockchains. As a proof of concept, their model transacts on Ethereum public and private blockchain networks. However, the authors did not apply their solution to two hybrid systems. Reference [42] proposed a cross-chain atomic swap for asset exchange among various participants across multiple Ethereum blockchains. Reference [43] provided a mechanism for cross-blockchain data transfer, smart contract interaction, and currency transfer. They proposed transferring the same type of token to any number of blockchains simultaneously. However, their protocol can only be operated in the same kind of environment (Ethereum). Reference [22] proposed a smart contract-based interoperability solution between independent blockchains (public and private) without intermediaries. However, the authors did not apply their solution to two hybrid systems.



In this section, various solutions for inter-blockchain communications for homogenous and heterogeneous blockchains along with their limitations are analyzed in Table 1. Sidechain solutions are widely adopted in the literature. However, the major drawback of techniques using sidechains is the one-to-one communication among homogeneous blockchains. Furthermore, in the implementation of a sidechain, security vulnerabilities in the blockchain federation increase when a sidechain in the network is compromised. Blockchain routers provide connectivity solutions for heterogeneous blockchain networks, but none have been implemented yet. Furthermore, such implementations require that the architecture of the router nodes is configured to function as routers. Another limitation of the blockchain router technique is the single point of failure issue. Hence, when any router node fails, communication among any participating networks will be compromised. The healthcare domain is a highly in-demand field that requires solutions for inter-blockchain communication in a blockchain federation. However, this area of research has not been fully explored, and further investigations are needed. Therefore, this research proposes a novel “transaction-based inter-blockchain communication” technique based on global and local smart contracts in a healthcare federation to address the interoperability challenges among independent blockchains.




3. Methods


This section proposes a transaction-based smart contract triggering system in inter-blockchain communication for EHR sharing among independent blockchains, as shown in Figure 1. In this setup, each blockchain holds a unique blockchain ID (e.g., B1, B2, B3, and B4) that is preregistered with an overarching global authority (GA), such as the Ministry of Health. Our system consists of several nodes that can take any of the following roles: hospitals that are full nodes for executing transactions (requesting and granting access to a patient record), patients who can only view their medical record, allied health professionals who can request patients’ EHRs, validators who participate in the consensus process, and regulators who enforce policies and handle registration of nodes to establish connections (e.g., the certification authority (CA) for each blockchain) without necessarily participating in the consensus process.



The proposed architecture consists of four layers: user, application, blockchain, and communication layers. The user layer consists of clients who interact with the blockchain network using a decentralized application, where each node will conduct transactions directly with its peers in the network. The application layer monitors the registration process of the participants in the blockchain and generates the encryption keys of registered users. In this architecture, the application layer triggers a search contract after registration of a patient to search for their record in other blockchains of the federation. The blockchain layer comprises the network’s core components, including network participants, consensus mechanism, and smart contracts. The communication layer uses global smart contracts to create communication links to other blockchains for data sharing in a blockchain federation.



3.1. User Layer


Participants of a blockchain network need to install the used decentralized application to access the functionality of the blockchain network using their own devices. New participants will need to provide their credentials for registration to the network, while registered participants can use their login information to sign into the network.




3.2. Application Layer


Registration of all users in the blockchain network is required. After registration, public and private key pairs are generated for each user through a CA of the user’s blockchain. If the user is already a registered node in the blockchain network, its key pair and registration details would be already stored with the CA and will be used for proof-of-identity of the network users. Hence, the CA of each blockchain network stores the details of registered nodes in the blockchain. In the proposed technique, each blockchain maintains a registry of addresses for all the CAs of the blockchain federation network. When a patient is registered in the blockchain, after completing the registration process, a search contract is triggered to check the patient’s ID in CAs. The patient’s ID is sent to the CAs of the blockchain entities within the federation. The blockchain CA checks if the patient’s ID exists in its database and responds accordingly. The search contract uses the patient’s ID because each blockchain CA generates a separate public/private key pair for the same patient. Hence, the application layer automates the process of finding the blockchains where a patient’s EHRs exist. Then, the communication layer enables the creation of needed communication links to the targeted blockchains within the federation.




3.3. Blockchain Layer


A consortium blockchain is a federated blockchain, where multiple healthcare entities (including hospitals, pharmacies, insurance companies, laboratories) govern the network. A collaborative environment is formed, such that every entity contributes to the network, which facilitates the sharing of EHRs among multiple entities within the blockchain network. The proposed system is based on multiple consortium blockchains running independently in a healthcare blockchain federation. In this case, we consider homogenous blockchains that can communicate within the federation to access the EHRs of a patient registered in one or more blockchains. All involved blockchains are permissioned blockchains that are preregistered with the GA. The network participants are considered trusted authorities of the federation to participate in various functions, including the consensus process and accessing and updating patients’ EHRs. Consensus is the core of any blockchain network and in a federation. The choice of a consensus algorithm depends on the network platform being used for the implementation of the blockchain network. Local and global smart contracts are used in this architecture to access patients’ EHRs within the same blockchains and across the independent blockchains of the federation.



3.3.1. Smart Contracts


Smart contracts play a vital role in blockchain operations. Smart contracts are programable modules stored on a blockchain that are triggered when predetermined conditions are met. They can also automate a workflow, triggering the next action when conditions are met. Smart contracts automate the execution of a condition or an agreement so that all network nodes can be promptly acknowledged of the outcome without the involvement of any mediators. The proposed blockchain layer entails three types of smart contract: search, global smart, and local smart contracts, as shown in Figure 2.



Search Contract: The search contract is triggered at the application layer after the patient is registered in the blockchain network. The functionality of this contract involves searching for a patient ID in the CA address registry to identify the blockchain in which their EHRs exist. The input in this contract is the patient ID, as it is identical in all blockchains within the federation. The CA of each blockchain generates a public/private key pair based on this ID.



Global Smart Contract: Global smart contract is triggered at the communication layer when the transaction type in the transaction proposal prepared by the current CG is identified as “inter-blockchain.” This contract allows communication among independent blockchains in a federation to share the EHRs of patients under observation.



Local Smart Contract: In the proposed architecture, a local smart contract is triggered when the transaction type to access a patient’s EHRs within the same blockchain being currently visited by the patient is “intra-blockchain.”



Data Contract: The data contract provides CGs with the functionality to add data to the blockchain. The EHRs of patients are stored in IPFS and the hash of these records is stored in a data contract that can be easily accessed by authorized nodes.




3.3.2. Decentralized Off-Chain Storage


Based on their storage capacity, blocks in blockchain are unable to store a huge volume of data on-chain [25]. Therefore, the proposed model uses IPFS, a decentralized file system, for off-chain EHR storage. IPFS provides a distributed storage structure to store copious amounts of medical records and shield the system from DoS attacks, one-point failure, and enhance data integrity. It uses the content-addressing hash to uniquely identify each file stored in the system. In the blockchain network, the CGs add the EHR of the patient to the IPFS, and the content-addressing hash of the EHR is then stored on-chain in a blockchain block that is used for accessing the EHR from IPFS.





3.4. Communication Layer


Based on the output of the search contract, the communication layer establishes communication links between the current blockchain and other blockchains of the federation through a secure communication channel where patients’ EHRs are found.



In the example shown in Figure 1, patient P visits blockchain B1 for an appointment with a CG. Here, we assume that patient P has previous EHRs registered in another blockchain, B2, as provided by the search contract in the application layer. To provide treatment, the current CG requires their previous EHRs for better diagnosis and to avoid repeated tests that have already been performed in their previous visits. In the proposed architecture, patient centricity is provided using a consent form signed by the patient (or their attendee in case of an emergency, on behalf of the patient). The signed consent form is encrypted using the current CG’s private key. On the receiving side, the consent form will be validated using the CG’s public key, from blockchain B1, before providing the record by nodes in B2. A transaction proposal refers to executing a specific function on the smart contract, for example, invoking a “ReadPatient” function to access the EHR of the patient in the blockchain network. The current CG prepares a transaction proposal, setting the transaction type as inter-blockchains, as shown in Figure 1. This type of transaction, “inter-blockchain”, triggers the global smart contract to create a communication link with blockchain B2 using the B2 CA address.



3.4.1. CA Chain


Blockchain networks use public key cryptography for encrypting and decrypting information on the distributed network. Public Key Infrastructure (PKI) is a public key management environment in a public key cryptographic system. PKI uses two mathematically related keys for encryption and decryption. In public key cryptography, one key is used to encrypt/decrypt the information, and the second key carries out the reverse operation. The private key is kept secret, whereas the public key can be handed out to any member of the network. In the PKI, a certificate is generated to bind a specific identity to a specific public key and information about how the public key may be used. CAs are trusted entities that issue certificates to PKI users and provide information on the status of certificates issued by the CA.



Within the blockchain federation, each blockchain operates with its PKI. In this study, we need to communicate with different blockchains, so cryptographic functions will be carried out among different public keys for the participants of each blockchain. According to [44], isolated CAs can be combined to form larger PKI. This CA combination is created at the communication layer during the integration of B1 and B2 for sharing patient records. In the proposed architecture, a superior–subordinate relationship, referred to as a hierarchical PKI, is used to create a single PKI. In this relationship, a CA is defined as a root CA, and all users of the hierarchical PKI begin certification with the root CA. In such a scenario, choosing the root CA is a daunting task. In this study, we approach this problem by selecting the current blockchain CA as the root CA, which will establish a link with other blockchains in the federation. The connected blockchains will function as subordinate CAs and will use the root CA certificates and public keys, as shown in Figure 3.




3.4.2. Patient Record Retrieval


The global smart contract of B1 transfers the patient record request (transaction) to blockchain B2 through the communication module. B1′s query transaction is broadcasted within B2 nodes, where each node verifies the patient’s consent form using B1′s CG public key, which was sent from the requesting node in B1 (CG). After verification, nodes search their database for the patient’s EHRs and broadcast a transaction of the patient’s EHRs to the network. Each node in the B2 blockchain that holds the patient’s EHRs in its registry uses the public key of the current CG of B1 to encrypt the patient’s EHRs. The encrypted EHRs are added to the InterPlanetary File System (IPFS), and a hash of the EHR address in IPFS is generated and added to the transaction. The process for retrieval of the patient’s EHR is provided in Algorithm 1.



	Algorithm 1. Patient Electronic Health Record Retrieval



	1. Smartcontract: DataRequest (Pid)



	2. DataRequest (Pid)          # Pid = Patient id



	3. if (msg.sender = Authorized BN) then



	4.   Ppk ← Pid



	5.   Search (Ppk)



	6.    if Ppk == found then



	7.     return (PR)       #PR = Patient Record



	8.   else



	9.     AbbortSession



	10.   end if



	11. end if



	12. PR → CGpk.Encrypt



	13. E(PR) → IPFS



	14. IPFS → H(E < PR >)



	15. H(E < PR >) → Trans



	16. Trans → broadcast








Byzantine fault tolerance (BFT) consensus algorithms are widely used in permissioned consortium blockchains. They rely on the message-based scheme for faster block generation compared with PoW [45,46]. In this research, we assume that the blockchains in a healthcare federation are using BFT-based consensus protocols, such as PBFT [47] and proof-of-authority [12,48]. Therefore, a leader node is selected based on the protocols adopted by each blockchain in the network for the transaction’s validation process. For example, the leader in B2 adds transactions with the query field to a block and sends the block to validators to validate the transactions within the B2 blockchain network. The leader then waits for commitment messages from the validating nodes. After receiving the required confirmations, the block is validated based on the consensus algorithms used by the blockchains. Moreover, the leader adds a transaction type as “inter-blockchain” and will replace the “query” field with “Ack”, specifying to the receiver’s CA that the request is fulfilled. The transaction type triggers the global smart contract of blockchain B2. The global smart contract sends the transaction to blockchain B1′s CA address. The CA of B1 receives the transactions from B2 and broadcasts in B1. In B1, we assume that the current CG is the leader node for the current appointment, as in [12]. The current CG adds all the transactions (local and global) of the patient under observation in a block, runs the blockchain B1 consensus protocol, and updates its ledger. Once the encrypted patient’s EHRs from B2 are received by the current CG in blockchain B1 ledger, the patient’s EHRs are decrypted using the CG’s private key. A step-by-step process of the communication layer is shown in Algorithm 2.



	Algorithm 2. Inter-Blockchain Communication



	  Patient Pi visits Healthcare Professional Di in blockchain Bi having EHR in blockchain Bj



	1. Di issue transaction ⟨Tran type, PID, DPK, C_form, S_CAADD, R_CAADD, TS, DS ⟩ inBi



	2. Bi nodes validate Tran



	3. Wait for {Tran} from Bj



	4. if (Tran type == inter blockchain) then



	5.   Trigger GS      # Global Smart Contract



	6.   Procedure Request _Connection (S_CAADD, R_CAADD)



	7.     Create connection S_CAADD → R_CAADD



	8.   Procedure Request Transaction (Tran, S_CAADD, R_CAADD)



	9.     Procedure Request Transaction (Tran, S_CAADD, R_CAADD)



	10 end if



	11. CA_Bj Validate Tran



	12. if (Tran ==TRUE) then



	13.   Tran → < Tran + query>



	14. end if



	15. CA_Bj ⟨ Tran ⟩ →Bj Nodes



	16. Procedure Searchrecord (Tran, Bj Nodes)



	17.  Each node in Bj search (PID in PR)



	18.   if (PID found) then



	19.     Issue Tran ⟨Tran type, PID, S_CAADD, R_CAADD, Hash(EHR), TS, DS, Ack>



	20.  end if



	21. Bj Nodes validate Tran



	22. if (Tran type == inter blockchain) then



	23.  Trigger GS



	24.  if (Query == Ack) then



	25.    Procedure Transfer Tran (Tran, R_CAADD)



	26.  end if



	27. end if



	28. ∀Tran →Tran pool of Bi



	29. Wait = NULL



	30. Di adds Tran to block



	31. Procedure Consensus (block, Bi nodes)



	32.  Consensus protocol



	33. Update ledger Bi



	34. Appointment = NULL











4. Performance Evaluation


In this section, we conducted several experiments to individually evaluate the performance of both blockchains (B1 and B2) and then evaluate the average response time of query transactions from blockchain B1 to B2. The following sections discuss the details of the performance evaluation of the proposed model in terms of evaluation metrics and experimental environment.



4.1. Evaluation Metrics


The proposed model performance is evaluated through the following evaluation metrics, which are relevant to the implemented blockchain scenarios and are typically used when looking at evaluating a blockchain network:



Scalability: The scalability of blockchain networks is the platform’s ability to support the increasing transaction load, including the increasing number of nodes on the network. It indicates the acceptability of the network performance while varying the number of nodes and transaction load.



Throughput: Throughput refers to the total number of transactions confirmed per second in the blockchain network.



Transaction Latency: Latency measures the time for an issued transaction to be completed and for a response to be available to the application issuing the transaction.



CPU Utilization: CPU utilization measures CPU consumption on participating nodes in a network.



Average Elapsed Time (ET): Average elapsed time measures the average elapsed time for query transactions from one blockchain network to another, that is, from blockchain B1 to B2. For example, B1′s ET can be calculated from the start time (   T s   ) of a client request initiated from B1 to the time the client received the response from B2 (   T R   ), such that


  E T =  T R  −  T s   











In the communication process, the ET depends on the query processing time (  Q T  ) by B2’s round trip communication time (  C T  ) from B1 to B2. Hence,


   E T = C T   + Q  T  B 2   .   











The   Q T   at blockchain B2 can be calculated as follows:


   Q  T  B 2     = R  T  B 2     − Q  T s    








where   R  T  B 2     represents the response time for the query by B2, and   Q  T s    represents the query start time in B2. Then, B1   E T   can be calculated as follows:


   E T   = ( R  T  B 2     − Q  T s    )   +   C T .   



(1)








4.2. Experimental Environment (The Source Code of the Implementation Used in this Paper Will Be Provided by the First Author upon Request)


The blockchain-based framework Hyperledger Fabric [49] is used to develop two independent private blockchain consortiums for efficient data sharing in healthcare, where several health entities form a peer-to-peer consortium network. Hyperledger Fabric is a scalable blockchain platform that is widely used in a variety of contexts, including healthcare [50], IoT traceability [51], self-sovereign identity [52], digital couponing [53], and supply chain management [27]. Hyperledger Fabric is an open-source permission-based distributed ledger technology, where all the participants know each other. Therefore, the network is fully trusted and secure. In fabric architecture, all the participating healthcare entities and their end-users are notorious and registered by a CA using a membership service module. The roles in the fabric network include the following:



CA: Fabric CA takes care of the registration, issuance of electronic certificates, role assignment, renewals, and revocation to different nodes before they can start communicating online.



Peer Nodes: Peers are fundamental nodes in the network and perform multiple roles, including executing smart contracts, validating transactions provided by the clients, and maintaining a copy of the ledger.



Client Nodes: These nodes submit the transaction proposal to endorsing peer nodes and broadcast the transaction proposal to ordering nodes. Transaction proposal refers to executing a specific function on the smart contract, for example, ReadPatient, AddPatient, and RegisterPatient.



Endorser Nodes: These nodes execute a smart contract upon receiving a transaction and comply with the endorsement policies of the network.



Orderer Nodes: These nodes maintain the consistency of the state of the ledger. Orderer accepts the endorsed transaction from the client, orders them into a group of blocks with cryptographic signatures of the ordering peers, and finally broadcasts the blocks to the blockchain network.



The implementation and experimental part of the proposed model is conducted using two PCs with the following hardware and software configuration:



4.2.1. Hardware Environment


The experiments are conducted using two systems with the following hardware specifications:




	
2 Core CPU (Intel (R) Core ™ i5-4570 CPU @ 3.20 GHz);



	
8 GB RAM;



	
Ubuntu OS (version 20.04.1 (TS)).









4.2.2. Software Environment


To facilitate experiments and eliminate other interference factors, both computers use the same software configuration, as given below:




	
Hyperledger Fabric V2.x;



	
Git 2.9+;



	
Python 2.7.x;



	
Npm V 5.x;



	
Docker Engine 17.037;



	
Docker Compose 1.8+;



	
VS code;



	
Hyperledger Caliper;



	
Hyperledger Cactus.








The main contribution of this research is the integration of independent blockchains in a healthcare federation. To accomplish this, two independent blockchains (B1 and B2) were developed using the above configuration. Different networks will have a different number of entities in a federation, based on their requirements. For developing the test networks, we started with a minimum number of healthcare entities, owing to the limited CPU power of our system. However, we used a different number of healthcare entities in both blockchains to track the performance of both networks with a different number of nodes. B1 comprises three healthcare entities (we named them hospital-A, hospital-B, and hospital-C). Each healthcare entity has at least two peers (peer0 and peer1), one orderer, a CA for each entity, and a peer node as an endorser in the network. Blockchain 2 consists of four healthcare entities (we named them hospital-1, hospital-2, hospital-3, and hospital-4) with the same settings as blockchain B1. Both blockchains execute transactions independently in the testbed environment.






5. Experimental Results and Discussion


This section focuses on evaluating the performance of blockchains B1 and B2 with different scenarios to determine how the throughput and latency of the system change with a varying number of transactions. Second, we performed experiments for inter-blockchain communication to determine the average ET for query transactions from blockchains B1 and B2. Then, we compared the average latency for inter-blockchain and intra-blockchain transactions. We conducted a series of experiments to achieve these goals. We ran each test five times and took the average of the five tests in each scenario for our final results.



B1 and B2 are Hyperledger Fabric networks for EHR sharing in a healthcare federation. Hyperledger Caliper [54] is an open-source benchmarking tool that is used for the performance measurement of blockchain networks. In Hyperledger Caliper, the workloads or benchmarks generate the transaction that is broadcasted to the blockchain network. Caliper uses a set of independent workers to send the transaction requests to the blockchain network and monitor the response. Every worker process executes the workload generation independently. When the tests are completed, Caliper generates a performance report consisting of average throughput and maximum/minimum/average latency throughout the tests. Table 2 shows the evaluation setup environment for Caliper. We used the same setup to evaluate both blockchain networks (B1 and B2).



5.1. Peak Performance


We measured the peak performance of blockchains B1 and B2 while keeping the transaction load stable at 500. Figure 4 shows the peak throughput and latency of B1 and B2. The results are taken on an average of five rounds, and each round has a rate of 500 transactions. From Figure 4a, B1 and B2 test networks reach a throughput of 496.32 and 494.6 tps, respectively. Figure 4b shows an average latency of B1 and B2. Both networks exhibit a low latency of 0.868 and 0.922 s, respectively. In this basic network performance experiment, no failed transactions are recorded because of the minimal CPU utilization of the used transaction rate of 500. The results demonstrate that adding a single healthcare entity to the consortium (as in the B2 test network) reflects a minor decrease in performance of the network, that is, a difference of 1.72 tps throughput and latency of 0.054 s, which is higher in B2 than in B1.




5.2. Scalability Performance


In this section, we examined the scalability performance of our test networks with increasing network traffic, that is, the transaction load at a given time. Second, we used two test networks, B1 with three healthcare entities and B2 with four healthcare entities. Each network runs a consortium blockchain model. Hence, we examined the test network’s performance at varying transaction loads, starting from 500, 1000, 1500, 2000, 3000, 4000, and 5000 in each round. Figure 5 shows the average throughput, latency, and execution time of both networks. Figure 5a illustrates a monotonic increase in latency of B1 and B2 as the number of transactions increases. B1 and B2 showed the same latency for transaction loads of 500, 1000, and 1500, whereas at a transaction load of 2000 or greater, B2 showed an incremental increase in latency. Figure 5b shows the throughput performance of both networks. Notably, throughput increases can be observed for transaction loads of 500 and 1000, which then drop as the CPU utilization increases to reach the maximum. Summing up the results of throughput for all transaction loads, both test networks process an average of 650–725 transactions per second. Figure 5c illustrates a monotonic decrease in transaction throughput percentage with an increasing transaction load, with performance of both networks being almost the same. However, as shown in Figure 5d, the average execution time for each transaction rate shows a gradual increase to a higher transaction rate for both networks. B2 execution time is increasing after transaction rate 1500, with the highest execution time for transaction rate 5000. However, as we increase the transaction load, B1 reports no failed transactions, whereas B2 reports an average of 339 failed transactions when reaching a maximum CPU utilization saturation point at a transaction load of 5000.




5.3. CPU Utilization


Figure 6 illustrates the CPU utilization of B1 and B2 as obtained by the Hyperledger Caliper report. Notably, P0.Hospital A (Figure 6a) and P0.Hospital 1 (Figure 6b) show higher CPU utilization because these peers are in charge of running and verifying the smart contracts and the endorsement policy. Figure 6c illustrates the total CPU utilization for both test networks, B1 and B2. B1 consumes approximately 68% of the CPU, and it increases as the transaction load increases and reaches approximately 72% as the highest value. In comparison, running four healthcare entities, B2 consumes approximately 79% of the CPU, which is 10% more than B1 at a transaction load of 500. As the transaction load increases, B2 CPU consumption increases, and at a transaction load of 5000, it consumes approximately 85% of the CPU, resulting in an average of 339 failed transactions. Therefore, we conclude that increasing the number of healthcare entities will result in a higher CPU utilization. Moreover, upon reaching the saturation point, some of the transactions may fail to commit. Hence, the CPU power of any used system needs to be considered and appropriately configured for running a scalable healthcare blockchain network.




5.4. Inter-Blockchain Communication Performance


In this study, we tested the interoperable operations between two independent Hyperledger Fabric blockchains B1 and B2, such that the client application running on B1 sends a request for EHRs of patients to blockchain B2. We used Hyperledger Cactus [55] for the integration of the developed blockchains. The workflow is depicted in Figure 7.



As shown in Figure 7, first, the client application requests the patient record via the Cactus node server and connects blockchain B1 to blockchain B2 for the retrieval of the patient’s EHRs. The service bus of the Cactus node server transfers the query from B1 to B2. The B2 ledger is accessed for the patient’s EHRs via the Cactus–plugin–ledger–connector–fabric–socket. From the B2 ledger, the hash of the EHR of patient (that resides in the decentralized off-chain storage) is added to the service bus. The service bus is responsible for transmitting the query from B1 to B2 and response from B2 to B1. The patient’s record is sent back to the blockchain B1 client application via the service bus from the Cactus node server.



In this setup, we evaluated the average ET (Equation (1)) for client requests in blockchain B, as shown in Figure 8. Notably, the ET for the first query transaction is very high because of the initial connection to blockchain B2. After the connection is created, we see a gradual drop in ET for the second client request and onwards. Figure 9 shows a comparative analysis of blockchain B1 ET with blockchain B2 QT. B1 initiates a client request and waits for a response from the B2 blockchain. The B2 nodes process the query in time t and send the requested record to B1. Therefore, the ET of B1 depends on the QT of B2, as given in Equation (1). The entire experiment was performed in the same lab; therefore, the CT is very low, and the network delay is negligible in this test run.



Average Latency Comparison


In this experiment, we compared the latency of our proposed approach for transferring EHRs between blockchains with a previous solution reported in [56]. The paper used a trusted execution environment for asset transfers among blockchains in a supply chain domain. We compared our results with the work of the supply chain management domain, as the results of inter-blockchain communication implementation are extremely limited to date. Particularly, our work constitutes the first example of implementation in the healthcare domain, to the best of our knowledge. Therefore, we looked at the available literature results from other domains for comparison. Figure 10 shows the results of a comparative analysis of both methods. The results show that our proposed transaction-based inter-blockchain communication technique has significantly minimized latency for inter-blockchain transfer. According to the results in Figure 10, the previous solution [56] takes approximately 3.05 s to perform a transaction between two blockchains. However, in our case, the latency of inter-blockchain transactions was 1.0125 s. Here, the latency depends on the performance of the connected blockchains and the connection methodology used. Our proposed technique provides better results in the healthcare domain, where delays in record access cannot be tolerated, particularly in the case of an emergency.






6. Conclusions


Blockchain technology has been extensively adopted in many applications, with its use in sharing patient EHRs being a prominent example in the case of healthcare. With such high demand and adoption of blockchains in a healthcare federation, the research community has recently investigated interoperability among the independent blockchains and proposed various kinds of solutions. However, these solutions are unable to fully resolve blockchain integration. In this study, we present a smart contract-based blockchain integration solution in a federation of independent blockchain networks for application in healthcare. We used local and global smart contracts for intra-blockchain and inter-blockchain communication, respectively. The results show that our proposed technique has improved performance compared with the recent work reported in [56]. We significantly minimized the average latency of inter-blockchain transfer and provided an efficient mechanism of blockchain integration for EHR sharing. However, further research is still needed to achieve optimal security and scalability performance in the blockchain communication process.



In our future work, we aim to develop heterogeneous blockchain integration solutions for EHR sharing in a healthcare federation with an enhanced security level and compare them with available relevant developed solutions within the same domain. Since inter-blockchain communication research is continuously progressing, we hope to find relevant experimental results for comparison in the near future.
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Figure 1. Proposed blockchain federation model for EHR sharing. 
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Figure 2. Proposed smart contract architecture. 
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Figure 3. Proposed hierarchal PKI architecture. 
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Figure 4. B1 and B2 peak performance at a transaction rate of 500 (a) average throughput (b) average latency. 
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Figure 5. Scalability performance of test networks: (a) B1 and B2 latency vs. the number of transactions; (b) B1 and B2 throughput vs. the number of transactions; (c) throughput percentage vs. the number of transactions; (d) B1 and B2 average execution time. 
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Figure 6. Test network CPU utilization: (a) blockchain B1 resource utilization, (b) blockchain B2 resource utilization, and (c) comparison of B1 and B2 CPU utilization. 






Figure 6. Test network CPU utilization: (a) blockchain B1 resource utilization, (b) blockchain B2 resource utilization, and (c) comparison of B1 and B2 CPU utilization.



[image: Cryptography 06 00047 g006]







[image: Cryptography 06 00047 g007 550] 





Figure 7. Blockchain B1 to B2 communication workflow using Hyperledger Cactus. 
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Figure 8. B1 elapsed time for query transactions. 
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Figure 9. B1 elapsed time vs. B2 query processing. 
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Figure 10. Comparison of average latency in inter-blockchain communication. 
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Table 1. Summary of the projects reviewed for inter-blockchain communication solutions.
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Index

	
Consensus

	
Features (+/−)

	
Solution Type

	
Shortcomings of the Solution






	
[15]

	
PoW

	
(+) Works as sidechain pegged to bitcoin. Faster transaction validation, lower transaction fee.

(−) Mining is performed on the main chain, completely dependent on the main chain for the mining process.

	
Side chain solution

	
Supports 1–1 communication among sidechains and main chain.

Focus on homogenous blockchains.

Higher computational cost and complex

Sidechain blockchains cannot operate independently.






	
[17]

	
PoS

	
(+) Each sidechain has its own independent rules and constraints.

(−) Mining is performed on the main chain, completely dependent on the main chain for the mining process.




	
[38]

	
Heterogeneous consensus algorithms

	
(+) Sidechains use independent consensus algorithms. Maintains private ledger, which provides faster block generation.

(−) The private ledger is not shared with all participants.




	
[39]

	

	
(+) Uses a federated two-way peg mechanism, provides increased security to the funds transferred among sidechains and main chain.

(−) The federated two-way peg mechanism increases the transaction validation time.




	
[18]

	
Delegated Stake-PBFT

	
(+) Provides communication among heterogeneous blockchains. Can dynamically add blockchain routers.

(−) Communication via blockchain router only. One-point failure issue can compromise communication.

	
Blockchain router solution

	
Design and frameworks available but are not yet implemented.

The configuration of blockchain node needs to be changed to function as router node.

One-point failure issue. Communication is affected as the router node fails or compromised.




	
[19]

	
PBFT

	
(+) Different blockchain systems communicate without any intermediaries. Using ANN-router-based network architecture, a part of the blockchain can function as router, however, configuration details of such setup are required.

(−) The connection mechanism is not provided. Based on each blockchain topology, throughput is affected. Implementation details are missing.




	
[20]

	

	
(+) Created a dynamic blockchain network called router blockchain, which includes router nodes from each blockchain.

(−) One-point failure issue due to communication via a single node. The configuration setting of router node is not provided.




	
[22]

	
PoS

	
(+) Smart contract-based interoperability solution between independent blockchains (public and private) without intermediaries.

(−) The authors did not apply their solution between two hybrid networks.

	
Smart contract solutions

	
Available solutions operate in homogeneous blockchains.

Smart contract solutions in infancy and implementations not available.

Smart contract sharing not available.




	
[43]

	

	
(+) Cross-blockchain data transfer, smart contract interaction, currency transfer. Transfer same kind of token any number of blockchain simultaneously.

(−) Proposed protocol operates in same environment only among homogeneous blockchains.




	
[23]

	

	
(+) A cross-chain atomic swap is used for assets transfer across multiple participants between multiple Ethereum blockchains.

(−) Need to implement atomic swaps on and with other blockchains.
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Table 2. Experimental parameter configuration.






Table 2. Experimental parameter configuration.





	Parameters
	Configuration





	Workers
	5



	Test Duration
	50 sec



	Rounds
	5



	Transaction Load per Round
	500, 1000, 1500, 2000, 3000, 4000, 5000



	Transactions Mode
	Read



	Network Size
	3 Healthcare entities, 6 peers/4 Healthcare entities, 8 peers



	Varied Factor
	Block time
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