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Abstract: The sensitivity and exclusivity attached to personal health records make such records a
prime target for cyber intruders, as unauthorized access causes unfathomable repudiation and public
defamation. In reality, most medical records are micro-managed by different healthcare providers,
exposing them to various security issues, especially unauthorized third-party access. Over time,
substantial progress has been made in preventing unauthorized access to this critical and highly
classified information. This review investigated the mainstream security challenges associated with
the transmissibility of medical records, the evolutionary security strategies for maintaining confiden-
tiality, and the existential enablers of trustworthy and transparent authorization and authentication
before data transmission can be carried out. The review adopted the PRSIMA-SPIDER methodol-
ogy for a systematic review of 122 articles, comprising 9 surveys (7.37%) for qualitative analysis,
109 technical papers (89.34%), and 4 online reports (3.27%) for quantitative studies. The review
outcome indicates that the sensitivity and confidentiality of a highly classified document, such as
a medical record, demand unabridged authorization by the owner, unquestionable preservation
by the host, untainted transparency in transmission, unbiased traceability, and ubiquitous security,
which blockchain technology guarantees, although at the infancy stage. Therefore, developing
blockchain-assisted frameworks for digital medical record preservation and addressing inherent
technological hitches in blockchain will further accelerate transparent and trustworthy preservation,
user authorization, and authentication of medical records before they are transmitted by the host for
third-party access.

Keywords: blockchain; data; digital certificate; health care; medical record; 5G; security

1. Introduction

Disruptive technologies and advancements in generational networks have driven
digital transformations across various fields, including health care, where critical and
sensitive patient medical records are transmitted in real-time across different terminals.
Medical IoT Records (MIRs) refer to personalized digital health information generated
from various interconnected devices through health information systems. MIRs include a
wide range of data, such as a patient’s personal information (security numbers, credit card
details, phone numbers, etc.); demographic data; medical history; laboratory test results;
and other essential, intangible information [1]. However, the transition from automation to
interconnection; personalization; intelligentization; and real-time application in delivering
effective, patient-centered health care is limited by several security challenges.
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Information is a valuable asset in the digital, data-driven cyberspace (DDDC), and
unauthorized access to an individual’s health status by a third party can be a powerful
tool to harm, discredit, or damage that person’s reputation. Therefore, the sensitivity of
such highly classified documents necessitates multilateral and bi-directional authentication
and authorization between the information owner and its stored location before access for
viewing or transmission is granted. Unauthorized transmission or examination of classified
and sensitive information, such as health or medical records, by a third party constitutes
a breach of trust by the host and is a crime punishable under medical and Information
Technology (IT) laws and policies [2].

Over time, there have been numerous cases of unauthorized exposure and transmission
of medical records, leading to various court litigations. In response, several innovative
approaches, particularly the use of digital certificates (DCs), have been proposed to enhance
the preservation and privacy of medical records, aiming to prevent unauthorized access [3-8].
Each of these proposed DC methods has its unique features, advantages, and drawbacks,
which introduce certain limitations. Despite these commendable efforts, the ongoing challenge
in securing medical records still lies in ensuring effective ownership authorization before the
host transmits such highly sensitive data to any other user for access.

Numerous surveys and case studies on the preservation of the privacy of medical
IoT (Internet of Things) records have been conducted to address the issue of ownership
authorization [9-16], as summarized in Table 1. However, these surveys do not thoroughly
address the latest and emerging security concerns related to the transmission, authentication,
and preservation of medical records, nor do they emphasize the crucial role of blockchain
technology in enhancing patient data privacy and security. Blockchain technology provides a
secure, decentralized, and tamper-resistant platform for storing and transmitting sensitive
data, with the potential to revolutionize data security in the healthcare sector [17]. There
are various innovations and practical applications of blockchain in improving the security
of medical record preservation and transmission, as depicted in Figure 1. With increasing
global investment in and demand for seamless e-healthcare delivery [18], which requires the
continuous flow of user data among involved parties, it is essential to explore the development
of security technologies that ensure data privacy and confidentiality. Despite advancements
in disruptive technologies and cybersecurity frameworks, recent incidents of misuse and
unauthorized access to health-related data have been documented [19-22].
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Figure 1. Applications and use cases of blockchain technology in medical record preservation.

This review explored and addressed current security challenges related to the preser-
vation, authorization, and authentication of medical IoT records before they are accessed or
transmitted through a thorough examination and detailed analysis of existing literature.

The specific contributions of this review are summarized as follows:

*  We conducted an empirical examination of the transcending evolution of digital
certificates for medical record preservation.

*  We assessed the adoption of blockchain technology in enhancing data privacy in
medical record transmission.

e We closely explored the significant impact of cybersecurity and generational networks
in exposing sensitive and vital health records for unauthorized access.
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e  We highlighted security issues and provided advanced research directions for the
improvement of medical record privacy and preservation by incorporating blockchain
technology and allied security frameworks.

Section 2 summarizes the adopted review methodology, while Section 3 highlights the
transcending dynamics of medical digital certificates for medical IoT record authentication.
Section 5 presents case studies of artificial intelligence and blockchain applications with
the aim of ascertaining medical record security. Section 4 closely examines advanced
cybersecurity technologies and approaches in terms of providing medical data preservation.
Section 6 explores the next-generation and network-related security issues associated with
secured medical record transmission. Finally, Section 7 hints at the alignment of the security
and sustainability of privacy preservation for medical IoT records and concludes the paper
with engaging insights on future research directions. Figure 2 provides the study map of
this review at a glance.
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Figure 2. The survey reading map highlighting the important sections.

2. Review Methodology

To achieve an exhaustive review with improved qualitative analysis, enhanced article
selection sensitivity, and specificity, this review adopted both the Preferred Reporting Items
for Systematic Reviews and Meta-Analyses (PRISMA) [23] and the Sample population,
Phenomenon of Interest, Design of Study, Evaluation, Research (SPIDER) [24] qualitative
review methodology.

The sample population of documents used in this study comprises articles and confer-
ence proceedings from reputable digital repositories. Online reports were also included via
the chain-referral sampling method. Initially, a preliminary search of 354 documents was
conducted, which was subsequently streamlined to 122 articles (9 surveys, 4 online reports,
and 109 technical papers) based on the article selection, exclusion, and inclusion criteria, as
summarized by the review article distribution statistics presented in Figure 3.
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Figure 3. Distribution of articles used for quantitative and qualitative analysis.
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In total, 10 digital libraries (see Figure 4) were searched, namely Elsevier, Hindawi,
IEEE, MDPI, Nature, Sage, Springer, Wiley & Sons, and others (Researchgate, Peer],
NIH, etc.) for surveys and technical papers. At the same time, different online reports were
accessed using snowballing.
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Figure 4. The PRISMA /SPIDER strategy for article gathering, screening, eligibility, and inclusion.

The phenomenon of interest used for exhaustive search of repositories includes key-
words such as “medical record” and “preservation” or “medical record” and “security”,
“medical record” and “blockchain”, “health record” and “security”, “health record” and
“blockchain”, “health record” and “preservation”, etc. These keywords were chosen to re-
flect the participants, interventions, comparators, outcomes, and study design/limitations
(PICOS) strategy to meet the review scope and objective, as well as to give room for
heterogeneity in article selection.

The design of study used in this review for article gathering, screening, and eventual
inclusion is summarized by Figure 4. After the preliminary screening of identified articles,
duplicates were excluded. Thereafter, each article was screened for relevance, and eligibility
criteria were applied to determine its inclusion or exclusion based on a full-text assessment.
The evaluation and research type criteria for article inclusion, exclusion, and eligibility are
summarized as follows:

1. Articles published in reputable journals and conference proceedings;

2. Articles published in the English language;

3. Articles with publication dates within the last 10 years (2013-2023);

4. Articles with titles and contents covering the stated review scope and objectives.

In total, 9 articles were used for qualitative analysis, and 113 articles were used for
quantitative analysis. A summary of related reviews in comparison with this study is
highlighted in Table 1, justifying the relevance of this study.
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Table 1. Comparison of related surveys on blockchain adoption for medical record security.
Year Ref Database Target Area/Focus Major Findings Surve Case
. 8 ) 8 y Studies
2009 [9] « Presgrvatmn of patient Basic .electromc record « v
medical records techniques
2011 [3] X Digital certificate using PGP Digital certificate techniques v v
Patient privacy perspective . -
2019 [10] X toward HIE Privacy policies v v
Medical data-sharing
2019 [12] X schemes Data-sharing approaches v v
Real-world development Broad spectrum of
2021 [ x challenges of BC blockchain technologies x v
2021 [13] v PrlvaFy preservation and Privacy issues in health care v’ v
security of health care
2021 [14] « Block.cham network Blockchain solutions in v v
solutions health care
IoT and blockchain Blockchain in medical IoT
2021 [15] % technology-based SWOT devices v v
2021 [16] y BC applications Adaptive and simultaneous v v
response
. . Audit control and
2022 [25] X BC in medical systems lightweight issues v v
2022 [26] « Healthcare privacy issues in Adaptat?lhty and flexible v v
BC application concerns
2023 [27] x BC in health care Security and application v v
issues
Blockchain for medical IoT Reliable digitization is
2024 Ours v record security BC+Al+Metaverse v v

3. Digital Certificate and Evolution of Medical Data Preservation

Medical IoT Records (MIRs), a subset of electronic medical records (EMRs), have
revolutionized the healthcare sector by making patient data more accessible, improving
accuracy, and reducing the likelihood of errors. However, the use of digital technology also
introduces privacy and security concerns, especially when handling sensitive medical in-
formation. A digital certificate (DC) is a document that utilizes a combination of public and
private-key encryption to verify the identity of an individual, device, or organization [28].
Over the years, DCs have been crucial in ensuring the security, privacy, and authenticity
of electronic records [29]. They help secure the transmission of data between healthcare
providers and patients, and they also verify the authenticity of electronic medical records,
protecting against cyber threats and data breaches in the healthcare sector. This ensures that
sensitive information is accessible only to authorized individuals. A typical DC includes
details such as the certificate owner’s name; the certificate’s serial number; its expiration
date; a public key linked to the certificate owner; and a digital signature from the issuing
authority, which confirms the certificate’s authenticity.

Digital certificates (DCs) are typically issued by Certification Authorities (CAs) accred-
ited by the Health Information Trust Alliance (HITRUST) [30]. HITRUST is a non-profit
organization that establishes standards and best practices for the protection of sensitive
healthcare data. The evolution of digital certificate technology reflects the continuous
efforts to enhance security and privacy in the preservation of medical IoT records (MIRs).
Table 2 outlines various digital certificate methods used to safeguard patient health records.
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Table 2. Digital certificate approaches for privacy preservation of medical record data.

Sno. Ref. Technology Description

Combines data compression, symmetric-key

L B Pretty Good Privacy (PGP) cryptography, and public-key cryptography.
. L . A self-signed, decentralized DC that does not require

2. [4] Simple Distributed Security Infrastructure (SDSI) a CA for authenticity but is very fragile to forgery.
A mathematical DC approach that uses a pair of

3. [5] Public-Key Cryptography (PKC) private and public keys to ensure encryption and
privacy.
An algorithm that increases authentication security

4. [6] Digital Signature Algorithm (DSA) by increasing the difficulty of solving discrete
logarithm problems.

5. [31] Secure Hash Algorithm (SHA) Widely used in combination with PKI and DSA to

increase data encryption.

Pretty Good Privacy (PGP) is a software program used for data encryption and decryp-
tion that enhances the security of digital files by combining data compression, symmetric-
key cryptography, and public-key cryptography with the latest version being PGP 3. This
added security creates additional challenges for intruders trying to access the contents of a
patient’s record. PGP does not establish a fixed port number between the client and server,
preventing intruders from easily accessing the connection. To intercept and modify data,
intruders must guess the correct port number [3]. Although PGP is widely used in various
applications, it has limitations in key management. PGP relies on a web-of-trust model,
which requires users to verify the identities of their contacts and establish trust before
exchanging encrypted messages. This process can be time-consuming and impractical,
especially for users needing to exchange encrypted messages with many individuals. As a
result, there has been a decline in the use of PGP key servers [32].

Similarly, the Simple Distributed Security Infrastructure (SDSI) was developed to
tackle the challenges associated with large-scale Public-Key Infrastructure (PKI) deploy-
ment [4]. The core concept of SDSI is to allow users to create and manage their own digital
certificates without depending on a centralized certificate authority, removing the need for
a trusted third party, which can be costly and difficult to manage on a large scale. In SDSI,
digital certificates are self-signed and can form a web of trust, where users can verify the
authenticity of each other’s certificates by checking signatures from other trusted users.
SDSI has made a significant impact on digital certificate technology and PKI, influencing
modern PKI solutions. However, its main drawback is the lack of a certificate revocation
mechanism [33], which can lead to security risks when certificates are compromised or
when participant authorizations are revoked.

Additionally, Public-Key Infrastructure (PKI) was introduced as a digital certificate
security architecture to enhance the security of data exchanged within a network [5]. PKI
utilizes a mathematical method known as public-key cryptography, which employs a pair
of related cryptographic keys—one public and one private—to verify the sender’s identity
(through signing) and/or ensure privacy (by encrypting data) [5]. The public key is used
to encrypt messages, while the private key is used for decrypt them, enabling secure
communication between parties. PKI technology is regarded as the foundation of digital
certificate technology. However, a notable limitation of public-key cryptography (PKC) is its
significant computational demands, resulting in slower performance and longer processing
times compared to symmetric-key cryptography [34]. As a result, PKC may not be the best
option for applications requiring real-time performance or high-speed processing.

To ensure an effective method for attaching and verifying digital signatures to digital
certificates, the Digital Signature Algorithm (DSA) was developed. DSA was introduced
as a standardized approach for signing electronic documents and messages to ensure
authenticity, integrity, and non-repudiation [35]. The security of DSA is based on the
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difficulty of solving the discrete logarithm problem, which makes it a reliable method for
generating and verifying digital signatures [6]. DSA is widely utilized in the healthcare
sector to securely sign digital certificates. However, the use of smaller key sizes in DSA
compared to other public-key algorithms increases its susceptibility to cryptographic
attacks [36].

Lastly, the Secure Hash Algorithm (SHA) was developed as a set of cryptographic
hash functions designed to generate a fixed-size hash value from a piece of data [31]. These
hash functions are commonly used in various applications, including password protection,
secure protocols, and digital signatures. The hash function processes an input of an arbitrary
length and produces a fixed-length output [7]. SHA is frequently used in conjunction with
other technologies, such as PKI and DSA. Although SHA is widely regarded as secure
for many applications, it is not entirely immune to certain types of attacks. These include
collision attacks (where two different inputs produce the same output hash) [37], length
extension attacks (where an attacker can extend the hash output without knowing the
original input) [38], and quantum computing attacks (which use quantum computers to
challenge cryptographic systems that are currently considered secure) [39].

The application of digital certificates for the preservation of medical data encounters
various challenges related to privacy, security, and management. However, recent techno-
logical advancements, including artificial intelligence (Al) and blockchain, offer promising
solutions to these issues and enhance the security of MIRs [40,41]. Al can be utilized for
sophisticated encryption and security management, while blockchain provides a decentral-
ized and secure method for storing medical data [42]. The integration of Al and blockchain
has the potential to elevate security and privacy levels for medical data, ensuring that
sensitive information is safeguarded while allowing authorized access as needed. These
advanced technologies offer significant potential for the future of medical data preserva-
tion, introducing a more secure approach to managing medical records [43]. Examining
blockchain technology and its unique features helps to highlight the advancements in the
preservation of secure digital healthcare data.

4. Blockchain Adoption for Health Record Security

Blockchain technology can revolutionize the health sector via the introduction of
secured algorithms to manage patients’ confidential health records [44]. According to
IBM, 70% of healthcare executives are optimistic about the advantageous impact the
integration of blockchain technology will make in the health sector, especially on the
provision of distributed and transparent architectures for the dissemination of EMRs [45].
The processing of medical data and patient records is essential for the analysis of previously
prescribed medicines and understanding the severity of prior ailments in a patient [46]. In
essence, trustworthy systems that are tamper-proof and immutable should be utilized to
store, secure, and disseminate health information appropriately. Consequently, privacy
and security are serious concerns with respect to the maintenance of patients’ confidential
data in the health domain. Thus, blockchain technology enhances the healthcare system
through improved transparency and privacy among patients and practitioners, despite
inherent shortcomings.

The global COVID-19 pandemic has heightened the need for digital certificates in the
healthcare sector. While centralized databases, cloud-based storage, and hybrid storage
(a mix of centralized and cloud solutions) have been used to effectively store Medical IoT
records (MIRs), these methods often fall short in terms of interoperability and security,
highlighting the need for enhancements [47]. MIR interoperability refers to the ability to
share patient health records across various healthcare systems with different hardware and
software and to access this information easily despite system differences. Furthermore,
the scale at which MIR data breaches occur calls for more stringent measures to ensure
data privacy. Blockchain technology offers a solution by enabling the storage of digital
health certification issuers and receivers, along with document signatures (hashes), in
a secure database ledger (blockchain) distributed across the blockchain network. Using
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blockchain for digital health certificates provides benefits such as easy validation, efficient
verification, transparency, effective traceability, and strong security [47]. Recent research
has explored various advanced blockchain applications to enhance the security of health
records, emphasizing the importance of selecting the appropriate blockchain network type
for system deployment.

4.1. Blockchain Network Types

Blockchain networks can broadly be categorized into the following three types: public,
private, and consortium blockchain networks. Each type focuses on different environments
and accesses.

4.1.1. Public Blockchain

This method uses a public, decentralized blockchain network where every user can
access the same data. Public health records are well suited for this kind of blockchain,
which enables a safe, impenetrable, and transparent method of managing and storing
health data. To achieve secured management of medical information in the IoT, the authors
of [48,49] proposed the use of the IoT to produce, preserve, and authenticate healthcare
certificates. The authors of [48] proposed PA, which creates and verifies medical certificates
by acting as a communication medium between the backend blockchain network and
application entities such as hospitals, patients, doctors, and IoT devices. It also ensures
different security characteristics, such as secrecy, authentication, and access control, through
the use of smart contracts. Although accidents involving personal medical information
can occur on the server, they are more common during information sharing and data
transmission [49]. As a result, blockchain technology is used to increase the trustworthiness
of such personal information management systems. This study used the blockchain-based
Internet of Things to enable intelligent healthcare that incorporates blockchain technology.

Nonetheless, the decentralized architecture of a public blockchain potentially intro-
duces privacy concerns. As medical records stored using this system would be accessible to
the public, compromising the health records of patients is highly possible [47]. Furthermore,
owing to the large number of nodes in a public blockchain network, the transactional time
needed to access health records may be slower than on a private blockchain, making such
public networks unsuitable during emergency situations [50].

4.1.2. Private Blockchain

Private blockchain networks limit stakeholders” participation by granting permissions
specifically to a limited group of individuals in the network. As a permissioned type of
blockchain with restricted and trusted entities, a private blockchain offers a more efficient
consensus approach due to the limited number of nodes validating transactions in the
network. To ensure an easy verification process for digital health certificates and strict
supervision of the entities generating and validating digital certificates, the authors of [47]
proposed the use of a proxy re-encryption (PRE) service that aids patients in the sharing
of their private data using a hierarchical private blockchain system. Although the PRE
concept is a public-key encryption approach that provides functionality for encrypted data
to be shared with third parties, the threshold scheme proposed by these authors prevents
the unapproved conversion of encrypted patient data by third parties. In addition, to
ensure the protection of sensitive medical records of patients and the control of digital
health certificates, ref. [51] integrated a private blockchain-based system controlling access
by both authorized and unauthorized actors, citing the health sector in Morocco as a case
study. The Ethereum blockchain platform enables only authorized parties to access and
verify the complete sensitive data of patients, thereby eliminating attempts at data forgery
and tampering.

The authors of [52] offered an IoT-blockchain integration architecture based on EVM
blockchain infrastructure and a rich-thin client IoT strategy to address the issues posed
by constrained IoT resources when implementing Blockchain mining in IoT systems. The
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architecture is determined by how the resources’ loads are distributed. Thin clients are
devices with limited resources, whereas rich clients have more resources. Both types of
client can access the blockchain and collect data, but only rich clients can perform mining
operations. This kind of combination helps strengthen an IoT-based blockchain network.

Other authors applied blockchain to secure life and property in healthcare environ-
ments [53] in order to facilitate the use of unmanned aerial vehicles (or drones) and provide
coordinated access to the airspace. Malicious attackers can easily launch a number of
attacks, including replay, man-in-the-middle, impersonation, and privileged insider attacks
because the communication between the deployed drones and their ground station server
is wireless. In the IoD environment, implementing strong authentication, access control,
and key management protocols is crucial to defending against such assaults. Moreover,
the blockchain method is strengthened against many kinds of assault when combined
with authentication.

However, the major limitation of private blockchains with respect to MIRs, apart
from scalability and centralization issues, is interoperability [54]; that is to say, private
blockchains may pose incompatibility bottlenecks with other blockchain networks and/or
healthcare providers, thereby hindering collaboration with prospective stakeholders. The
centralized nature of this type of blockchain makes also the network vulnerable once the
central authority is compromised [55].

4.1.3. Consortium Blockchains

The consortium blockchain approach merges the advantages of public and private
blockchains to create a more flexible solution. For example, a hybrid blockchain in the
healthcare sector might feature a private component for sensitive data and a public com-
ponent for general health information. All stakeholders agree on a set of rules, which are
enforced by a consensus algorithm. To address trust and privacy issues related to medical
data, certain authors proposed a hybrid blockchain-based framework for the sharing of
electronic health records (EHRs), incorporating various sharing mechanisms while ensur-
ing interoperability and efficiency across different medical organizations. The HB-EMRS
framework utilizes both off-chain and on-chain storage and includes smart contracts to
connect all participants within the consortium. Access to confidential data is restricted to
authorized organizations only. Additionally, HB-EMRS employs both permissionless and
permissioned blockchains to facilitate effective and efficient EHR sharing. Similarly, in [56],
a hybrid blockchain named HonestChain was introduced, which fosters trustworthy and
incentive-based collaboration between organizations accessing and providing healthcare
records. Within this consortium, requesters (those requesting health records) and providers
(those supplying health records) are treated as peers and are assigned reputation scores
based on their contributions. These reputation scores help mitigate challenges related to
loss of value and missed opportunities, thereby improving access to protected data.

The authors of [57] proposed a consortium blockchain-based medical data-sharing
program, concentrating on privacy protection and medical data-sharing concerns. To im-
plement medical record access regulations on the consortium blockchain network and keep
encrypted medical records off-chain, they developed a hybrid storage mode specifically for
patients. It is possible to implement access permission control and access history tracking
by utilizing blockchain technology and smart contracts.

Although implementing the consortium blockchain approach ensures data integrity
and enables the secure dissemination of MIRs among authorized nodes, the limited acces-
sibility offered by such networks is a major challenge. In a situation where a consortium
blockchain is employed to use incentives to encourage the participation of patients in shar-
ing medical health data and for healthcare administrators to adopt the system, blockchain
currency, such as Ether or Bitcoin, is provided as incentives for transaction fees and mining
activities. There is no doubt that such an incentivized approach will introduce inequity in
an emergency scenario [58].
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4.2. Blockchain Consensus Algorithms

A consensus algorithm is a procedure that is used in distributed ledger systems and
blockchains to get numerous participants (or nodes) to agree on the system'’s current state.
Despite possible faults or malevolent actors, its main job is to guarantee that every node in
the network agrees on a single version of the blockchain or ledger [59,60]. There are several
consensus algorithms, but we focus on the five that are most widely used.

4.2.1. Proof of Work (PoW)

Users invest computational effort in solving a mathematical problem before trans-
actions are sent. The Proof of Work (PoW) technique was first developed to stop spam
attacks [61]. The first time a Byzantine fault-tolerant consensus method was used in a
public blockchain network was when Satoshi Nakamoto introduced proof of work (PoW)
into the Bitcoin system [62]. POW uses a competition amongst blockchain nodes to solve
a mathematical problem; the first node to solve it gets to add a block to the chain and
receive rewards. Nodes use certain techniques to calculate nonce values to reach a network
goal [61]. If it is successful, the node broadcasts the block so that others can verify it. PoW
has some disadvantages, such as high computational costs, lengthy consensus times, and
low transaction throughput, although it can be considered one of the most secure consensus
methods [63].

4.2.2. Proof of Stake (PoS)

In 2011, the Proof of Stake (PoS) method was presented as a solution to the high com-
puting costs and inefficiencies of the proof of work (PoW) algorithm [61]. It was initially
incorporated into digital currency Peercoin. In contrast to proof of work (PoW), which uses
processing power to verify transactions, proof of stake (PoS) chooses accounting nodes
according to the quantity and duration of tokens they own. A larger stake increases a
node’s likelihood of validating transactions and earning rewards, which lowers the com-
plexity of the “mining” process, speeds up block and transaction processing, and increases
consensus efficiency. Its disadvantages include the possibility of lowering user engagement
by rewarding nodes with higher stakes, which can lower overall blockchain activity.

4.2.3. Delegated Proof of Stake (DPoS)

The representative election method and the Delegated Proof of Stake Algorithm are
comparable. Each node in the system is given a certain amount of votes based on the
quantity of currency it possesses [61]. Nodes that they deem more trustworthy are chosen
by voting to serve as decision makers in the consensus process. Multiple decision makers
are assigned based on the number of votes received, and decision makers alternate when
obtaining the accounting rights of the block. Any node inside the system has the potential
to make decisions. The decision-making identity is canceled if the present decision maker
violates the blockchain protocol. To expand the group of decision makers, the system
assigns additional members. The accounting rights are not overly focused on one node,
thanks to the multi-decision-maker method, which can stop over-centralization. The
benefits of the PoS and PoW algorithms are combined in the DPoS algorithm. DPoS
consensus allows for speedier communication between nodes. This allows nodes to finish
block packaging, broadcasting, and verification quickly, which greatly improves system
transaction throughput. Because DPoS does not rely on computer resources, it uses less
energy. The system’s transaction processing speed increases dramatically and the system'’s
transaction delay decreases as a result of the election of decision makers. Simultaneously, it
allows a large number of nodes to easily enter and quit the blockchain system. Its scalability
is strong, and changes in node size have little to no impact on the system’s performance.

4.2.4. Proof of Authority (PoA)

Instead of depending on computing power or stake, the Proof of Authority (PoA)
blockchain consensus algorithm uses a group of pre-approved, reliable validators to safe-
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guard the network [64]. PoA depends on the authority and reputation of a small group
of reliable entities to authenticate transactions and create new blocks, in contrast to proof
of work (PoW) and proof of stake (PoS), which use competitive methods. In a proof-of-
authority network, validators are selected according to their identity and reliability, which
streamlines the consensus procedure and increases transaction speed and throughput.
PoA can, however, also increase the risk of centralization because the reliability of the
chosen authorities is crucial to the security and integrity of the network. PoA is especially
well-suited for private or consortium blockchains, where members have built trust and aim
to strike a compromise between efficiency and security, notwithstanding these reservations.

4.2.5. Practical Byzantine Fault Tolerance (BFT)

With this method, a consensus is attained when more than two-thirds of the nodes
have a positive opinion of the block. All nodes are required to participate in the voting
process to add the next block. One-third of the platforms’ typical activity does not harm the
PBFT. This makes reaching a consensus quicker and more cost-effective than using proof of
work. Furthermore, this approach does not require any asset to be staked for the consensus
process, in contrast to proof of stake [65].

4.3. Blockchain Smart Contracts

Blockchain smart contracts are self-executing contracts that have the conditions of the
deal explicitly encoded into their code. Smart contracts are implemented on a blockchain
network that, upon the fulfillment of predetermined criteria, automatically enforces and
carries out the contractual terms. Because of this automation, there is no longer a need for
middlemen, which reduces the possibilities of fraud and human error. Since changes cannot
be made once a contract is launched, smart contracts function on decentralized networks,
which guarantee the transparency and immutability of the contract conditions. They can
make procedures more effective and economical by facilitating, confirming, and enforcing
a variety of agreements, from financial transactions to supply chain management. Through
the utilization of blockchain’s innate security characteristics, smart contracts provide a
reliable means of carrying out and documenting transactions in an impenetrable fashion.
To ensure they function as intended and eliminate vulnerabilities, they also need to be
carefully coded and audited [66].

Several solutions involving the use of smart contracts have been proposed in the
medical domain. The authors of [67] used a smart contract to secure the sharing of health
data for a mobile cloud-based e-health system. The authors of [68] used a smart contract for
organ matching and waiting list management. The authors of [66] used smart contracts as
a smart healthcare system for medical records. Interesting applications of smart contracts
have also been reported outside the health domain, such as in the access control [69],
finance [70], and other domains.

4.4. Summary of Blockchain for Medical IoT

The choice of network type (public, private, or consortium) and the accompanying
consensus algorithm depends on the environment and the priority behavior desired in
the network (decentralization, speed, energy efficiency, scalability, etc.). The uses of IoT
and blockchain in health care cut across patient data sharing, security of the healthcare
environment, management of algorithmic processes using smart contracts, and secure
communication among hospital equipment.

5. AI-Blockchain Integration in Medical IoT Record Security

The adoption of major enabling technologies, including the Internet of Things (IoT),
artificial intelligence (AI), blockchain, and next-generation wireless networks (5G/6G), has
led to a significant shift in the healthcare industry [71]. Introducing these technologies
in the healthcare sector has enhanced patient care and quality of life [72,73]. A succinct
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discussion on the use cases of blockchain technology and allied technologies in the medical
sector is presented forthwith.

5.1. Traceable Data and Security

Blockchain technology offers a safe, decentralized, and tamper-proof platform for
storing and transmitting sensitive data, with the potential to revolutionize data security in
the healthcare sector. The use of encryption to secure data is one of the main advantages
of adopting blockchain technology for healthcare data security [74]. Blockchain makes
it challenging for unauthorized parties to access or modify a patient’s data recorded on
a private or public network without being traced. As a decentralized security network,
there is no single point of control or failure in a blockchain, which reduces the risk of
data breaches [75]. The capacity to securely and effectively transmit information between
numerous parties is another advantage of utilizing blockchain in health care. To increase
collaboration and patient outcomes, healthcare providers can, for instance, use blockchain
to securely send patient records to one another. Blockchain technology can also be used to
confirm the legitimacy of pharmaceuticals, medical gadgets, and other products [16], which
is important in tracing the genuineness of both outpatient and inpatient drug prescription
and administration, especially for forensic analysis, autopsy, and drug security auditing.
This can also aid in preventing the entry and circulation of fake pharmaceutical products
onto the market, which could have detrimental effects on patient safety. Finally, the
automation of numerous healthcare operations (see Figure 5), including claims processing
and medicine supply chain management, is possible thanks to smart contracts (SCs) on the
blockchain [42,43]. The deployment of SCs has been shown to result in a relative reduction
in the possibility of fraud and boosted productivity in health information management
systems, as well as the healthcare sector at large [76]. Overall, even though there are
still many obstacles to be cleared, using blockchain in healthcare has the potential to
significantly increase data security and offer a more reliable and effective healthcare system
to all stakeholders.
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Figure 5. Current status of clinical trials, highlighting the various processes and phases involved.

5.2. Transparent Clinical Trials and Medical Reportage

Blockchain technology has the potential to enhance the transparency, effectiveness,
and security of clinical trial operations, which have remained consistent issues in clinical
experiments and findings [77]. The capacity to safely store and distribute trial data is
one of the main advantages of adopting blockchain in clinical trials. Information on
patient recruitment, the trial protocol, patient consent forms, and the outcomes may be
included [78]. All parties engaged in a trial may trust the data because of the blockchain’s
decentralized and immutable structure, which keeps them safe from alteration [79,80].
Additionally, by making trial data available to the public, blockchain technology can
assist in increasing the transparency of clinical studies. The legitimacy of verdicts can be
improved, and the public’s belief in the judicial process can grow as a result. Blockchain-
based patient registries are another possible use case for the technology in clinical trials.
This may offer a safe environment for patients to take part in several trials, easing the
administrative strain on trial staff and facilitating the development of huge, diversified
patient databases [81]. There are still many challenges to be addressed for the successful
alignment of blockchain technology and clinical trials, such as the need for the integration
of regulatory frameworks and standardization among industry associations [82], the right
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combination of artificial intelligence (AI) models and big data [83], the promotion of unified
data standards [82], etc. However, the use of blockchain in clinical trials has the potential
to significantly enhance the trial process and eventually benefit both patients and the
healthcare sector as a whole [84,85].

5.3. Tractable Supply Chain Management

There is a significant intersection between medical supply chain management and
blockchain technology with respect to securing medical IoT records. The medical supply
chain encompasses all the stages involved in producing, distributing, and delivering
medical products and services from suppliers to end users [86]. Blockchain, as a digital
ledger technology, can enhance the accountability, security, and transparency of supply
chain operations, particularly in protecting patient information generated by various
connected medical devices [87]. Managing the medical supply chain is challenging due
to the need for regulatory compliance, traceability, and patient safety [88]. Blockchain
technology can provide a secure and transparent method to track products and verify
their authenticity, thereby supporting patient safety and reducing the risk of counterfeit
pharmaceuticals or medical devices entering the supply chain [88]. Additionally, blockchain
can secure medical IoT records by offering a decentralized platform for the management of
patient data, providing a safe, transparent, and efficient way to monitor and control the
movement of medical supplies and related information, which can also serve as metadata
for advanced analytics [89].

One of the key advantages of integrating blockchain into the healthcare supply chain
is improved traceability [90] as highlighted in Figure 6. By using blockchain to track
the movement of goods from manufacturers to end users, it becomes easier to quickly
identify the origin of issues, such as counterfeit drugs or contaminated medical devices [91].
Another benefit of implementing blockchain in the healthcare supply chain is increased
transparency. Blockchain provides a shared platform for all participants, which helps to
build trust, reduce the risk of fraud, and mitigate other forms of corruption. Additionally,
blockchain technology can streamline and automate various processes within the healthcare
supply chain [92]. For example, smart contracts can automate payments and the release of
goods, reducing the risk of fraud and enhancing efficiency. Lastly, blockchain technology
can enhance regulatory compliance by providing regulators with accurate and up-to-date
data on the flow of goods, enabling better oversight and ensuring that all parties adhere to

regulations [93].
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Figure 6. Potential and prospects of blockchain technology in medical IoT record preservation and
transmission fidelity.

While there are challenges to address, such as the need for standardization and appro-
priate regulatory frameworks, the integration of blockchain into the healthcare supply chain
offers significant improvements in efficiency, transparency, and security. This advancement
benefits both patients and the healthcare industry as a whole. Furthermore, the interplay
between blockchain technology and the medical supply chain, particularly in securing med-
ical IoT records and ensuring cooperative, transparent management of medical supplies
and patient data, can be further enhanced by incorporating artificial intelligence algorithms
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into the process [94]. By leveraging these technologies, the healthcare sector can improve
patient outcomes and reduce the risks of fraud, forgery, and data breaches.

5.4. Trustworthy Drug Discovery

While there may be some overlap between drug discovery and blockchain technology
for medical IoT record retention, the connection between these areas is relatively narrow
but still significant. Drug discovery involves identifying new drugs, while blockchain, a
decentralized and distributed digital ledger technology, is used for secure and transparent
transactions [41]. On the other hand, preserving medical IoT records involves manag-
ing and storing patient health data generated by various connected medical devices [87].
Nonetheless, there are potential applications for blockchain technology and IoT in enhanc-
ing the drug discovery process [41]. One of the key benefits of utilizing blockchain in drug
discovery is its ability to securely store and share large volumes of data [93]. Blockchain
can be employed to manage data related to drug candidates, trial protocols, and results,
facilitating more efficient collaboration among researchers and accelerating the drug devel-
opment process. Additionally, blockchain enhances data quality and reduces the risk of
data manipulation [78]. By leveraging blockchain to store and manage data, the accuracy
and immutability of the information are preserved, thereby improving the reliability of
drug discovery outcomes.

Blockchain technology can also enhance accountability and transparency in the drug
discovery process. For example, blockchain-based systems can be employed to track the al-
location of funding and other resources, allowing researchers to gain insights into resource
utilization and ensuring that funds are used as intended [76]. Another potential application
is the use of blockchain-based patient registries, which can reduce the administrative work-
load for trial staff, facilitate the creation of comprehensive and diverse patient datasets, and
provide patients with a secure platform for participating in drug trials [95]. Additionally,
blockchain can improve regulatory compliance by offering regulators access to accurate
and up-to-date information on the drug discovery process, enabling better oversight and
ensuring that all parties adhere to regulatory requirements.

5.5. Tensile Cross-Platform Interoperability for Data Exchange

Blockchain technology and the interoperability of medical IoT devices and platforms
are crucial components for the enhancement of security and preservation of patient data
and outcomes, thereby fostering transparent and reliable digital healthcare delivery. In-
teroperability refers to the ability of different systems and devices to seamlessly exchange
data with each other [96]. This capability allows various medical devices, MIR systems,
and other healthcare technologies to share information, regardless of their manufacturer or
the specific technology used [77]. Moreover, interoperable MIR systems facilitate medical
professionals in accessing a patient’s complete medical history (assuming appropriate
permissions are granted), enabling more informed decisions about their care.

The integration of medical IoT device interoperability with blockchain technology
can lead to a more effective and secure healthcare system, particularly in ensuring the
security of MIRs. Blockchain enables the creation of a secure, seemingly immutable,
and tamper-proof record of a patient’s medical history [97]. This means patient data are
accessible only to authorized individuals, significantly reducing the risk of data breaches
and security issues [98] by ensuring that Internet-connected medical devices and sensors,
which collect and distribute patient data, are all authenticated and traceable. Medical IoT
enhances patient care by providing real-time data to healthcare professionals, enabling
remote monitoring and improving diagnostic outcomes while addressing concerns about
the exposure of sensitive data to the public domain [99,100]. By incorporating blockchain
into the interoperable medical IoT framework, healthcare practitioners can gain effective
and secure access to patient medical histories. This integration allows various devices and
systems within the network to communicate while maintaining user exclusivity and data
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privacy. Consequently, healthcare providers can obtain real-time information from the
Medical IoT, which can improve patient outcomes and reduce costs.

5.6. Timely Medical Data Fraud and Forgery Detection

One of the main benefits of deploying Al-blockchain systems to detect medical data
forgery and fraud is their ability to securely store and manage large volumes of data [101,102].
Blockchain ensures data accuracy and immutability, which helps reduce the risk of fraud and
tampering with patient information. Additionally, the combination of blockchain and Al allows
for the rapid evaluation of large datasets to identify patterns and trends, which can highlight
fraudulent activities [103]. Al algorithms can analyze data stored on the blockchain network
to uncover trends and anomalies that may indicate fraud, enabling faster and more efficient
detection [75,104,105]. Furthermore, blockchain technology and explainable Al algorithms
contribute to greater transparency and accountability in digital health care [106,107].

6. 5G-Blockchain for Preservation of Secured Medical Data

Fifth-generation networks, commonly known as 5G, represent a significant advance-
ment in telecommunications, offering enhanced latency and high data transmission speeds.
These features support and drive various technologies, including autonomous vehicles,
drones, surgical robots, and virtual/augmented reality. The generation of and access to
Medical IoT records (MIRs) would be impractical without 5G, which also raises privacy and
transmission issues for users and stakeholders in digital health care [77]. Blockchain tech-
nology is widely recognized as a key tool in enhancing the security, trustworthiness, tamper
resistance, and decentralization of data within 5G networks, offering numerous advan-
tages [108]. Given its anonymous and immutable characteristics, blockchain is considered
highly effective in ensuring data privacy and security in 5G environments, particularly for
the preserving medical data and enabling secure, anonymous data sharing [109]. The evolv-
ing trends in medical data preservation, utilizing various materials, tools, and technologies,
are explored further in [110].

6.1. Offline Medical Record Preservation

Patient medical information is highly sensitive and must be managed with the utmost
care. In developing countries, this information is often stored in paper files, which can
result in delays when retrieving data and complicate access due to the slow and labo-
rious search processes involved [111]. Additionally, paper-based records are prone to
loss and do not facilitate modern electronic data sharing between hospitals, clinics, and
patients. This traditional storage method is fragmented across various medical institu-
tions, leading to challenges such as inaccessible information, incomplete data, and illegible
handwriting [111,112].

In contrast, in some developed countries, medical information is stored on private
servers within individual health institutions [113]. This means that only the hospital where
a patient receives a diagnosis has access to their medical records; other hospitals and the pa-
tient cannot access these records instantly without revisiting the original hospital [111]. This
method also introduces latency and consumes resources [111]. As people move between
different locations, their medical records may be dispersed across various institutions,
further complicating access. This approach has become outdated due to its limitations,
including a hospital-centric model, lack of electronic data sharing between institutions,
and inadequate security and privacy protections, in addition to issues of duplication and
redundancy [113].

6.2. Online Medical Record Preservation

To overcome the limitations of traditional offline methods for the preservation of med-
ical information, researchers have developed automation systems like electronic medical
record (EMR) systems that use cloud computing to link various hospitals, clinics, and
patients [114]. This cloud-based approach allows medical information to be stored, ac-
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cessed, and retrieved electronically in real time, addressing issues of latency and facilitating
seamless connectivity among different entities involved in managing medical records.
Despite these advancements, cloud-based EMR systems have not fully resolved security
and privacy concerns, as cloud platforms remain susceptible to cyber attacks that could
compromise medical data [115]. This vulnerability is partly due to the separation of cloud
service providers and healthcare institutions, as well as the lack of data access control,
which should ideally be managed by the patient. Modern medical record systems require
that patients give explicit consent or approval through consent management applications
and procedures before their data can be accessed [16].

Due to the privacy and security challenges of current medical data storage technologies,
it has become crucial to integrate personalization features into medical records to enhance
security measures. Researchers have explored advancements in blockchain technology as
a promising solution to address the privacy and security issues inherent in cloud-based
systems [113]. An in-depth examination of recent research into the integration of 5G and
blockchain technology for medical information records (MIRs) reveals significant progress
in securing MIR data and advancing digital healthcare delivery.

6.3. Use Cases of 5G-Blockchain for MIR Security

The primary goal of many research initiatives focused on securing digital health-
care services is to ensure the fidelity, preservation, and authentication of MIRs through
blockchain applications, as illustrated in Figure 7. To enhance the integrity and trustwor-
thiness of MIR security, the authors of [116] developed SPChain, an electronic medical
data-sharing technology. This system uniquely allows for the uploading and labeling of
erroneous electronic medical records. Additionally, SPChain features a reputation-based
consensus algorithm that incentivizes healthcare institutions to participate in the mining
process, utilizing proof of reputation to request patients’ electronic medical records. The
findings indicate that SPChain effectively defends against blockchain attacks while safe-
guarding the privacy and security of medical records stored on the blockchain. Other
blockchain use cases for medical record security are summarized in Table 3.

Table 3. Blockchain approaches for medical record security.

Sno. Ref. Model Potential
A reputation-based consensus algorithm that incentivizes healthcare institutions to
1. [116] SPChain participate in the mining process, utilizing proof of reputation to request patients’

electronic medical records.

An efficient triple encryption mechanism for electronic medical records to address data

z [117] SEMRES privacy, data correctness, and data security.

A blockchain algorithm consisting of a cryptographic hash of the records, proof of work,

3. [118] BLOSSOM and a Merkle tree formulation for EMRs.

A system based on access control (Role-Based Access Control (RBAC), Attribute-Based
4. [119] SEMRAchain Access Control (ABAC)) and a smart contract approach to guarantee not just visibility but
also trustworthiness, credibility, and immutability.

A permission-mode blockchain system with a hyper-fabric ledger that uses a world state
5. [120] BeHeDaS on a peer-to-peer chain, i.e., its smart contracts do not require a complex algorithm to
yield controlled transparency for users.

Similarly, the authors of [121] introduced an electronic medical record (EMR) system
using a private blockchain called “Hyperledger”, designed to efficiently manage medical
data storage and sharing. In this system, patients have direct control over their medical
information, allowing them to authorize healthcare providers to update or access their
records. This approach tackles security and privacy concerns related to medical data
storage. However, the research prototype has not yet been tested with real patient data,
and its performance has not been evaluated in practical scenarios [121].
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To enable personalized control over MIR transmission, Factom [122] utilized blockchain
technology to ensure the security, integrity, privacy, and transparency of patients’ medical
records. To address latency issues related to real-time connectivity in blockchain adoption,
the authors of [123] developed a blockchain prototype that enables secure and scalable
sharing of clinical data. Additionally, the authors of [111] suggested an off-chain approach
for the sharing of medical information, where doctors’ requests, queries, and data retrieval
occur off-chain. Moreover, the authors of [124] proposed a method whereby hospitals
manage medical data storage to improve transmissibility. However, a notable limitation of
this approach is that patients have limited control over their medical records because the
hospitals hold the data.
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Figure 7. Achieving MIR transmission fidelity, preservation, and authentication via blockchain
network for secured digitization of healthcare services.

To advance the automation of blockchain and cryptography in managing data and
security for MIRs, the authors of [113] proposed a blockchain system using Ethereum-based
smart contracts. This system allows patients to manage their medical information in a
secure, trustworthy, traceable, transparent, immutable, and decentralized manner. The
implementation also includes interplanetary file systems (IPFSs) and re-encryption oracles
to enable secure storage, retrieval, and sharing of medical data [113]. To enhance trans-
parency in handling and transmitting MIRs, another study [125] introduced a technology
for medical data management and sharing. This research deployed smart contracts and
blockchain to improve healthcare processes, ensuring privacy, security, availability, and
access control for electronic medical records (EMRs). The technology provides comprehen-
sive access control, facilitating the secure and efficient exchange of medical information
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among patients, doctors, research organizations, hospitals, and other stakeholders while
maintaining privacy [125].

Finally, miniaturized medical IoT devices, such as implanted wearables, require an
energy-efficient security architecture to continuously transmit data across the network [77].
Consequently, blockchain technology must be adapted to maintain its decentralization and
immutability while also being lightweight to ensure secure storage and sharing of medical
information in these small devices. To tackle the challenge of lightweight blockchain secu-
rity for MIRs, the authors of [126] developed a streamlined medical information dissemina-
tion system based on blockchain technology. This prototype employs proxy re-encryption
to allow doctors to access patients” medical records securely. Since medical information is
transmitted in an encrypted format, the scheme ensures security. Additionally, the system
includes a feature allowing patients with similar symptoms to connect and discuss their
conditions [126].

7. Blockchain Milestones in MIR Security

The adoption and application of blockchain in medical record management and se-
curity have both pros and cons. A succinct overview of the benefits and the technical
challenges facing blockchain technology adoption in health data management is presented
hereafter. Figure 8 shows the developmental strides and milestones of blockchain technol-
ogy toward the digitization of health care, highlighting the various levels of digital health
care and the underlying associated technologies.
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Figure 8. The milestones of blockchain for MIR security and preservation towards the actualiza-
tion of secured digitization of health care, highlighting the various stages and underlying security
improvements from automation to realization.

7.1. Blockchain Benefits and Digitization of Healthcare

The benefits of blockchain technology adoption in the quest to actualize healthcare dig-
itization are enormous [127]. A few of these benefits are outlined in a cursory format below.

7.1.1. Accuracy of Health Information

The history of the medical data of a patient is fragmented among many platforms,
like hospitals, insurance companies, etc.By using blockchain, the collection of data is
automated and always up-to-date. The record is transparent, as every transaction is
imitable and auditable on the network. The immutable and secure data structure allows
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medical professionals to view the entire health history on the blockchain, allowing them to
provide better treatment [128,129].

7.1.2. Accentuated Interoperability of MIR Platforms

Many health record systems suffer from compatibility issues. This is because there
are many manufacturers with a lot of technical differences. Thus, electronic information
sharing is limited [130-132]. With blockchain technology as the hub of digital healthcare
record security and with decentralized applications managing the MIR distribution pro-
cess at the front end, interoperability is achieved seamlessly across different healthcare
delivery platforms.

7.1.3. Authentic Protection of Health Records

The centralized nature of most medical record databases makes successful cyber
attacks easy [48]. Due to these centralization characteristics, unauthorized modification of
medical records is possible. However, blockchain technology prevents the loss of data in
cases of unexpected natural disasters [133].

7.1.4. Alleviation of Administrative and Handling Costs

Medical data saved on a public blockchain are complete and accessible from anywhere.
This saves costs and time spent in gathering fragmented data scattered across different
databases in most current medical record management systems [134,135].

7.1.5. Authorized Global Accessibility of MIRs

Apart from a reduction in the cost of accessing medical records, putting medical data
on the blockchain also allows professionals to have full access to the medical history of
patients to enable proper drug prescription and straight-to-the-point conclusions on the
likely cause of a medical issue, especially when an emergency procedure needs to be carried
out [84,136].

7.1.6. Assured Auditing Process for Medical Data

It is necessary to audit medical processes. However, the operations of legacy medical
data management systems can be artificially broken to prevent the auditing process. The
immutability and authentication of blockchain technology make it easy for processes such
as auditing to happen easily and reliably [137].

8. Blockchain Milieu for MIR Security and Recommended Possible Solutions

Although blockchain holds a lot of promise in medical record management, it still has
some technical issues preventing real-world mass adoption, especially in the healthcare
sector for the actualization of digitization of healthcare delivery in response to the fourth
industrial revolution. The challenges facing blockchain adoption in the healthcare sector
and some possible solutions are presented in this subsection.

8.1. Difficulty in Information Exchange

The exchange of information among state holders might be difficult in a blockchain
network. Those involved might be specialized staff (for example, nurses and doctors)
insurance companies, or various departments in the same health center. The variety of
involved entities makes it difficult to guarantee proper information exchange [138]. This
could be resolved if all the parties involved were to have distinct accounts on the blockchain
network, with different levels of permission assigned according to levels of privilege.

8.2. Data and Privacy Leakage

A decentralized network is not immune to data leakage. When such an event happens,
everyone in the blockchain network can potentially verify the leaked data on the public
ledger. In the case of a 51% attack, the security of the blockchain network cannot be
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guaranteed [138]. In the case of information leakage, like a public key owner being made
public, the owner of the account could transfer ownership of the medical data to another
account, thereby regaining some privacy. It is, by far, easier for an attacker to hijack a
centralized computer than a decentralized blockchain network. Therefore, to limit 51%
attacks, medical data should be stored on very highly decentralized public networks like
Ethereum or Layer 2 solutions built on highly decentralized Layer 1 networks.

8.3. Debilitating and Large Storage Requirements

Medical data exist in different forms, ranging from text to images and sounds. Storing
this type of data consumes storage space, and sometimes, it may be necessary to store such
data in multiple locations in the same or different formats. Hence, the use of blockchain
would further increase storage demand, since every full node in the network stores the
entirety of blockchain data [85]. Solutions providing considerable storage efficiencies
were proposed in [139], using smart auto mining to prevent unnecessary resource usage,
including storage space. Further storage management methods can be applied by making
larger sets of data non-fungible tokens (NFTs), thereby preserving their originality on a
blockchain without too much storage cost.

8.4. Distinct Technologies and Protocol Conformity Standardization

The ease of deploying blockchain projects, especially with smart contracts in areas
requiring trust and security, means that blockchain adoption is becoming widespread. With
this level of access, there is a need for conformity in standards [136,140]. Just like standards
already existing in blockchain smart contracts like ERC20 for crypto tokens, ERC721 for
NFTs, and so on, there should be a standard for medical data on blockchains.

8.5. Definition and Regulation of Roles in Distributive Data Sharing

Hospitals feel reluctant to adopt blockchain technology, as it may expose some of their
internal information to external parties. For instance, pricing policy will be available to other
parties, such as insurance companies and other competing hospitals [137]. The privilege
and access of every user should be defined in the development process of blockchain-
enabled medical record management systems to prevent unauthorized access to certain
information. There should also be an authoritative body that assigns each stakeholder a
level of privilege.

8.6. Depletion of Distribution Rights of Patients to Data Exclusivity

Some patients are reluctant to share their health records with third parties [137]. In a
robust solution, the patient should have the right to decide who has access to their medical
record for a determined duration of time. This allows the patient to be in full control of
their health data due to the sensitivity and confidentiality attached to such records and the
damage they could cause if accessed by an unauthorized user.

8.7. Drug Prescription Platform Difficulty

The use of electronic means to prescribe medication might have caused more work
for doctors, who have to provide more information in prescriptions compared to when
written on paper. With the adoption of blockchain, the technical skill needed to write
a simple prescription will increase [137]. Medical practitioners who are not compliant
with electronic prescriptions will, no doubt, require training. However, the design of the
blockchain architecture should not deviate significantly from the original model, especially
for the institution involved.

8.8. Data Ownership Rules and Processes

Ownership of data and the responsibility for allowing access to create, read, or write on
the database are discussed in this section. Blockchain medical data models should consider
and ensure all the benefits of the current system while adding the benefits of blockchain
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technology [137]. In most of current medical data management systems, hospitals own the
data [141]. However, to reduce privacy issues, patients should have the technical and legal
right to control access to their medical data. This can be achieved by applying blockchain
technology. The patient would have the ability to create an account ub the database and
would give access to others to either read or write into it based on their privileges as
stipulated by the authorized body.

8.9. Contemporary Research Issues and Future Directions

A current challenge in medical data preservation is the lack of coordinated access
control [142]. Ensuring the privacy and security of medical data is crucial, but achieving
well-organized data access and sharing remains problematic [142]. Some researchers
advocate for patients to have control over access to their data [121], while others propose
that an independent regulatory authority should manage access permissions for healthcare
providers [113]. Both approaches have their advantages and disadvantages. For instance,
an unconscious patient in an ICU may be unable to manage access to their records, whereas
centralizing access control could introduce delays in the transmission of data to hospitals
or clinics. The challenge is to design a blockchain-based solution that effectively addresses
these various scenarios of access control involving patients, hospitals, central authorities,
insurance companies, and other stakeholders [84,143]. Integrating edge-friendly artificial
intelligence algorithms, such as federated learning [144] and explainable Al [145], into
existing blockchain security frameworks could enhance the security and sophistication of
digital platforms for medical information privacy and preservation.

Another challenge in blockchain-based medical record preservation is the tamper
resistance of smart contracts post-deployment. Once a smart contract is deployed on the
blockchain, it cannot be altered or updated, which poses significant issues if the contract
has vulnerabilities that need addressing [113]. Exploring methods to integrate Metaverse
technology, digital twin technology, self-supervised learning algorithms [146], and reverse
software engineering into blockchain-based digital healthcare platforms could provide a
viable solution to these issues.

Lastly, interoperability issues present a significant challenge in blockchain-based dig-
ital health record systems. This problem arises due to the limited global integration of
Ethereum-based blockchains across various regions, which becomes evident when a patient
travels internationally [113]. In such cases, the patient must re-register within the new
country’s blockchain smart contract system [113]. To address this, there is a need for the
development of universal security frameworks that allow for seamless integration and
migration across borders; minimize bureaucratic interference; and ensure reliable, trans-
parent, and traceable security for medical information. This approach would support the
digitalization of healthcare delivery and meet the needs of stakeholders in the health sector.

9. Conclusions

The confidentiality and uniqueness of medical records highlight the critical importance
of a robust security framework for their preservation and access, which can significantly
impact the progress of digital health care. This survey examines how blockchain tech-
nology contributes to the transparent, traceable, and reliable security of medical record
management and transmission. It traces the evolution of medical record preservation from
digital certificates to the recent integration of 5G and advanced blockchain technologies.
Additionally, it addresses the challenges and complexities associated with incorporating
blockchain into existing healthcare systems, aiming to advance the fourth industrial revolu-
tion and enhance digital healthcare. This evolution encompasses a shift from automation
to interconnected systems, personalization, and intelligent solutions, ultimately striving to
offer not only functional health care but also a patient-centered, experiential approach to
well-being.

The ongoing advancement of blockchain technology, through the resolution of its
existing limitations and its increasing integration into healthcare systems, will likely lead
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to the realization and maintenance of secure medical record preservation, confidentiality,
integrity, and transparent access. Moving forward, the goal is to create a blockchain-based
security framework for medical IoT records that ensures that user consent protocols are
thoroughly vetted and verified before personal medical information is transmitted or
accessed by third parties.
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