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Abstract: Although field medical microgrids have been widely studied as an important component
of future medical power systems, current sharing control in field medical microgrids under false
information injection (FDI) attacks has rarely been researched. Based on this, this paper proposes
a distributed fuzzy control method for power sharing in field medical microgrids considering
communication networks under FDI attacks. First, the field medical microgrid is modeled as a
multi-bus DC microgrid system with power coupling. To provide voltage control and initial current
equalization, fractional order PI control is applied. In order to reduce the model complexity, the
concept of block modeling is employed to transform the model into a linear heterogeneous multi-
agent system. Secondly, a fully distributed current sharing fuzzy control strategy is proposed. It
can precisely realize current sharing control and reduce the communication bandwidth. Finally, the
proposed control strategy is verified by simulation results.

Keywords: FDI attacks; field medical microgrids; distributed control; fuzzy control; fractional
order control

1. Introduction

The field medical system is one of the most important types of health equipment
for national health protection and health emergency rescue [1]. The reliable and stable
operation of the electric power system plays a key role in the smooth implementation of the
field medical treatment mission and the effectiveness of guard duty protection. However,
current sharing control in field medical microgrids under FDI attacks has rarely been
researched. The field medical microgrid has been widely noted and studied for its high
reliability, flexibility, scalability and energy diversity [2]. Both DC microgrids and AC
microgrids can be used for field medical power systems. Since field renewable energy
sources (such as solar photovoltaic panels and wind turbines) are a kind of DC source,
the use of DC microgrids reduces the DC/AC conversion frequency and reduces energy
conversion losses. It improves the energy storage efficiency, reduces power factor prob-
lems [3], and avoids skin effect [4]. Meanwhile network attacks can cause interference to
the power sharing of field medical microgrids. Therefore, this paper proposes a distributed
consensus fuzzy control method for power sharing of the field medical DC microgrid under
FDI attacks.

With the development and application of the theory of fractional order calculus,
fractional order controllers have received widespread attention [5]. Numerous studies have
shown that fractional order PI controllers are superior to integer order PI controllers [6,7].
This has solved numerous problems in the medical, electrical, and mathematical fields.

This paper proposes a distributed dynamic fuzzy control strategy for multi-bus DC
microgrids with power coupling, which is dedicated to the study of the Hoo consistency of
MASs under FDI attacks. The main contributions of this paper are as follows:
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1. A system model of a multi-bus DC microgrid displaying a power coupling relation-
ship between distributed power sources and loads in a region is developed. The
microgrid system model is further switched into a linear heterogeneous MAS with
unknown attacks. A distributed consensus secondary control method based on local
communication network structure information is proposed to achieve accurate power
distribution in the microgrid.

2. In order to mitigate the impact of FDI attacks on the consistency of MASs, a security
control protocol is proposed. The security controller is designed to reduce the impact
of FDI attacks on sensors and actuators on the control commands of agents, and
ensure the consistency of the MASs’ output.

3. Inorder to reduce the communication burden, a fully distributed fuzzy control method
is proposed, which emphasizes the discontinuous communication mode between
distributed generators. This method effectively reduces the update frequency of the
controller and the communication bandwidth under the condition of ensuring the
control effect.

2. Research Background

In reviewing previous research results, the application of distributed control primarily
focuses on single-bus microgrid systems [8-11], which are shown in Figure 1. When a
fault occurs in the bus, the entire system fails to operate properly. As the capacity and
size of microgrids continue to grow, DC microgrids have started to use the multi-bus
structure [12,13]. The multi-bus structure improves the reliability of the power supply and
meets the demand for flexible access to various types of distributed power supply. The
multi-bus structure is shown in Figure 2. The existence of multiple DC buses in the system
not only greatly improves the efficiency and reliability of the power supply, but also makes
it possible for various types of power sources to access the grid more conveniently and
efficiently. This structure further enhanced the reliability and stability of the entire field
medical microgrid. Therefore, this paper focused on multi-bus DC microgrids.
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Figure 1. Schematic diagram of the single-bus DC microgrid.

Although droop control could achieve voltage regulation, accurate current sharing is
not achieved due to the imbalanced impedance in DC microgrids [14-16]. Therefore, it is
no longer applicable for distributed power sharing with different impedance characteristics.
To achieve a precise power distribution among different distributed energy sources and
improve the communication efficiency of parallel converters, a voltage-based voltage
drop method was proposed in the literature [17]. It controlled a DC power supply by
superimposing a small AC voltage on the output DC voltage of the converter. In the
literature [18], a new control algorithm was proposed to enable accurate power sharing in
DC microgrids. The proposed strategy did not required prior information about the grid
topology and parameters. However, both of these methods required new communication
circuits to be added to the original circuit topology model. To further achieve voltage control
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and proportional power sharing, a communication-based secondary control strategy for
microgrids was proposed in literature [19]. This strategy could automatically adjust under
different operating modes without relying on underlying communication. However, this
method had the drawback of requiring many communication and computation tasks,
making it prone to single points of failure. Traditional centralized secondary control
methods had high demands on communication networks and computational processing
capabilities. Thus, the communication links were relatively complex and prone to faults.
Note that power sharing is essentially current sharing for DC microgrids.

Distributed "~ ~~~, Distributed
cogtroller#] ccmtroller#Z
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Figure 2. Schematic diagram of the multi-bus DC microgrid.

To address the limitations of droop control, secondary control was widely applied
in microgrids. The centralized control method relied on a central controller and required
extensive data transmission. This significantly increased the computational complexity and
burden. Therefore, this paper employed a distributed control method based on a multi-
agent system (MAS). In the distributed control structure of the microgrid, each distributed
generation (DG) unit was considered as an agent, and the microgrid was viewed as a MAS.
In the distributed control method, each DG only needed to exchange information with its
neighboring DGs to achieve control objectives. This method simplified the communication
network, effectively avoided single-point failures, and ensured high reliability. In the
literature [20], a two-module secondary controller method based on a coherent algorithm
was proposed, which was able to regulate the global voltage and achieve proportional
current distribution. In the literature [21], in order to achieve DC microgrid voltage
stabilization control, a control scheme with a discrete consistency algorithm in a stand-
alone photovoltaic-storage DC microgrid model was proposed. In the literature [22], a
hybrid distributed secondary controller was proposed, which consists of a continuous part
and a discrete part. This strategy reduced the use of communication resources and achieved
current sharing and DC voltage regulation. In the literature [23], a consistency control
strategy based on the leader—follower method was proposed, which required information
exchange only between the leader node of the distributed units and the bus. It reduced the
communication links between other follower nodes and the bus. This method alleviated
the communication pressure to some extent and effectively guaranteed the performance
of the microgrid control system. However, the above studies focused on distributed
control strategies under free communication conditions and overlooked network attacks on
communication links among MASs. Modern microgrids rely on communication networks
and information technology, making them more susceptible to network attacks. Therefore,
this paper proposed an accurate power-sharing control strategy under network attacks.

As network communication technology has advanced, network security has become a
fundamental requirement for the informatization construction in our country. Attackers
conduct network attacks through software application vulnerabilities, insecure network
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protocols, etc. Attackers hack into target hosts and gain advanced privileges or plant viruses
for profit, which causes incalculable damage to power grid operations. In multi-agent
systems (MASs), the information is exchanged between agents by networks. However, due
to the openness of networks, communication networks are highly susceptible to network
attacks. Thus, the system consistency is affected. Generally, network attacks are categorized
into two types based on the methods used: denial-of-service (DoS) attacks and deception
attacks. DoS attacks typically aim to disrupt the transmission of signals in communication
channels between or within agents. Unlike DoS attacks, deception attacks eavesdrop on
and tamper with real data in the network. Ultimately, the receiving intelligence is made to
process the tampered error data as real signals. Comparatively, deception attacks cause
more severe damage to the entire MAS. As a type of deception attack, false data injection
(FDI) attack disrupted system consistency by injecting interfering data into real data. Due
to the disguising nature of this attack method, it is difficult for the system to detect it. In
the literature [24], an adaptive Markov process-based defense strategy was proposed to
avoid smart grid systems from being attacked by unfamiliar attackers. In the literature [25],
to counter known network attack models, the authors proposed a novel network attack
resistance mechanism based on the design concept of interval state estimation. However,
the above study primarily focused on the detection and defense issues of false data injection
attacks in network physical power systems. When the microgrid system was subjected
to disturbances such as small load perturbations and power fluctuations of distributed
power sources at the same time, the problem of the safe operation of the system became
more complicated. But very little research has been performed on such issues. Most
current studies on output synchronization under FDI attacks concentrate on homogeneous
qualities [26-34]. The challenge in the study of heterogeneous systems is the inability to
directly design adaptive attack compensators. The use of adaptive compensators in uniform
mass alone is not sufficient to synchronize the system with the output. In distributed power
systems, the processing capacity and load of each node might also differ. In power systems,
different generation equipment and loads have different dynamic characteristics and quality
parameters. Therefore, studying the synchronization of heterogeneous qualities under FDI
attacks is particularly important.

3. Modeling of Multi-Bus DC Microgrid System

The multi-bus DC microgrid in Figure 2 can be switched into multiple agents including
distributed generation, loads and buses. The ith agent model is analyzed separately, and
its Thevenin equivalent circuit diagram is shown in Figure 3. Here, Upg; and Ip¢; are the
output voltage and current of distributed generation, respectively. Ioyspusi is the output
current of the ith agent. Uggensi and U ggensj are the point voltages of the ith and jth agent,
respectively. R;; is the line resistance between the ith agent and the jth agent. R;, L; and
C; are the RLC filter parameter values of the ith agent, respectively. In the DC microgrid,
the power loss within the agents depends on R;, and the power loss between the agents
depends on R;;.

Wind Power
Generation | A
—I Ri Li Outpui Rij
Photovoltaics
Energy Storage|
Power Station

Agent;
Figure 3. Equivalent Thevenin model of single agent.

According to the Thevenin equivalent circuit in Figure 3, the mathematical model of
the ith agent can be obtained as
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duAgenti UAgenti UAgentj - uAgenti

. = Inr: —
Ci dt DGi Rl ocei +Z Rij 1)

dIpg;
Li% = Upgi — Uagenti — Rilpgi )

Let xf(t) = (LIAgemi, Ipgi )T, Li;(t) = Upqi, y:(t) = H;Ipg;i. The model of Equations (1)
and (2) becomes

$(0) = Al (1) + 1 Af (x](5) = x{(1)) + Biui(1) ©)

yi(t) = Cigxi(t) (4)
where x/, !, u} are the state variable, output variable and input variable of the ith agent,

respectively, and H; is the sag coefficient of the system, A}, = [—ﬁ, C% ; —L%_, —%} ,

Agj = [— %RU’ 0;0, O} , Bl, = [O, %,] T, C/; = [0,H;]. In addition, the power coupling
between the R; agent and the R; agent will be generated through R;;. R;; is expressed as
LA (xl’ (t) — x;(t)) in the system state space function.

To provide stable voltage and current outputs, zero level controllers are used [35]. The
zero level controllers used in this paper are Plug and Play (PnP) controllers, which are
designed to be adjusted using the positive, negative and amplitude of the error signal. Its
mathematical model is shown below:

t
uf(t) = mll uAgentj + m?lDGi + m? /0 (ulref — uAgenti)dt (5)
where
1 1
1 1
m; < — + X (Rj—m;)+1 (6)
l (Z R;j RLoadi) ( l l>
L; 1 1
2 i
m; < = — + + R; 7
' Cz <Z Rz] RLoadz) ' ( )
m e (0, (mf—1)(m}—R)/L;) ®)
where m}, m?,m? are PnP controller parameters of DG; respectively, and Lliref is the rated
voltage of DG,;.

To provide voltage regulation and current sharing, a fractional order PI controller is
used. Its mathematical model is shown below:

U’ = uN — Hipg; + AVi(t) (9)

1

A
AVi() = Kpui(£) + K /t e (10)

where AV;(t) represents the slave controller, Kp, K; are the gain link coefficients and inte-
gral link coefficients of the fractional order PI controller, respectively, A is the adjustable
parameter of the fractional order PI controller, UY is the ideal voltage at no load for the ith
agent, and H; is the droop coefficient, which the smaller it is, the more stable to system [36].

A multilevel bandwidth division control strategy was studied in this paper. It divided
the control bandwidth into three different levels, each of which is responsible for the control
tasks of different frequency bands. This control strategy ensured the overall stability of
the system and enabled coordinated operation at all levels. If the control bandwidth of
one controller is more than 5 times higher than that of the other controller, the interaction
between the two controllers will be ignored.
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Let Z;(t) = fot (Urefi - UAgenti)dt, Pi(t) = K; ft/\ u;(t)dt, m; = [mll,mlz], m; = md

i’

A; = [-1,—H;], and Equation (5) becomes
ui(t) = mxi(t) + i Z; (t) (11)
Zi(t) updated to
Zi(t) = Axj(t) + U] (12)
AV;(t) becomes
AV;(t) = Kpu;(t) + Pi(t) (13)
Pi(t) = Kyu;(t) (14)

According to Equations (3), (4) and (6)—(8), the state space function model of a linear
heterogeneous MAS for multi-bus DC microgrids is as follows:

Xi(t) = Ml-l-xl-(t) + ZMU (xi(t) — x](t)) + ICil-ui(t) (15)
yi(t) = Nixi(t) (16)
A LB B A0 0 c1’
..+ B.m; L m .. 0 ii
WhereMii:[”Ai” L l],Mz’j: o ol Ki = mi,/\fi‘— [8] , X =
;

/T T Lo
") ZT() PO =y
Due to the difference between the actual system and the ideal conditions, the following
functions are satisfied in the actual power system:

%/OTZMij(xi(t) - Xj(i’))di’ < (17)

Based on this, the power coupling term " M;;(x;(t) — xj(t)) can be redefined as fol-

lows: for Vt > 0, 5;(t) £ Y M;j(xi(t) — x;(t)), where ||§;(t)|| <J. Because the limitation of

the actual device is bounded, this means that §(t) is bounded. The ith linear heterogeneous
multi-agent model can be expressed as

x; = A;jx; + Bju; + 6;

18

{ yi = Cix; (1%

where A; = My;, B; = Kj;, C; = N, 6; = 6i(t). x; € R", u; € R™i, y; € RI. Since there is

no ideal leader in the actual power system, we believe that the leader is virtual, and the

dynamics of the leader can be expressed as

xo9 = Agxg + &g
19
{ yo = Coxo 19)

A directed graph C = {0} UC is used to represent the information transfer relationship
between a leader and N agents, where {0} represents the leader and C = (2, Q, €) is used
to describe the information transfer between agents. Specifically, A = {a;;} € RN*N
represents the weight adjacency matrix, and Q = {1,2,..., N} represents the set of agents.
¢ C Q x Q represents the set of directed edges formed by connecting two agents. N is
the number of followers. If the ith agent can obtain information from the jth agent, there
are a;; > 0, (j,i) € € and the jth agent is said to be the inner neighbor or neighbor agent
of the ith agent, otherwise, a;; = 0. Let X; = {j | j € 9Q, (j,i) € ¢} denote the index set of
neighbors in the ith agent. The Laplace matrix of the agent system is defined as £ = {I;;} €
RN*N_ Wheni =j, lij = Ljen; aij, otherwise, l;j = —a;;. Let B = diag{by,by,..., by} denote
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the adjacency matrix between the leader and the intelligence. Specifically, if the agent can
obtain the information of the leader, there is an edge from the leader to the ith agent and
b; > 0, otherwise, b; = 0. (a1,a2), (az,a3), ..., (&;—1,4y) is called a directed path from
agentitoagentm, and as(s = 1,2,...,m) represents different agents.

To achieve accurate power sharing that guarantees Hoo consistency for linearly het-
erogeneous multi-intelligentsia, it is necessary to satisfy H;Ipg; — Holp = 0,7 € 9Q and
lim; 0 yi () — yo(t) = 0,i € Q. The following three assumptions are met:

Assumption 1. There is a directed spanning tree with the leader as the root node in
the topology of the systems (18) and (19), which means that there is at least one directed
path from the leader to each follower.

Assumption 2. The existence matrices IT; € R"*" and I'; € R™i*"0 satisfy the
following conditions:

IT;Ag = AIT; + BiT;

. (20)
CiHi = Co,l = 1,2,...,N

Assumption 3. Fori =1,2,---Nand j=1,2,--- N, B; € R"*™i is column full rank
and C; € RT*" is row full rank.

In this section, a multi-bus DC microgrid system with power coupling is modeled
and equated to a linear heterogeneous multi-agent system. This is an essential part of the
controller design.

4. Fuzzy Control Strategy for Current Sharing with FDI Attacks
4.1. Types of FDI Attack and Design of Adaptive Compensator

Unlike the consideration of random attacks in references [30-32], this section studies
continuous FDI attacks. In actual attack environments, it is almost impossible to obtain
real-time status information of the system. Only the measured output signals can be used.
Therefore, this paper uses the output signal of the system and injects the attack signal into
the sensors and actuators of the ith agent. Combining Equations (21) and (22), the structure
of the FDI attack is shown in Figure 4. To alleviate the impact of continuous FDI attacks
on output synchronization performance, this paper designs an output -based adaptive
compensator and proposes an elastic static output feedback collaborative controller.

s {1 —C

E.

Ui

Yi

ra Vi
L]

Figure 4. Attack model under static output feedback control strategy.

In the figure, B; is the controller gain matrix with corresponding dimensions, C; is
the output gain matrix with the corresponding dimension, K; is the gain matrix of the
compensator.

The mathematical model of the attacker’s attacks on the actuator can be expressed as

ui(t) = u;(t) +&(t) (21)

where u; is the elastic control protocol to be designed, ¢; is the attack signal injected into
the actuator, 1/ is the false control input used by the actuator.
Under attacks, the output signal obtained by the ith agent can be described as

vi(t) = yi(t) +7i(t) (22)

where y; is the actual output of the agent, #; is the attack signal, v/ is the false output
information used by the controller.
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Remark 1. The external attacks are bounded. For attackers, it is unrealistic to inject a signal
approaching infinity, which will be physically or logically limited (such as traffic limit, resource
limit, etc.). These signals are differentiable because their changes are continuous. For example,
the total amount of traffic sent by bandwidth limiting attacks is limited by the physical limit of
the network bandwidth. The growth of traffic is continuous; the amount of data sent per second
gradually increases instead of reaching the maximum instantly. The power consumption of the
device is limited by the physical power consumption and will not increase indefinitely. The following
conditions are met:

Nl—

hm fo lle;(t) |2dt)? <

(23)
hm fo ll7:(t) |2dt)

Nl—=

wherei =1,2,---N.

Remark 2. Paranoid attacks and sinusoidal attacks are not rare in our daily life. They cause
great harm. Paranoid attacks of smart grids can lead to power load forecasting errors through
subtle data tampering, and then lead to power supply imbalance. Sinusoidal attacks may disturb
the stability of industrial control systems and affect the production process through periodic data
fluctuations. Therefore, the types of FDI attacks considered in this paper are paranoid attacks and
sinusoidal attacks.

According to the literature [37], the adaptive compensator elastic control protocol
introduced in this paper can be expressed as

u; = ul-j + u?{ (24)

where u? is a standard of controller using the injection of the FDI attack output, u* is a

compensator to be designed, and 1 can be expressed as
ui = Ki(y; — Gllm;) + Ty (25)

where K; is the compensator gain matrix, 77; is the state of the auxiliary system to be
designed, I1;,I'; is the matrix satisfying the corresponding dimension of Equation (20), and
7; is updated as

i(t) = Aori(t) + Fi( ) ai(mi(t) — mj(t)) + bi(mi(t) — xo(t))) (26)

JEN;

u?“ is updated as

R _ t
il = —8,R'BIP, (ciTc,») T (yl v ) — gl 27)

where R; > 0 is the given symmetric positive definite matrix, #; > 0 is the scalar design
parameter for adjusting the synchronization error, 1 is the pseudo inverse, and P; is the
matrix satisfying the following formula:

AlP; + PA; + CIC; — PB;R;'B P, + MR- 'M; = 0 (28)

Based on the above, the state equation of linear heterogeneous MASs under an FDI
attack is
Xi = A,‘X,' + Biuf + 5,’
i = Cix;
X0 = Agxo +
Yo = Coxo

(29)
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4.2. Design of Fuzzy Logic Controller

In this section, the design of a fuzzy logic controller (FLC) under an FDI attack is
proposed. The input of an FLC is the variation Ay; of the output y; of the MASs and the
derivative Ay; of the variation. The subset of Ay; can be abbreviated as {S(Small), B(Big) }.
The Ay, subset can be abbreviated as {S(Small), B(Big) }. The fuzzy subset of the output
value B; of the FLC is {U(Update), N(Do Not Update)}. The FLC structure is shown in
Figure 5. The fuzzy control rules are shown in Table 1. The output update threshold is
shown in Table 2.

AY,

Ay,

Figure 5. Schematic diagram of fuzzy logic controller structure.

Table 1. Fuzzy control rules.

Ay,lAy; Small Big
Small N U
Big U U

Table 2. Output update threshold.

Bi P1 P2 b3 P
Parameter 0.6100 0.6008 0.6008 0.6007
values

The membership function is stored in the membership function library, which is used
to convert digital clarity into fuzzy quantity. The distribution of fuzzy subsets in the
universe of variables is uneven. In this paper, the triangular membership function with a
large slope is used, which not only improves the speed control accuracy near the balance
zero, but also makes the system quickly move from far away from the balance point to
near the balance point when the deviation is large. The membership function is shown in
Figure 6.

Figure 6. Membership function diagram.
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4.3. Criteria for Hoo Consistency of Continuous Linear Heterogeneous Multi-Agent Systems

This section first introduces some theorems that need to be used.
Theorem 1. The conditions for continuous systems to achieve output consistency are
li i(t) —xo(t)|| =0 30
Tim [|x;(£) — xo(#) (30)
In combination with Equation (23), the output consistency can be expressed as
i {| yi(t) = yo(t) [|=0 (31)
t—ro0
wherei =1,2,---N.

Theorem 2. The necessary and sufficient condition for the systems (18) and (19) to achieve Hoo
consistency is that there is a symmetric positive definite matrix Q;, T; and scalar ¢; > 0 satisfying
the following inequality:

T
(A?) Qi+ QAT +CICi Qi QiB;
Qi -1 0 | <0 (32)
BIQ; 0 -T;

where Af = Ai + BiKiCir KiCi = TleiTQi.

Theorem 3. Assuming that the system (29) satisfies the assumptions (1)—(3), the necessary and
sufficient condition for it to achieve Hoo consistency under the action of the controller (24) and
the dynamic compensator (25) is that there are symmetric positive definite matrices {S1,S2} €
R™ X" and {Wy;, Wa;, Wa;, Way, R1j, Roj, Rai, Rai, Rsi, Rei} € R™ %", n* = YN n; + Nny,
i=1,2,...,N, which meet the following requirements [38]:

-7 $¢T D
¢sy -1 O | <o (33)
DT 0 -9

T T
VL @1V, < 0,V pfVir <0 -
V3 92V <0, Vo Py Ve <0
Rq; Sq ) (R4i 51 )
>0, >0 35
(51 R3; 51 Rei (35)
8182 = I, WiiWo; = I, W3;Wy; = I, RyiR3; = I, R5;Rg; = 1 (36)
where
N
Z =Y (Wii+ Ws) — p* (37)
i=1
N
pr= X(Rlli +Ryi) — (2N - 1) (A*Sl + 51A*T) (38)

I
—_

r 911 I L 02 S2 I 9&, S2

0, = A*S1 + SlA*T — Ryq;, 611 = A*S1 + SlA*T — Ry; (40)
0y = SHA* + A*TSZ — Ry, Géi =S5A" + A*T52 — Rs;

{ =g o= 9 @
o1; = (B3, 0), 03 = (I3, 0)
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Bikl - COl i i (B*)
): mj+1—m1, m]
i=1 = 42
B;l == COl N N (B*) ( )
¥ m]'+(l‘71)'rl[)+1, > mj+in0
j=1 j=1
* . .
I; = POWyi  yyaq gy o, (In)
j=1"] j=1"] (43)

I, = row , (I
2i LNy (=)o + 1o Vl]'+ln0( nt)

A= <3 f%)'B* (6 &)e-(@mn)o=(3 Tnr i) @
X = diag{X1,Xa,...,Xn}, X € {A,B,C 11}

D; = diag{Dj;,Dp, ..., Din},i = 1,2

Co = diag{Co,Co,...,Co} € RNT*Nno

Dy = (DI,DI,...,DT)" e RNmoxpo @)
Ag = Iy ® Ay € RN"xNmo

H = H® I, € RN"o>xNmo

. ;L )
where Vi, Voo, Viryis Vi, are the orthogonal complement matrices of 0v;, 02;, 07;, 05;, respectively.

Unlike the controller based on state feedback, due to the existence of Equation (36),
the unknown gain matrix K; and F; of the controller based on output feedback cannot be
directly obtained through the LMI toolbox of MATLAB. Therefore, this paper uses a new
iterative algorithm for calculating the gain of static of the controller [39]. The specific steps
are as follows:

Step 1: Find out the feasible solution of a set of matrices Sy, So, W1;, Wo;, Wai, Wy, Roj,
Rs;i, Rsi, Rg; that meet the following conditions.

N

min : Tr(5152) + E Tr(Wy;Wa; + W3, Wy + Ro;Rs; + Rs:Rg;) (46)
i=1
51 1 Wi; I Wi; I

> > >

< I 52) =0, ( I W2i 20, I W4i 20 (47)
Ry; I Rs; I
> >

( I R3i) - 0’ ( 1 R6i - 0 (48)

wherei =1,2,--- N.
Step2: LetK =1, Flg =S, Flgi = Wi, Zl;l- = Ry;. Find out the feasible solution of a set
of matrices Sy, Sp, Wy;, Wai, Waj, Wy, Roi, R3i, Rsi, Re; that meet the following conditions:

: k k N k k k
min : Tr(S51F5 +FxSy) + L (Te( Wy S, + FX,Wao; + W5, FX,
i=1

(49)
+F5Wy;) +Tr (Roi ZK; + ZX.Ra; + Rs;Z; + Z5.R¢;))

whereo =1,2,0 =1,2,3,4,7t=2,3,5,6.

Step 3: Let K = K + 1, Fk = 50,]]9‘1&. =W

k _
Gir Zri = Ryi.
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N

K—2pk—1  mk—Tpk—2 k—2pk—1 | pk—Tpgk—2 | pk-2pk—1 | pk—1pk-2

TI(F1 Fy - +FF )+2(Tr (Fli Fo ~ Iy o "+ Fy Fy + 5 Fy )
i—1

+Tr (2822 + 2T 2T 4+ T + 2T E?)) - e (RS - 1+ Y - 1 )
N
K k-1 pk—Tpk | pkpk—1 | pk—lpk
) (Tr (FliFZi + Iy By +FylFy + Ty, F4i)
i-1
K k=1 7k—17k 7k 7k—1__ k17K
*Tr(Zh‘Zzi + 2y Ly + Ly + Ly, Z4i)) <v

Then, output S;. Else return to step 2. Here, v is the given maximum error value,
c=12,70=1234, 1=235,6.

Step 4: By taking the output S; into Equation (33), the gain of the unknown matrix of
the system can be solved by the LMI toolbox.

5. Simulation Results

In order to verify that the method proposed in this paper can ensure the stability of
the microgrid system when it undergoes FDI attacks, a simulation experiment is carried
out in the Matlab environment. Considering the universality and the inherent complexity
of the system, a linear heterogeneous MAS containing one leader and four followers was
used. Its structure is shown in Figure 7.

@ (1) 2
I
(D—(3)

Figure 7. Communication topology between leader and followers.

The line resistance between the agents is Ry; = Ri4 = 0.5 (; Ry; = Ryp = 0.2 ();
R3p=Rp3=0.8 O; Ra3 = R34 =1 Ryp = Rp; = 0.4 Q. The whole load of each agent
is RLoadO =1 Q; RLoudl =15 Q,’ RLoadZ =3 Q; RLoadS =15 Q,’ RLoad4 =3 Q). The RLC filter pa-
rameter values of the multi-bus DC microgrid are shown in Table 3, and the PnP parameters
are shown in Table 4. The fractional order PI controller has gain link coefficients Kp = —1.5,
integral link coefficients K; = 3 and A = 0.01 [36]. The required gain K; = 1.8259, 1.7286,
1.7340, 1.7345 and F; can be obtained through Equations (43)—(47).

[—9.6554 —9.6554 —9.6554 —9.6554] [—6.6554 —6.6554 —6.6554 —6.6554]
—7.6554 —7.6554 —7.6554 —7.6554 P —6.6554 —6.6554 —6.6554 —6.6554
—7.6554 —7.6554 —7.6554 —7.6554| > | —6.6554 —6.6554 —6.6554 —6.6554

| —9.6554 —9.6554 —9.6554 —9.6554 | | —6.6554 —6.6554 —6.6554 —6.6554 ]

[—6.7950 —6.7950 —6.7950 —6.7950] [—6.8956 —6.8956 —6.8956 —6.8956]
—6.7950 —6.7950 —6.7950 —6.7950 F - —6.8956 —6.8956 —6.8956 —6.8956
—6.7950 —6.7950 —6.7950 —6.7950| * | —6.8956 —6.8956 —6.8956 —6.8956

| —6.7950 —6.7950 —6.7950 —6.7950 | | —6.8956 —6.8956 —6.8956 —6.8956

The FDI paranoid attack signal injected into the sensor and actuator is ¢; = 2, and the
sine attack signal is 174 = 3sin(t). The FDI attack degree is within an acceptable degree.
Figures 8 and 9 show the output and output errors of MASs under no attack and FDI
injection attacks, respectively. The unattached MASs can quickly achieve output consistency,
while the MASs injected with paranoia and sine attacks cannot achieve Heo consistency.
The system will continue to oscillate and maintain a relatively large synchronization
error boundary.
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Table 3. RLC filter parameter values.

RLC Filter Resistance Value RLC Filter Capacitance Value RLC Filter Inductance Value
Ro 04O Co 4 mF Lo 1 mH
Ry 0.8 Q2 C1 3mF Ly 2/3mH
Ry 0.6 ) @) 1 mF L 1/3 mH
R3 04O Cs 2mF Ls 2/3mH
R4 040 Cq 4 mF Ly 1/3mH

Table 4. PnP parameter values.
ml1 Parameter Values ml2 Parameter Values mf’ Parameter Values
mg ~7.6 m? 3 m3 4
m} -8.2 m? -11 m3 6
m} —2.4 m3 -1 m3 1
m} -3.1 m3 -3 m3 2
my —6.6 m3 -3 m3 2
8 ‘
— leader followerl
6 ——followerl| follower2
[ follower2 follower3
4 —follower3| follower4
’ ——follower4 |
-8 ! . .
0 5 10 15 20 10 15 20
Time(s) Time(s)
(a) (b)

Figure 8. Output and output error of multi-agent without attacks. (a) Output of MASs without
attacks; (b) output error of MASs without attacks.

8 8 T
leader ——followerl
6 followerl 6F follower2| 4
follower2 follower3
4 follower3 4t ——followerd| {
—— follower4

0 5 10 15 20 ’ 0 5 10 15 20

Time(s) Time(s)
(a) (b)

Figure 9. Output and output error of multi-agent under FDI attacks. (a) output of MASs with attacks;
(b) Output error of MASs with attacks.

Figure 10 shows the output and error of the MASs using compensators. It is evident
from the figure that the control with the compensator can greatly mitigate the impact of FDI
attacks on DC microgrids. The compensated controller achieves a better synchronization
performance.
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— leader followerl
6 followerl |1 follower2
follower2 follower3
4 —follower3| follower4
——follower4
2 ]
g 0
-2
-4
-6
8 . . .
0 5 10 15 20 10 15 20
Time(s) Time(s)
(a) (b)

Figure 10. Output and output error of multi-agent systems with compensators under FDI attacks.
(a) Output of MASs with compensator; (b) output error of MASs with compensator.

When the FLC is triggered, Tri = 1, otherwise, Tri = 0. The simulation results are
shown in Figures 11 and 12. From the simulation results, it is evident that the fuzzy logic
controller system processes this information more efficiently and reduces the communica-
tion bandwidth. Compared with the literature [37], the method in this paper can effectively
reduce the number of communications and ensures the output consistency without affecting
the system’s performance and response speed.

— leader —followerl
6 —— followerl ——follower2|
follower2 follower3
4 —— follower3 follower4 |+
—— follower4
2
. O\ .
so &
-2
-4
-6
8 . . . . .
0 5 10 15 20 10 15 20
Time(s) Time(s)
(@) (b)

Figure 11. Fuzzy control multi-agent output and output error with compensator under FDI attacks.
(a) output of MASs with FLC; (b) Output error of MASs with FLC.

2
—— Controllerl
15— i
a
E —
E
osH -
o I I I I I I I I
0 2 4 6 8 @ 10 12 14 16 18 20
? T T T T T T T T
— Controller2
15— a5
g
= ! =
£
osf- -
o I I I I I I I I I
0 2 4 6 8 () 10 12 14 16 18 20
2 T T T T T T T T
—— Controller3
15— -
g
= 1 =
£
osf- -
o I I I I I I I I
0 2 4 6 8 © 10 12 14 16 18 20
2 T T T T T T T T
—— Controllerd]
15 -
S
Z 1 —
=
o5~ —
0 I I | I I I I
0 2 4 6 8 @ 10 12 14 16 18 20

Time(s)

Figure 12. FLC trigger update time: (a) follower 1 update time; (b) follower 2 update time; (c) follower
3 update time; (d) follower 4 update time.
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6. Conclusions

In the context of field medical microgrids with an increasing proportion of distributed
power sources, it is difficult for single-bus systems to adapt to complex power demand
changes and distributed energy access needs. A distributed consensus fuzzy control
method and fractional order control for power sharing have been proposed to solve the
problems of unbalanced power sharing for field medical microgrids in this paper. This
method has improved the reliability and adaptability of field medical microgrids, enabling
them to better cope with various uncertainties and dynamic changes in the actual field.
Under this distributed control framework, the proposed method has enabled coordination
among nodes through limited communication without the need for global information
from a centralized controller, which has effectively reduced the communication burden
and improved the robustness and scalability of the system. Finally, the effectiveness of the
proposed method has been verified by a simulation.

Future research will consider nonlinear heterogeneous multi-agent systems, with the
aim of improving the security and robustness of the control system against more types of
network attacks. Emerging technologies such as artificial intelligence, big data analytics
and Internet of Things will be combined to improve the intelligence of current shared
control strategies.
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