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Abstract: As of today, Bitcoin suffers with restrictive transaction throughput of 3-7 transactions per
sec and the transaction confirmation takes several min as bitcoin blockchain was designed with a
block creation time of 10 min and each block is restricted with less blocksize for fast transmission.
In this paper, we obtained the optimal transaction throughput for a Proof-of-Work (PoW) based
longest chain rule blockchain network (called bitcoin protocol). This is done by modeling the delay
diameter (D) and double spending attack in a Erdds-Rényi random network topology as constraints.
Through numerical results, it is shown that the throughput can be significatly improved without
compromising the fairness of the network.

Keywords: block creation rate; delay diameter; probability of successful double-spend; throughput;
rewards

1. Introduction

Blockchain was introduced by Satoshi Nakamoto as a peer-to-peer network for cryptocurrencies
like bitcoin [1]. It has also found application in smart contract based decentralized applications (DApp)
like medical records [2] and IoT applications [3].

Blockchain involves creation of blocks by solving a computationally hard problem called
Proof-of-Work (PoW) and validation of transactions through local copies of the blocks at each node.
The difficulty of this task is adaptively set so that a block is created approximately once every 10 min in
the entire network. Some calculations for the average delay in the bitcoin network are available in [4].

The bitcoin’s consensus rule [1] has severe scalability limitations in terms of number of transactions
processed per second (TPS). This is due to the significantly large amount of time assigned for block
creation and solving PoW task for which miners get rewards in terms of the crypto-currency. Another
major issue with the bitcoin protocol is the double spend attack [5], where a bitcoin is used fraudlently
for multiple transactions.

A GHOST (Greedy Heaviest Objervable Sub-tree) rule was proposed in [6] to address this, where,
instead of a longest chain consensus rule, the path of the subtree with the combined hardest PoW is
chosen. However, the TPS for this protocol is still quite less [7].

A Spectre protocol is proposed in [8] which builds upon the the Directed Acyclic Graph (DAG) idea
to achieve low confirmation time by interpreting the reference links as votes to compare between pairs
of blocks. This protocol provides the pair-wise ordering of the blocks but not the complete ordering of
the blocks. While the TPS is much better compared to [1,6,8] cannot be used for smart contracts.

A permissioned blockchain, Hyperledger Fabric was proposed in [9] with Practical Byzantine Fault
Tolerant (PBFT) distributed consensus protocol for running distributed applications. PBFT achieves
high transaction throughput, but is limited to only a few nodes due to communication overhead.

In this paper, we propose a mathematical model for optimizing the TPS for a bitcoin network
by using the double spending attack as a constraint. The TPS is obtained as a function of the of
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block creation rate(A), block size(b) and delay diameter of the network (D). The delay diameter (D) is
modeled by assuming the blockchain as a Erdds-Rényi random network topology [10]. Our model
ensures an increase in the block creation rate resulting in improved throughput. Through numerical
results, it is shown that this is achieved without disturbing the balance between the hashrate and
rewards for miners in the network.

The rest of the paper is organized as follows. Section 1 describes the System model and system
parameters, Section 2 describes the preliminaries of End-to-End delay and mainchain growth rate
in Blockchain network considered as in Erdds-Rényi random network. In Section 3, we formulate
the optimization problem for maximizing the block creation rate and the transaction throughput.
In Section 4, we present the analytical and simulation results. In Section 5, we conclude the paper and
gave future directions of research.

2. System Model

We refer to the models in [6,10] where the bitcoin network is considered as a directed graph with
parameters given in Table 1.

Table 1. System parameters for the model in [6].

Symbol Description

Vv Set of nodes in the network

E Set of edges between a pair of node

n Number of nodes in the network

Po Computational power at the o' node

A Block creation rate

B Main chain growth rate

q Fraction of the attacker’s computational power
b Block size in kB

K Number of transactions per kB

D Delay diameter (end-to-end delay) in the network
h Depth of the tree in [11]

N; Number of nodes connected to a given node
Ny, Number of confirmations required for a Txn
N, Number of blocks found by the attacker

Py Prob. of successful double-spend attack

Lemma 1. The end-to-end block propagation time in the bitcoin network [10,11] where the degree of the node is
derived from a binomial distribution is

D=h (Tp + Ib{Nt) 1)

where
Niy=(n—-1)P. 2)
h = [log, (n(N; —1) +1)] (3)

Lemma 2. For a blockchain network generating blocks at a rate A and delay diameter D, the lower bound of the
main chain growth rate p is

— 4)
1- 2 4D

VN

Proof. See Appendix A.
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Corollary 1. For N — o

©)

3. Optimal Throughput

Theorem 2. In a blockchain network with throughput TPS(A, b) and end-to-end delay D, the optimal block
creation rate is

A=o5 (6)

and the optimal transaction throughput is given by

bK

TPS(A,b) = m

@)

Proof. Our goal is to maximize the number of transactions per second TPS(A,b) with very low
probability of successful double-spend attack. So, the optimization problem can be framed as

max TPS(A,b) 8)
st g< § )

1
1 >D (10)

where gA is the attacker’s chain growth rate and % is the block creation interval. - -
TPS(A,b) = BUK, (11)

substituting for B from (4) in (8), the optimal A is obtained by solving

m/\ax + (12)
1-—+AD
VN
3
.t 1-—=+AD) <1 13
st q(l— 5 +AD) (13)
AD <1 (14)

The solution to the optimization problem is provided in Appendix B.

Proposition 1. If q;, is the probability the attacker will ever catch up from z blocks behind the honest nodes [1] is

q max(Nj,,0)
1, ifz<0org> (1—gq).
_ . f q>(1-q) (16)
(1’%,1) , ifz>0andq < (1—9q).
then the probability of successful double-spend attack is
No _n 4
Ny—1 (Nh%> e Niy q N,—N,
L () a
No=0 N,! 1—9g
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Proof. If the honest nodes create Nj, (see Table 1) number of blocks in an average time of %, then
the attacker found N, number of blocks in the same time interval follows poisson distribution with
expected value

q
o = Nj— (18)
"p

Since attacker’s chain growth rate is less than the main chain growth rate (A < f from (9))
N, < Nj,.
Np—1 N, ,—a
atNae
Pi= ) Tn (19)
Nemo Na!

By substituting (16) with z = Nj, — N, and (18) in (19) yields (17) .

4. Results and Discussions

Table 2 lists the values of the parameters used for generating the results in this section. See Table 1
for a description.

Table 2. Parameter values for the case of Bitcoin.

Parameter Value

n 10,000 [12]

N¢ 8 [12]

P, 8.0/(n—1) =~ 0.0008

Ty 30 msec

b 4 MB

R >25Mbps [13] but chosen 10 Mbps
q <0.5

K 4 txn’s/KB  for bitcoin [14]

(7) is used for computing the TPS plotted in Figure 1 with respect to the block size b. The TPS
increases slowly with b since increasing block size results in an increase in the delay D. This reduces
the block creation rate in (6) and main chain growth rate (4).

Figure 1 shows that the minimum achievable throughput is around 400 TPS whereas existing
bitcoin networks have a throughput around 3—4 TPS [14].

500

T T T
— R =10 Mbps, N = 3000

Optimal TPS

Blockc size (b)

Figure 1. Block size (b) Vs TPS

Figure 2 shows the number of confirmations required with increase in the attacker’s hash rate 4.
It shows that the P; is less compared to the original bitcoin framework [1] as gA < Bin (9).

We have conducted an event-driven simulation using python by generating events for 1 day as
per the information propagation protocol in [4] for bitcoin blockchain network with n = 10,000 nodes
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and 13 miners having the Hashrate distribution shown in [15]. We generated the events for creating
a block, broadcating the block to neighbours and adding the block after verifying the block height
and hash of the previous block. The timing information for block generation event of each miner was
drawn from exponetial distribution with mean equals to A times the fraction of the hashrate of the
corresponding miner. The simulation was performed such that end-to-end delay should be equal to
D =~ 17 s calculated for parameter values shown in Table 2 using (1). These results shown that, with an
optimal block creation rate of A = %, the longest-chain rule PoW blockchain network will performs
similar to the system with block creation rate of 6%0'
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Figure 2. Attacker’s rate (q) Vs P;.

We have chosen the optimal block creation rate A = % (% < D). Figure 3a,b shows the block
height w.r.t time of creation. In both cases g > H% = 51 is satisfied. From Figure 3b, f = 0.0266 and
optimal throughput is ~425 txn’s/sec which is comaparable with analytical resulsts shown in Figure 1.
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Figure 3. Time in sec Vs Block height for 1 day. In (a) and (b) you can see the blocks created by different
miners in different colours.

Figure 4b shows the proportion of the rewards (shown by red dots) of each miner are nearly equal
to their proportion of the hash rates (shown by a line) in the network and is comparable with the
rewards proportion for A = 61W shown in Figure 4a. These results shown that, with an optimal block
creation rate of A = %, the longest-chain rule PoW blockchain network will performs similar to the
system with block creation rate of 6%.
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5. Conclusions and Future Research

0.20

In this paper, we obtained an analytical expression for the optimal block creation rate and optimal
throughput by considering the bitcoin network in [10,11]. Our numerical results show that the
achievable throughput can be a hundred times more than the current throughput in the existing
blockchain network. The simulation results show that the proportion of the rewards of the miners are
comparable to their hash distribution with the optimal block creation rate. This opens up immense
possibilities for research in blockchain technology in distributed consensus protocols and security.

Funding: This research was funded by 5G Research and Building Next Generation Solutions for Indian Market
Project, Dept. Information Technology, Govt. of India.

Abbreviations

The following abbreviations are used in this manuscript:

PoW  Proof-of-Work

TPS

Transactions processed per second

Appendix A. Proof of Lemma 2

The main chain growth rate [6]

-1
1 N
-y X

p=>
N4

{Xi}g\; = D + Y, (ith Block creation time)
m
]':

{zj}:_, ~ poiss(A;), (jth miner creates blocks with a rate of A;)

m
) zj ~ poiss(A), (Blocks are created with a rate of A in the entire network)
j=1

Y ~ exp(A), (Block creation interval)

Thus,

1
E [Xz] =D + X,Var (Xz) = —

(A1)

(A2)
(A3)

(A4)

(A5)

(A6)



Proceedings 2019, 28, 6 7 of 10

Let

Sy = 1 X (A7)

Using the central limit theorem [16] and (A6),

1

SNNN(y,02>, y:D—f—%,aZ:W

(A8)

.-.Pr[slNéﬁFQ(\/aﬁ (;—#D (A9)

where Q(-) is the Q-function [17]. From Figure A1, it is obvious that the maximum value of Q(x) ~

1
1,x < —3. Thus, Pr [S— < ,B] is maximum for
N

VN (1
— (= - < — A10
s (5= (A1
A
= B> 5 D (A11)
1— N +
1 T T T T T T
U S VU W S S S
Zos| oo ........... .......... .......... .......... .......... .......... ...........
04k .......... .......... .......... ,,,,,,,,,, .......... ...........
U U S SRS SO WO S A SO
PN — A - e\ S - .
] — .......... .......... ........... ........ .......... ..........
= N s e S a
Figure A1. The Q function.
Appendix B. Proof of Theorem 2
In (8), The objective function
A
fA) = — (A12)
1-— N + AD
is concave and and the constraints
A) = (1 3 + /\D) -1 (A13)
81 q \/ﬁ

() =AD -1 (A14)
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are affine. The lagrangian of the optimization problem is given by

A 3

The optimal solution is obtained by solving

L) _ 0 Al6
1 AD
— 3 1D ; 5 — H1qD — 2D =0 (A17)
VN (1- J +4D)
1— 2
= ; VN 5 = u1gD + u2 D (A18)
(1-F+AD
and
oL (A, )
——— =0 A19
ot (A19)
3
= 1-—+AD)—-1=0 A20
(1= 75+ 20) (A20
3 1
or 1———+AD="> (A21)
VN q
and
2 (A, )
=0 A22
2 (a22)
— AD-1=0 (A23)
From (A21) and (A23),
1/p 3 >
A== (B4 A24
D (q VN (A2
A=t (A25)
D
From (A24),
2(A) >0 (A26)
So, g1(A) < Ois aninactive (41 = 0) and for g = 0, g1 (A) no longer become a constraint. These can
be observed in Figure A2.
From (A18) and (A25)
A= L (A27)
D
1— % 1
= YN (A28)
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Since pp > 0 for after creating sufficiently large number of blocks (N), A in (A27) yields the

optimum throughput in (7) for sufficiently large N.

Graphical representation of Optimization problem
T T T T

e
— 20
— 9(}),q=0.00 4
— 9(\),q=0.12
— a(N)9=025
91(A),q = 0.38 []
— 91(1).9=0.50

-1.0

I I

0.00 0.05 0.10 0.15 0.20 0.25
A

Figure A2. Graphical representation of Optimization problem.
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