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Abstract

:

Applications of drones have increased significantly in the past decade for both indoor and outdoor operations. In order to assist autonomous drone navigation, there are numerous sensors installed onboard the vehicles. These include Global Navigation Satellite Systems (GNSS) chipsets, inertial sensors, barometer, lidar, radar and vision sensors. The two sensors used most often by drone autopilot controllers for absolute positioning are the GNSS chipsets and barometer. Although, for most outdoor operations, these sensors provide accurate and reliable position information, their accuracy, availability, and integrity deteriorate for indoor applications and in the presence of radio frequency interference (RFI), such as GNSS spoofing and jamming. Therefore, it is possible to derive network-based locations from Wi-Fi and cellular transmission. Although there have been many theoretical studies on network positioning, limited resources are available for the expected quantitative performance of these positioning methodologies. In this paper, the authors investigate both the horizontal and vertical accuracy of the Android network location engines under rural, suburban, and urban environments. The paper determines the horizontal location accuracy to be approximately 1637 m, 38 m, and 32 m in terms of 68% circular error probable (CEP) for rural, suburban, and urban environments, respectively, and the vertical accuracy to be 1.2 m and 4.6 m in terms of 68% CEP for suburban and urban environments, respectively. In addition, the availability and latency of the location engines are explored. Furthermore, the paper assesses the accuracy of the Android network location accuracy indicator for various drone operation environments. The assessed accuracies of the network locations provide a deeper insight into their potential for drone navigation.
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1. Introduction


Applications of drone navigation have been rapidly diversifying in the past decade. Drones are not only used for recreational purposes, but also for agriculture, geographical surveying, reconnaissance, and possibly for remote delivery [1]. In order to provide navigation information to the operators, or ensure fully autonomous systems, it is imperative to have accurate and reliable position, velocity, and time (PVT) information. There is an abundance of sensors and positioning techniques that are incorporated to provide the necessary PVT information to drones. These include, but are not limited to, GNSS receivers, inertial navigation systems composed of accelerometers and gyroscopes, magnetometers, barometers, and cameras.



Many drones utilize inertial sensors, as these are standalone sensors that do not rely on external resources to provide navigation information. In addition, their high update rate, compact size, and low weight make them ideal sensors for drones that carry out high dynamic maneuvers. However, as inertial measurements need to be integrated to obtain position solutions, cheaper sensors are prone to drift. Consequently, other sensors such as GNSS and barometer are used together with the inertial sensors. GNSS sensors provide accurate absolute PVT to the users, and barometers provide altitude estimates with respect to the standard atmospheric pressure or a local reference station. Although this suite of sensors provides accurate PVT to the users in nominal outdoor environments, they need additional sensors to navigate indoor environments or when in the presence of radio frequency interference (RFI). This is because under these conditions, GNSS may be unavailable or not trustable. Consequently, numerous localization methodologies have been developed to complement these sensors and assist in drone navigation, one of which is network positioning. Unlike methodologies, such as simultaneous localization and mapping (SLAM) or ground-based localization systems, network positioning does not require a large onboard computational load, and a lot of the necessary infrastructure is already available in areas with Wi-Fi or cell service. Network positioning is a means of absolute positioning that is popular in smartphones, but has had limited exploitation in autonomous vehicle operations.



In order to assess the potential of network positioning for drone applications, the authors investigated the accuracy and the characteristics of the network location provider (NLP) in Android devices. This was preliminarily presented by Nedelkov, but a more extensive investigation is presented within this paper [2]. The accuracy of the NLP was tested under rural, suburban, and urban environments with varying numbers of available Wi-Fi and cell access points. For the positioning assessment, the authors attempted to characterize the accuracy of, not only the horizontal positions, but also the altitude provided by the NLP. Afterwards, the accuracy of the NLP was quantified with respect to the number of Wi-Fi and cell access points available. These accuracies were compared with Google’s NLP accuracy estimates to see how well the estimates bound the errors, and, if necessary, how much they need to be inflated by before being passed on to the drone’s flight controller for navigation error bounding. Furthermore, availability, update rate, and latency of the NLP were assessed under different conditions. Effectively, the results of this paper aim to highlight the expected performance of the out-of-the-box Android NLP under various drone operating conditions. Overall, the main contributions of this paper include:




	
Characterization of the NLP accuracy in several environments with varying numbers of visible Wi-Fi and cell tower access points;



	
Accuracy assessment of the altitude measurements provided by the NLP;



	
Determining the correlation between the NLP accuracy and the number of visible access points;



	
Validation of the position accuracy estimates provided by the NLP;



	
Investigation of the NLP availability, update rate, and latency.









2. Navigation Sensors and Techniques for Drones


2.1. Inertial Sensors


Inertial sensors are effective in providing high-rate linear acceleration and angular acceleration to the users. For example, one of the drone flight controllers, Pixhawk 4, carries an ICM-20689 that supports up to 8000 Hz and 4000 Hz rate for gyroscope and accelerometer, respectively [3,4]. This information, coupled with the flight controller’s feedback loop, allows drone attitude determination, stabilization, and to an extent, relative positioning. For positioning, the accelerations can be integrated over time to determine the relative change in velocity and position in the drone’s body frame. When coupled with the magnetometer, all of the relative measurements will be in an east, north, up (ENU) inertial frame. Although the PVT information from the inertial sensors are very useful, especially for dead reckoning [5], the accuracies are dependent on the calibration and the drift of the sensors. For drones, such as the DJI S1000, which are used extensively for industry applications, such as agricultural and filmography applications, there are weight and power restrictions, such as a 15 min flight time and maximum takeoff weight of 11 kg [6]. Therefore, it is difficult to install high accuracy, geodetic survey grade inertial navigation sensors (INS) onboard the drones, as they are heavy, bulky, and require high power consumption. Consequently, although the low-cost INS on the drones can be used for stabilization and short-term relative positioning, an absolute positioning sensor is required for safe and accurate navigation.




2.2. Vision-Based Sensors


The two most popular forms of vision-based navigation are visual odometry (VO) and SLAM. VO is the process of estimating the egomotion of the drone using the camera attached to it [7]. SLAM uses a camera to build a map of its surroundings, and determine its location [8]. Although these methodologies are effective in localization, they require a lot of computational load and an onboard vision sensor. Furthermore, although they provide position estimates, they are local coordinates and cannot provide absolute positions unless there is a reference point.




2.3. Barometer


The barometer is a reliable sensor for altitude determination. Although conceptually it is a relative positioning device that uses the measured atmospheric pressure to determine the altitude, it is often used as an absolute positioning sensor. When it is used as a standalone sensor with no corrections, the hypsometric equation can be used with the standard atmospheric pressure as the reference to compute the estimated altitude [9]. However, as the atmospheric pressure is dependent on the weather, geolocation, and time of day, it needs to be corrected. Lee investigated the accuracy and variations of barometric altitude around the United States and in Boulder, Colorado, and concluded that without corrections, the barometric altitude accuracy has a standard deviation of 11 m [10]. Furthermore, he looked at how the local barometric corrections could aid in improving the accuracy of the altitude estimates up to a standard deviation of 2.3 m. However, the problem remains that without corrections and in the presence of pressure gradients due to a storm, the altitude accuracy is very limited. Furthermore, barometers are limited to altitude measurements and cannot provide horizontal PVT information.




2.4. GNSS


GNSS receivers are often used onboard drones to satisfy the absolute positioning requirements. They use signals transmitted from GNSS satellites to determine the user PVT. For a standalone GPS L1 receiver, it has horizontal accuracies of 10 m and vertical accuracies of 15 m [11]. However, its accuracy has improved significantly to a decimeter level with the addition of differential GNSS (DGNSS), precise point positioning (PPP), real time kinematics (RTK), triple frequency on L1, L2, and L5 bands, and multi-constellation, including GPS, Galileo, GLONASS, and BeiDou, and geostationary systems, such as GAGAN and QZSS [12]. Furthermore, both the accuracy and the integrity of the GNSS PVT has increased with the addition of fault monitoring systems, such as the ground based augmentation system (GBAS), space-based augmentation system (SBAS), and local area DGNSS (LADGNSS) [13]. Therefore, GNSS is able to provide the necessary high accuracy and integrity information to the drones. However, GNSS has two significant limitations for drone applications. One of these is indoor navigation or operation in urban canyon environments where there are many high-rise buildings around the receiver. When there are obstacles blocking the line-of-sight (LOS) signal between the receiver and the user, GNSS signals may have large amounts of multipath due to signals bouncing off structures, which leads to inaccurate ranging measurements, or may be significantly attenuated or unavailable [14]. The second and more troubling limitation is operation in the presence of RFI, such as spoofing or jamming. In the case of spoofing, false GNSS signals are transmitted to the receiver to fool the receiver into thinking that it is at the wrong location or time. The concept of GNSS spoofing was introduced by Humphreys, and demonstrated on drone navigation by Kerns [15,16]. Furthermore, GNSS spoofing has been proven fatal for commercial GNSS receivers, such as u-Blox, which is often used by most drones, Apple smartphones, and the latest Android smartphone GNSS chipsets produced by Qualcomm, Broadcom, and Huawei [17]. In the case of jamming, the entire GNSS signal spectrum is flooded with noise, causing there to be no signals available for processing. Although there exist multiple methods to identify potential spoofing or jamming using GNSS raw measurements, GNSS NMEA messages, INS, network positioning, or automatic gain control (AGC), methods to mitigate spoofing are limited [17,18,19,20]. Consequently, another source of absolute positioning is required to check for GNSS positioning integrity, and serve as an alternative source of PVT when there is no GNSS availability or if GNSS integrity is compromised.




2.5. Ground-Based Localization


There are several localization methods available that can complement GNSS. Unlike GNSS which uses satellites in orbit to provide signals to the user, the transmitters are ground-based. Although there are both local and global systems, one example of a global system is LocataTech, which is developed by Locata. There are several transmitters installed at areas with strong radio-positioning signals, and they can provide localization services to users in indoor and outdoor environments. Unlike GNSS, which has a typical received signal strength of -125 dBm, LocataTech is able to provide received signal strength of -84 dBm at 10 km and -64 dBm at 1 km from the transmitter [21]. Furthermore, the distribution of the transmitters can be adjusted according to the required operation environments. However, the downside of these localization approaches is that the infrastructure needs to be installed and available prior to operation.




2.6. Network Positioning


One of the most promising forms of absolute positioning, other than GNSS and LocataTech, is network positioning. The most common method of network positioning is known as fingerprinting, which utilizes a database of all recorded network access point locations, including Wi-Fi routers and cell towers. These access points are used in conjunction with the list of network access points available at that time with their respective ranges to determine location estimates. Zandbergen (2012) mentions that Wi-Fi positioning can achieve 43 to 92 m accuracy, while Yang et al. (2010) reports that cell tower localization is able to provide median errors down to 55 m [22,23]. Although the accuracy of network positioning is lower than that of GNSS, it serves as a great source of alternative position, navigation, and time (APNT) for drones. It will complement the GNSS receivers, especially when GNSS availability is limited, or when GNSS integrity is compromised due to spoofing. For example, when the GNSS signal is attenuated due to jamming or obstructions, the signal carrier to noise ratio density (C/No) and the quality of the code and carrier measurements decline, leading to a degradation in the PVT accuracy. Beyond a certain attenuation point, such as inside a building basement, there will no longer be a GNSS solution available. However, in the case of network positioning, there may be signal sources inside buildings, which mitigates this issue. Furthermore, the frequency spectrum of the Wi-Fi and cell signals do not overlap with the GNSS signals, and so are unaffected by GNSS RFI. In the presence of GNSS spoofing, it is proven that although the GNSS receiver is successfully spoofed, the network location engine is unaffected [17]. In addition, the widespread adoption of 5G technology would significantly improve the accuracy of network positioning in the years to come. In addition, the network chipset inside smartphones is made to have low power consumption and a small physical size, allowing the sensor to be added to the drones while minimally impacting the operation duration and payload.





3. Network Positioning


3.1. Wi-Fi Fingerprinting


The NLP primarily utilizes Wi-Fi fingerprinting, a technique that constructs a radio map from network access points and the geolocations they were detected at, and then compares this radio map against the user’s current available access points and respective signal strengths. If the true locations of the access points are known, they can be entered into the database instead. As Wi-Fi fingerprinting uses the constructed radio map for positioning, the accuracy of the map directly correlates to the performance of the NLP. The maps can be an open source of proprietary to the operating companies. One example of a public crowd-source database of Wi-Fi, cell, and Bluetooth access points is WIGLE. It has been collecting network access points and their locations from public users using their Android application since 2002, and has accumulated over 820 million Wi-Fi networks on its database [24]. It is possible for the users to access the information including the BSSID/MAC address, location, and updated date of the access point. On the other hand, large organizations, such as Google, are constantly collecting new fingerprints and updating their large databases to maintain an accurate NLP. Google went into greater detail regarding their fingerprinting methodology in a letter released to the Defense Priorities and Allocations System in 2010 [25]. Google tracks the media access control (MAC) address and the received signal strength (RSS) of each visible access point, along with the GPS location of the user’s device. They use this information by comparing the visible MAC addresses with the stored MAC addresses in the database, from which a location is identified. Finally, using the RSS of each access point, a positioning algorithm from the server estimates the location of the user and the location is sent back to the device. Figure 1 illustrates this fingerprinting technique.



By analyzing the information provided by the Android NLP engine, it is possible to gain greater insight into what additional information the device has in addition to the radio map database. Each Wi-Fi access point provides information, including the venue name, SSID/BSSID, signal level, and frequency. Most likely, the signal level is converted into a range by using the free space path loss equation as shown in Equation (1), and then processed for a navigation solution.





  R =      P t     P r    ·  c  4 π f      



(1)




where  R  is the distance between the transmitter and the receiver,    P t    is the transmitted power,    P r    is the received power,  c  is the speed of light, and  f  is the frequency of the signal. However, the limitations of this approach include the lack of knowledge of the initial transmitted power, multipath and attenuation of signals, and difficulty in differentiating between the altitude and clock error when two-dimensional triangulation is used.



Range ambiguity is being addressed in the next generation Wi-Fi positioning called Wi-Fi RTT ranging, which will be discussed further in the following sections. For the altitude resolution, it is possible to add an altitude value to the fingerprint database. In the case of indoor scenarios, a multi-story environment navigation resolution approach can be applied. For example, Han determines the floor of the device in a building by combining three-dimensional fingerprinting with a coarse clustering-based positioning algorithm using the difference of received MAC addresses in varying floors [26]. In another approach, Liu uses the device’s barometer to determine the altitude to assist in floor identification [27]. Similarly, Zhao proposes a hybrid floor-identification algorithm using the barometric pressure of the device and Bayesian classification to determine a floor level with 96.1% accuracy [28].




3.2. Cell Positioning


Although it is not as accurate Wi-Fi positioning, the NLP in Android also utilizes cell tower localization. Cell tower localization is similar to Wi-Fi fingerprinting, since it involves determining a position using the signal strength of visible cell towers and their known location in a database. Figure 2 depicts how a mobile device may determine a location through cell tower triangulation. Using the known cell tower locations and their respective signal power levels observed by the device, it is possible to estimate the user position. Unlike the Wi-Fi routers, it may also be more convenient to estimate the transmitted power from the cell towers, as these would be centrally controlled rather than being dependent on each individual station [29].



Another important characteristic that differentiates Wi-Fi positioning to cell positioning is the range of the signals. Cell signals have longer range, because the typical transmitted cell signal power is greater than that of Wi-Fi, and also cell signals utilize a lower frequency spectrum. Although this assists in providing better availability for cell positioning, it also reduces the need for a high-density cell tower distribution. Consequently, a receiver may often be in the range of only a few cell towers that are kilometers away. In such environments, where there is a low density of cell towers, the accuracy can range from anywhere between a few hundred meters up to multiple kilometers, which is much worse than that of Wi-Fi positioning [23]. In the near future, 5G technology may significantly improve the accuracy of cellular positioning, especially in areas with many 5G access points available. The introduction of 5G technology would allow accuracy within 10 m for scenarios, such as emergency calls, and decimeters in an indoor factory setting [30].



Based on what was extractable from the smartphones used in this study, the Android NLP engine is able to identify what type of network the cell signals are on, so this may help to weight all of the measurements based on their estimated qualities. For example, it is possible to differentiate between GSM, CDMA, LTE, WCDMA, 5G, and TDSCDMA. In terms of measurements, all signals provide a station ID and a power level. In the case of LTE, the bandwidth is provided, and in the case of CDMA, the station latitude and longitude are also available.




3.3. Wi-Fi RTT Ranging


Another form of network positioning is Wi-Fi round-trip time (RTT), which measures the distance from a device to nearby Wi-Fi access points to determine a location. The IEEE 802.11mc standard made Wi-Fi RTT possible in 2016 with the fine timing measurement (FTM) protocol [31]. Wi-Fi RTT works by measuring the distance from a device to nearby Wi-Fi access points. More specifically, the RTT is the time it takes for a signal to be sent to the access point, plus the time it takes for the access point to communicate that the signal was received. Wi-Fi RTT allows the user to achieve 1-2 m accuracy in indoor scenarios [32]. This method is superior to Wi-Fi fingerprinting, as there is no need to build a radio map and maintain a large database. Instead, the location of the access points can be configured and provided upon connection [33]. Android added support for Wi-Fi RTT ranging in 2018, although the lack of access points that have implemented the IEEE 802.11mc standard has proved that this technology is still in its early stages. Once more access points support this standard and the technology is more developed, Wi-Fi RTT may grow to be a leading indoor positioning technique with future possibilities of sub-meter accuracy. Although this could be revolutionary for indoor drone positioning, the limited number of access points currently supporting this standard prompts the authors to focus on the current capabilities of traditional Wi-Fi and cell localization instead.





4. Testing Scenario


In order to evaluate the accuracy of the NLP, a set of experiments were devised to test the NLP engine under a plurality of scenarios. As the network location provider provides not only latitude and longitude, but also altitude, an assessment was carried out for both horizontal and vertical accuracies. For the horizontal accuracy, a drive test was carried out in rural, suburban, and urban environments with varying amounts of Wi-Fi and cell coverage. For the rural scenario, a route around Erie, Colorado, was selected. This was because most of the route was through farmlands, which meant that the number of visible Wi-Fi access points is limited. For the suburban scenario, a drive through Boulder, Colorado, was chosen. This is due to the presence of many small businesses and residential houses along the route. For the urban scenario, Denver, Colorado, was chosen due to the large number of high-rise buildings and numerous corporate networks located in the city center. For the vertical accuracy, a drive test was carried out near Boulder, Colorado, where there are altitude variations between 1620 m and 1720 m in a less than 10-min time period. A summary of the scenarios is provided in Table 1 and the route visualizations are provided in Figure 3. Each test was approximately one hour long and was carried out on 11 December 2021.



The device used to log the data was a pair of Samsung S21 Ultra 5G. The phone had Wi-Fi and cell turned on, and the “Wi-Fi scanning” option which “lets apps use Wi-Fi for more accurate location detection, even when Wi-Fi is off” was enabled. The data was logged using a custom logger that logs information provided by the Android Network Location Provider and all visible Wi-Fi and cell access points.



For truth comparison, a u-blox C099-F9P receiver with a ZED-F9P GNSS module and a L1/L2 multi-band, high precision GNSS antenna was used for data collection. The data collected was processed using RTKLib PPP-RTK dynamic mode with NIST, Colorado, as a reference DGNSS station. As the expected accuracy of the u-blox is within 0.01 m with RTK and has a navigation update rate of 20 Hz, it was deemed sufficient to serve as a truth reference for this study [34]. Furthermore, although the performance of GNSS receivers is limited in signal-attenuated environments where no GNSS signals are available, or in the presence of spoofing, the authors verified that the dataset collected had 100% GNSS availability, and no form of GNSS spoofing.




5. Results


5.1. Horizontal Accuracy


Figure 4 shows the total number of Wi-Fi and cell access points available for each NLP solution. Looking at the total number of access points, it is clear that there were a limited number of access points for the rural set, and an abundant number of access points for the urban set. The rural set scenario had a root mean squared (RMS) of 25 access points for all epochs with a network location solution, the suburban scenario had an RMS of 75 access points, and the urban scenario had an RMS of 100 access points. Typically, a larger quantity of access points corresponds to a better accuracy, but for the case of the suburban scenario there are points with over 130 access points with low accuracy. This is because those are near student apartments, and at the time this test was carried out, many students were moving in and out due to the end of the semester, which altered the physical location of the Wi-Fi routers, contributing to a degradation of fingerprinting database accuracy. In order to validate this speculation, positions from the NLP were recorded in static mode inside a house, then repeated after leaving the phone in the same position, and moving the location of the Wi-Fi routers. The initial static test resulted in less than 1 m RMS deviation from the mean position, and the deviations were likely due to the deviations in the signal strengths. However, when the routers were moved by approximately 20 m, the positions shifted more than 5 m from the original mean, confirming that changing the locations of the access points is sufficient to change the computed NLP solution. For other locations, especially downtown Denver and Boulder, most Wi-Fi routers in businesses are fixed, so such behavior was not noticed.



Figure 5 shows the horizontal accuracy of all the NLP points for each scenario. In line with the preliminary results discussed by Nedelkov et al. (2020), the horizontal accuracy of the NLP was better when more access points were available. Furthermore, the accuracy of NLP dropped significantly when cell positioning was used instead of Wi-Fi positioning. Although it will be discussed further in the following altitude accuracy section, it is possible to tell whether Wi-Fi access points are used by looking at the availability of altitude measurements for NLP. For the rural scenario, 50% of the NLP had Wi-Fi positioning, while the rural and urban scenarios had Wi-Fi positioning for all of the NLP solutions. Table 2 summarizes the total number of access points observed for each scenario and their respective accuracies. Figure 6 shows the relationship between the number of access points versus the horizontal error. It is possible to see that more access points correlate to a smaller horizontal error.




5.2. Vertical Accuracy


In order to assess when altitude measurements were available, the NLP information was logged with Wi-Fi positioning turned on and off. It was noticed that when only cell positioning was enabled, and when Wi-Fi positioning was enabled but no Wi-Fi access points were available, the altitude field provided by the NLP was null. This indicates that Wi-Fi access points are the source of altitude information. Figure 7 illustrates and Table 3 summarizes the observed accuracy of the NLP measurements. The accuracy was 1.9 m for 68% CEP when the total amount of altitude variation was 200 m for the altitude variation drive. In the case of the suburban scenario, the altitude error was 1.2 m for 68% CEP, and for the urban scenario it was 4.6 m for 68% CEP. This suggests that the altitude fingerprinting for the urban environment is problematic, possibly due to the Android crowdsourcing data being partially obtained from mobile devices above the road inside of multi-floor buildings, which increases the altitude estimate. Furthermore, as the altitude is dependent on the availability of Wi-Fi access points, in Figure 8 the altitude error is plotted against the number of available access points. From the plot, it is possible to see that there is an inverse correlation relationship.




5.3. Protection Level


The Android network location engine not only provides the NLP, but also the expected accuracy of the NLP. This expected accuracy is defined by Google to be the radius of 68% confidence. [35] For horizontal Wi-Fi positioning, the minimum threshold was 11 m, and the maximum was 156.9 m. For horizontal cell positioning, the minimum was 500 m and the maximum was 2300 m. For vertical Wi-Fi positioning, the threshold was between 1 m and 30 m. In order to assess how accurate these values are, the accuracy of the NLP was compared with the estimate for various environments, and the results are shown in the time domain in Figure 9. In the case of horizontal errors, for the urban environment, the Android estimate was fairly accurate and bounded 75% of the errors. In the case of the suburban scenario, it was successful in bounding 72% of the errors. However, in the case of the rural scenario, it was only able to bound 38% of the errors. This indicates that although the Android NLP estimates successfully bound 68% of the measurements for urban and suburban scenarios, they need to be inflated significantly more for the rural environment where only cell positioning is available. In the case of altitude errors, the android estimates bounded 64.2% for the urban scenario, and 93.1% of the errors for the suburban scenario. The rural scenario was not considered due to the limited number of available Wi-Fi altitude measurements. This indicates that although the network altitude is well bounded for smaller buildings, the estimate needs to be inflated for urban environments with Wi-Fi access points located on multiple floors.




5.4. Availability and Latency


From all of the scenarios, the update interval for the NLP was at a minimum of 5 s, and was typically at 5 s or 20 s. This is due to the limited network search rate inherent in the Android devices associated with power savings. Even when only Wi-Fi or only cell positioning was used, the same update rate was observed. For the total number of access points required for cell positioning, the authors looked at the minimum number of access points observed when only cell positioning was used. For Wi-Fi positioning, the minimum number of access points required for altitude measurements was assessed, as altitude is available only when Wi-Fi positioning is available. Consequently, a minimum of two cell towers were required for cell positioning, and only a single Wi-Fi access point available in the fingerprinting database was required for Wi-Fi positioning.



In order to obtain the NLP solution, the access point data needs to be transmitted from the smartphone, computed over the server using the access point fingerprinting, and sent back to the user. This implies that there is a latency between the data collection and PVT computation. In order to estimate this, the time stamps for the GNSS and NLP solutions from the Android device were assessed. Both position fixes provide UTC and receiver time stamps. Although it is difficult to know the timing truth, as GNSS time has on a nanosecond-level accuracy, GNSS time was assumed to be the truth [11]. Also, as the receiver time is common for both location engines, it was used as a comparison basis. When the two location engines were compared, NLP was slower by 1.13 s RMS, which is the location engine latency.





6. Conclusions


In this study, the accuracies of the horizontal and vertical positions provided by the NLP under various scenarios were investigated. When only the cell positioning was used, no altitude measurements were provided, and the horizontal accuracy was limited to 500 m or worse. When Wi-Fi was available, the urban scenario had the best horizontal accuracy, and the worst vertical accuracy. This is because in the urban case, there were the greatest number of access points available lending to the high horizontal accuracy. However, those access points were located on various floors of multi-story buildings, and the locations used for the crowdsourcing were also from various altitudes.



Consequently, for rural environments, some level of coarse positioning is available from the cell locations when two or more cell towers were available. When one or more Wi-Fi access points registered in the fingerprint database is available, altitude measurements are available as well. For suburban navigation, the expected accuracy of the NLP is 38 m horizontal and 1.2 m vertical for 68% CEP. For urban navigation, the expected horizontal accuracy increases further but the altitude estimates are less reliable. Also, the Android estimated errors are similar to the actual errors for the suburban scenario, but the Android underestimates the horizontal accuracy for rural environments, and underestimates the vertical accuracy for urban environments. A summary of the NLP performances is provided in Table 4. However, it is important to note that these performances were based on the network fingerprinting database available at that time to the Android devices. If any of the access points are not available in the database, they cannot be used for navigation solution computation, and if the location of the access points has moved and has not been updated in the database yet, inaccurate localization solutions can be computed. Also, the NLP rate suggests that although it can be used for various navigation purposes, the relatively lower update rate and latency compared to other sensors, such as GNSS and INS, may be a limiting factor for high dynamic operations.



This study provides insight into the expected accuracy of Android NLP under various environments, and assesses the accuracy of the corresponding estimated errors. Furthermore, the altitude analysis suggests that although NLP is often used for geolocation purposes in two-dimensional maps, it can also be used to provide altitude information as well. This altitude can be used not only for navigation, but also for barometric altitude calibrations in the absence of local pressure monitoring stations. Furthermore, these expected accuracies may assist in estimating the error bounds for NLP in various environments as a form of APNT, and a method to validate the GNSS measurements for the potential presence of spoofing [36]. This study was carried out outdoors, as GNSS truth was only available outdoors. However, as the NLP is dependent on the availability of Wi-Fi and cell tower signals, similar performance is expected indoors as well. In order to obtain a more statistically significant representation of diverse operation environments, additional exhaustive and comprehensive data collection in required. This paper is a performance assessment of NLP at this point in time, and the accuracies are expected to further improve in the future with the infrastructure expansion of more 5G cell towers and 802.11mc compatible Wi-Fi routers.
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Figure 1. Wi-Fi fingerprinting methodology. Access points are received by a user, and the corresponding identifier and location is saved to the database. When another device receives a set of identifier and the corresponding power, it is sent to a server to be converted to a location solution. 
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Figure 2. Illustration of cell localization using cell towers. If the locations of the cell towers are known, and the distance to each cell tower can be estimated, a position solution can be computed. 
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Figure 3. The routes used for each of the test scenarios. (A) Erie, Colorado, with limited Wi-Fi and Cell coverage; (B) downtown Boulder, Colorado, with many residential network coverage; (C) downtown Denver, Colorado, with many corporate and business network coverage; (D) a loop with a lot of elevation changes;. 
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Figure 4. Representation of the route in black, available NLP in colored dots, and the representation of the number of access points in the respective colors. (A) is the rural scenario, (B) is the suburban drive, and (C) is the urban test for downtown Denver. 
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Figure 5. Cumulative distribution function plot of the horizontal errors observed for three scenarios: rural, suburban, and urban. The urban scenario had the least horizontal errors, and the rural scenario had the most errors. 
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Figure 6. Relationship between the number of access points and the observed horizontal error. When only cell positioning is used (rural), the horizontal error was the greatest. For suburban and urban scenarios when Wi-Fi positioning was used, an increased number of access points meant smaller horizontal error, but the advantage plateaus when enough access points are available. 
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Figure 7. Accuracy of the altitude measurements from the NLP versus truth. For altitude variation and suburban scenarios, the altitude estimates match closely. For the urban scenario, the NLP altitude is sometimes positively skewed due to over-estimating the altitude. 
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Figure 8. Relationship between the number of Wi-Fi access points and the observed altitude error. 
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Figure 9. Observed network location error versus the android estimated error level. For horizontal accuracies, the Wi-Fi errors matched the android estimates well, but the errors exceeded the estimates significantly for the urban scenario when only cell positioning was used. For vertical accuracies, the Wi-Fi errors were well bounded for the suburban scenario, but were underestimated for the urban environment. 
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Table 1. Summary of all of the scenarios investigated in this study.
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	Scenario
	Details
	Network Availability





	Rural
	Rural area near Erie, Colorado
	Sparse Wi-Fi, Cell



	Suburban
	Downtown Boulder, Colorado
	Moderate Wi-Fi, Cell



	Urban
	Downtown Denver, Colorado
	Dense Wi-Fi, Cell



	Altitude Variation
	Highway around Boulder, Colorado
	Moderate Wi-Fi, Cell
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Table 2. Observed number of access points and the observed horizontal accuracy for each scenario.
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Scenario

	
Access Points

	
Horizontal Accuracy (m)




	

	
RMS

	
68% CEP






	
Rural

	
25

	
1637




	
Suburban

	
75

	
38




	
Urban

	
100

	
32
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Table 3. Observed accuracy of the altitude measurements from the scenarios: altitude variation, suburban, and urban.
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Scenario

	
Vertical Accuracy (m)




	

	
68% CEP






	
Altitude Variation

	
1.9




	
Suburban

	
1.2




	
Urban

	
4.6
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Table 4. Summary of the expected performance of NLP for various scenarios and environments.
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Scenarios

	
Rate

(seconds)

	
Access

Points

	
Horiz.

Accuracy

(m)

	
Vert.

Accuracy

(m)

	
Horiz. Bound

(%)

	
Vert. Bound

(%)




	

	
Typical

	
RMS

	
68% CEP

	
68% CEP

	

	






	
Altitude Variation

	
5, 20

	
32

	
318

	
1.9

	
-

	
-




	
Rural

	
5, 20

	
25

	
1637

	
N/A

	
38

	
N/A




	
Suburban

	
5

	
75

	
38

	
1.2

	
72

	
93




	
Urban

	
5

	
100

	
32

	
4.6

	
75

	
64
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