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Abstract: Unmanned aerial vehicle (UAV) communication using non-orthogonal multiple access-
based coordinated direct and relay transmission (NOMA-CDRT) supports both massive connectivity
and wide-area coverage, becoming a key technology for future emergency rescue communications.
However, relay forwarding and high-quality line-of-sight links may subject UAV-aided NOMA-CDRT
to multiple eavesdropping attempts by saboteurs. Therefore, we propose a multi-node joint jamming
scheme using artificial noise (AN) for the UAV-assisted NOMA-CDRT to improve the system’s
physical layer security. In the proposed scheme, the base station directly serves a nearby user while
using a UAV relay to serve a disaster-affected user, and both the users and the UAV relay utilize AN
to jointly interfere with eavesdroppers around the users. To accurately characterize and maximize
the ergodic secrecy sum rate (ESSR) of the proposed scheme, we derive the corresponding closed-
form expressions and design a joint power allocation and interference control (JPAIC) algorithm
using particle swarm optimization. Simulations verify the correctness of the theoretical analysis, the
ESSR advantage of the proposed scheme compared with the conventional NOMA-CDRT, and the
effectiveness of the proposed JPAIC.

Keywords: unmanned aerial vehicle (UAV); physical layer security; non-orthogonal multiple
access (NOMA); coordinated direct and relay transmission (CDRT); ergodic secrecy sum rate (ESSR)

1. Introduction

Due to the advantages of wide-area coverage, cost-effectiveness, and deployment
flexibility, unmanned aerial vehicle (UAV) communication has been regarded as a crucial
enabling technology for future wireless communication networks [1-4]. UAVs can serve
as aerial base stations (BSs) or relays to enhance communication service quality, offering
substantial benefits in scenarios such as emergency rescue, post-disaster recovery, and
remote area communication [5-7]. To further improve spectral efficiency and support
massive connections, UAV communication has also been integrated with non-orthogonal
multiple access (NOMA) in recent years. Compared with the conventional orthogonal
multiple access (OMA), the performance superiority of NOMA is achieved by using power-
domain superposition coding and successive interference cancellation (SIC), which allow for
the transmission of multi-user signals on the same physical layer resources [8,9]. However,
the inherent high-quality line-of-sight (LoS) links and the multi-user information contained
in NOMA signals make legitimate nodes of UAV-based NOMA (UAV-NOMA) systems
vulnerable to eavesdropping by saboteurs [10-12].
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To ensure communication security of UAV-NOMA systems, researchers have made
significant efforts in direct transmission scenarios. In [12], Zhao et al. proposed a secure
transmission scheme for a UAV-NOMA system using multi-antenna beamforming and
jointly optimizing power allocation and UAV hovering position. Qian et al. deployed
a UAV to collect data from ground sensors and maximized the total secrecy throughput
of the UAV-NOMA network by jointly optimizing the scheduling decisions of auxiliary
devices and the transmission power of the sensors [13]. Wang et al. proposed a downlink
multi-user secure transmission scheme for UAV-NOMA networks based on heterogeneous
user needs, achieving the maximization of the minimum secrecy rate through the joint
optimization of user scheduling, power allocation, and trajectory design [14]. In [15], Yu
et al. derived approximate expressions for the secrecy and reliability outage probabilities of
UAV-NOMA-based ultra-reliable and low latency communication networks. The authors
in [16] proposed a protection zone scheme for mmWave UAV-NOMA systems to enhance
physical layer security by excluding eavesdroppers. Lu et al. designed a secure communi-
cation scheme for UAV-NOMA-based mobile edge computing systems, and the authors
maximized the security computation capacity by optimizing multiple parameters such as
local computing and UAV trajectory [17]. Guo et al. combined UAV-NOMA with simul-
taneously transmitting and reflecting reconfigurable intelligent surfaces (STAR-RIS), and
jointly optimized power control, transmission/reflection coefficients, and the deployment
positions of UAV /STAR-RIS to maximize the uplink secure energy efficiency [18]. Diao
et al. derived closed-form expressions for connection outage probability, secrecy outage
probability, and effective secrecy throughput to characterize the security performance of
UAV-NOMA systems with friendly UAV jammers [19]. Sun et al. investigated downlink
mmWave simultaneous wireless information and power transfer (SWIPT)-enabled UAV-
NOMA systems and derived the corresponding connection outage probability and secrecy
outage probability [20]. In [21], Deng et al. optimized the trajectory of a UAV and the
transmit power of ground users to ensure the secure and covert communication of the
UAV-NOMA system under the threat of eavesdropping UAVs.

Moreover, existing research has investigated secure UAV-NOMA transmission in
relay scenarios to promote the diversification of its applications and further improve
the communication coverage. In [22], Diao et al. proposed a joint energy transfer and
artificial noise (AN) scheme for UAV-NOMA systems in the presence of eavesdropping
UAVs. Simulations demonstrated that the proposed scheme promotes green and secure
communication in multi-UAV cases. Zhang et al. characterized the performance of a
satellite—terrestrial communication system based on NOMA, SWIPT, and UAV relaying by
deriving analytical expressions for the secrecy outage probability [23]. To study the security
of UAV-NOMA-based cognitive relay systems, the authors in [24] designed an iterative
algorithm to maximize the minimum average secrecy rate for secondary users. Zheng
et al. derived a closed-form expression for the secrecy outage probability of an underlay
cognitive radio-enabled downlink UAV-NOMA network, where the UAV acts as a relay
to assist communication between the source and two destination users [25]. The authors
in [26] investigated a cognitive multiple input multiple output UAV-NOMA system and
minimized the outage probability of the secondary network by optimizing the transmission
power and coordinates of the UAV as well as the NOMA power allocation coefficients.

In addition to the pure relay system mentioned above, coordinated direct and relay
transmission (CDRT), which evolved from the two-way relay system with analog network
coding, is also an important type of relay system [27,28]. Currently, the transmission
scheme design for NOMA-based CDRT (NOMA-CDRT) systems has been widely studied,
but only a few works focus on secure communication in NOMA-CDRT systems, and these
are limited to ground cellular scenarios. For instance, Lv et al. in [29] considered a ground
NOMA-CDRT system with one untrusted amplify-and-forward (AF) relay, and designed
adaptive cooperative jamming schemes for both downlink and uplink to realize secure
transmission. To evaluate the system security performance and provide more insights,
Lv et al. further derived a closed-form lower bound of the ergodic secrecy sum rate (ESSR)
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for the ground NOMA-CDRT system in [30]. Moreover, Lei et al. in [31] introduced physical
layer network coding into the untrusted AF relay-based NOMA-CDRT system and utilized
inter-user interference and friendly interference signals to enhance system security.

The aforementioned research provides meaningful insights into improving the secu-
rity of NOMA-CDRT systems, but challenges remain in secure UAV-aided NOMA-CDRT
systems: (1) Existing research on secure NOMA-CDRT primarily focused on AF relay
configurations and ground communication scenarios. Given the noise amplification char-
acteristics of AF relays and the advantages of flexible UAV deployment, it is crucial to
study the secure UAV-aided NOMA-CDRT systems using the decode-and-forward (DF)
strategy [32]. However, to the best of our knowledge, no secure UAV-assisted NOMA-
CDRT schemes employing DF relays have yet been identified. (2) Existing related work
mainly addressed scenarios with untrusted relays and has not sufficiently explored secure
NOMA-CDRT in the presence of multiple ground eavesdroppers. (3) The DF characteristics
create multiple opportunities for eavesdroppers to intercept legitimate information, and
the UAV LoS link further exacerbates this vulnerability.

Motivated by the above observations, this paper studies the secure transmission design
and performance optimization of the UAV-aided NOMA-CDRT system with a DF relay.
The contributions of this paper are as follows.

¢  This paper proposes a multi-node joint jamming (MN]]) scheme using AN to achieve
secure UAV-assisted NOMA-CDRT. In the proposed scheme, the BS uses NOMA to
provide services to the nearby user while communicating with the disaster-affected
user via a UAV relay. Both the users and the UAV collaboratively send AN to interfere
with the surrounding eavesdroppers.

*  To accurately characterize the security performance of the proposed scheme, we use
double factorization and Gaussian—Chebyshev quadrature to derive the closed-form
expressions of the ESSR under two conditions: when the legitimate nodes are aware
of each other’s AN and when they are not.

e We design a joint power allocation and interference control (JPAIC) algorithm using
particle swarm optimization (PSO) for the proposed MNJJ scheme. The proposed
JPAIC determines the optimal scheme selection under different conditions and max-
imizes the ESSR. Simulations demonstrate the ESSR advantages of the proposed
MN]J over the conventional NOMA-CDRT (CNC) and the effectiveness of the pro-
posed JPAIC.

To clearly present the research approach, Figure 1 provides a concise framework of
our work. The remainder of this paper is organized as follows. Section 2 introduces the
system model, and Section 3 presents the proposed MNJJ scheme. Section 4 provides the
ESSR performance analysis and the proposed JPAIC. Section 5 gives the simulation results
and Section 6 concludes the paper.

Notation: fz(z) and Fz(z) represent the probability density function (PDF) and cu-
mulative distribution function (CDF) of the variable Z, respectively. CA/(0, 1) represents a
complex Gaussian distribution with mean zero and variance one. E[-] denotes the expecta-
tion operator, Ei(-) and I'() represent the exponential integral function and the Gamma
function, respectively. Denote [z]T = max(z,0). ¥ = ¥(© — ©O;) means replacing all
instances of @ in ¥ with ©; to obtain ¥.
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Research Focus: Secure UAV-aided NOMA-CDRT systems
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Figure 1. A concise research framework of this paper.

2. System Model
2.1. System Configuration

As shown in Figure 2, this paper investigates the physical layer security of a downlink
UAV-aided NOMA-CDRT system, which consists of one BS, one DF-based UAV relay,
two legitimate users (i.e., U; and Uy), and two eavesdroppers (i.e., E; and E). A typical
application scenario for the considered system is emergency rescue. Specifically, when
the BS in cell 2 is damaged or non-functional due to a sudden disaster or fault, the BS
in cell 1 can use the UAV relay to serve U, while also communicating with its own cell
user Uj. There are potential eavesdroppers E; and E; near users Uj and Uy, respectively.
These two eavesdroppers with strong computing power attempt to intercept any legitimate
information. Assume that all devices are equipped with a single antenna and legitimate
nodes can switch between half-duplex and full-duplex modes as needed. A transmission
cycle consists of two time slots ¢; and ¢,. Both legitimate signals and AN have zero mean
and unit variance.

(0,0,z,)

'M‘ UAV Relay

A~
(xuz ” yyl ’ O) Damaged
E, = BS

Figure 2. Three-dimensional coordinate framework of a UAV-aided NOMA-CDRT system, including
one BS, one UAV relay, two users, and two eavesdroppers.

Hereafter, the subscripts s, r, u1, up, e, €2, 1, and 2 represent the BS, UAV, Uy, Uy, Eq,
Ey, t1, and 1, respectively. Figure 2 establishes a three-dimensional Cartesian coordinate
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framework, where the coordinate of the node i, i € {s,r,uj, up,e1,e2}, is expressed as
(xi,y;,z;). Without loss of generality, we assume that the BS and the UAV are in the
x — z plane, with the ground projection of the UAV at the origin of the x — y plane. The
UAV hovers at a fixed height z, during transmission. The distance between nodes i and

je€ s, ru,up e e}, j # i is dij = \/(xz' — x4+ (yi — )’ + (2 — 7).

2.2. Channel Model

We assume that all channel links follow quasi-static block fading and include additive
white Gaussian noise (AWGN) with zero mean and variance Ny. Let ni»‘ represent the AWGN
atnode i during the k-th, k € {1,2}, time slot. Define the channel coefficient, channel power,
and path loss between ground nodes i € {s,uy,up} and j € {uy,e1,e2}, j # i, during the
k-th time slot as h%c, HS-G = |hif]4G|2, and L{(];T, respectively. The small-scale fading of a

ground-to-ground (G2G) link is modeled as a Rayleigh distribution, i.e., hif]éc ~CN(0,1),
while the corresponding path loss can be modeled as LZC]f = p° (d;]f)"‘c, where B¢ = (4”Tff)2

is the path loss coefficient at the unit reference distance, and aG = 3is the path loss
exponent, usually greater than two for G2G links. The parameter ¢ = 3 x 10® m/s is the
speed of light and f, is the carrier frequency.

Similarly, we denote the channel coefficient, channel power, and path loss for the air-to-
ground (A2G) link from the UAV to ground node | € {ug,upej,ep} as

A
WA HYA = |42 and LA = A(d )", where p% and a” are the reference path loss
rj 7] rj rj rjrr] rj

coefficient and path loss exponent for A2G links, respectively. Specifically, we set a”t =
and pA = ]0/514/10+ﬁ’24/(10+1OC€7D(9’]77C)
)

) according to the Type B channel model described

in [33], where ‘Bf = 1010g10(47f‘,fc)2 + NLOS, ‘8’24 = 1L0s — INLOS/ 9”7 = % arcsin(%) is

rj
the angle of elevation. For suburban areas, we set C = 5.0188, D = 0.3511, 57,05 = 0.1 dB,
and nnros = 21 dB. The small-scale fading of the A2G link is modeled as Nakagami-
m fading with shape parameter m, which we consider as an integer for simplicity. The
PDF and CDF of H:}’k can be written as fo];A (z) = mr]vmrfszffl/lﬂ(m,f) exp(—m,;z), and

—1
FHZA (z)=1- exp(fm,iz) 272’0 (mrfz)l /1!. Note that the channel modeling for ground-

to-air (G2A) links is the same as for A2G links. Assume Lg,l < L4 due to the typically
greater distance between the BS and the UAV compared to the BS and Uj.

3. Secure MNJJ Scheme Design

To enhance the system’s physical layer security, this section proposes an MNJJ scheme
for the UAV-aided NOMA-CDRT system, as illustrated in Figure 3. The proposed MN]J
includes two time slots, detailed as follows.

First Phase = Second Phase
*‘ UAV Relay UAV Relay
A,
,,,,,,,,,,,,,,,,,,,,,, s o
""" ///’ /
s ) s
! X
SN @ |/ v, 9
Ui, U:ah |/ aa
/ | I
/ {
¥ v
E & . B \@&
- Exm | ' E:
—> Information link — = AN link <> Potential self-interference —> Information link — —» ANlink < Self-interference

Figure 3. Illustration of the proposed MN]J]J scheme for a UAV-aided NOMA-CDRT system.
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3.1. First Phase

In t1, the BS broadcasts a superposition coded signal S; = /a1 Pss1 + v/a2Pssp, where
P; is the transmission power of the BS, and s1 and s; are the signals intended for U; and
Uy, respectively. Since U, requires UAV assistance, the power allocation coefficients are set
as a; > a1 and a; + a; = 1. The UAV and U, switch to full-duplex mode and receive the
signal from the BS while simultaneously sending AN J} and J} , to interfere with E;. Here,
we consider two cases: (1) Case I, where the legitimate nodes are unaware of each other’s
AN, and (2) Case II, where legitimate nodes can know each other’s AN. When considering
Case I, simultaneous sending of AN by the UAV and U; may interfere with each other. In
Case II, legitimate nodes can use the known AN to eliminate the corresponding interference
from other legitimate nodes by estimating channel and power parameters. To determine
the optimal secure transmission method under different cases, we consider three types of
the proposed MN]JJ: both U; and the UAV turn on the jamming (i.e., NN), only U turns
on the jamming (i.e., NF), and only the UAV turns on the jamming (i.e., FN). The received
signals at Uy, the UAV, and E; in t; can be written as

-1 -1
iy = hio\J (LS) ™ PSs + hi /(LA bk P} + 1S/ Xh, PrsiTa, + 11y, (1)

-1 -1
yE= YAV (L) VRS, + HEAV (LA ) KL Bl Pulh, + WA 3t Prsi T+l @)

and

vl = BN (LG)) T RSt (LA T b Pl S (L) X L, Pl ik, 3)
where h},’ﬁ,l and h};A are the self-interference channel coefficients at U; and the UAV in t;,
respectively, and Py, is the maximum interference power of each node. x}, = 0 and x}, =1
indicate that the node i’ € {r, u1} turns off and turns on jamming in #;, respectively. When
)(}, = 1, the conditions Kl-l, =1and Kl-l, = 0 represent Case I and Case II. The interference
power coefficient b}, satisfies 0 < bl.l, < 1. Note that bil, = 0 holds when )(11, = 0, and
0< bil, < 1 holds when X}/ = 1. The ratio of residual interference power Pgg; resulting

from self-interference cancellation to noise power Ny, denoted as prs; = Pfj—il, is typically
set in the range of 3 dB to 15 dB [34].

The user U; employs SIC to sequentially decode s, and s;. Therefore, the signal-to-
interference-plus-noise ratios (SINRs) for decoding s, and s at U; are written as

-1
,yl _ Hsll't(l; (Lg;ul ) Psa2 )
uy,52 — —1 -1 4
' HiS(LS,) ™ psin + Hyf (LA,) ™ kbl pm + Hig xb, prst + 1

and )
1,G -
71 o Hsul (Lscul) Psaq (5)
ui,51 —1 7
v Hrlﬁ?(Létl) K}b}pm + Hbllllcb;llx}tlpRSI +1
where Hbl,’lcf,l = |h,l;1(l;l1 %, ps = %, and py = % Similarly, the UAV directly decodes s,

treating s; as interference. The corresponding SINR can be written as

-1
HEA (LAY psay

7 (6)
-1 -1
Hi (L) psar + H&;;‘?(Lﬁlr) K3y bl om + Hy A xbprs +1

1 _
’)/7',52 -

where HA = |h}*|2. Based on (3), the eavesdropper E; may eavesdrop on both 51 and 57 in
t1. Considering the worst case, we assume that E; has powerful computational capabilities
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and can directly distinguish signals s; and s, from the received signal [35]. The SINRs for
E1 to decode s; and s can be written as
-1
71 _ Hsle"?(Lgel) Psaz %
es2 T ,A -1 1,G -1 ’
HVE] (Lél) X}b}Pm +HH]€1 (Lb(l;w]) X}llb}tlpm + 1

and )
1,G -
,)/1 - Hse1 (Lscel) POsa1 (8)
e1,51 1,A -1 1,G -1 :
Hrel (Ll{%’l) X}bgpm + Hulel(leel) X}l]bllllpm + 1

3.2. Second Phase

In t;, the UAV forwards the decoded s; with power P, to U, and the BS sends
a new signal s} to Uj. At this time, E; attempts to intercept both s} and s,, while E,
tries to intercept sp. By using the full-duplex mode, U; and U, simultaneously receive
signals and transmit AN ]1211 and ],%2 with powers b2  Pm and bﬁsz to interfere with the
corresponding eavesdroppers. Here, 0 < b%q <land 0 < b%z < 1 denote the self-
interference power coefficients at U; and U, in t,. Consequently, after self-interference
cancellation, the received signal at U; can be expressed as yftl = h%;ff Ps(Lng)fls’1 +

h‘Z‘l’f? \/ Pr(L, )7152 + h%,’l(';’,l \/Pstfgl + n%,] . Since Uj has prior information about sy, it can

estimate h7; /P, (L4, 1)71 and then cancel the interference term /12! \/ P, (L4, . )"'s, from

y%, . Based on this, the SINR for U; to decode s’1 in t, can be written as

2,G -1
» Hg, (Lscl;ll) Os

S 26 ¢ ©)
" HypGprsr 41
2,G 2,G
where H;;, = |hu1u1|2.
. . . . -1
Similarly, the received signal at E; can be written as ygl = h?é? Ps(ngl) sy +

2,A [ -1 2,G -1 L
hye, PT(L;“;]) 2 + e, (L,(flel) b%lpmfgl + ngl. Considering the worst case, E; can
distinguish signals s} and s,. In this case, the SINRs for E; attempting to eavesdrop on s}
and s, are written as
HZC(1G)™
> sep \Lse; ) Ps (10)
')’el’srl 267G N\ Lo ’

Hulel (Lulel) bulpm +1

and )
HrzélA (Lit,) pr

req
2,G —1 ’
Hulel (Lglel) blzllpm +1
The user U, receives the relaying signal and its own AN. After self-interference
cancellation, the received signal at U, can be written as y%z = h%l’fg PT(L;‘;Q)_lsz +

h%{ﬁlz v/ Prs 1]52 + n%z. Therefore, the SINR for U, to decode s; is

Voo = (11)

-1
. H%L’c?(LA ) pr

rup

Hﬁ’ﬁszSI +1

2 =
uz,s52

(12)

Similarly, the received signal at E; can be expressed as y2, = h%éf\/Pr(Léz)ilSQ +
h%/z(;’z (L§232)71b§2 P,J%, + n2,. The SINR for E; to decode s; is given by
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2,A -1
HrEZ (L;"zz ) p r
2,G -1 ’
Huzezb%lz (LI(EzCz) Pm + 1
Note that the proposed scheme can be readily extended to a multi-antenna scenario
using the existing transmit antenna selection technique [36]. The proposed scheme can be

expanded to accommodate more users by utilizing existing user pairing methods, which
helps manage system complexity within practical limits [37,38].

2
762,52 -

(13)

4. Performance Analysis and Optimization

This section derives the closed-form expressions for the ESSRs of the NN, NF, and FN
for the proposed MN]JJ under Case I and Case II to precisely characterize system security
performance. Based on 73!1,51 and ’yg] - the achievable ergodic secrecy rate (ESR) for s;

. + .
is SRy, = [E{ %logz(l + %1{1’51)} - IE{ %logz(l + 731151 ) H [39-42]. Using '731,33 and 731,53’

: - 1 2 1 2 *
the achievable ESR for s is SRy = [E{ slog, (1 + Vs, )} — E{ slog, (1 + 761/53)” . The
achievable ergodic rate of s, over the DF dual-hop link is limited by the weaker link.
Additionally, Uj needs to decode s; first and then decode s; in t;. Therefore, the achievable
ergodic rate for s, at Uy can be expressed as LR, = IE{ Tlog, (1 + min('yllll/sz, Vi sy Vonss)) }
The reception of s, at E; requires the assistance of the UAV relay, and thus, the achievable
ergodic rate for s; at E; is also constrained by the poorer channel quality in the DF dual-hop
link and can be expressed as 3log, (1 -+ min(v;s,,72,5,)). Due to the DF process of the UAV
relay, E1 has the opportunity to eavesdrop on s, during both ¢; and f,. Overall, if either E;
or Ej intercepts s during the entire transmission period, it compromises communication
security. Therefore, the achievable ergodic rate for s, at the eavesdroppers is given by

ER;, = IEJ{ %logz(l + max('ygllsz, min('y},sz, 732152 ), 7;1,52)) } Based on this, the ESR for s; is

SRs, = [LRs, — ER,] ™.
For derivation, we present the following valid equations

1—Fz(2)

T2 dz, (14)

./(;oologz(lJrz)fZ(z)dzzﬁ./(;oo

and
1

_y _( 1 )”1 1 +< 1 )b 1 15)
+W)lE+T) =70 \W-=T) pw)p \W-T) z+T

where b = b — by + 1.

4.1. ESR for the Proposed MN]J] in Case I
4.1.1. NN in Case I

The following theorem provides the ESR of s; for the NN in Case I.

Theorem 1. When legitimate nodes cannot know each other’s AN (i.e., Case 1), the closed-form
expression of the ESR for sy in the NN can be written as SRNN-T = [LRNN-T — ERNN-T] zppere

Myyy " My [ i (102 i
= - Yo ———) - —F—— 2l
2In2(0Q — 1) il My, — (0 My 2 —

0102 ) Miyuy ( Ql > Mruq
+ | —= by — [ ——m—— D3 3, 16
<mru1(22 - 2 Myyy — (@71 3 (16)

and
ERNNT = LRNN "V — ey, Q1 — Q4, Q2 — Q5,03 — Q), (17)
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where
My Q3 i, Q3" 'Ei(— O3y, /O1)
b = 1 —1)1 \ 1
1 exP( o} ){( ) @G —1)!
I eXP(—Qamml_/Ql) Z@—z (_Q3m7u1/{)1)i2 (1 —ip —2)! )
(mpuy /) T (5 -1)!
(03) ( 03) (OQ3)Ei(—Q3), O (LAl)ilhlp’” o) PRSI
Dy = —exp(F2)Ei(—32), P3 = —ex Ei(—Q3), ¥, B T —
? Pio, 22 ; PEs ’ ' (L sul) l‘llps 2 (Lgll) 1alPs
(L )7117}91" (LG )71[711 Pm -
Qg=—1_ e , Sl S AT Uiy e yppe 1 and i = _
’ (LSGlll)ilu]pS 4+ (Lgl)71a1ps 5 (LsGel)ilﬂl,Ds 6 (LsGel)ilmps ana iy = Myy,
i1+ 1.
Proof. See Appendix A. [
Hszu Lg, s queG Lng - s
Based on (9) and (10), we let LIH S M and VI 2 1 ( 13 P The

HLI]LIIPRSI+1 51 Hﬁﬁl (Luclel )7 1%1Pm+1

CDFs of U;il and VSI,ll can be easily obtamed as Full (u) = 1—exp(—Qsu)/(1+ Qyu) and

Fyu(0) = 1— exp(—Q10v)/ (1 + Qov), where (27 = orsi/((L &) os), Qs =1/((LS,) " 'ps),

s

-1y -1
Q (Lb(l;]el) 1pm/(( 561) pS) andQloil/(( sel) ps)
Using (14) and [43] (Equation (3.352.4)), the ESR for s’1 can be calculated as

1 uIl VIl +

1 o0
NN-I _ _
SRy =32 /o Tru / 1. ©
1 1 Qg (g .
IV [(07_1)( exp(Q )El( 07) +exp(Qg)E1(—Og))

_ (_(2911) <_exp(%190)Ei( %19()) +exp(10)Ei(— (210))] +- (19)

According to LR, the ergodic rate of s, at U in the NN is LREN"T= IE{ Jlog, (1 + Ull) },

1
Hsluf(Lsul) Psa2
—1 ’
Hslu(l;(Lsul) Psu1+Hru1 (Lrul ) b}Pnt+H1}’16141PRSI+1

1,A -
-2 2 HIA (L) peay -3 2 :
= and U, £ 92 . . By using (6), (7)
Bl —1 4 S us,s 7 7
2 HYA(LA) ™ psay +HEA (L )~ bl pmt Hi prsr+1 2 272

(11), (13), and ERs,, the ergodic rate of s, at the eavesdroppers in the NN can be rewrit-
ten as ER?ZIN_I = IE{ Tlog, (1+ Vslzl) }, where VSIZl £ rnax(VH_1 min(ug_z, Vslzl_z), Vslzl_3),
Hslelc (Lscel ) _1Ps“2
Hrlef(L;%) b} Pm+Hu]e] (quel) b i Pm+ +17

this, the ESR of s, for the NN in Case I is given in the following theorem.

M2 opll=1 pq1-2 pql1- -1 4
where U3} £ min(UJ 1, UL 2, UL —3), UL

. Based on

n-1 _ 11-2 _ 11-3 _
V ’)/61 ,S27 V ’)/Ez Sp” and ‘/52 -

Theorem 2. In Case I, the closed-form expression of the ESR for sy in the NN can be written as
SRNN-T = [LRYN-T — ERNN-IT™ wirere

LRNN I_ (127'( ZNl 1 B (q) )21 — Fug (ui’ll)
" 1+ up,

"~ 4In 2a1Np ~m=1 ’ 20)
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F
us

Ja
us

F
u

Foa

F
v

and
1-— F 11 (Un )
V. 2
ERNN-T__ T a2 Noo o 2 %
%2 4In2 | a1 N» Z”2:1 1= (gn) 1+ vy,

1 /7 an N 2 2
g (5~ arctan 2 ) 20 V- (g2 Gsecn)

1 — Fyn (tanvg,)
2 (21)
1+ tanvy,

where FUI% () =1-(1- Fuuq (u))(1— Fuufz(u))(l — FU1173(M)), PV;21 (v) = (1-(0-
5 S 52 . 52 52 S
Fugfz (Z))) (1 — FVsIZPZ (U)))Fvslzlfl (U)PVSI;% (0), FV% (U) = FVSI2171 (U)Fvslzps (U) AdditiOYl(le}/, we have

ru ru 1
() =1— My, "1 (a — ayu)" exp<_013”2“> (22a)
(282 — a1)u + az) ((Qu1a2 — My, a1) 1+ My a2)"™ ay — ayu
_ mgy—1 iy 14 (merS(”))i?’
1 K2 T () (4)
(014)1'371'4 (pRSI)i47i5mulr ”1’mﬂm”r(l3 —ig+ mulr)r(i4 —i5+ mrr) (22b)
r(mulr)r(mrr)(merI (Ll) + mulr)137l4+mu1r(m rEZ( ) + mrr)l4715+m"/
Ty — 1)(02 i7 0
(1) =1 — exp(—ityuy Org) Zm ) 121 o( ) (i7 + )( 15)”7 (Myu, 160J)rl (220)
7N7/ 61 (1) (M, Q150 4 1)7
re 1)(02 iy 0
~1(v) =1 — exp(—mmye, Q180) Zm N 21 0( ) iy + )( 17)” (e 181.011, (22d)
. ig!((1g)" (Mye, Q170+ 1)"
~2(v) =1 — exp(—tye,(2200) mefil Zlm (llo) L e (22e)
’ D=0 =in=0 i1y ) i101(Q20)™ (e, Q190 + 1)1
] exp(—230)
v) =1 — my,, " , 22f
3( ) e (szv—i— 1)(Qzlv+mrel)mre1 (226)
(Lf )71!7}.01"
h O = 31 , )y = PRSI L, 03 = 1 L, Oy = lbl ,
TS = e ) T T T UG e P T Gy e M (Lir) by
(Lue) bu Pm 1 bu(ue) Pm
5 = 28—, 0 Q7 = = iy = oo, (e = R
LAy o 0T <Lm2> VT T e T T ) e Y T Ty e
(Lf} ) b}Pm (Lu er) 1bi Pm —
Dy = —9—, QO = 70 Oy = — 1 Oy = —L— Bi(u) =

(L) o
1

(L&) psa2 (L&) ps (LG))  ps2

(Lﬁlr) bilpm” ,:2(1/{) o PRSIU :‘3(14) _ u gon _ COS(an 17_[)
I R — ] — 1 7 = - —1 4 -
(L4) " ps(az—ayu) (L)~ ps(ar—ayu) ( <L)s*;> m(wa(w) ! 2Nt
_ 2n 2n3—1  ap(14gn 2 (1+@n,) 7T(1+@ny)
Pn, = cos( ﬁ\f 7), Pny = cos( 2%1 TT), tny = e Uy = g Uny = T -+
1— arctan(ap /a .
(1=gus) 5 (a2 l), and N1, Np, and N3 are the complexity—accuracy trade-off parameters.

Proof. See Appendix B. [

4.1.2. NFin Casel

When considering the NF in Case I, the conditions Kil, =1, x},l =1, and X} =0
hold. Based on SR, (5), and (8), the ESR of s; for the NF in Case I can be written

as SRNF-T — [LRNF-T_ ERNF-I]* yihere LRNF-I — {llog2(1+u§f)}, ERNF-T —

1 1
HYS(LS,) psm HYS(LS,) ™ psay
E{%logz(l + ‘/5112)}, ugz £ Ziniosin) 00 nd V2 e Ty fs . When b} =
HululpRSI""l H“lgl (LulLl) b111Pm+1

Ug} degenerates into UE Therefore, based on (A1), we can easily obtain Fjp (1) = 1 —
51
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QXPQ(;#. Using (14), (15), and [43] (Equation (3.352.4)), we can calculate
LRIS\lIF Tas

NE-1 __ exp(—Q3u)
LRy, 21n2/ Arwt o™

Py — D3
= ) 23
2n2(( —1) @3
By comparing Vslf and UE, we can use (23) to obtain
ERYFT = LR — Q5,03 — Q). (24)

Combining (23) and (24), we obtain SR?{F*I.
By observing (9) and (10), changes in the values of K},, Xl ,»and X! have no effect on
the SINRs for U; and E; to decode s} in tp. Hence, we have SRIS\,IF_I = SRL\,IN_I.
1 1

1,G -1 -1
Let U2-1 2 H<u1(Lw1) ps2 2 A 1H3;A(Ls"}) psay
Sy = s Us = = 1 ’
HYS(LG,) " pear+ HUS prsi+17 2 HEA(LE) ™ psar+Hip (Lik ) bl pm+1

and Uu 3£ 'yuz o Based on LR;,, the ergodic rate of s, at U, for the NF in 5 can be written
as LREZIF = {jlogz(l +min(U2~1, U2, U§§_3))}. Since U221 = UL1(b] — 0), the
CDF of Ug’l can be directly obtained with the help of (A4), as shown by

Fiz1(u) = { f}fﬁil(”) = Py (O = 0), Z ; E (25)
Following the similar steps in (A5) and (A6), the CDF of ug—z can be written as
Fi-a(u) = { 1”15 ). Z ; ZZE (26)
where
I:“ug,z(u) =1 — exp(—mgE3(u))
YTy ( ) msrafa'(u>)i3 (914)i3ﬁf4mulrmwr(z:_i4 st ) o)
3T (myyr ) (MerE1 (1) 4 Myyy) 1

Since 7, s, is the same in both the NN and NF, we have Fe-3(u) = Fyu-s(u). Using
52 52

the order statistics and (20), the closed-form expression for LRSI\ZTF*I is
LRIS\ZIFil = LR§N71<F'U% (unl) — F‘U% (unl ) >, (28)

where Fu% (u)y=1-01- Pug—l (u)(1 - Fug—z(u))(l - PU§§_3 (u)).

Moreover, based on ERs,, the ergodic rate of s, achieved by the eavesdroppers in this
case can be rewritten as ERYF 1 = E{ Jlog, (1 + max (V21 min(U2~2, VE2-2), y2-3)) },
where VSIZ2 1= VIl 1 V12 2= VIZ1 2, and VIZ2 3 = VIl -3 <b1 — 0> Recalling (22d), (22¢),
and (22f), we have Fvlz 1 (U) = V11_1 ( ) FVIZ 2 (ZJ) = Fyn- 2( ), and FV12_3 (U) =1-

Sz 52 52 52 Sz
exp(—230)/ Q20 4 1). Furthermore, utilizing (21), ER}Y" ! can be written as ER}T T =
ERIS\ZIN*I<F'V>;21 (o) = Fy (vns), Fyp (tanva,) — Fyp (tan vn3)>, where Fyp(0) = (1= (1 -
ﬁuIZ—Z (U) ) (1 - FVIZ—Z (U) ) )FVIZ—l (U)FVIZ’3 (U) and ﬁVIZ (U) = VIZ’l (U)FV12’3 (U)

Based on this, the ESR of s, for the NF in Case I is written as SRNF = [LRNF I — ERYF] -
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4.1.3. FN in Case |

Since Kil, =1, Xi =0 and )(} = 1, the ESR of s; for the FN in Case I can be rewrit-
ten as SREN-T = [LREN-I _ ERFN-1]" where LREN-T — E{%logz(l + u}g)}, EREN-T —
E{%logz(l + Vo) }, U = Ui (prsr — 0), and V2 = V{1 (b} — 0). Following the similar
steps in (A2), we have

Myuq O i1 0 Mruy
LREN-T _ _ Myy, Mrug 1 Dy — 1 d3 b, 729
51 21n 20" 211:1 Mpuy — ! Mpyy — (N 3 (29)

and
EREN ! = LREN T (i, — mye;, Q1 = Q4, Q3 — Q). (30)

By combining (29) and (30), the closed-form expression for S RE]N ~1is obtained.
Moreover, the ESR of 5’1 for the FN in Case I is SREN*I = SR?IN*I because 'yi] g and
1 1 71

2 .
Vey s, TEMAIN unchanged.

Based on LR, and ERs,, the ergodic rates of sy achieved by U, and the eavesdrop-
pers in this case can be rewritten as LszN_I = E{ Tlog, (1+ min(ug’_l, Ug’_z, u§§—3))}
and ERIN"T = IE{ Tlog, (1 + max(VE~!, min(US2,VE-2),v373)) }, respectively, where
UEY = UYpgg — 0), UB2 = B8t ), UB-S = LI, VA1 = Vi,
VB2 = vI172, and V33 = VII73(bl — 0). Therefore, we can obtain the CDFs of

llg_l, USIE_Z, and U§§_3 by following similar derivation steps as in (22a), (22b), and (22c),
which are given as

ﬂ]’
31
s 1, u> 2, D

Fooo(u) =Fm_1{(Qp—0), u<®2
F 13—1(1/1) :{ s, Us, < >
2

F 13_2(M), u < az,
E s = Us, m 32
ug2 () {1, w2, 2
and
F-a(u) = Fyu-s(u), (33)
52 S

sy —1y~is (1:3)mﬂ‘m”(merS(”))’3(PRSI)13714r(i3*i4+mrr)
i3=0 iy =01y i3!T (1mtpy) (mse Ea (1) -1y ) 37140

where Fug*Z (u)=1—exp(—msE3(u)) L

Using the order statistics and (20), we have
LRgzNil = LRSBZIN71<FUSI‘; (unl) — Fug (unl ) >, (34)

where Fllég (u) =1- (1 - FUS’I (u))(l — Fusfz(u))(l — Fugfs (u))
Similar to (22f), the CDF of 1/;23_3 canbe givenby Fyi5-3(0) = 1 — 11z, "™ —_oxp(—fha0)
52

(021v+mr81)"’”1 :
Since V227! = V71 and VB2 = VII2, the equations F,5-1(v) = F,n-1(v) and
52 52
Fyi-2(v) = Fyu-2(v) hold. Referring to (21), the ergodic rate ERL\ZIF’I can be obtained as
S 52

2

ERFN-T — ERSBZIN71<FV§21<U”2) — FVSE’ (an)’FVslzl (tanvy,) — FVslg(tanvn3)>, (35)
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where FVlg’ (U) = FyB-1 (D)FVI3’3 (U) and PV123 (U) = (1 - (1 - FUB’Z(U))(:[ - FVI3’2(U))) X
s 52 52 S 52 52
Fyi-1(0)F -3 (v). Using (34) and (35), the ESR of s; for the FN in Case I can be written as

52 52

— _ 1+
SRENTT = [LREN-T — EREN-T]T,

4.2. ESR for the Proposed MN]] in Case II
42.1. NN in Case I

The conditions Kil, =0, x} , =1 and X} = 1 hold when considering for the NN in
Case II. The SINRs 7}, s and 'ygl,s , under these conditions are equivalent to Ugf and Vslll,
respectively. Therefore, with the help of (17) and (23), the ESR for s in this case can be
directly written as SREN-T = [LRNF-T — ERNN-T] "

The parameters K}/, 7(31, and x! have no effect on 751,s{ and 7?1,51 , and thus, the ESR
for s} in this case is SRQN*H = SR?E\]*I.

In this case, the SINRs 7} s, and 7},52 become llg_1 and U;S_Z, respectively, while
the remaining SINRs related to s, are unchanged compared to the proposed NN in Case I.
Therefore, using (20), (21), (22a), (22b), (25) and (32), we can directly obtain the ESR of s,
for the NN in Case II as

SRNN-T _ [L R§N4<ﬁu£,1 (1) = Py (), Fyp (i) — ﬁug,z(unl)>
- - +
_ ERIS\ZTN71<FU;;2 (Unz) — FU§§’2<U”2)>] . (36)

42.2. NFin Case Il
For the NF in Case II, the conditions Kz-l, =0, X}q = 1,and x! = 0 hold. Under
these conditions, the SINRs ~}, s and ')/31,5 , become Ugf and VSIIZ, respectively. Based on
(23) and (24), the ESR of s in this case can be written as SRN 1 = [LRNFT — ERNF] i
Similarly, the ESR for s} in this case can be directly given by SR;IF*H = SR?E\]*I.

Compared to the NF in Case I, only 7}/52 changes among the SINRs related to s in the

1A 1A\~ 1
NF for Case II. Specifically, 7},52 = %. Let U£;2_2 = 7},52. The CDF of U££2_2

can be written as

Fomo(u)=F 1,A(+) u<
Us, ( ) Hg™ \ (14) 1ps(u27u1u) g @’

a
1, u> 2.

Fuglzzfz (u) = (37)

Based on LRIS\ZTF’I, ERgF’I, and (37), the ESR of s, for the NF in Case II can be written as

SRNFI = |:LR£\ZIF_I<15L[;§*2(””1) - ﬁuggz’z(””1)>

- - +
_ EREF*I <Pug,z (Unz) — Fuglzzfz (Unz ) >} . (38)

4.2.3. FN in Case II

If U; turns off jamming and the UAV turns on jamming in t1, and the legitimate nodes
are aware of each other’s AN, the SINRs 1y, ¢ and 7;, , become 7, . = Hsli,(f (qul ) Losay
and 7;1151 = Vslf’, respectively. The CDF of 7},1,51 can be easily obtained as F%lq,sl (u) =
013 exp(—Qq3u). Therefore, using (14) and [43] (Equation (3.352.4)), the ergodic rate of s;
at U in this case can be given by

LREN-T = — exp((13)Ei(—0Q13). (39)

2In2
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Consequently, the ESR of s; in this case can be written as SREN ! = [LRENT — ERENT] "
Similar to SR;IF_I, the ESR of s;’ for the FN in Case II can still be written as SR?F—H =
SRIS\ln,\I*I. In the FN, the SINRs related to s; are the same in Case I and Case II except for
HES (LG,) ™ poa

— e’ T Denote U1 & ')/1 The
_1 . , .
HGG(LG) ™ pear+1 %2 152

Viys,- The SINR 74, o, in Case I is 7;, o, =

CDF of ug3 ~! can be written as

F _1(u) =1—ex —#, u<ﬂ,
Fumoa (u) = g+ () p( (L?ul)lps(ﬂzaﬂ)) @ (40)

2 a
1, U=

Hence, using (34), (35), and (40), the ESR of s, for the FN in Case II can be written as
- - +
SREN-I — [LR§2N—1<FU§3,1 (ttny) = Fyo (un1)> - EREQN‘I] . (41)

4.3. ESSR for the Proposed MNJ]

Based on the derivation results in Sections 4.1 and 4.2, the closed-form expression for
the ESSR of the proposed MNJJ scheme under various cases can be uniformly expressed as

ESSRM = SRM + SRﬁf + SRM (42)

Sy 7/
where M € {NN — [, NF — [, FN — [, NN — II, NF — I[, FN — II}.

4.4. The Proposed JPAIC Algorithm

This section focuses on maximizing the ESSR of the proposed MNJ]J scheme by jointly
optimizing the power allocation coefficients and interference power coefficients while en-
suring the security of each signal transmission. Using the obtained ESSRM as the objective
function, we can formulate the corresponding mathematical optimization problem as

P max ESSRM (43a)
az, b}// bllllr bgll b%Z
st. 05+e<a,<1-—g¢g (43b)
bl =0, if M € {NF —I,NF — 11}, (430)
e<bl <1, if M€ {NN-LFN-I,NN —1II,FN —II},
b, =0, if M € {FN —,FN —1I}, 3d)
e<bl <1, if Me{NN-INF-INN-II,NF -1},
e < bi— <1, Vi € {uy,uz}, (43e)
SRM > 0, V5 € {s1,5],52}, (43f)

where ¢ represents the optimization accuracy of the variables to be optimized, (43a) restricts
the range of power allocation coefficients to satisfy the downlink NOMA criteria, (43c) and
(43d) specify the range of interference power coefficients b} and b} , to comply with the state
of interference activation or deactivation for the UAV and U; under different cases, (43e)
ensures that Uy and U, always have interference activated in t; and that the interference
power does not exceed the preset maximum value, and (43f) guarantees that the ESRs of all
signals are greater than zero.

The closed-form expression for the optimal solution of the power allocation coefficients
and interference coefficients cannot be directly obtained for the above problem. Therefore,
we design a JPAIC algorithm using PSO. As shown in Algorithm 1, the five variables to be
optimized are treated as particles in a five-dimensional space. By iteratively searching the
positions of multiple particles, the optimal fitness value (i.e., the maximum of ESSR™) can
be obtained. Moreover, the computational complexity of the proposed JPAIC algorithm
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mainly depends on lines 4-17 in Algorithm 1. Therefore, the computational complexity of
the proposed JPAIC algorithm can be easily obtained as O(N pCM 4+ 3N|N pCM), where CM
represents the computational complexity primarily caused by addition and multiplication
in (42).

Algorithm 1 JPAIC Algorithm Using PSO

1: Input the type of the proposed MN]] scheme M, number of particles Np, number of
iterations Nj, precision ¢, and system model parameters include: path loss Ll-,C];; and L;‘},

shape parameter m_;, transmission powers P; and P, maximum interference power Py,,
residual self-interference power Prg;, and noise power Np.

2: Initialize each particle’s location L,, = (1,213,112, velocity v, = [0},02,03, 0%, 03],

1 — _ q __ /79max g,min ¢,min

and personal best location Ly, st = Ly, where v, = 0, I = (I -1 )(513 +1I,

: 1712 13 4 5 1 11 12
g € {1,2,...,5}. The variables I;, I3, I, I;;, and I, correspond to ay, b;, bu]{ by, , and
b%z' respectively. Here, (SZZ is a random number in [0, 1], and I"™* and '™ are the

maximum and minimum of }} determined by (43b) to (43e).
3: Set the inertia coefficient w = 0.7234 and the learning factors Ay = 2.5and A, = 3.
4: Calculate the global best location Lgp.ss = argmax  (ESSRM(L,)), where the
L (0),Yn€{1,2,...Np}
constraint (43f) should be met.
5: whilel < m < Njdo
6: fOI'lSVlSdiO
: Update the velocity vy, = wvy + A1dy1(Lgpest — Lu) + A2042(Ly pest — Lu) and
individual location L,, = L;; 4 v,;, where d,, 1 and J,,» are random numbers in the
interval [0, 1].

8: Check if each element of L, is within the range specified by (43b) to (43e). If an
element exceeds its maximum, set it to the maximum,; if it falls below its minimum,
set it to the minimum.

9: Calculate ESSRM(L,,), ESSRM(L,, jes), and ESSRM(LgbeSt) by using (42). When
the constraint (43f) does not hold, set the corresponding ESSR to zero.

10: if ESSRM(L,) > ESSRM(L,, 4,s;) then

11: Ln,best =Ly.

12: end if

13: if ESSRM(L,,) > ESSRM(Lgp,s) then
14: Lgbest =1L,.

15: end if

16:  end for
17: end while
18: Output the optimal coefficient combination Lgy.; and the maximum ESSR

ESSRM(Lgpest )-

5. Simulation Results

This section employs Monte Carlo simulations to verify the performance merits of
the proposed MNJJ scheme and the proposed JPAIC algorithm, as well as the validity of
the theoretical analysis. In the simulations, we consider two node location configurations:
Location 1 and Location 2. In Location 1, the coordinates of the BS, UAV, U;, E;, Uy, and
E, are (—50,0,0), (0,0,50), (—40,2,0), (—40,0,0), (40,2,0), and (40,0,0), respectively.
In Location 2, these coordinates change to (—50,0,0), (0,0,50), (—45,0,0), (—45,2,0),
(40,0,0), and (40, 5,0). We set the carrier frequency to f. = 2 GHz, P, = Ps, the maximum
interference power to P, = 40 dBm, and the noise power to Ny = —110 dBm. Additionally,
we investigate the performance of the proposed MNJJ scheme under both fixed and optimal
power allocation and interference control settings. For the fixed power setting (FPS), the
fixed power allocation coefficients are a7 = 0.1 and a; = 0.9, and the fixed interference
power coefficients are b2 , = land bftz = 1. Specifically, we examine: (1) the NN with
by, = by =1;(2) the NF with b}, = 1and b; = 0; and (3) the NF with b}, = 0and b} = 1.
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Unless otherwise specified, we set the shape parameter of the Nakagami-m channel to 2, the
ratio of residual interference to noise power to prs; = 3 dB [34], the optimization precision
to e = 0.01, the particle swarm size to Np = 4, and the number of iterations to N; = 15. The
markers “NN-1”, “NF-1”, “EN-1”, “NN-II", “NF-1I"”, and “FN-II" in the following figures
represent NN, NF, and FN in Case I and Case II, respectively. The marker “CNC-1" refers
to the CNC scheme in Case I, with the CNC referenced in [27].

5.1. Case I

Figure 4 compares the ESSR of the proposed MNJJ scheme with three types (i.e., the
NN, NE and FN) with that of the CNC scheme in Case I. In this figure, the theoretical curves
of the ESSR for the proposed MNJ]] perfectly coincide with the corresponding simulation
values, which validates the correctness of the theoretical analysis. Under different node
location settings, the ranking of the ESSR from highest to lowest is consistently the NF,
NN, EN, and CNC. The superiority in ESSR for the proposed MN]J is attributed to multi-
node joint jamming. Since legitimate nodes are unaware of each other’s AN in Case I,
the simultaneous interference from the UAV and U (i.e., the NN) excessively reduces the
SINRs of s; and s; at the legitimate nodes. Based on this, the NN has a lower ESSR than the
NF in Case I. Compared with the NF, only the UAV in the FN is enabled for interference, and
the distance from the UAV to E; is much greater than the distance from U to E;. Therefore,
the UAV has the similar interference intensity on U; and E; in the FN, making it impossible
to guarantee the secrecy rates of s; and s;. This fact, in turn, causes the ESSR of the FN to
be slightly lower than that of the NN. Additionally, in the Location 2 configuration, the
legitimate nodes U; and U are closer to the corresponding information sources than the
eavesdroppers, leading to a higher ESSR in Location 2 compared to Location 1. From the
perspective of ESSR performance, the NF scheme is more suitable for Case I.
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Figure 4. Comparison of the ESSRs of the CNC scheme and the proposed MN]JJ scheme with the NN,
NF, and FN in Case 1.

Figure 5 illustrates the impact of the shape parameter m of the A2G/G2A channel
on the ESSRs for the proposed MN]JJ and the CNC under Ps = 20 dBm in Case I. From
Figure 5, the proposed NF consistently achieves a higher ESSR than both the NN and FN
for different values of m, and the ESSRs of the NN and FN are almost identical. These
observations are consistent with the findings in Figure 4. The increase in m has a relatively
small impact on the ESSR of each scheme. Typically, a larger m indicates better A2G/G2A
channel quality. Since only the link related to s; in the legitimate links is affected by the
A2G/G2A channel, and the ergodic rate of s, contributes relatively less to the ergodic sum
rate, the effect of a larger m on the ergodic sum rate of the legitimate nodes is minimal.
Additionally, the eavesdroppers are located near the legitimate users and the ergodic rate of
sy being intercepted is also constrained by the weaker link in the DF two-hop link. Hence,
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the variation in m has no significant effect on the ergodic sum rate at the eavesdroppers.
Based on this, all schemes exhibit good robustness to changes in m.
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Figure 5. Impact of the A2G/G2A channel shape parameter m on the ESSRs of the CNC scheme and
the proposed MN]JJ scheme with the NN, NF, and FN in Case I when Ps; = 20 dBm.

Figure 6 shows the variation in ESSR for each scheme under different strengths of
the residual interference caused by full-duplex operation. The proposed NF consistently
achieves the best ESSR across different values of prs;. As prs; increases, the ESSRs of
the proposed NN, NF, and FN gradually decrease, while the ESSR of the CNC remains
unchanged. This is because the proposed MN]] is affected by residual self-interference,
and an increase in residual interference strength reduces the ergodic rate of legitimate
information without impacting the eavesdropper. In contrast, the CNC scheme is not
influenced by these factors.
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Figure 6. Impact of prg; on the ESSRs of the CNC scheme and the proposed MN]JJ scheme with the
NN, NF, and FN in Case I when P; = 20 dBm.

Figure 7 illustrates the variation in ESSR for the proposed MN]JJ scheme with the
number of iterations of the JPAIC algorithm, with the NN and NF in Case I as examples.
The tigure shows that the ESSR achieved by the proposed JPAIC algorithm quickly stabilizes
after a relatively small number of iterations, indicating its good convergence performance.
Note that this convergence analysis also applies to Case II.

Figure 8 compares the ESSR of the proposed JPAIC algorithm with that of the FPS,
where the proposed JPAIC maximizes the ESSR under the constraint of the ESR for each
data stream. The coincidence of the ESSR curve with the corresponding theoretical optimal
value (TOV) demonstrates the effectiveness of JPAIC, where the TOV is obtained via an
exhaustive search under precision constraints. For the NN and NF, using the proposed
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JPAIC achieves a better ESSR compared to using FPS because it determines the optimal
power allocation and interference power coefficients. An interesting observation is that
in Location 1, the ESSR for the FN using both JPAIC and FPS is zero, as the FN struggles
to meet the ESR constraints for all data streams. In Location 2, the FN only fails to ensure
the security of all data streams at high transmission power. This is because, in Location
2, the legitimate nodes have better channel quality than the eavesdroppers for acquiring
information, but high transmission power also allows the eavesdroppers to obtain more
legitimate information.
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Figure 7. Examples of the convergence analysis of the proposed JPAIC algorithm with Ps = 20 dBm.
(a) Example 1: NN in Case I with Location 2. (b) Example 2: NF in Case I with Location 2.

28

25

Prop.JPAIC Prop.JPAIC
4+ TOV-NN-I 4+ TOV-NN-I #
X TOV-NF-I 24| X TOV-NF-I .
20| « TOV-FNI «  TOV-FN-I /
= = =FPS, Ana. 20| = -FPS, Ana. ’ ]
= FPS-NN-I, Sim. <20 FPS-NN-I, Sim. g -
s FPS-NF-I, Sim. r s FPS-NF-I, Sim. g2
z 1515 FPSFNI, Sim. T 7 16| O FPS-FN-L Sim. &
£ & ol .7
Zoof g2y 7
n n \
&) B / .
\
s \
4t < \
- \
oo | . S S S Y D
-40 -30 20 -10 O 10 20 30 40 -40 -30 20 -10 0 10 20 30 40
P, (dBm) P, (dBm)
(a) Location 1. (b) Location 2.

Figure 8. Comparison of the ESSR performance of the proposed JPAIC algorithm and FPS in Case I.

5.2. Case II

Figure 9 shows the ESSRs for the CNC and the proposed MN]JJ with the NN, NF, and
FN under the condition that legitimate users are aware of each other’s AN. In Case II, the
ESSR of the proposed MNJ] is superior to that of the CNC. Additionally, the proposed FN
performs slightly better than the NN and NF at low to moderate transmission power, but
the reverse is true at high transmission power. This is because interference initiated by U,
and the UAV in t; weakens the achievable ergodic rates of s; and s, at the legitimate nodes
due to self-interference, and the ergodic rate of s, contributes relatively less to the overall
achievable ergodic rate. Therefore, the FN can more effectively achieve better ESSR at low
to moderate transmission power. However, at high transmission power, the FN cannot
prevent eavesdroppers from obtaining more legitimate information due to insufficient
interference, resulting in a lower ESSR compared to the NN and NF. Overall, the FN is
suitable for small P; in Case II, while the NF is a more robust choice under all conditions.
Figure 10 shows the impact of the shape parameter m on the ESSR of each scheme in Case 1L
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For reasons similar to those in Figure 5, the ESSR remains essentially unchanged with the
increase in m. Figure 11 demonstrates that in Case II, the residual self-interference strength
remains an important factor affecting the ESSR of the proposed MNJ]J.
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Figure 9. Comparison of the ESSRs of the CNC scheme and the proposed MN]J]J scheme with the NN,
NF, and FN in Case II.
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Figure 10. Impact of the A2G/G2A channel shape parameter m on the ESSRs of the CNC scheme and
the proposed MN]JJ scheme with the NN, NF, and FN in Case II when Ps = 20 dBm.

Figure 12 compares the ESSR of the proposed JPAIC with that of the FPS in Case II.
From this figure, the effectiveness of the proposed JPAIC in optimizing the ESSR of the
proposed MNJ] is validated. Notably, when legitimate users are closer to the corresponding
information sources than the eavesdroppers, the FN scheme using the FPS fails to ensure
secure transmission of all data streams at high transmission power. However, the proposed
JPAIC can address this issue. Therefore, it is evident that the proposed JPAIC not only
maximizes the ESSR of the proposed MNJJ but also enhances the robustness of the ESSR
performance of the proposed MN]J. Note that when global channel state information is
available at the BS, the BS can use a mini phase before information transmission to send
appropriate signaling to U; and the UAV to control whether U; and the UAV should turn
on jamming. Based on the above simulation validation and discussion, we know that even
if global channel state information is not available at the BS, the system can preset U; and
the UAV to be in the turn-on jamming and turn-off jamming state (i.e., NF) during the first
phase to achieve robust and good ESSR performance.
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Figure 11. Impact of prg; on the ESSRs of the CNC scheme and the proposed MN]JJ scheme with the
NN, NF, and FN in Case II when Ps; = 20 dBm.
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Figure 12. Comparison of the ESSR performance of the proposed JPAIC algorithm and FPS in Case II.

6. Conclusions

This work investigated the physical layer secure transmission in a UAV-assisted
NOMA-CDRT system for emergency rescue scenarios. In this system, the BS serves a user
in its cell while also using a UAV relay to serve a user in a cell with damaged communica-
tion facilities, with eavesdroppers near all users threatening communication security. To
ensure secure transmission, we proposed three types of AN-based MN]JJ schemes for the
considered system, namely NN, NF, and FN. Additionally, the closed-form expressions
of the ESSR for the proposed MNJJ schemes were derived under the conditions where
legitimate nodes are unaware of AN (i.e., Case I) and aware of AN (i.e., Case II). A JPAIC
algorithm using PSO was also designed to further maximize the ESSR while ensuring the
secure transmission of each data stream. The simulation results showed that the ESSR of
the proposed MN]J]J was superior to that of the CNC, and the proposed JPAIC maximized
the ESSR of the proposed MN]JJ and outperformed the FPS. Furthermore, in Case I, the NF
was a preferable secure transmission scheme, while in Case II, the FN provided the best
ESSR at low to moderate transmission power, but the NF remained a more robust choice
across the entire transmission power range. In future work, we will extend the proposed
scheme to multi-antenna scenarios and further enhance its security performance through
beamforming design.
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Abbreviations

This paper uses the following abbreviations:

A2G Air-to-ground

AF Amplify-and-forward

AN Artificial noise

AWGN Additive white Gaussian noise

BS Base station

CDF Cumulative distribution function

CDRT Coordinated direct and relay transmission
CNC Conventional NOMA-CDRT

DF Decode-and-forward

ESR Ergodic secrecy rate

ESSR Ergodic secrecy sum rate

FPS Fixed power setting

G2A Ground-to-air

G2G Ground-to-ground

JPAIC Joint power allocation and interference control
LoS Line-of-sight

MN]JJ Multi-node joint jamming

NOMA Non-orthogonal multiple access

OMA Orthogonal multiple access

PDF Probability density function

PSO Particle swarm optimization

SIC Successive interference cancellation

SINR Signal-to-interference-plus-noise ratio
STAR-RIS  Simultaneously transmitting and reflecting reconfigurable intelligent surface
SWIPT Simultaneous wireless information and power transfer
TOV Theoretical optimal value

UAV Unmanned aerial vehicle

Appendix A. Proof of Theorem 1

Proof. In this case, we have Kl-l, =1, )(}l =1 and )(} = 1. Therefore, by using SRs,, (5),
and (8), the ergodic rates of sy at U; and E1 for the NN in Case I can be expressed as

LRYN-T — E{%logz(l + U,I%)} and ER}NT = ]E{%logz(l + V}})}, respectively, where
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HVl/ll (Lml) brPn1+Hu/1ulpRSI+1 Hrél (Lrel) brPnH‘Hulel (Lulel) bulpnl+1

on [43] (Equation (3.351.3)), the CDF of u;} can be calculated as
Fyu (1) = Pr(U < u)
51

:1_/000 /Oooexp(_(nlx+sz+03)u)erlﬁA( )lec (y)dxdy

Ui

Qqu “Mrnexp (—Qzu)
=1—-(—+1 —_— Al
<1’I’Zru1 ) Qzu + 1 ( )

where (21, (2, and (23 are defined in (18). Substituting (A1) into (14), and performing the
double factorization operation according to (15), we obtain

LRNN-T — / exp(—2s1) dz
21n2 (1+u)(1+ Qou) (14 Qqu/mpy, )™

o mru1 ml Zmrul Ol i _ Qlﬂz i (I)
" 2In2(Qy — 1) D=1 \ iy, — 1 My {2y — () !

anz Mruq Ql Myruq
_ D) — | ———— D3 0, A2
+ (mrulﬂZ - Ql) 2 Myy; — O 3 (A2)
0 -0 (o) -0 (o) 0 -
where b = fO %d;{’ b, = fO %dﬂ b3 = Wdu, and 11 =

myy, — 11 + 1. By sequentially applying the variable substitution ¢ = u + ml and [43]
(Equation (3.351.4)) to ¢1, we obtain

My, (23 I QS;]ilEi(_O3mru /Ql)
b = —L 2 -1 = 1
L= exp( M ){( ) —

+ exp (= Oaitru, /(1) 2171*2 (=Qamyy, / Q1) (1 — iy — 2)!
(mru1 /01)i1_1 i2=0 (il — 1)!

(A3)

Incorporating [43] (Equation (3.352.4)) into @, and @3, respectively, we easily obtain
Dy = — exp(%)Ei(—%) and @3 = —exp(23)Ei(—23). Inserting &1, $;, and @5 into
(A2), we obtain LR?IIN_I. Since U;} and Vsll1 have similar forms, ER?lH\]_I can be directly
determined as ERQN’I = LRQN’I@HW] — Myey, (1 — g, 2y — Q5,03 — ), where
€21, (27, and (23 are defined in (17). By combining LREN’I, ERIS\IN’I, and SRIS\IN’I, the proof
of Theorem 1 is complete. [

Appendix B. Proof of Theorem 2
Proof. By using [43] (Equation (3.326.2)), the CDF of Ug’l can be calculated as

Fugfl (M) = Pr(Ugl’l < u)

“1-ew(- 913“2“> [ e (- 2O LRI e )y

ap —au ap —au rul ujug
F o y(w), u<2
= 0 (A4)
1, u> %2,
2

where FuIl—l (u), 11, Q12, and Q43 can be found in (22a) and Theorem 1.

52
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Similarly, the CDF of ug—z can be written as
Fugfz (u) ZPI'(US{;*Z <u)
=1= [ exp(—ms (21 (w)x + Za(w)y) + Ea(w)

o1 Mg . SN
T T ) B2y + E50) g () (). (A9

Applying the binomial expansion to (E1(u)x + Ep(u)y + Z53(u))"® and further utiliz-
ing [43] (Equation (3.326.2)), we can calculate (A5) as

U , u> 2,

F 1172(1/1), u < ILZ,
Fonoa(u) = { 1U52 ﬂ; (A6)

where F -2 (u) is defined in (22b), and Z1 (1), Z;(u), and Z3(u) can be found in Theorem 1.
52

Using the binomial expansion and [43] (Equation (3.326.2)), the CDF of Ug —3 can be
calculated as

Fug_s(u) =Pr(UL > <u)

_/ 1—exp(— mmz(Qwuy—!—Qm”))Z iy 1(i6!)_1(mruz(015”]/+Qléu)) *frzc (y)dy

Upup

Mry l7 +1 Ql5 7 m Qlf’v s
—1— exp( mm2016u Z 27 217 0 ( ) )( ) ( rip iyJ)rl , (A7)
i6!(16)"7 (M1, Q150 4-1)

where (215 and (214 can be found in Theorem 1.
Based on the order statistics, we can use (A4), (A5), and (A6) to obtain the CDF of
ull as Fun( )=1-(1~—Fna(u)(1—Fmn-2(u))(1— Fm-s(u)). Furthermore, we have
S S S

Fu% (u) = Fu% (u) foru < % and Fu% (u) =1foru > %, where Fu% (u) refers to Theorem 1.

RNN-I

Using (14) and Gaussian—-Chebyshev quadrature, we can calculate LR; as

NN-I _ 0 UH
LR d
21n2 / "

1+u
1-Fn (Un,)
= & N o 2#
N 4In2a1 N anzl 1 (4’111) 1+ tn, . (A8)

Because Vi~ and V{}~? have the similar forms to U, >, the CDFs Fyn-1(v) and
Fvslzlfz (v) can be easily obtained by following the steps in (A7), which are piovided in
(22d) and (22e), respectively. Additionally, by comparing Ug’l and VSIzl’3, we find that
the expression of Uslg_l for a; = 0 has a similar form to Vslzl_3. Based on Ug_l, 1/5121_3, and
(22a), the CDF of Vslzl_3 can be directly expressed as (22f).

Using the order statistics, we can calculate the CDF of Vslzl as

Fyn (v)y=(1-(01- FUT] —2(v))(1— FV§2172(U)))FV§2]’1 (U)Fvslzl%(v)

_ { FVslzl (0)=(1-(1- IELI%_Z (0)(1— FV5121_2(T))))FV5121—1(U)FVSI21—3(U), v < %/

) (A9)
Fyu (@) = Fyna (v) Fyns (0), v> 2,
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According to (14), the ergodic rate of ERgN’I can be written as

NN_I ”1 VI] VIl
ERs, 21n2/ 1+ 21n2/ 1+ d”’ (A10)

Applying the Gaussian—Chebyshev quadrature to the first term of the above equation, and
subsequently applying the variable substitution § = arctan v and Gaussian—Chebyshev
quadrature to the second term, we obtain the expression for ERgN’I as given in (21).
Combining LRgN_I and ERgN_I, we can obtain SRgN_I. O
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