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Abstract: The paper proposes a method for identifying a person based on EEG parameters recorded
during the process of entering user password phrases on the keyboard. The method is presented in
two versions: for a two-channel EEG (frontal leads only) and a six-channel EEG. A database of EEGs
of 95 subjects was formed, who entered a password phrase on the keyboard, including states in an
altered psychophysiological state (sleepy and tired). During the experiment, the subjects’ EEG data
were recorded. The experiment on collecting data in each state was conducted on different days. The
signals were segmented in such a way that the time of entering the password phrase corresponded
to the time used during the EEG to identify the subject. The EEG signals are processed using two
autoencoders trained on EEG data (on spectrograms of the original signals and their autocorrelation
functions). The encoder is used to extract signal features. After identifying the features, identification
is performed using the Bayesian classifier. The achieved error level was 0.8% for six-channel EEGs
and 1.3% for two-channel EEGs. The advantages of the proposed identification method are that the
subject does not need to be put into a state of rest, and no additional stimulation is required.

Keywords: electroencephalograms; autoencoder; biometrics; neural networks; signal analysis; neural

interfaces

1. Introduction

Traditional authentication mechanisms (passwords, qualified and unqualified elec-
tronic signatures, and confirmation via phone) are alienable from the owner; therefore, they
are subject to the “human factor”. These protection methods are unsafe for people with
low computer literacy and those who neglect security issues.

The problem of “alienation” of the authenticator is solved by linking keys and pass-
words to a person’s biometric parameters. Many commercial solutions currently available
are based on static biometric images (fingerprints, iris patterns, face, etc.). Their fundamen-
tal problem is that they are not secret. An intruder can falsify an open biometric image, so
the biometric image used for authentication must be secret (combine a password and the
user’s individual characteristics). Secret biometric images can be formed when reproducing
any subconscious movements by a person. For example, a person’s keyboard handwriting
reflects the characteristics of his hand movements when entering a password phrase or
typing arbitrary text [1]. Keyboard handwriting images are considered uninformative
and provide a relatively high percentage of incorrect solutions during identification and
authentication. All dynamic biometric images, such as voice and handwritten passwords,
are subject to this problem to varying degrees [2].

Almost any biometric image can be intercepted: a voice is recorded on a microphone,
keyboard handwriting can be secretly tracked using keyloggers, fingerprints are left on
objects, images of faces are on photographs, signatures are on paper, etc. Since technologies
for generating adversarial examples are constantly being improved—generative neural
networks based on the transformer architecture and adversarial learning methods [3] allow
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for a targeted enumeration of biometric images and minimize the complexity of an attack
on a biometric system—theft of open biometrics is not a problem for a qualified attacker.

There is a need to create an alternative authentication method that is free from the
above-mentioned shortcomings. In this paper, it is proposed to use the features of the
user’s electroencephalogram (EEG) recorded during the process of entering a password
(password phrase or text) on the keyboard to recognize the user’s identity (Figure 1). EEG
is a set of signals characterizing the electrical activity of the brain, recorded non-invasively
using electrodes located on the surface of the head. Studies have shown that human EEG
parameters are unique [4]. The set of EEG indicators of a subject can be considered as a
vector of biometric parameters.

ier . S 0
=\

4+ @
Level 2 - Camgra

movgment_s hand movements  Kkevstroke force ’
(trajectories, over the keyboard
hand movements, n

e .

keystroke force) o -:3‘

Level 1 - intention
to perform a
conscious
movement ( EEG
parameters)

force/pressure sensors
distance sensors

keyboard 1 keyboard 2

Level 3 - residual
information about
the interaction
with a device

-

Figure 1. The process scheme of user identification recorded during the process of entering a password.

Biometric EEG images are the most secure against any kind of attack. The falsification
of these features is complicated because the EEG signals required for the synthesis and
transformation of identifiers are difficult to intercept, and it is impossible to do this remotely
or covertly (unlike keyboard handwriting or fingerprints left on objects). The advantages
of the method also include the fact that it can be used by people with disabilities, and that
the secret biometric image of the EEG can be changed at any time if it somehow has been
compromised. Identification requires the human brain to reproduce a stable impulse. For
this purpose, the organs of hearing, vision, etc., are stimulated. By changing the stimulus
affecting the subject’s brain at the time of identification, the nature of the EEG signals
changes, so the stimulus plays the role of a password, and the features of the EEG are
biometric features that depend on the password.

The study of the brain is an area of active research; as a result of which, EEG recording
equipment is constantly being modernized. There are various types of electrodes (dry,
bridge, cup), each of which can operate in different conditions. The element base is being
improved, due to which the cost of electroencephalographs is decreasing. In addition, artifi-
cial intelligence and big data analysis methods are actively developing. These prerequisites
allow us to consider the subject’s EEG images as an alternative to traditional passwords
and biometric features seriously in the near future.

To date, the methods of identification and authentication by EEG are usually based
on visual stimulation or recording of the EEG of the subject at rest, which may be difficult
in practice. This work is devoted to the development of a method that allows recognizing
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the identity of a computer user in real conditions when working on a computer (without
additional stimulation). The purpose of the study is to develop a method for identifying
a person by the electrical activity of the brain during the process of entering a password
phrase on a computer.

The proposed method, unlike those that existed before, is relatively stable to changes
in the user’s state, allows for real-time user recognition without “plunging” into a state
of rest, and can be integrated with the keystroke dynamics control method (if the user
enters an incorrect phrase, access will be denied). The novelty of this study is that we
used the subconscious movements of the user typing a learned phrase on the keyboard as
a stimulus for the formation of evoked potentials. Thus, for the first time, a method for
identifying a person by keystroke dynamics has been proposed that uses the parameters of
evoked potentials of the EEG as biometric features instead of the parameters of time delays,
pressing force, or other characteristics used in this task by other researchers.

2. State of the Art

In their works, the authors use various types of stimuli or tasks to evoke potentials (to
provoke the brain to produce certain reactions that are then analyzed in order to identify
individual characteristics of the EEG of subjects). The following stimuli (tasks) were used
in well-known works:

1.  Breathing task. Subjects close their eyes and focus on their breathing for several
seconds (minutes) [5,6].

2. Imagining movements of body parts (without actually moving them) or reproducing
movements for several seconds (minutes) [7].

3. Audio stimulation [8]:

*  Mentally singing or pronouncing individual words (phrases). Subjects imagine
singing (in silence) for several seconds (minutes);

¢ Listening to sounds. Subjects close their eyes and listen to a sound tone (or
music) for several seconds (minutes).

4. Visual stimulation. This method is the most common and is found in most publica-
tions. Many experiments of varying complexity are based on the principle of visual
stimulation. It is believed that the occipital areas of the brain are responsible for
visual processing (the strongest visually evoked potential (VEP)) [9]. Many stud-
ies have focused on evoking the P300 potential (this is a positive deviation with an
amplitude of 2-5 uV with a delay of 300-600 ms after the stimulus is applied) [10].
Analysis of the P300 potential was used to create interfaces for mental password
entry by focusing the gaze on symbols (pass-thought). Typically, P300 is measured by
analyzing signals from the Fz, Cz, and Pz electrodes of the standard 10-20 arrange-
ment. To detect P300, the signal accumulation principle is used. Before averaging,
the EEG signal must be passed through a bandpass filter (usually with a passband
of 1-20 Hz) and artifacts (eye movements, etc.) must be removed. Also analyzed are
N1 (N100) waves—negative deviations that peak between 90 and 200 ms after the
presentation of an unexpected stimulus. Sometimes subjects are asked to imagine an
object or abstraction.

Each type of stimulus or task activates different areas of the brain (cortex). Therefore,
analysis of data from the corresponding electrodes allows us to identify features that
characterize a person (either their condition or the action being performed).

The cerebral cortex is divided into zones—Brodmann cytoarchitectonic areas (52 fields
are identified). A more detailed brain map containing about 180 functional zones was
compiled in 2016 by David van Essen [11]. The EEG signal is usually described by the
concept of rhythmic activity, which is usually classified by frequency, dividing into alpha
(8-13 Hz), beta (14-40 Hz), gamma (30-100 Hz), theta (4-8 Hz) and delta (14 Hz) rhythms
(waves, ranges) [12]. To remove uninformative frequencies, (frequency) filters (Butterworth,
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Welch) are often used. To highlight EEG features, spectral, correlation and wavelet analysis
methods [13], as well as artificial neural networks, are actively used.

There are publicly available EEG databases (DEAP, Grazllla, Alcoholism, PhysioNet
and others) [10,14]. They contain EEGs obtained under the influence of strictly defined
types of stimuli. When developing new methods of identification (authentication) by EEG,
these data may not be applicable.

In the work [15], a method of identification of the person by parameters of EEG called
CEREBRE (Cognitive Event-RElated Biometric REcognition) was proposed. The principle
of its work consists of the assessment of individual reactions to various stimuli (for example,
primary visual perception, recognition of familiar faces, taste). A test set of 400 images
of the corresponding theme was prepared. A total of 50 volunteers who were asked
to choose a visual image password took part in the experiment. The participants were
placed in front of the screen in a sound isolation chamber protected from electromagnetic
influences. While the stimuli were shown to subjects, a 26-channel EEG and a 3-channel
electrooculogram were recorded. The obtained data were used for training. At the testing
stage, the subjects were shown the same images in random order, but when a “black
label” appeared before the image, the subjects presented the image password. The system
identified the subjects without errors even 514 days after training. The disadvantage of this
method is the lengthy training procedure, as well as the need to create ideal conditions for
use, imposing significant restrictions on the application of the method in real practice.

The authors of the work [16] claim that using the spectral power of brain gamma
waves as features increases the accuracy of biometric authentication by EEG. An experiment
in which EEG data from 109 subjects from the PhysioNet database were used (subjects were
in a calm state with open eyes and closed eyes) was conducted. The obtained recognition
reliability estimate was EER = 0.0196.

Multifactorial identification systems are known that use EEG and eye blink data [17].
The accuracy of the two-factor procedure for subject recognition has been obtained from
92.4% t0 97.6%.

In [18], wavelet analysis and deconvolutional neural network (DNN) were used to
recognize EEG images; as a result, a subject recognition accuracy of 94% was achieved.

The issues of creating models for generating cryptographic keys or passwords based
on EEG data, which are subsequently used for authentication, are covered quite widely in
the literature. Various authors consider the possibility of using schemes based on fuzzy
extractor, fuzzy vault, and fuzzy commitment. In particular, the work [19] presents the
results of an experiment on assessing the reliability of key generation involving 42 subjects
(the probability of errors was 0.024). Some authors have assessed the influence of a person’s
emotional state on the stability of key generation using EEG data [20]. The subjects’
emotional state was changed by various influences. The results showed that the EEG
features used depend to a significant extent on the subject’s state, which affects the reliability
of key generation (the probability of error increases).

In [21], an EEG-based identification method using code-modulated visual-evolved po-
tentials (c-VEPs) was proposed. The authors recorded two data sessions for each individual
on different days to measure the performance of intra-session and cross-session identifica-
tion. State-of-the-art VEP detection algorithms in brain—computer interfaces (BCls) were
used to build the template-matching-based identification framework. For cross-session
identification, the error rate was 99.43% using 10.5-second EEG signals.

It is evident from the presented materials that research in this area is actively devel-
oping and is promising. Many researchers report high accuracy of human identification
by EEG. However, in such cases, a small volume of test samples or a small number of
subjects are usually used, or the method was tested under ideal conditions (as in the case of
“error-free” recognition based on the CEREBRE method [15]). In addition, the training or
identification procedure takes a lot of time. Nevertheless, the uniqueness of EEG indicators
is very high. The method proposed in this paper is more practice-oriented and belongs to
the second of the listed categories based on movement incentives.
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3. Materials and Methods
3.1. About the Reproduction of Subconscious Movements When Typing Text on a Keyboard
3.1.1. The Connection Between Keyboard Handwriting and the Peculiarities of
Brain Function
Let us consider three stages of reproducing a password on the keyboard, at which the
peculiarities of the computer user’s keyboard handwriting appear:

1. First of all, there is an intention to perform some action; the brain gives a command
to perform conscious movements. A person cannot immediately perform complex
movements, such as typing on a keyboard. In the process of learning, successful solu-
tions to the task are selected and remembered through multiple repetitions (training).
Muscle control programs are remembered in the subconscious and are implemented
automatically. The features of the electrical activity of the brain in the process of
entering a phrase on the keyboard are individual. By recording and analyzing the
EEG, it is possible to identify biometric parameters—features that characterize a spe-
cific person. The identified features can be very informative if the EEG recording is
long enough. These features can also characterize the selected password phrase, and
the psychophysiological and emotional state of the operator.

2. At the second level, the operator’s movement patterns are revealed. It is known
that the operator interacts with the keyboard using 20 shoulder girdle muscles on
each arm. The operator’s individual characteristics can be identified by analyzing
the trajectories of hand movements when typing a phrase on the keyboard using
special sensors (a rangefinder, and for a smartphone, an accelerometer [22] and
a gyroscope [23]). Additionally, keyboard handwriting can be judged by the force of
pressing the keys [24] and the vibration level of the keyboard.

3. The last level of keyboard dynamics is the data on time delays between pressing keys
and the time they are held [1]. These features can be registered on any keyboard,
but they contain significantly less information about the user than those described
above. In addition, these features depend on the keyboard used, the operator’s state,
the time of day, and they also change significantly over time. For these reasons,
this type of keyboard dynamics features is almost never used in real practice for the
purposes of access control to computer resources, although the method is very easy to
implement programmatically.

3.1.2. Areas of the Brain Involved in Reproducing Movements When Working with
a Keyboard

The problem of the hierarchical organization of human movements was considered
in the works of the Russian physiologist N.A. Bernstein. In the same work, a theory
of the levels of movement construction was presented. The levels are understood as
morphological sections of the nervous system, each of which corresponds to its own type
of movement. Five levels were identified (Figure 2) [25]:

*  The A level is responsible for muscle tone. A typical independent manifestation of
this level is the body trembling from cold or fear.

* At the Blevel, the work of “temporary ensembles” (synergies) is organized. This level
takes part in the formation of movements of a more complex type without taking into
account the characteristics of external space (stretching, involuntary facial expressions,
and simple reflexes).

e Atthe C level, information about external space coming from the senses is taken into
account. This level is responsible for constructing movements adapted to the spatial
properties of objects—running, waving arms, etc.

e The D level is responsible for organizing interaction with objects. At this level, data on
the main physical characteristics of surrounding objects are taken into account, and
the motor programs used are made up of flexible, interchangeable links.

e AttheE level, “intellectual” motor acts are formed (for example, speech or writing).
Moreover, it can be called “objectless” because movements are determined by an
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abstract meaning (when a person writes a letter, he thinks about the meaning of the
letter, and not about the mechanical process of writing itself).

Valitional holding
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Forebrain,
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Running, walking
without obstades

Making a decision
when performing
an action

Parietal lobe

Making a decision
when performing
an action with
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Figure 2. Levels of movements and the involvement of different parts of the brain in their reproduction.

When typing on a keyboard, the extrapyramidal system conducts nerve impulses
to support the position of the back, arms and shoulders to allow typing. The pyramidal
system conducts motor impulses for coordinated and independent movements of the
fingers. Learned voluntary movements are activated by pyramidal cells in the motor area
on the opposite side of the cerebral cortex and by impulses from the cerebellum. Movement
intentions are translated into specific programs by areas of the premotor and association
cortex (frontal and parietal areas), the basal ganglia, and lateral part of the cerebellum. The
thought to initiate a specific movement is translated into detailed neural programs by the
basal ganglia, premotor cortical areas (Brodmann areas 5, 6, 7, as seen in Figure 3), and the
lateral cerebellum. In the primary motor cortex (Brodmann area 4, as seen in Figure 3), these
instructions are decoded and executed. This area of the cerebral cortex contains centers
that control muscle groups belonging to the opposite side of the body. The intermediate
zones of the cerebellar hemispheres receive two types of information: at the start of the
movement from the motor cortex about the sequence of the movement plan, and from the
peripheral parts of the body (limbs) about the nature of the movement being performed.
After comparing this information, the cells of the deep intermediate nucleus send corrective
signals to the motor cortex. There are several feedback loops for controlling voluntary
movements. One of them is the visual system. When typing, individual zones of the frontal
lobe, supplementary motor area, parietal area, and other regions are activated. Movements
that include rapid sequences of muscle contractions cause an increase in blood flow in the
supplementary motor cortex [26].
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Figure 3. Map of Brodmann's areas of the cerebral cortex, with numbers indicating surfaces (left)
and topography of motor areas of the brain (right).

3.2. Dataset Description

To analyze the brain activity of an operator when entering text on the keyboard,
it is sufficient to take readings from the following electrodes (based on the previously
presented information) installed in accordance with the 10-20 scheme (monopolar instal-
lation), Fp1, Fp2, Fz, 3, F4, and Cz, as well as reference electrodes Al and A2 (Figure 4).
The 10-20 scheme is a standard method of electrode placement used to collect EEG data, in-
cluding in modern neurophysiological studies. The letter designations of the 10-20 system
indicate the zones of the cerebral cortex where the corresponding electrodes are located
(F—frontal, T—temporal, C—central, P—parietal, and O—occipital).

Figure 4. Connections of electrodes for recording electrical activity of the brain when the subject
types on the keyboard (electrodes used in the experiment: Fp1, Fp2, Fz, F3, F4, Cz, Al, A2, and
monopolar fastening).

An experiment to collect EEG data from 95 subjects was carried out. The subjects
were asked to enter a phrase consisting of several words (30-50 characters on average)
on a keyboard with a plastic case. Each subject entered their own unique secret phrase at
least 50 times. At the same time, the EEG of the brain was recorded using a 19-channel
Mitsar-EEG-201 electroencephalograph (with a noise level of less than 2 uV from peak to
peak and a signal quantization frequency of 250 Hz per channel). All subjects underwent a
series of experiments four times on different days (to identify stable, robust features and
exclude features with a high degree of variability over time). During the first two days,
the subjects entered data from the keyboard in a normal psychophysiological state; on the
third day, the subjects were put into a sleepy state (they were asked to take two motherwort
tablets of 200 mg each, after which the subjects sat in a chair for 20 min in a quiet and dark
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room immediately before the start of the EEG recording). On the fourth day, they were
put into a state of fatigue (the subjects were subjected to physical exertion, the volume of
which was determined by the Martinet method and then varied depending on the physical
capabilities of the subject).

3.3. EEG Image Processing

First, let us look at how the signal is generated in the brain that triggers a chain of
subconscious movements for typing on the keyboard. Next, we will describe collecting
EEG data and the methods for processing the data.

3.3.1. Preprocessing of EEG Data

A notch filter (45-55 Hz) was applied to the EEG signals to eliminate interference
caused by power lines. The EEG images were then divided into fragments corresponding
in time to periods of correct and incorrect password entry.

Visual analysis of the fragments showed that the subjects” EEGs generally have dis-
tinctive features. For some subjects, the moments between the end of the next phrase input
and the beginning of the next one are clearly visible (Figure 5). For each subject, a different
level of correlation is observed between the fragments of signals from different electrodes
(cross-correlation). Autocorrelation functions also have features. In particular, the average
number of zero crossings (sign change frequency) and extrema for autocorrelation functions
differ for different subjects. Individual features of human EEGs are quite unstable, but they
can be observed in large samples by constructing empirical probability densities of the
values of the parameters under study.

a
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Figure 5. EEG during the entry of the password phrase by the subject

The EEG records were divided into fragments corresponding to the periods of phrase
input. The average fragment duration was 7.5 s (1875 reports). Then, from each fragment,
a signal spectrogram and a spectrogram of its autocorrelation function were calculated for
each channel, Fp1, Fp2, Fz, F3, F4, and Cz (a total of 6 channels), with a window width of 64
and a step of 4. In this case, 4 types of window functions were used when calculating the
spectrograms—rectangular, Hamming, Bartlett and Gauss. The output was 48 spectrograms
(2 types of function—original and autocorrelation, 4 types of windows and 6 channels). This
technique with several types of window functions was used to augment the training sample
of the autoencoder, which was then used to transform the spectrogram into a feature vector.

All spectrograms after their construction were interpolated along the time scale to
bring them to a fixed dimension of 32 x 256 (where the first dimension is associated with
the frequency scale of the spectrogram; the second is associated with the time scale).
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3.3.2. Feature Extraction

To extract features, we used an autoencoder with the architecture presented in Table 1.
This is a neural network architecture that consists of two segments—an encoder and a
decoder. The encoder compresses the data into a compact representation, and the decoder
reconstructs it. The network is trained as a single whole, while the same data, that are
feature vectors, are supplied to the input and output. Autoencoders are often used to
extract features [27]. In total, 12 autoencoder architectures were tested, differing in the
number of layers, convolution kernels and the size of the kernel of the first convolutional
layer, the number of fully connected layers and neurons in each of them.

Table 1. Architecture of the autoencoder for feature extraction.

Layer Type Layer Parameters

Encoder

Input dimension is 32 x 256

number of filters—2, convolution window—3.3,

ConvL (2D) convolution step—2.2, activation function—ReLU

number of filters—4, convolution window—3.3,

ConvL (2D) convolution step—2.2, activation function—ReLU

Batch normalization

number of filters—8, convolution window—3.3,

ConvL (2D) convolution step—2.2, activation function—ReLU

number of filters—16, convolution window—3.3,

ConvL (2D) convolution step—2.2, activation function—ReLU

Batch normalization

number of filters—32, convolution window—3.3,

ConvL (2D) convolution step—2.2, activation function—ReLU

number of filters—64, convolution window—3.3,

ConvL (1D) convolution step—2.2, activation function—ReLU

Batch normalization

ConvL (1D) number of filters—128, convolution window—1.3,
onv convolution step—1.2, activation function—ReLU

ConvL (1D) number of filters—256, convolution window—1.3,
onv convolution step—1.2, activation function—ReLU

Batch normalization

Fully connected layer number of neurons—256, activation function — linear

Decoder

Input dimension is 256

number of filters—128, window—3.3,

TConvL (2D) step—2.2, activation function—ReLU

number of filters—64, window—3.3,

TConvL (2D) step—2.2, activation function—ReLU

Batch normalization

number of filters—32, window—3.3,

TConvL (2D) step—2.2, activation function—ReLU

number of filters—16, window—3.3,

TConvL (2D) step—2.2, activation function—ReLU

Batch normalization

number of filters—16, window—3.3,

TConvL (2D) step—2.2, activation function—ReLU

number of filters—4, window — 1.3,

TConvL (1D) step—1.2, activation function—ReLU

Batch normalization

number of filters—2, window—1.3,

TConvL (1D) step—1.2, activation function—ReLU

number of filters—1, window—1.3,

TConvL (1D) step—1.2, activation function—sigmoid
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Each autoencoder received one spectrogram as input and 256 features as output.
The autoencoders were trained using data from 30 subjects. A total of 2 autoencoders with
identical architecture were created: the first was trained using spectrograms of the original
signal and the second was trained using spectrograms of the autocorrelation function.
The training sample size was over 36,000 (30 subjects, at least 50 examples, 6 channels, and
4 types of window functions) images for each autoencoder. The number of epochs was 200;
the Adam optimizer was used.

After training, the decoder was removed and only the encoder was used. To extract
features, 6 spectrograms were extracted from the original signal and the autocorrelation
function (based only on the Hamming window, since it is noise-reducing). Spectrograms
were sent to the corresponding encoders (Figure 6), which extracted features. Thus, each
EEG image was transformed into a vector of 3072 features (Figure 7).

Decoder
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Figure 6. Diagram of the autoencoder for feature extraction architecture.
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4. Results

Each subject must first create a biometric template—train the recognition system.
The training sample of the subject included EEG samples obtained on the first day of
the experiment. The remaining EEG data of the subject were assigned to the test sample.
According to this principle, the training and test sample of 65 subjects was compiled.

For each feature and subject, probability densities were constructed based on the
training set, based on the hypothesis of a normal distribution of features (which was
confirmed by the chi-square method). It was decided to build a classifier based on a
“naive” Bayesian classifier. Each subject template is assigned a hypothesis. The method
calculates the a posteriori probabilities of hypotheses for a certain number of steps equal to
the number of features entering the identification process. At each step, the a posteriori
probabilities of hypotheses are calculated using formula (1), taking into account the value of
the next feature, while the a posteriori probability of a hypothesis calculated at the previous
step is taken as the a priori probability. In the first step, all hypotheses are equally probable
P(H;|Ag) = n~!, where 7 is the number of hypotheses, i.e., identified subjects. In the last
step, preference is given to the hypothesis with the maximum a posteriori probability.

P(H;|Aj-1)P(Aj|H;)

P(Hj|A)) =
(HilA)) = S B (H A, )P (A )

1)

where P(H;|A;) is the posterior probability of the i-th hypothesis calculated at the j-th step,
and P(Aj|H;) is the conditional probability of the i-th hypothesis, equal to the probability
density of the j-th feature for the i-th template. In this version, the Bayesian classifier
is often called “naive”, since it is assumed that the features are statistically independent
(which in practice is most often not the case). To create a user standard (i.e., to train the
Bayesian classifier by calculating the probability density functions of each feature), at least
50 EEG examples of each user were used, equal to the number of attempts to enter the
password phrase.

Using the created templates and test sample, a computational experiment was con-
ducted to identify subjects. The result of experiment is presented in Figure 8. First, single
EEG samples were fed to the input of the method. Then, several samples were combined
into one of greater duration—the dimension of the feature vector gradually increased from
3072 to 12,288.

As can be seen from Table 2, the reliability of subject recognition for the proposed
method is quite high and corresponds to the world level.

An additional series of experiments were also conducted. During the mentioned
experiments, EEG data corresponding to the altered state of the subject (fatigue, sleepy)
were used for testing, provided that the subject standard was created in a normal state
(according to the recordings obtained on only the first, as well as on the first and second
days of the experiment).

In addition to using all the specified electrodes, we also tested the use of only the
frontal branches Fpl and Fp2, for which dry electrodes can be used in practice. Dry
electrodes do not work well through hair, so we separately tested the use of only the frontal
branches Fp1 and Fp2.

As can be seen from Table 2, the reliability of subject recognition for the proposed
method is quite high and corresponds to the world level. We see that for a two-channel EEG,
the accuracy decreases, but is still at an acceptable level (98.7%; error probability 0.013).
It can also be seen that the state of fatigue of the subject greatly affects the identification
results, in contrast to the sleepy state. Apparently, fewer artifact amounts appear on the
EEG in the sleepy state. However, if we use data from the normal state obtained on
different days as a training sample, we can increase the system’s resistance to changes in
the subject’s state.
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Figure 8. Probability of subject identification error as a result of performing a computational
experiment.

In real practice, it is necessary to ensure protection of biometric templates from
compromise. For this purpose, an approach based on fuzzy extractors [19] or shallow
artificial neural networks with automatic robust learning [28] is used at the stage of image
classification.

Table 2. Comparison of the obtained results with the results achieved in other studies.

Brief Information

Dataset Accuracy, %
About the Method
Authentication technique based on simple
cross-correlation values of PSD features extracted =~ EEG of 109 subjects from 98.04 [16]
from 19 EEG channels during eyes-closed and the PhysioNet database '
eyes-open rest-state conditions.
Deep neural network (DNN) is used to classify the
data. Optimization and regularization methods are 109 individuals 99.19 [29]
employed to improve the accuracy of the results.
The EEG data of 80
EEG-based cryptographic key generation systems.  subjects from AEEG 97.42 [13]
dataset
Automatic channel selection, wavelet feature
extraction and deep neural network (DNN) DEAP multimodal dataset 94 [18]
classifier.
Biometric authentication method based on the
discrete logarithm problem and 42 subjects 97.6 [19]
Bose-Chaudhuri-Hocquenghem (BCH) codes.
. . 16 channels selected from
EEG-based cryptographic key generation. the DEAP dataset 97.88 [20]
EEG-based identification method using .
code-modulated visual echo potentials (c-VEPs). 25 subjects 9943 [21]
Proposed method 95 subjects 99.2
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5. Conclusions

Before the subject starts typing, the brain initiates a sequence of actions that are
subsequently adjusted when analyzing information coming from the peripheral parts of
the body. The performed movements have features that affect the time delays between
pressing the keys and holding them down. Together, these delays are called keyboard
handwriting. Thus, the individual style of working with the keyboard is initially formed in
the cerebral cortex.

Experiments have shown that the EEG images of the operator performing the keyboard
input are unique. The achieved percentage of erroneous decisions in identifying 65 subjects
was 0.8%, which corresponds to the world level in this area of research. The advantages of
the proposed identification method are that the subject does not need to be put into a state
of rest (most methods are efficient if the user is in a calm state and immobilized, preferably
sitting with eyes closed), and no additional stimulation (visual, sound) is required. Unlike
previous existing methods, the proposed method can be used for continuous identification
of the operator in the process of professional activity and can be combined with methods
of identification by keyboard handwriting.

At the moment, the specified percentage of erroneous decisions is achieved based on
an average of 1 min of monitoring, which corresponds to entering the password phrase
eight times. When using a single entry, the error is too high—more than 20%. For practice,
you need to use at least four entry attempts (an average of 30 s), which corresponds to 4.1%
of errors.

It has been established that if the user was in different psychophysiological states
during the training and operation of the system, the identification accuracy drops (from 3
to 11 times in a tired state, or from 2 to 3 times in a sleepy state). To eliminate or reduce this
negative effect, it is proposed to train the system on user data obtained on different days.
This will level out random outliers and data bias related to the installation of electrodes
and the user’s emotional background.

Further research will be aimed at improving the identification accuracy, reducing the
transit time, and protecting biometric templates. In the future, using hierarchical deep
learning neural networks [30] is planned for feature extraction and using the c-neuro-
extractor model proposed in [31] is planned for building a classifier.
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