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Abstract: Hospitals have been historically known for their strong risk mitigation policies and designs,
which are not becoming easier or simpler to plan and operate. Currently, new technologies and
devices are developed every day in the medical industry. These devices, systems, and personnel
are in an ever-higher state of connection to the network and servers, which necessitates the use of
stringent cybersecurity policies. Therefore, this work aims to comprehensively identify, quantify,
and model the cybersecurity status quo in healthcare facilities. The developed model is going to
allow healthcare organizations to understand the imminent operational risks and to identify which
measures to improve or add to their system in order to mitigate those risks. Thus, in this work we
will develop a novel assessment tool to provide hospitals with a proper reflection of their status quo,
which will assist hospital designers in adding the suggested cyber risk mitigation measures to the
design itself before operation.
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1. Introduction

Cybersecurity is a set of processes and technologies created to protect computers,
software, and data from cyber-threats [1]. Nowadays, many services and procedures
depend mainly on the Internet and computers, such as healthcare services [2]. Even though
healthcare organizations have strong policies that mitigate most kinds of risks, they are
still vulnerable to cyber-threats. This makes cybersecurity an important aspect for many
organizations, especially healthcare organizations [2]. Cybersecurity is a relatively new
subject in healthcare [3]. It involves the measures taken to secure and protect the electronic
equipment and the information saved digitally. The healthcare sector has been advancing
rapidly over the past two decades, increasing the use of more advanced technologies [3].
Currently, all patients have their personal identifiable information (PII) and personal health
information (PHI) saved in the servers of the hospitals they visit [4]. Even though this
rapid incorporation of technology in healthcare improves their services, it also increases the
risk of being vulnerable to cyber-attacks [4]. Nowadays, almost every hospital department
deals with the PII and PHI of patients using their electronic health records (EHR) and other
software such as e-prescription programs [4]. Other than health information, hospitals also
use patients’ banking and billing information and share them with insurance companies
electronically [4]. In addition, hospitals are full of medical devices connected to the network
and are subject to cyber-attacks [5]. There are a variety of medical devices that are connected
to the network. Some devices are implanted inside patients, which amplify the effects
of cyber-attacks. In the case of this happening, the integrity of the medical devices is
compromised, which disrupts the services offered by the hospital [5]. Failing to protect
hospitals from all types of cyber-attacks to patients” PIls, PHIs, banking information, and
implanted medical devices can result in significant consequences.

On the other hand, finance in healthcare is limited [4]. When a cyber-attack on a
hospital takes place, the hospital might be overwhelmed financially due to fines, loss of
services, and lawsuits [3]. Hospitals need to implement cybersecurity measures and reduce
the costs of their implementation. To decide which measures are more effective than others,
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an evaluation model will be created to assist hospitals in making such a decision. The model
aims to identify and quantify cyber-attack risks and the measures needed to mitigate them.

2. Background
2.1. Cybersecurity in Hospitals

Hospitals are complex organizations that offer services to patients and people in need.
Hospitals are technology-saturated environments, making it difficult for their information
technology (IT) department to manage all of the devices in their network [3]. The variety of
devices the department deals with increases the complexity and difficulty of applying the
policies and procedures of the IT department [3]. It is challenging for hospitals to be robust
to cyber-attacks due to their complexity [3].

2.2. Cyber-Attack Types in Hospitals

Hospitals are attractive for attackers due to the financial and political gain [6]. Never-
theless, cyber-attacks on hospitals might allow attackers to take lives in the form of cyber
warfare [6]. Hospitals are at risk of cyber-attacks in five different ways, according to the
US Department of Health [7]. The five threats are email phishing attacks; ransomware
attacks; the loss or theft of equipment or data; insider, accidental, or intentional data loss;
and attacks against connected medical devices [7]. This section will discuss each of the five
threats, along with their causes and impacts.

2.2.1. Email Phishing Attack

An email phishing attack is an attempt to steal information from an employee in
the hospital by tricking them into giving information via email [7]. The email appears
to the employee as if it is from a legitimate source [8]. An example of a phishing email
is receiving an email with an activation link from a known source to acquire the wanted
information [7,8]. Then, if the employee clicks the link, it takes them to a website that
may steal sensitive information or infect the computer. This type of attacks happens due
to a lack of awareness, a lack of IT resources to manage suspicious emails, and a lack of
protection software. This type of attacks leads to stolen access credentials that could be
used to access sensitive data. It also might affect the reputation of the hospital [7].

2.2.2. Ransomware Attack

A ransomware is a malware that works by encrypting data saved in computers or the
network itself [9]. A ransomware attack is a malicious software that eliminates access to
user data by encrypting them with a key [7]. The attacker (hacker) is the only person who
knows the key, meaning that the attacker is the only person with access to the data [7]. The
purpose behind this type of attack is eliciting a ransom payment from the owner of the
data to the attacker. This type of attack can be the result of email phishing. Weaknesses in
the system, such as a lack of system backup, a lack of anti-phishing capabilities, and a lack
of network security, may lead to amplified consequences [7].

2.2.3. Loss or Theft of Equipment or Data

The loss of equipment decreases the productivity of hospitals on the one hand and
endangers patients on the other hand [10]. Devices such as laptops, tablets, phones,
and USBs in hospitals are considered as parts of the hospital’s equipment [7]. If this
equipment is stolen, it can end up in the hands of attackers who might take advantage of
the situation [7]. Those devices might contain sensitive information or data, and the loss
might be catastrophic if they are not password-protected. Some vulnerabilities increase
the chance of the occurrence of this type of attack, such as a less-frequent assent inventory
schedule, lack of physical security practices (i.e., leaving offices open), lack of awareness,
and lack of data encryption. In addition, patient safety will be compromised. This type
of attack will disrupt the services offered and break the trust between the patients and
the organization [7].
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2.2.4. Insider, Accidental, or Intentional Data Loss

Advances in the healthcare technology have led to the use of paperless systems [11].
This fact minimizes the availability of data in physical forms and increases its availability
in digital forms [11]. This leads to increases in losses of data or attacks to steal data. Insider
accidental data loss is considered a type of unintentional loss caused by honest mistakes [7].
Honest mistakes could be because of a degree of negligence or errors due to procedures
and policies [7]. On the other hand, intentional insider loss of data is considered malicious
loss or theft. This threat is caused by an employee or any person who uses the hospital’s
technology and network to benefit personally. Some of the reasons for this type of threat
are negligence in sharing data, a lack of data monitoring, a lack of access limitations to
sensitive data, and a lack of awareness. This threat can affect patient safety if a patent’s
data are altered somehow, such as an alteration to a prescribed medication [7].

2.2.5. Attacks against Connected Medical Devices

According to the Saudi FDA, a medical device is defined as “an instrument, apparatus,
implement, machine, contrivance, implant, in vitro reagent, or another similar or related
article, including a part or accessory, intended for use in the diagnosis of disease or other
conditions, or in the cure, mitigation, treatment, or prevention of disease” [5,7]. Medical
devices have been evolving in the past decades and have been digitalized instead of
remaining analog [12]. Modern medical devices depend on software programs that require
connections to external devices and servers, which increases the risk of attacks [12]. Attacks
against connected medical devices are initiated by taking control of the care provider’s
computer [7]. This is possible through email phishing and other methods [7]. Once the
attacker is in the network, they can control the connected devices, power them off, reboot
them, and alter their settings [7]. The system’s vulnerabilities that make this threat possible
include patches to maintain medical devices not being implemented correctly [7]. Failing
to update medical equipment within the required time can be another reason for this type
of threat [7]. The unavailability of the cybersecurity information from the medical devices
to the hospital is another system vulnerability [7]. Medical devices can be invasive or
non-invasive. Most medical devices are connected to a network to function. Cyber-attacks
on medical devices can affect patients” safety in several ways. For instance, attacking
implanted medical devices, such as implantable cardioverter defibrillators (ICDs), can
result in fatalities [13]. In addition, patients might not receive the desired outcome from
the medical device due to cyber-attacks [7]. This can happen when patients” data in their
medical records are altered or changed, causing inaccurate assessments or treatments [13].
A threat to medical devices in a hospital causes broad hospital operational impacts due to
medical devices being unavailable [7].

2.3. Protecting Hospitals from Cyber-Attacks

There are many practices and measures hospitals can include in their cybersecurity
management plans to avoid cyber-attacks. Cybersecurity must be included in the risk
management process [6]. Hospitals should move toward achieving the goal of cyber
resilience. Table 1 summarizes the measures that can be followed to improve cybersecurity
in a hospital.

Table 1. Summary of the measures taken by hospitals to improve cybersecurity.

Seq Cybersecurity Measure Description Threat
s Email Phishing
1 Regular Staff Training This indicator makes sure that every employee has Intentional, accidental,

cyber security and threat training once yearly and unintentional data loss

2 Email Protection System

This indicator calculates how many spam Email Phishing
filters are used for each received email Ransomware
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Table 1. Cont.

Seq Cybersecurity Measure Description Threat
3 Endpoint Protection Systems This indicator .accounts for the size of Loss or theft of data
unauthorized data transfers
T Ransomware
4 Access Management Policy Th1s.md1ctor accounts for Intentional, accidental,
unauthorized access to the network . .
and unintentional data loss
This indicator makes sure data are
5 Backup System continuously backed up and that Ransomware
the size is increasing in every backup
. is indi f in th .
6 Updated Equipment This mdlcatgr accounts for every computer in the Loss or theft of equipment
organization and their update status
The health information system should not be accessed
7 HIS access control by unauthorized personnel [14]. This indicator Loss or theft of data
accounts for unauthorized access.
Implementing This indicator accounts for the availability
8 . . . . . All threats
Cybersecurity Policy of a policy that discusses cybersecurity
9 Medical Devices Securi This indicator accounts for every medical device that is Attacks against
ty connected to the network and makes sure it is updated connected medical devices
10 Limiting Access to This indicator accounts for Attacks against
Medical Devices unauthorized access to medical equipment connected medical devices

3. Objective

The main objective of this research is to protect hospitals from most types of cyber-
attacks that directly relate to patients” well-being and the privacy of their information. This
is achieved by creating a model that evaluates hospital cybersecurity systems. The model
will inform hospitals of the most effective measures needed to improve their cybersecurity
systems. This model should improve the efficiency of cybersecurity measures in hospitals
and their financial standing. There are many measures that are implemented in cyberse-
curity plans in hospitals, and for the sake of being thorough and covering most types of
attacks, we chose the 10 most important measures according to the literature review. The
chosen measures are listed in Table 1.

4. Methodology

In this research, we aimed to evaluate hospital cybersecurity measures. This was done
by following a number of steps and performing a number of simulations:

Choosing the indicators that make up the evaluation model;
Creating the model;

Writing the model as a code in MATLAB;

Testing the model using a set of data from three different hospitals;
Analyzing the results and adjusting the model if needed;
Validating the model and adjusting it as needed.

o G W=

The first step, choosing the indicators, was already achieved in the previous section.
The indicators that were selected are the ones listed in Table 1. The evaluation model is
discussed in detail in the following section of the paper. Then, a set of data is presented
and tested using the evaluation model that is created in MATLAB. Finally, the results will
be presented and discussed in the paper. Then, the model will be validated by comparing
it to existing models to ensure it is as accurate as it can be.

5. Evaluation Model

In this research, we aimed to evaluate the effectiveness of cybersecurity systems in
hospitals in general, regardless of their size and scope. In order to do this, a cybersecurity
evaluation model was developed. The threats and measures taken to prevent them were
taken into account when creating the model. To simplify the model, the measures taken
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to prevent threats are grouped into several groups, which are added together in the main
model. This grouping is based on how similar they are. The weights included in the
equations are variables assigned a value between 0 and 1.

First, user training (UT), access management (AM), and backup systems (BUI) can be
grouped together, as they all involve the hospitals” employees and their education (1):

W, UT + Wy AM + W5 BU = w 1)

Then, email (PP) and endpoint (EP) protection systems are grouped together, since
those two measures basically protect the data sent, received, and shared (2):

Wy PP+ WsEP=1 @)

In addition, updating non-medical equipment (UD) in the hospital and updating
medical equipment (MU) can be grouped into one equation. This grouping is due to the fact
that both measures require an inventory of the equipment and periodic maintenance (3):

W6 UbD+Wy; MU =0 (3)

Limiting access to medical devices (MD), controlling the network (NS), and implement-
ing a cybersecurity policy (CP) are all measures that can be grouped into one Equation (4).
This is because these measures are directly related to patient safety and to patient data:

Wg CP+ Wo NS+W10 MDZ’)’ (4)

Finally, those four equations are added together to create our model. Our evaluation
model, which is used in the hospital evaluation step, is Equation (5):

W11w+W12T+W130'+W14’)/=Q (5)

6. Dataset

In order to test the evaluation model, three different hypothetical hospitals will be
evaluated using the data in Table 2.

Table 2. Datasets from three different hospitals that will be used to test and validate the evaluation

model.

Measure Hospital A B C
Number of Employees 1500 700 4000

Cyber Training Sessions yearly 6 2 0

Capacity of Sessions 200 150 0

Number of Data backups yearly 12 2 6
Size of Data in first backup of the year (GB) 480 150 1000
Increment of data every month (%) 10% 5% 15%

Number of Spam filters applied (Up to 3) 1 0 2
Number of approved data transfers yearly 100 50 650
Average size of data in each transfer (MB) 250 200 300

Total size of transferred data yearly (MB) 40,000 8000 785,000

Number of approved network access instances 1500 600 3850
Total network access 2300 1200 6500
Number of non-medical electronic devices 1700 900 6000

Number of inventories of non-medical devices 12 6 12
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Table 2. Cont.

Measure Hospital A B C
Average number of Up-to-date non-medical devices in every inventory 150 80 600
Number of electronic medical devices 3200 1600 10,000

Number of inventories of medical devices 12 4 12

Average number of Up-to-date medical devices in every inventory 300 250 550
Number of employees who can access HIS 1000 450 3000
Actual access to HIS 1300 500 2800
Number of employees that access medical devices 700 350 3600
Actual access to medical devices 500 400 3800

Availability of Cybersecurity policy Yes No Yes

7. Results

The model that was developed in this paper was implemented as a MATLAB code that
was used to run the datasets. The datasets introduced in the previous section determined
which hospitals had the highest and lowest scores. The results for the three hospitals are
available in Table 3.

Table 3. The results of the evaluation model using the three hospitals’ data.

Hospital Minimum Indicator Maximum Indicator Final Score
. . Medical device access, Updating Medical and o
A Email Protection System non-medical devices, and Cybersecurity Policy 80.9%
Cybersecurity Policy and . . o
B Email Protection System Endpoint Protection System 50.2%
C Cybersecurity Training Non-medical device Update and Access Management 65.5%

8. Discussion

Before discussing the results obtained from compiling the datasets into the evaluation
model, the weights used in the equations of the model were assigned a value of 0.1 to
ensure every indicator has the same importance. Those weights can be altered in the future
depending on the importance of the indicators for each hospital. Regulatory agencies can
also alter the weights according to their standards if the model is being used in their accred-
itation process. In addition, the final score that is assigned to hospitals is a value between
0 and 100%. The score determines how strong the hospital’s cybersecurity system is.

According to Table 3, hospital “A” achieved the highest score among all three hospitals.
The score the hospital received was 80.9%. This score means that the hospital is fairly strong
in the area of cybersecurity. The model identified the hospitals” weak and strong measures.
The only weak measure was their email protection system. The hospital is not implementing
enough spam filters to filter the received emails. As mentioned previously, there are three
different types of spam filters that can be used in an email protection system.

On the other hand, the hospital is strong enough in four different areas. The hospital
has a great inventory policy or system that makes sure all electronic devices (medical
and non-medical) are updated at least once a year. Additionally, the hospital prevents
unauthorized personnel from accessing medical devices, which prevents any harm be-
ing caused to the patients, as well as preventing patient privacy violations. Finally, the
hospital implements a cybersecurity policy that instructs employees on dealing with any
cybersecurity aspect.

The hospital that achieved the second highest score was hospital “C” according to
Table 3. This score, 65.5%, means that the hospital is moderately vulnerable against cyber-
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attacks. This score indicates that the hospital needs to improve more than one measure in
order to improve their cybersecurity. The hospital’s weakest measure is training employees
on cybersecurity measures and cyber-attacks. In other words, having cybersecurity training
as the weakest measure indicates that the hospital either does not perform training sessions
or does not train every employee at least once a year. On the other hand, the hospital’s
strongest measures are updating non-medical devices and access management. This proves
that the hospital’s maintenance and inventory system is working as desired and does not
currently need improvement. Otherwise, according to the evaluation model, the hospital
has a great access management system, which prevents unauthorized access to the health
information system (HIS).

The hospital that had the lowest score of 50.2% was hospital “B” according to Table 3.
This score shows us that the hospital is moderately vulnerable to cyber-threats and attacks,
even more then the previously discussed hospital. According to the model, in order for the
hospital to improve its cybersecurity, it needs to improve most of its measures, especially
the cybersecurity policy and email protection systems. The model indicates that the hospital
has not implemented a cybersecurity policy, which increases the risk of email phishing and
ransomware attacks. In addition, the hospital has another weak measure, which is its email
protection system. This means that the hospital does not filter the emails the employees
receive with enough filters, which increases the rate of received spam emails and email
phishing links. On the contrary, the hospital has strong endpoint protection systems that
do not need to be improved in the meantime. This result means that the hospital minimizes
unauthorized transfers of data. The hospital authorizes most of the data transferred using
any method.

8.1. Model Validation

In this section, we will compare our model to two models from the literature in terms
of the structures, types of results, and numbers of factors and trials. A previous paper [15]
discussed the development of a security evaluation model that focused on a specific type
of threat, which is not similar to our model focusing on five types of threats. However, they
used 26 indicators to create their model, which gave promising results [15]. Our model
included ten indicators, meaning it is not similar to what their model used. However, the
number of indicators in our model fully covers all types of cyber-threats. Increasing the
number of indicators could result in different results, but not necessarily better results.
Their model did not result in a clear number that defines a specific score or percentage
of the tested methods, instead it resulted in factors that organizations can use to prevent
information leakage. On the other hand, our model does give a score that defines the
vulnerability of the hospital to cyber-attacks.

A previous paper [16] developed a model that evaluates the security of virtual learning
websites using six indicators only. The paper gave promising results as well. The number
of indicators we included in our model was more than the number they used in their
model, which is six indicators. They tested their model on two applications only while
we tested our model on three different hospitals [16]. This model resulted in percentages
that determine the security of the applications. The two models along with our model are
compared in Table 4.

Table 4. Comparison between the two models from the literature and our model.

Model Model 1 Model 2 Our Model
Number of factors 26 indicators 6 indicators 10 indicators
Number of trials 3 Validation methods 2 Systems 3 Hospitals

Type of results The results are the factors that they use ~ Percentage Percentage(score)
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8.2. Model Limitations

There are several points that can be followed to improve our model. First of all, the
model has not been applied to actual hospitals to find out whether it is applicable or not.
The model can be applied to existing hospitals to evaluate its results and to validate them.
The data used in this paper were from three random hospitals, which is why using the
model with actual hospitals can provide great feedback to improve it. In addition, due to
the lack of models in the literature that focus on our topic and give clear instructions and
steps for replicating the model, the hospitals evaluated by our model were not evaluated
using other models to compare the results. However, our model has been compared to a
couple of models that evaluate the security of applications and organizations to determine
its validity and accuracy. This comparison revealed that our model is valid and accurate, as
it gives exact values that can be used to quantify the cyber-attack vulnerability of a given
hospital, while the model developed in [15] did not provide similar results. The other
model developed in [16] gave similar results to our model.

9. Conclusions and Future Works

Many services that are offered worldwide are dependent on the Internet, including ser-
vices such as banking and healthcare. The Internet has become an essential tool that allows
us to perform our daily activities successfully. This fact makes cybersecurity a necessary
tool to be incorporated. Cybersecurity involves a set of technologies and processes that
protect the organizations from any of the five types of cyber-threats, such as email phishing
and ransomware attacks. Cybersecurity systems in organizations are not always perfect,
which makes it necessary to improve them. In this paper, we proposed an evaluation
model that evaluates a system and identifies the weaknesses that need improvement in
the cybersecurity system. This model successfully evaluated three different hospitals and
identified their weak and strong measures. This model recommends the necessary mea-
sures to be improved for an organization instead of improving all measures and spending
their finances on unnecessary measures that are already being implemented and working
perfectly. This model can be used as an improvement tool as well as an evaluation and
accreditation tool.

In the future, this model will be evaluated using the same data with a different model
developed by other researchers to prove it is valid and accurate. The model can be used to
evaluate existing hospitals and improved to ensure it gives optimal results. This model can
in the future incorporate the use of artificial intelligence in the healthcare industry and can
mitigate its risks by increasing the number of indicators to cover all aspects. It can also be
edited to evaluate different organizations, increasing its uses and objectives. In addition,
this model has inspired us to create similar models that evaluate different security and
safety systems instead of cybersecurity systems.
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Symbol Definition

ur User Training

AM Access Management
BU Backup System
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PP Endpoint Protection

EP Email Protection

ub Updating Equipment

Mu Medical Device Update

CP Cybersecuirty Policy

NS Hospital Network (HIS) Access

MD Medical Device Access

Wi_14  Weights between 0 and 1 assigned according to measured importance
in the required hospital
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