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Abstract: Emerging cyber threats’ sophistication, impact, and complexity rapidly evolve, confronting
organizations with demanding challenges. This severe escalation requires a deeper understanding
of adversary dynamics to develop enhanced defensive strategies and capabilities. Cyber threat
actors’ advanced techniques necessitate a proactive approach to managing organizations’ risks and
safeguarding cyberspace. Cyber risk management is one of the most efficient measures to anticipate
cyber threats. However, it often relies on organizations’ contexts and overlooks adversaries, their
motives, capabilities, and tactics. A new cyber risk management framework incorporating emergent
information about the dynamic threat landscape is needed to overcome these limitations and bridge
the knowledge gap between adversaries and security practitioners. Such information is the product of
a cyber threat intelligence process that proactively delivers knowledge about cyber threats to inform
decision-making and strengthen defenses. In this paper, we overview risk management and threat
intelligence frameworks. Then, we highlight the necessity of integrating cyber threat intelligence and
assessment in cyber risk management. After that, we propose a novel risk management framework
with integrated threat intelligence on top of EBIOS Risk Manager. Finally, we apply the proposed
framework in the scope of a national telecommunications organization.

Keywords: cybersecurity; cyber risk management; cyber threat intelligence; critical infrastructure

1. Introduction

With digital transformations, interconnectivity, and intelligent systems, digital breaches
have become more severe and widespread. Incompetent cybersecurity is proven to cause
increasing losses [1] and can range from relatively minor to catastrophic financial dam-
ages, highlighting the critical need for robust cyber risk management [2]. Organizations
employ cyber risk management frameworks to identify, assess, treat, and monitor their
digital risks. Despite substantial investments in cyber readiness, many organizations lack
proper situational awareness of the threat landscape and their adversaries [3]. The shift
of critical infrastructures towards automation and digital connectivity has increased their
vulnerability to diverse external threats such as state-sponsored groups, organized crime,
and activists [4]. These adversaries continuously refine their strategies, outpacing the orga-
nizational cyber defenses. Despite the significant projected growth in the risk management
market to address the rising frequency and complexity of cyberattacks [5], organizations
still face escalating challenges. These challenges push cybersecurity spending beyond
budgeted amounts due to penalties, revenue losses, and other costs stemming from security
breaches [6].

Risk management often accounts only for the internal context, without consideration
for threat actors [7]. Therefore, it has become necessary to analyze adversaries continuously
during risk management. Threat assessment is already a pillar in existing cyber risk
management frameworks, such as EBIOS Risk Manager. However, it still does not include
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information about cyber threats. A more complete approach is required by integrating the
cyber threat intelligence process output into the cyber risk management process, allowing
more precise risk assessments and timely adaptations. Threat intelligence provides valuable
information about threat actors that can be utilized to adapt risk assessment strategies and
prioritization [8,9].

Given the dynamic nature of cyberattacks and the inherent unpredictability of their
associated risks, organizations are compelled to rely on threat intelligence as a strategic
approach for responding to highly unpredictable and elusive cyber threats [10]. While cyber
threat intelligence has been a necessary process supporting organizations in responding
to cyberattacks, it is still a novel practice. It requires better exploitation in other security
practices, especially cyber risk management. It provides essential information for risk
managers [11], allowing them to consider their organizations’ context and adversaries,
thereby breaking the knowledge imbalance between attackers and defenders, leading to
better risk assessments and mitigation prioritization.

Cyber threat intelligence provides knowledge about threat actors, their corresponding
objectives, and their means to reach these objectives. Strategic, operational, tactical, and
technical threat information can be utilized to identify, evaluate, and respond to risks.
Enhancing the efficiency of cyber risk management is one of the main objectives of a
cyber threat intelligence program [12]. However, integrating cyber threat intelligence into
practical organizational practices remains uncommon [10,13].

Cyber risk assessment can produce overwhelming security weaknesses and corre-
sponding remediations for an organization to implement, making the remediation plan
overwhelming. Considering adversaries’ techniques and tactics can improve the risk assess-
ment output regarding results, prioritization of security controls, and proactive response to
emerging threats [14].

This paper’s novelty and contribution lie in its proposal for enhancements through the
continuous integration of cyber threat intelligence into an existing cyber risk management
framework. We consider EBIOS Risk Manager as the baseline risk management framework
and propose new modifications to its process. Then, we apply the designed framework to
critical national infrastructure.

The remainder of this paper is structured as follows. Section 2 overviews relevant
work in cyber risk management and cyber threat intelligence to highlight the gap addressed
by our contribution. Section 3 presents the proposed risk management framework with
integrated cyber threat intelligence. Next, Section 4 lays out an application of the proposed
framework. Finally, Section 5 concludes the paper.

2. Background and Related Works

This section provides an overview of the established cyber risk management frame-
works, cyber threat intelligence frameworks, and the integration of cyber threat intelligence
into cyber risk management.

2.1. Cyber Risk Management

Risk management is a critical process that seeks to identify, evaluate, and control
risks that threaten an organization’s business objectives. In the realm of cybersecurity,
risk management focuses on risks affecting digital information, including the availability,
confidentiality, and integrity of systems.

Numerous frameworks for cyber risk management have been developed in the litera-
ture and industry. Comprehensive reviews, analogies, and comparisons of these established
frameworks can be found in [15–17].

Various frameworks, guidelines, and tools have been created in the cybersecurity
industry to manage cyber risks effectively. Notable examples include ISO 27005 [18], a
standard framework published by the International Organization for Standardization and
the International Electrotechnical Commission. The US government has designed NIST
Special Publication 800-30 [19] as a detailed risk management process for governmental
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organizations. OCTAVE [20] offers a flexible risk-based strategic assessment and mitigation
planning framework, while EBIOS [21] is a workshop-based framework developed by the
French National Agency for Cybersecurity (ANSSI) based on the ISO 27005 guidelines.
MONARC [22] is a method that assists organizations in identifying and evaluating poten-
tial information security risks and implementing appropriate risk management measures,
emphasizing a structured approach to risk assessment, asset identification, threat analysis,
and vulnerability assessment. BSI200-2 [23] is a risk management standard developed
by the German Federal Office for Information Security, offering a systematic approach
to identifying, assessing, and managing information security risks. The European Union
has introduced ITSRM [24], a risk management method for evaluating and certifying in-
formation technology products and systems. ISACA, a global professional association
for information technology governance, has developed ITRAM2 [25] to help organiza-
tions identify, evaluate, and manage technology-related risks, focusing on integrating risk
management processes.

In addition to industry-established frameworks, the cybersecurity research literature
has proposed novel frameworks, processes, and tools for effectively managing cyber risks
in emerging technologies. Examples include ADAMANT [26], an information security man-
agement system compliant with ISO standards; LISRA [27], a risk assessment framework
simplifying the construction of attack scenarios in specific domains; and CSCCRA [28],
a risk assessment methodology designed for evaluating risks in dynamic cloud environ-
ments with multiple service providers. Some research contributions, like [29], have even
suggested integrating the safety of cyber–physical devices into existing risk management
frameworks based on ISO standards. Others, such as [30], have proposed layered cyber
risk management frameworks tailored to the unique challenges of the Internet of Things.
Moreover, innovative approaches like the blockchain-based risk and information system
control framework introduced in [31,32] leverage decentralized blockchain technology to
ensure risk management security.

EBIOS Risk Manager is among the more recent industry-based risk management
frameworks that account for threat actors by addressing them as risk origins (ROs). EBIOS
has evolved through multiple iterations, culminating in the EBIOS Risk Manager. This
workshop-based approach strongly emphasizes collaboration among stakeholders within
the same organization. It establishes security baselines and objectives, starting with risk
sources and considering the ecosystem and adversaries. EBIOS Risk Manager employs
a top-down approach and prioritizes efficiency over exhaustiveness. The EBIOS Risk
Manager process consists of five workshops involving individuals from the assessed
organization performing risk assessment and management. These workshops are [21]:

i Scope and Security Baseline: The first workshop in the framework defines the study’s
scope, participants, and timeframe and identifies missions, business assets, and sup-
porting assets while assessing feared events and their impact severity. It also estab-
lishes the security baseline and differential as the foundation for subsequent risk
assessment and management activities. This workshop involves the top management,
the business teams, the security manager, and the IT teams.

ii Risk Origins: The second workshop focuses on identifying and characterizing Risk
Origins (ROs) and their associated high-level target objectives (TOs). The most relevant
RO/TO pairs are selected, and the outcomes are documented in a risk origins mapping,
providing a structured understanding of the risks. Thus, this workshop can be an
entry point for benefiting from threat intelligence information about threat actors.
This workshop involves top management, business teams, the security manager, and,
optionally, a specialist in digital threats.

iii Strategic Scenarios: The third workshop aims to provide a comprehensive view of the
ecosystem and map the digital threats relative to the studied object. This information
is used to develop high-level strategic scenarios, which outline potential attack paths
from risk origins to their targets. These scenarios determine the severity of the risk
scenarios, and by the end of the workshop, security measures for the ecosystem can
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be defined, contributing to improved risk management. This workshop involves
the business teams, functional architects, the security manager, and a cybersecurity
specialist optionally.

iv Operational Scenarios: In the fourth workshop, an approach similar to the preceding
one is adopted, but the focus shifts to critical supporting assets, where technical
scenarios are constructed to outline the methods of attack expected to be used by the
risk origins in executing the strategic scenarios. Subsequently, the level of likelihood
of each operational scenario derived from this workshop is assessed, determining
the likelihood of the overall risk scenario. This workshop involves the IT teams, the
security manager, and, optionally, a security specialist.

v Risk Treatment: In the last workshop, the culmination of all studied risks is summa-
rized to formulate a comprehensive risk treatment strategy. This strategy is further
delineated into security measures integrated into a continuous improvement plan.
Additionally, this workshop entails the development of a summary of residual risks
and establishing a risk monitoring framework. This workshop involves the top man-
agement, the business teams, the security manager, and the IT teams.

Figure 1 presents the five workshops of EBIOS Risk Manager.

Figure 1. EBIOS Risk Manager workshops [21].
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2.2. Cyber Threat Intelligence

Cyber threats have become a significant, enduring threat to nations. Targeted cy-
berattacks disrupt critical services, causing severe complications on many levels. Breach
investigations prove that victims have been compromised long before initial attack de-
tection [1]. Cyber threat intelligence provides the necessary knowledge and means to
protect, detect, and respond to cyber threats. It provides the means to change organizations’
cybersecurity behavior from reactive to proactive [33]. It strives to balance the knowledge
asymmetry between attackers and defenders by gathering and analyzing information about
cyber adversaries.

Multiple models and platforms are emerging to produce and disseminate cyber threat
intelligence information. The cyber Kill Chain [34] is established to identify and model
adversaries’ cyberattacks. The Diamond model [35] is an intrusion analysis approach used
by information security experts to track cyber threats in each attack attempt. It under-
lines four components: adversary, capability, infrastructure, and victim. The Pyramid of
Pain [36] classifies the types of indicators to identify threat actors. This model empha-
sizes focusing on threat characteristics that are difficult to modify to detect cyberattacks.
The MITRE ATT&CK framework [37] is a matrix of tactics, techniques, procedures, and
sub-procedures used to model adversaries’ behavior, classify attacks, and assess risks.
STIX [38] is a standard language for expressing cyber threat intelligence data and their
corresponding observables. TAXII [39] is a standard that defines the format to share threat-
related information via services and message exchanges. OpenCTI [40] is an open-source
threat intelligence platform that manages threat intelligence data, gathers real-time threat
intelligence information, and exchanges intelligence information between organizations.
MISP [41] is an open-source platform for collecting, analyzing, and exchanging cyber threat
intelligence indicators. The main process phases of producing cyber threat intelligence
information are [42]:

i Planning and direction: In this foundational phase, the definition of the overall objective
of the threat intelligence process not only sets the stage for subsequent activities but also
establishes a strategic framework essential for informed decision-making.

ii Collection: This data acquisition phase, characterized by the comprehensive gathering
of raw data from diverse sources such as network traffic, system logs, clear and dark
web forums, and more, exemplifies a diverse approach to intelligence gathering, vital
for constructing a threat landscape.

iii Processing and exploitation: Within this transformative phase, the intricate conversion
of raw data into actionable information represents a critical juncture, emphasizing the
importance of data refinement to unlock its true potential in subsequent analytical
endeavors.

iv Analysis and production: In this pivotal phase, information is analyzed to evolve into
intelligence that might be of the following types:

(a) Strategic: This high-level intelligence, focusing on threats and their motives
within the organization’s threat landscape, is for strategic decision-making,
providing crucial insights for management executives and organizational board
members.

(b) Tactical: Offering granular insights into threat actors’ tactics, techniques, and
procedures, this intelligence category is an indispensable tool for architects and
system administrators to enhance the organization’s defenses against evolving
attack vectors.

(c) Operational: This intelligence category, revealing specific details about incom-
ing attacks, motives, timings, and nature, empowers security managers and
defenders with actionable information to proactively safeguard the organiza-
tion’s assets.

(d) Technical: By encompassing indicators of compromise like IP addresses, file
hashes, and domain names, this technical intelligence is for security opera-
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tional center analysts and incident responders, facilitating rapid and precise
responses to security incidents.

v Dissemination and integration: In this phase, characterized by the targeted delivery of
information to its intended beneficiaries, effective dissemination mechanisms ensure
that the intelligence generated is seamlessly integrated into organizational processes,
promoting a cohesive and proactive cybersecurity posture.

vi Feedback: This iterative phase ensures continuous improvement, enhancing the
adaptability and efficacy of the threat intelligence process through a dynamic feedback
loop.

Figure 2 illustrates the cyber threat intelligence process.

Figure 2. Cyber threat intelligence process.

2.3. Cyber Threat Intelligence and Cyber Risk Management Integration

Multiple works have already proposed new cyber risk assessment models considering
cyber threat assessment. EBIOS [21] defines cyber threat actors as risk origins and accounts
for their strategic and operational attack paths based on the scope without concrete con-
sideration for cyber threat intelligence information and its continuous flow. In [43], the
authors proposed a hybrid model that integrates threat assessment in the risk assessment
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process to optimize the risk assessment results better. Their approach was motivated by
closing the gap of the need for systematic threat assessment in the risk assessment pro-
cess. They proposed a new hybrid risk assessment model with threat assessment placed
after the vulnerability identification. Thus, the risk assessment results are driven by the
identified weaknesses inside the assessed scope, not threats’ motives and capabilities, and
without support for cyber threat intelligence output. This process can be enhanced by
driving the risk assessment by the threat characteristics and improving its results to match
realistic scenarios. In [44], the authors extended the work of [43] by introducing MITRE
ATT&CK [37] as an approach to build and assess attack scenarios. In [45], the authors
propose another hybrid and dynamic risk analysis methodology for cyber–physical systems
leveraging well-established sources for threat information for risk analysis with a proof of
concept implementation. However, the described methodology does not account explicitly
for cyber threat intelligence information and accounts only for vulnerabilities and threat
correlation. In [46], a framework is proposed to utilize the MITRE ATT&CK knowledge
base in the risk assessment to provide sufficient evidence during the development lifecycle.
The framework describes workflows to create strategic, operational, and technical scenarios
based on the EBIOS methodology, with explicit consideration for cyber threat intelligence
and its continuous information feeds. In [47], the authors highlighted the need for more
consideration of cyber threat intelligence in cyber risk management. Countering emerging
cyber threats is becoming more challenging for current cyber risk management. A new
unified model to assess cyber risks is proposed with cyber threat intelligence integration.
However, the model presents a means to determine the necessary risk parameters with-
out a straightforward, systematic process and continuous approach. In [48], the authors
established a nationwide risk assessment framework based on vulnerability management
and threat intelligence, focusing only on inventorying software and cross-matching with
vulnerabilities. Finally, in [49], the authors proposed a novel threat intelligence-based
security assessment method without explicitly focusing on risk management and offering
a complete risk management framework. Table 1 presents the main differences between
the relevant frameworks, considering cyber threat assessment and intelligence in terms of
novelty, risk assessment, threat assessment, risk and threat monitoring, integration of cyber
threat intelligence, type of cyber threat intelligence considered, and the ability to adjust the
risks based on new threat intelligence.

While existing efforts have contributed significantly to integrating threat assessment
into risk assessment, existing models often lack a systematic, continuous approach to
incorporating cyber threat intelligence. Therefore, such a framework is still non-existent.
To address this, our research proposes novel enhancements and modifications to a cy-
ber risk management framework to integrate cyber threat intelligence. By considering
EBIOS Risk Manager as our base process, we aim to bridge the knowledge gaps between
attackers and defenders, leading to more informed and adaptable risk assessments and
mitigation prioritization.
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Table 1. Comparison between relevant frameworks integrating cyber threat intelligence with risk management.

Framework Novelty Risk Assessment Threat Assessment Risk and Threat Monitoring Integration of
Cyber Threat Intelligence

Type of Cyber
Threat Intelligence

Capability to Adjust Based
on Cyber Threat Information

EBIOS [21]
Workshop-based cyber risk assessment with

strategic and operational risk scenarios ✓ ✓ ✗ ✗ ✗ ✗

Hybrid Model for
Risk Assessment [43,44]

Systematic integration of threat assessment
in the cyber risk assessment ✓ ✓ ✗ ✗ ✗ ✗

Hybrid Dynamic
Risk Analysis [45]

Hybrid dynamic risk analysis to
automatically assign new vulnerabilities to
assets and evaluate the impact of successful

exploitation for cyber–physical systems

✓ ✓ ✗ ✗ Technical ✓

SAIF [46]
Integration of a risk-based analysis approach
based on EBIOS with the MITRE knowledge
base to automate the security impact analysis

✓ ✓ ✗ ✓ Strategic, Operational, Technical ✗

Unified Approach [47]
Integrate threat intelligence in cyber risk

management focusing on critical infrastructure ✓ ✓ ✗ ✓ Operational and Technical ✗

Novel Approach
to National-level Cyber

Risk Assessment [48]

Evaluation of risk based on technical information
with national vulnerability visibility ✓ ✗ ✗ ✓ Technical ✓

TIBSA [49]

A cyber threat intelligence driven methodology
providing practical guidance for information
security leaders to make informed decisions

in uncertain situations

✗ ✓ ✓ ✓ ✗ ✓

Our proposed framework
based on EBIOS

Integration of threat intelligence in cyber risk
management with adaption based

on new intelligence for critical infrastructure
✓ ✓ ✓ ✓ Strategic, Tactical, Operational, and Technical ✓
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3. Methodology and Process

The design science research process model (DSRP) [50] was followed. The research
model includes problem identification and motivation, objective identification for the new
framework, design, and development of the cyber threat intelligence integration in the risk
management process, demonstration, and evaluation of the framework. The phases’ details
are presented below.

1. Problem identification and motivation: The existing literature and documentation of
cybersecurity risk management and threat intelligence frameworks were reviewed to
identify the gaps, including frameworks, methodologies, and industry best practices.
Current risk management methodologies often focus on technical vulnerabilities,
overlooking the motives and tactics of threat actors, which limits their effectiveness
in addressing emerging threats [51]. Integrating cyber threat intelligence into risk
management is still uncommon, and there is a need for systematic approaches to
incorporate threat intelligence feeds effectively [10,13]. Existing frameworks often
struggle to adapt to the dynamic threat landscape, highlighting the importance of
considering adversary techniques for proactive risk mitigation [14,52].

2. The solution’s objective: This research aims to propose novel threat intelligence
integration into an existing risk management process to enhance the process and
response to emerging cybersecurity threats.

3. Design and development: This phase includes selecting an existing cybersecurity risk
management process and integrating threat intelligence into its different phases. The
novel modifications in the EBIOS Risk Manager process aim to integrate the threat
intelligence feeds into the different risk management phases. This leads to more
accurate risk assessments that consider cyber threat actors’ capabilities and objectives
and better treatment prioritization.

4. Demonstration: This phase presents the use of the proposed framework to manage
the risks in the context of a national telecommunications gateway. The main aim is to
demonstrate the framework phases and aspects by assessing and managing risks of a
defined scope based on threat intelligence information.

5. Evaluation: This phase aims to evaluate and present the enhancements in the novel
framework in contrast with the existing problem. This is achieved by analyzing
the proposed framework, the results of its conducted application, and the existing
frameworks in addressing the existing problem. This includes limitations such as the
necessity of threat intelligence resources and implementation validation, which will
be part of future work.

4. The Proposed Enhanced Cyber Threat Intelligence Integrated EBIOS Risk Manager

Threat intelligence and assessment is a dynamic and continuous process. Thus, any cy-
ber risk management framework that integrates the process of systematic threat assessment
and intelligence should consider the constant flow of threat intelligence information. The
new process should consider both aspects by dynamically handling new threat intelligence
information flow and adapting the risk assessment results.

EBIOS stands out as a suitable risk assessment framework to further integrate a cyber
threat intelligence process. EBIOS has multiple entry points to integrate threat intelligence
feeds of multiple types. First, the threat actors, addressed as risk origins, are identified and
assessed based on past incidents and industry-specific threats, which can be enhanced fur-
ther by threat intelligence information. Moreover, with the scenario-based risk evaluation,
it incorporates strategic and operational attack paths, that are identified based on threat
actors objectives and the existing scope. These attack paths can be constructed based on
threat actors’ behaviors, as in [46], by considering threat intelligence information. These
enhancements improve accuracy and provide realistic results, enhancing risk assessment
scenarios and treatment. Therefore, the proposed framework builds upon EBIOS Risk
Manager and integrates the output of a generic cyber threat intelligence process. Conse-
quently, a prerequisite for applying this proposed framework in an organizational context
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is an active threat intelligence process that continuously generates cyber threat intelligence
information and feeds it into the risk management process.

The framework accounts for different types of cyber threat information and adapts
risk management’s discrete nature to the continuous flow of threat intelligence information.

The following are the detailed workshops of the proposed framework, as shown in
Figure 3.

Figure 3. Cyber threat intelligence integrated risk management process.

4.1. Scope and Security Baseline

As described in EBIOS, this workshop aims to define the scope, business assets,
supporting assets, processes, the corresponding feared events, and the security baseline.
The feared events are assessed according to the severity scale in Table 2.

To integrate threat intelligence into the risk management process, it is essential to
define the direction and objective of the data obtained from the existing threat intelligence
process, such as the relevance of the information in time concerning business assets and
processes within the scope.
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Table 2. EBIOS severity scale [21].

Scale Consequences

G4
Critical

Inability of the organization to deliver connectivity services,
with possible serious impacts on the safety of assets. The organization
will most likely not overcome the situation (its survival is threatened).

G3
Serious

High degradation in the performance of the connectivity services,
with possible significant impacts on the safety of assets and reputation.
The organization will overcome the situation with serious difficulties but
with impact on its image (operations in a highly degraded mode).

G2
Significant

Degradation in the performance of the Internet connectivity services,
with no impact on the safety of assets. The organization will overcome
the situation despite a few difficulties (operations in degraded mode).

G1
Minor

No impact on operations or the performance of the Internet connectivity
services or on the safety of assets. The organization will overcome the
situation without too many difficulties (margins will be consumed).

4.2. Threat Intelligence and Assessment/Risk Origins

As described in EBIOS, this workshop identifies the origins of risk and its target
objectives and correlates them with the context and the feared events. EBIOS advises
organizations to check the high-level threat trends from the news without a deep dive into
the threat actors and their specific capabilities.

To complement this workshop, we rely on threat intelligence data to accurately iden-
tify threat actors/risk origins interested in targeting the organization or its sector (e.g.,
healthcare, power plants, service providers, etc.). Thus, the primary inputs required from
the threat intelligence process for this workshop are strategic information about emerging
threats, threat actors, their motives, and their capabilities. Furthermore, in addition to the
existing entities involved, an expert with knowledge about emerging threats and threat
actors must participate in this workshop to accurately identify and assess risk origin/target
objective pairs.

4.3. Strategic Scenarios

As described in EBIOS, this workshop aims to clearly understand the ecosystem
stakeholders and their attributed vulnerabilities. The organization’s ecosystem consists of
all the stakeholders within the identified scope, first identified, and then, assessed according
to the parameters described in EBIOS [53]:

• Dependency: describes the importance of the stakeholder in the specified scope.
• Penetration: describes the level of access of the stakeholder in the specified scope.
• Cyber maturity: describes the security capacities of the stakeholder in the speci-

fied scope.
• Trust: describes the interests and intentions of the stakeholder against the organiza-

tion’s objective in the specified scope.

These factors contribute to the calculation of exposure, which describes the stake-
holder’s susceptibility to cyber threats, and cyber reliability, which describes the trust and
confidence in the stakeholder’s security measures. The exposure, cyber reliability, and
overall threat level are calculated based on the following equations:

Exposure = Dependency × Penetration

CyberReliability = CyberMaturity × Trust

ThreatLevel = Exposure
CyberReliability



J. Cybersecur. Priv. 2024, 4 368

After determining the stakeholders, high-level strategic scenarios are built to describe
how a risk origin can reach the target objective through the stakeholders. The strategic
scenarios are assessed to determine the risk scenario impact according to Table 2.

To complement this workshop, we consider strategic and tactical threat intelligence
information about the identified risk origins to construct more accurate scenarios. This
information reveals how the relevant risk origins might proceed to target the organization
through its different stakeholders and suppliers, providing high-level attack paths more
reliable than described initially in EBIOS Risk Manager. This allows for a better evaluation
of the scenarios’ impacts. Additionally, an involved threat intelligence expert should
participate in this workshop to contextualize the threat intelligence information.

4.4. Operational Scenarios

As described in EBIOS, this workshop aims to build operational attack scenarios based
on strategic scenarios. The operational scenarios describe detailed attack paths for each
strategic scenario and are assessed to determine the risk scenario likelihood according
to Table 3, taking into account the existing weaknesses in the scope, including known
vulnerabilities, access controls, and existing security controls, etc.

To complement this workshop, we consider the tactical and operational threat intelli-
gence data about the selected risk origins to enrich the operational scenarios. Therefore,
operational scenarios must be built using MITRE ATT&CK techniques, as described in [44].
These scenarios are constructed by cross-matching the organization’s context from the
strategic scenarios and the implemented defenses with the risk origins’ capabilities and
tactics from the threat intelligence process. This approach accurately reflects the potential
operational attack paths of risk origins and allows for a better evaluation of the scenarios’
likelihood. Moreover, an offensive security expert should participate in this workshop
to provide a perspective on the risk origins’ attacks that might be conducted against
the organization.

Table 3. EBIOS likelihood scale [21].

Scale Description

V4
Nearly certain

The risk origin will certainly reach its target objective
by one of the considered methods of attack.
The likelihood of the scenario is very high.

V3
Very likely

The risk origin will probably reach its target objective
by one of the considered methods of attack.
The likelihood of the scenario is high.

V2
Likely

The risk origin could reach its target objective
by one of the considered methods of attack.
The likelihood of the scenario is significant.

V1
Rather unlikely

The risk origin has little chance of reaching its objective
by one of the considered methods of attack.
The likelihood of the scenario is low.

4.5. Risk Treatment

As described in EBIOS, this workshop aims to plan the mitigations by selecting the
security measures to be implemented and accepting selected risks. The introduction of
threat intelligence information in the previous workshops allows for a more accurate
evaluation of the risk scenarios in terms of likelihood and impact, thereby improving the
prioritization of risks and their corresponding treatments. No modifications are necessary
for this workshop.
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4.6. Risk and Threat Monitoring

This phase is not described in EBIOS. It is a continuous phase where risks and mitiga-
tions are monitored, and real-time information is fed from the threat intelligence process.

Depending on the incoming information, the process is re-directed to one of the workshops:

1. Context changes: The whole process should be re-conducted if significant changes
occur to the scope.

2. New information about threat actors: If new data are received about a new risk
origin targeting the organization or a change in the objectives of a risk origin, the
risk assessment is re-executed from the Threat Assessment/Risk Origins workshop to
assess the new risk origin.

3. Strategical information: If strategic details that include new information about a risk
origin or the compromise of one of the ecosystem stakeholders by a risk origin is
received, the risk assessment is re-executed from the Strategic Scenarios workshop to
re-assess stakeholders and re-build strategic scenarios.

4. Operational or tactical information: If operational or tactical information that in-
cludes new information about a risk origin operations, tactics, or the exploitation
of a zero-day vulnerability is received, the risk assessment is re-conducted from the
Operational Scenarios workshop to build new scenarios based on the new scope’s
context and vulnerabilities.

After each redirection, the framework is resumed as usual while keeping the pre-
vious iteration results, adding the new findings, assessing the new risk scenarios, and
re-prioritizing the treatment plan.

This phase is implemented as regularly scheduled workshops with the necessary
involved parties to review the risks’ treatment progress and spontaneous ones to review
the evolving intelligence information from the threat intelligence process.

5. Framework Application

Multiple case studies were conducted using EBIOS version three in critical infrastruc-
ture [54] and IoT [55] environments. In this section, we apply the proposed framework to
the scope of the national telecommunications sector. The context consists of a national gate-
way that provides Internet connectivity for multiple Internet service providers, operated
by a private entity, providing services for other private and public entities, and supervised
by a national regulatory authority. To conduct the complete study, multiple meetings and
interviews were held with the experts responsible for the gateway’s security, including
the stakeholders responsible for maintaining and operating the gateway. As described
by the staff during the interviews, the country’s telecommunications are an essential part
of its critical infrastructure. Communications with the worldwide Internet ensure critical
functionalities. Any disruption that might occur has nationwide consequences.

5.1. Scope and Security Baseline

The study’s scope is one international connectivity link, including all assets and
processes established to maintain the infrastructure. Any disruption to the connectivity’s
integrity, confidentiality, or availability causes severe political, social, and economic impacts.
The study aims to uncover and analyze potential risk scenarios related to international
connectivity and provide a proper remediation and improvement plan. The business assets
and services in scope were identified manually during thorough interviews with the experts
and stakeholders. The identified assets and services are the international media gateway,
the transmission/transport network, and the contract with the external provider. Table 4
presents the assets and their supporting assets.

We identify the feared events associated with each asset and evaluate their severity
according to EBIOS scales in Table 2. The main feared events are a sabotage of the Internet
services; an espionage of critical information from the transport services; and a breach
of the contracts’ terms and conditions due to a severe incident. The feared events are
presented in Table 5.
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Table 4. Business assets and supporting assets details.

Mission International Internet Services

Business asset International Internet services Transport network services Contract management

Nature of the asset Process Process Process

Description

Ensure Internet connectivity with the peer international gateways through applying
secure and compliant policies and processes matching the international standards
and recommendations. This includes:
- Router configuration and maintenance
- IP assignment and management tables
- Access credentials

Ensure that all the physical connectivities are
operational and protected topology-wise and
hardware-redundancy-wise. This includes:
- Equipment configuration
- Equipment interconnectivity

Manage, monitor, and control of network performance compliance with
the terms and conditions of SLAs signed.

Responsible entity Network and IT Departments Network Department Management and IT Departments

Supporting asset Network Equipment Safety and Physical Security Fiber-Optic Components Partnership Agreements SLA Contracts

Description

Ensure gateway connectivity, security,
and availability. This includes:
- Firewalls
- Media gateway
- Routers
- Switches

Processes and devices in place to
ensure the service operational, functional,
and physical safety. This includes:
- Backup electric power sources
- Surveillance system
- Access control and notification system
- Fire safety system

Fiber-optic components configuration,
operations, and maintenance management

All partnership agreements with
internal and external stakeholders.

Ensuring all service-level agreements
management are met and satisfied by
monitoring and managing all required
components.

Entity in charge
Equipment Suppliers

and
External Private Contractor

Safety and Security Department
Equipment Suppliers

and
Network Department

Management Department
and

External Private Contractor

Management Department
and

External Private Contractor
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Table 5. Feared events.

Business Asset Feared Events Categories of Impact Severity

International
Internet
services

Total physical destruction of network gateway
components, leading to a total cut-off from the Internet

Mission, Equipment, Human,
Governance, Financial, Legal,
Image, and Trust

G4

Manipulation of network components configuration,
leading to a total loss of traffic

Mission, Financial, Legal,
Image, and Trust G3

Hijacking the network components, leading to a
total disruption in the network traffic

Mission, Financial, Legal,
Image, and Trust G3

Transport
network
services

Total physical destruction of the fiber-optic network,
leading to a total cut-off from the Internet

Mission, Equipment, Human,
Governance Financial, Legal,
Image, and Trust

G4

Mirroring of traffic to perform espionage
and spying acts

Governance, Financial, Legal,
Image, and Trust G3

Contracts
management Breaching of contracts terms and conditions Mission, Financial, Legal,

Image, and Trust G3

5.2. Threat Intelligence and Assessment/Risk Origins

We rely on the cyber threat intelligence process to identify and assess risk origins.
Four main risk origin (RO) categories were identified, targeting similar infrastructure in
the same industry and regional area:

1. RO-01: State-sponsored threat actor with an objective to sabotage Internet connectivity.
2. RO-02: State-sponsored threat actor with an objective to perform espionage and

spying activities.
3. RO-03: Organized crime threat actor with a lucrative objective.
4. RO-04: A competitor with an objective of breaching the contracts’ terms in order to

gain more clients.

The assessment of the identified risk origins and their target objectives, resources, and
motivation is presented in Table 6. To proceed, we consider only the most relevant risk
origins RO-01 and RO-02.

Table 6. Risk origins.

Reference Type Target Objectives (TOs) Motivation Resources

RO-01 State
Sponsored Sabotage Internet connectivity Highly motivated Unlimited

RO-02 State
Sponsored Espionage and spying activities Highly motivated Unlimited

RO-03 Organized
Crime

Disrupt Internet connectivity
for lucrative purposes Rather motivated Significant

RO-04 Competitor
Breach contracts’ terms and conditions
along with the service-level agreements

to reduce competition
Rather motivated Significant

5.3. Strategic Scenarios

The stakeholders in the selected scope’s ecosystem are mainly equipment suppli-
ers (SPs), service providers (PRs), clients (CLs), and external staff (ST). The identified
stakeholders are evaluated in Table 7.
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Table 7. Ecosystem stakeholders assessment.

ID Category Stakeholder Role Dependency Penetration Maturity Trust Exposure Cyber Reliability Threat Level

PR-01
Equipment

Supplier
Network gateway

provider Provides routing solutions 3 4 3 3 12 9 1.33

PR-02
Equipment

Supplier
Fiber-optic

equipment provider
Provides transmission

connectivity 3 4 3 3 12 6 1.33

PR-03
Equipment

Supplier Security equipment supplier
Provides network security
and protection products 3 3 3 2 9 6 1.50

PR-04
Equipment

Supplier

Access control
and

surveillance supplier

Provides access control,
logging, and monitoring

to sites
2 2 3 2 4 6 0.67

SP-01
Service

Provider
External service

provider
Provides external
Internet services 3 1 3 3 3 9 0.33

SP-02
Service

Provider Cable provider
Provides fiber
connectivity 4 3 2 2 12 4 3.00

CL-01 Client
Internet service

provider Clients 1 1 3 2 1 6 0.17

CL-02 Client
Governmental

agencies Clients 1 1 2 3 1 6 0.17

ST-01 Staff External staff Staff members 3 4 2 3 12 6 2.00
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Figure 4 shows the ecosystem threat mapping according to the calculated exposure
and cyber reliability. The selected threat threshold for this study is 2. Stakeholders with
threats above 2 are selected to build the strategic and operational scenarios.

Figure 4. Ecosystem threat mapping.

The selected critical stakeholders to move forward with the study are the external
staff members ST-01 and the cable service provider SP-02. Unlike EBIOS Risk Manager,
when building the strategic attack scenarios, we rely mainly on strategic threat intelligence
information about the identified threat actors to identify potential strategic attack paths
involving the ecosystem’s stakeholders. The following are the identified strategic attack
paths (SAPs):

1. SAP-11: The attack path that can be used by RO-01 by exploiting a zero-day vul-
nerability to cut off the gateway services, as RO-01 is a threat group known for its
capabilities to utilize zero-day vulnerabilities and develop new exploits. The impact
of this scenario is assessed as critical.

2. SAP-12: The attack path that RO-01 can use through ST-01 to cut off the gateway
services, as RO-01 is also known to rely on phishing campaigns and supply chain
attack strategies. The impact of this scenario is assessed as critical.

3. SAP-21: The attack path that RO-02 can use through SP-02 to perform espionage
activities on the international Internet gateway, as RO-02 is a threat group known for
software supply chain attacks. The impact of this scenario is assessed as serious.

Figure 5 presents the strategic attack paths.
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Figure 5. Strategic scenarios of the identified risk origins.

5.4. Operational Scenarios

We rely on each risk origin’s strategic scenarios and operational threat intelligence
information to build accurate operational scenarios.

1. OAP-111: RO-01 scans the public-facing systems and identifies the used technologies.
Once a zero-day vulnerability is discovered in one of the secondary systems, RO-01
develops an exploit and gains access to the internal network. After performing an
internal reconnaissance, RO-01 moves laterally to reach the gateway and escalates
privileges to gain control over the gateway services and its backups. Finally, RO-01
cuts off the gateway services and their backups. The likelihood of this attack path is
assessed as likely.

2. OAP-112: RO-01 scans the public-facing systems and identifies the used technologies.
RO-01 aims at discovering and exploiting zero-day vulnerabilities in the public-facing
main gateway systems. After that, RO-01 gains access to the main gateway systems,
disables the backup services, and cuts off the international connection. The likelihood
of this attack path is assessed as very likely.

3. OAP-123: RO-01, knowing that ST-01 is part of the ecosystem, performs identity
information gathering on ST-01 staff. Then, it compromises one of the applications
used by ST-01 staff (drive by compromise) and sends spear-phishing emails to trick
ST-01 users into downloading and executing a backdoor malware. Then, after internal
reconnaissance, lateral movement, and privilege escalation, RO-01 reaches the gate-
way services, disables the backup services, and cuts off the international connection.
The likelihood of this attack path is assessed as rather unlikely.

4. OAP-214: RO-02, knowing that SP-02 is part of the ecosystem, performs identity
information gathering on SP-02 staff. Then, RO-02 sends spear phishing emails to
gain access to one of SP-02’s systems. RO-02 deploys spying malware inside one of
the administrative software provided by SP-02. After pushing a new update, the new
malicious software mirrors network traffic and exfiltrates data. The likelihood of this
attack path is assessed as likely.

The operational attack paths and the used MITRE ATT&CK tactics and techniques are
presented in Figure 6.
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Figure 6. Operational attack paths and used MITRE ATT&CK techniques of the identified strategic
scenarios.

5.5. Risk Treatment

Based on the identified strategic and operational scenarios, four main risks were
identified:

1. R-01: A state-sponsored threat actor sabotages Internet services by exploiting a zero-
day vulnerability.

2. R-02: A state-sponsored threat actor sabotages Internet services by obtaining access to
one of the stakeholders (ST-01).

3. R-03: A state-sponsored threat actor sabotages Internet services by obtaining access to
one of the stakeholders (SP-02).

4. R-04: A state-sponsored threat actor steals information by mirroring the Internet
traffic.

Table 8 presents the risks and their assessments in terms of likelihood and impact.

Table 8. Identified risks and their assessment.

ID Risk Likelihood Impact

R-01 A state-sponsored threat actor sabotages Internet services by exploiting
a zero-day vulnerability. V2 G4

R-02 A state-sponsored threat actor sabotages Internet services by obtaining
the access of one of stakeholders (ST-01). V3 G4

R-03 A state-sponsored threat actor sabotages Internet services by obtaining
the access of one of stakeholders (SP-02). V1 G4

R-04 A state-sponsored threat actor steals information by mirroring the Internet traffic. V2 G3

To remediate the risk scenarios, a treatment plan is established. Table 9 presents the
main treatment actions and priorities.



J. Cybersecur. Priv. 2024, 4 376

Table 9. Treatment plan.

ID Treatment Affected Risks Priority

TR-01 Establish proper incident response, cyber crisis management,
and business continuity procedures. All High

TR-02 Perform regular penetration tests on a yearly basis. All Medium

TR-03 Implement security information event management (SIEM)
solution along with a security operations center (SOC). All Medium

TR-04 Require stakeholders to raise cybersecurity
awareness among employees. R-03 Medium

TR-05 Establish a change management policy. R-04 Medium

TR-06 Enhance the efficiency of vulnerability management
and patch management processes already in place. R-01, R-02 Low

TR-07 Implement a privilege access management (PAM)
solution to better control user accesses. R-01, R-04 Low

5.6. Risk and Threat Monitoring

While following up on the existing risks and the planned treatments, new threat
intelligence information emerges about a new risk origin exploiting a zero-day vulnerability
for profit. The vulnerability exists in one of the public-facing applications. Thus, according
to the framework, we re-conduct workshops two to five:

1. Threat Assessment/Risk Origins: The new risk origin (RO-05) is an organized crime
group. RO-05 has a lucrative objective to deploy ransomware, hold data captive, and
blackmail by re-selling organizations’ data. RO-05 is assessed as highly motivated
with significant resources.

2. Strategic Scenarios: The ecosystem stakeholders are still the same. However, they are
separate since the threat intelligence information specifies that RO-05 relies on a direct
attack path. Figure 7 presents the corresponding strategic scenario. The impact of this
scenario is assessed as critical since the vulnerability has been proven to exist in the
public-facing application.

Figure 7. Strategic scenario of the newly identified risk origin.

3. Operational Scenarios: Operational threat intelligence about the risk origin reveals
the following potential operational scenario; after actively scanning the public-facing
systems, RO-05 can identify the used vulnerable application. RO-05 has to develop
and customize an exploit and ransomware. After exploitation, a command and control
server connection is established to enumerate the internal network and environment.
After propagation and lateral movement through internal services, the ransomware is
executed. It infects the majority of the internal systems and exfiltrates data through
encrypted channels. Then, existing data are encrypted, and a ransom is demanded.
Figure 8 presents the operational scenario of the newly identified risk origin. The
likelihood of this attack path is assessed as nearly certain.
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Figure 8. Operational scenario of the newly identified risk origin.

4. Risk Treatment: The newly identified risk (R-05) is that an organized crime can
sabotage Internet gateway services for lucrative purposes. To remediate this risk, the
treatment plan is modified as follows:

• New treatment TR-08 to implement new rules on the firewall to detect any abuse
of the vulnerable services. Priority: high.

• Modify TR-03 priority from medium to high to ensure the detection of anomalies
for zero-day vulnerabilities until patches are released.

• Modify TR-05 priority from medium to low since more demanding actions are
required.

6. Framework Evaluation

The application of the proposed framework demonstrates multiple enhancements
over EBIOS, addressing new gaps not covered by the existing frameworks, though it still
has certain limitations.

6.1. Enhancements over EBIOS

The application that was conducted using the proposed modifications to EBIOS Risk
Manager has enhanced the quality of the risk management output. Traditional EBIOS Risk
Manager relies on generic threat trend identification, potentially missing specific threats
crucial to an organization. This could lead to inaccurate risk assessments. Additionally, it
cannot trigger a re-execution of the risk management process based on incoming threat
intelligence, potentially resulting in delayed or ineffective risk responses.

The proposed improvements result in a more agile and responsive process based on
cyber threat intelligence information. Notably, in workshop two, risk origins are now iden-
tified based on threat intelligence information that is directly relevant to the organization’s
context, improving the accuracy beyond the generic threat trend identification used in
traditional EBIOS.

Additionally, workshops three and four benefit from strategic and operational threat
intelligence information related to identified risk origins. Extending the traditional EBIOS
Risk Manager approach, the integrated threat intelligence data leads to more accurate and
realistic risk scenarios, ultimately improving risk assessments and treatment strategies. A
significant addition is introducing the “Risks and Threat Monitoring” phase. Unlike EBIOS
Risk Manager, this phase ensures ongoing risk visibility and integrates threat intelligence
information. This enables the framework to trigger the re-execution of the risk management
process based on incoming threat intelligence, allowing for timely and agile adaptation of
risk responses and re-prioritization of risk treatments.

Table 10 summarizes the enhancements in the proposed framework over EBIOS Risk
Manager by integrating the cyber threat intelligence process.
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Table 10. Enhancements in the proposed framework over EBIOS.

Workshop Proposed Enhancements

Scope and Security
Baseline Determination of the necessary cyber threat intelligence information.

Threat Assessment
Risk Origins

Relevant threats identification and assessment based on
threat intelligence information.

Strategic Scenarios

Strategic scenarios built based on the organization
context, stakeholders, and the identified threats and
their corresponding strategic threat intelligence
information.

Operational Scenarios

Operational scenarios built based on the organization
context, vulnerabilities, and the identified threats and
their corresponding operational and technical threat
intelligence information.

Risk Treatment Same as EBIOS.

Risks and Threat Monitoring
Newly introduced workshop.
Timely and agile re-execution of the risk management
process based on new threat intelligence information.

6.2. Comparative Analysis

As presented in Table 1, while existing frameworks incorporate parts of risk manage-
ment integrating threat intelligence, the full integration of all types of threat intelligence
with the capability to adjust risks based on new intelligence is still not addressed. Our
proposed framework, based on EBIOS’s comprehensive risk assessment, supports threat
assessment, risk, and threat monitoring by integrating cyber threat intelligence, including
strategic, tactical, operational, and technical types, with the capability to adjust based on
new threat intelligence inputs.

EBIOS [21] and the Hybrid Model for Risk Assessment [43,44], while they account
for threat actors’ assessment, they lack the integration of threat intelligence. The Hybrid
Dynamic Risk Analysis [45] does not explicitly integrate threat intelligence in the risk assess-
ment. Although it dynamically considers new technical information, mainly vulnerabilities,
to adapt to analyzed risks, it does not account for other types of new threat intelligence
information. SAIF [46] and the Unified Approach Model [47] integrate threat intelligence
in cyber risk management but without addressing the adaptation of risks based on new
threat intelligence. For instance, the approach of SAIF [46] can be used in phases three
and four of our proposed framework to ensure the incorporation of the MITRE knowledge
base in the definition of scenarios. The proposed framework in [48] drives a national risk
assessment based on a national vulnerabilities inventory. It accounts for threat intelligence
and risk adaptions but is only based on new technical vulnerability intelligence information.
TIBSA [49] proposes a threat-informed decision-making methodology without a systematic
risk management process.

6.3. Limitations

Despite these notable enhancements, it is crucial to recognize several limitations. The
conceptual enhancements to EBIOS Risk Manager require further technical implementation
and specifications. Resource intensity can be a challenge, as the continuous integration
of threat intelligence may require additional personnel and technology resources, posing
difficulties for smaller organizations with limited means. Expertise in interpreting and
applying threat intelligence data is paramount for maximizing the framework’s benefits
but may not be readily accessible to all organizations. Concerns related to scalability and
sustainability over time warrant careful consideration. In addition, training is essential to
make the most of available threat data. Successful adoption of the framework hinges on
addressing these limitations and ensuring its long-term effectiveness.
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7. Conclusions and Future Work

Organizations are facing imminent and persistent cyber adversaries. Existing cyber
risk management frameworks often lack the agility and efficiency to anticipate these
threats and protect their digital assets proactively. To address these challenges, this paper
has introduced a novel approach to cyber risk management that integrates cyber threat
intelligence, ultimately enhancing the organization’s ability to anticipate and respond
to emerging threats. We conducted an overview of the existing works in both cyber
risk management and cyber threat intelligence. A significant gap is identified in current
risk management practices, particularly in the lack of considering valuable cyber threat
intelligence information. The proposal is to create a new framework that bridges this
gap and overcomes these limitations. By integrating the threat intelligence process with
EBIOS Risk Manager, we developed a robust and agile risk management framework
capable of adapting to emerging cyber threats. We applied the designed framework
within a critical telecommunications infrastructure context to validate its effectiveness. The
results demonstrated a promising risk management framework driven by cyber threat
intelligence data.

In future work, we will extend the proposed enhancements to EBIOS based on STIX
feeds. Moreover, we will incorporate this research proposal in the blockchain-based frame-
work [32] to provide a complete collaborative threat intelligence-driven risk management
framework while ensuring risk security and privacy, offering risk visibility on the national
level and capitalizing on efficient common national threat anticipation. Further applica-
tions, case studies, and research can also focus on refining and extending the proposed
framework to suit various industry-specific contexts. Another promising area for research
is the development of standardized methodologies for measuring the effectiveness of threat
intelligence integration within risk management practices.
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