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Abstract: Nuclear power plants (NPPs) rely on critical, complex systems that require continuous
monitoring to ensure safe operation under both normal and abnormal conditions. Despite the
potential of artificial intelligence (AI) to enhance predictive capabilities in these systems, limited
research has been conducted on the application of Al algorithms within NPPs. This presents a
knowledge gap in the integration of Al for improving safety, reliability, and decision making in
NPP. In this study, we explore the use of Al methods, including machine learning and real-time data
analytics, applied to NPP components to address the nonlinearity and dynamic behavior inherent
in reactor operations. Through the implementation of Al and Internet of Things (IoT) devices, we
propose a system that enables early warning and real-time data transmission to regulatory authorities
and decision-makers, ensuring better coordination during incidents. Lessons from past nuclear
accidents, such as Chernobyl, emphasize the importance of timely information dissemination to
mitigate risks. However, this integration also presents challenges, including cybersecurity risks and
the need for updated regulations to address Al use in safety-critical environments. The results of
this study highlight the urgent need for further research on the application of Al in NPPs, with a
particular focus on addressing these challenges to ensure safe implementation.

Keywords: artificial intelligence (AI); machine learning (ML); mobile computing; nuclear power
plant (NPP); Internet of Things (IoT); cloud computing; prediction algorithms; cybersecurity; data
collection; safety and reliability

1. Introduction

Nuclear power plants (NPPs) are highly complex, interconnected systems of large
numbers of critical subsystems and components. While the malfunction of non-safety sys-
tems typically does not affect overall plant safety, the failure of safety-critical systems could
propagate through the plant if not adequately contained. However, it is important to note
that all large commercial nuclear power plants are designed according to the single-failure
criterion, ensuring that a single component failure will not compromise the functionality
of safety-critical systems, thus preventing accidents. Safety and optimal performance
during operational life have paramount importance and demand a full understanding of
the nonlinear dynamic behavior of the plant. The lessons learned from the Fukushima
Daiichi accident underscored the importance of robust and resilient monitoring systems for
safe operation and accident management. However, it should be noted that the failure of
monitoring systems during Fukushima was primarily due to a total plant power outage, a
situation in which even Al or soft computing technologies would not have been able to
function. Nevertheless, in scenarios where power is maintained, Al-driven monitoring
systems can significantly enhance operational safety and decision-making capabilities [1].
Real-time coordination and early warning systems are therefore essential because they offer
much more than monitoring functions; instead, they also offer effective predictability of
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nonlinear dynamic behavior of nuclear power systems components, subsystems, and the
full system under normal and transient operating conditions [1]. The fast transmission of
early warning information through mobile networking can drive effective risk mitigation
strategies, taking complex considerations into high consideration to act as a very valuable
decision support system for plant operators. Decision making within the dynamic and
highly interdependent environment of NPPs can be challenging, necessitating the adoption
of intelligent and adaptive, plant-specific predictive systems to ensure the safety of the plant,
environment, and the public [1]. Predictive intelligent systems are designed for collecting
overflow data, organizing them, and analyzing them with the target of making informed
decisions during emergency situations. Such data, however, may have difficult meanings
to extract, and more sophisticated tools are required to predict a system’s response under
various operating conditions [1]. Artificial intelligence provides us with faster and more
efficient tools that can learn by themselves from the patterns in the data, hence having
the potential to predict the behavior of complex systems through intelligent algorithms.
Mobile computing provides real-time data transmission to different remote locations and,
as a result, has the advantage of warning a large number of nuclear power plant operators
and different stakeholders such as regulatory authorities around the world. The integration
of artificial intelligence features with mobile computing features into nuclear power plant
systems is an innovative idea that aims to increase the safety and reliability of nuclear
power and enhance the decision-making process through intelligent predictive systems.
The present work is the first scientific paper that examines the integration of Al and mobile
computing together in nuclear power plant systems.

Figure 1 illustrates the structure of this article and highlights the main application
of mobile computing and artificial intelligence in nuclear power plants. The first part of
this paper highlights the nuclear power plant data sources and the different modern Al
algorithms used in the context of NPP, such as the artificial neural network (ANN), the
genetic algorithm (GA), etc. The second part focuses on the history of using smart devices
in nuclear systems and the architecture of Al-powered mobile computing networks. The
third part emphasizes the application of artificial intelligence and mobile computing in
nuclear power plants. Subsequently, the last part of this paper delves into the features
and challenges associated with the integration of Al and mobile computing into future
applications within nuclear power plant systems.
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Figure 1. Article structure.

2. Nuclear Power Plant Data Source

The data on nuclear power plants (NPPs) come from mathematical modeling software,
experiments, and plant sensors and are divided into four main categories, as mentioned
in Figure 2. Regarding NPPs, the first-principles approach based on fundamental physi-
cal laws is used in mathematical modeling, which provides the necessary important and
easily accessible data, especially when real-world observations are limited. In this case,
the models can reproduce the behavior of NPPs during safe operation and accident sce-
narios, and operator training and plant safety analysis are the results of these models.
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However, the challenges of this process are the accuracy and simplicity of the development
of mathematical models of NPPs due to their nonlinearity [2].
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Figure 2. NPP data source.

The data on NPPs can also be retrieved from software platforms, such as the RELAP5
thermal-hydraulics code, which is used to model the coupled behavior of primary and
secondary systems under different operational conditions. These applications facilitate the
prediction, assessment, and monitoring of NPPs; however, the availability and accessibility
of the data may be affected by security restrictions, regulations, and user permissions. NPP
data also come from the experimental data collected in nuclear engineering laboratories by
creating a robust and comprehensive dataset with their specialized equipment. Experiments
are flexible and can be used in various research areas and for the nuclear industry as
well [2]. Furthermore, in NPPs, sensors are installed that are able to generate data in real
time and, hence, continuously provide a great volume of it. The sensor data help to provide
mathematical models that are based on sub-systems, which include feedback loops and
are continuously fed by real-time data, making it possible to estimate and control reactor
variables such as the core outlet temperature and control rod position [2]. However, in
some cases, the data can be collected through manual, labor-intensive processes, limiting
its use beyond its initial purpose [3]. To improve efficiency and decision making, there is a
growing focus on automating data collection and increasing data fidelity [3]. This involves
transitioning from manual and analog forms to automated digital methods, enhancing the
accuracy and timeliness of data across various sources within the plant [3].

By merging Al and mobile computing within NPP data sources, operators and re-
searchers are able to have a better apprehension of the system’s behavior, which is a
stepping stone to making correct decisions by predicting and monitoring the overall plant’s
behavior in real time.

3. Artificial Intelligence (AI) in Nuclear Power Plant
3.1. Overview of Al Technologies in Knowledge Learning

The main point of the artificial intelligence (AlI) field is that it deals with the digital
representation of brain power in the form of software and other computing activities. A
particular example of Al is machine learning (ML), which mainly concerns the smart ability
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of a device or a process to make use of the knowledge that it has obtained from data and to
perform functions such as prediction and classification [4].

Artificial intelligence can be divided into supervised, semi-supervised, and unsuper-
vised types. The identification of the models is said to be supervised when their regular
behavior is labeled as accurately as possible with new inputs. Unsupervised learning is
focused on unearthing patterns from unlabeled data. In reinforcement learning, thus far,
agents must find the strategies that bring the highest benefits and determine what they can
do to reach the required goals through interactions with the environment [4]. There are
several ML techniques, such as linear regression, support vector machines, random forests,
and artificial neural networks, which are buzzwords in the nuclear sector. However, the
identification of the top feature pattern in ML often incurs high costs, which is a key drag
factor. Deep learning (DL) has been used to approach this problem and is now a popu-
lar machine learning branch. It uses advanced computing technology and optimization
techniques to train intelligent machines. DL-based models such as deep neural networks,
convolutional neural networks, and recurrent neural networks are the default and are now
proliferating in data-intensive domains [4].

Besides ML and DL, Evolutionary Algorithms (EA) have undergone tremendous
development in the nuclear energy field. Figure 3 illustrates the different Al algorithms that
are used in the case of nuclear power plant research. Methods such as genetic algorithms,
ant colony optimization, and particle swarm optimization play significant roles in solving
the complex, nonlinear optimization problems that are often met in nuclear reactor design
and operation [4]. The access interfaces for these AI methodologies, accompanied by
the increasingly immense databases of nuclear power plants, are more inclined to take
the lead in the overall understanding, simulation, and optimization of nuclear power
systems. [4]. Artificial intelligence technologies are transforming knowledge learning in
the nuclear industry, offering advanced methods for data-driven decision making and
operational efficiency [5]. Recent advancements in Al provide new opportunities for
enhancing the accuracy and effectiveness of knowledge systems within nuclear power
plants [5]. Furthermore, recent studies, such as the Idaho National Laboratory’s exploration
for the Nuclear Regulatory Commission, have highlighted the potential of advanced Al
and ML algorithms to enhance nuclear plant safety, efficiency, and risk assessment through
applications in reactor system design, plant operation and maintenance, and accident
diagnosis and prognosis [6].

3.2. Historical Development of Digital Technologies in NPPs

The historical development of digital technologies in nuclear power plants has been
shaped by the gradual evolution from analog instrumentation and control (1&C) systems to
advanced digital systems, driven by technological advancements, equipment obsolescence,
and the need for improved safety and operational efficiency [7]. Moreover, mobile comput-
ing relies on smart device employment within multiple systems and interfaces. From the
1980s up to now, the use of smart devices in the systems of nuclear power plants (NPPs) to
address safety has been taken into consideration due to the emergence of several new issues.
Smart devices represent a plethora of benefits that make them the most convenient solution
for NPPs [8]. For instance, smart devices such as wireless sensor networks (WSNs) have
emerged as a key technology for real-time monitoring in nuclear power plants, offering
solutions for gathering and processing critical data. The development and applications
of WSNss in NPPs are part of a broader trend that has seen smart devices increasingly
integrated into various sectors, including military, environmental, and industrial fields [9].

Smart computers can deal with the replacement of outdated analogy devices, as the
producers are turning their production toward these more flexible digital ideas that can
be used in a wide range of industrial applications. Smart devices can integrate multiple
separated analog parts into one unit, ensuring safety and, at the same time, reducing the
risk of possible failures [8].



IoT 2024, 5

671

\

/

Artificial Intelligence (Al)

Machine old
Learning Algorithms
|
—————————— J————-——-—- - [ N - | ~ , | ~. P
N i I Unsupervised k& i i L A
[ Supervised ] [ p ] [Seml superwsed] UG olony
ClaSSiﬁ‘?ation’ Clustering, dimension Regression, Bee Colony
[Unsupervised ] Regressionand reduction and rule classification.
estimation. learning. GA
( \ / . h
[Semi-supervised] SVM PCA Kalman Filter
ANN K-means Particle Filter
DL DNN
CNN LR
RNN RF
. LSTM A J 7\ /NN RN Y

S f’

...............................................

SVM: Support Vector Machine

PCA: Principal Component Analysis

GA: Genetic Algorithm
ANN: Artificial Neural Network

LR: Linear Regression
RF: Random Forest

DL: Deep Learning

Figure 3. Summary of modern Al algorithms used in NPPs.

Looking further ahead, smart computers have extra smart diagnostics that can rapidly
recognize and then report random outages; hence, quick maintenance can fix them, and
safety-critical systems are switched on most of the time. This can decrease both operational
and maintenance costs as the diagnostic system may include built-in diagnostics so there
may be no need for surveillance tests at regular intervals. Further, smart tools can provide
more sophisticated protection and monitoring functions, like the inclusion of complex trip
set points and machines as well as electrical system condition monitoring. This, in turn,
would improve the operating margins and safety margins, paving the way for nuclear
power to see robust reliability and performance [8].

Although the integration of smart devices can require significant investment in training
and logistics for staff, the long-term benefits in terms of increased reliability, availability,
and operating flexibility make them a strong strategy for modern and intelligent nuclear
power plants [8].

4. Mobile Computing in Nuclear Power Plants
4.1. Architecture of Al-Based Mobile Computing

The integration of Al with mobile computing, particularly in the context of advanced
network technologies like 5G, presents significant advantages in real-time data processing
and security [10]. The architectural framework for Al-powered mobile computing includes
three main components, which are perception, cognition, and decision, as mentioned
in [11]. The perception component is an area that acquires a great deal of information from a
number of different channels such as mobile terminal data (MTD), radio access network data
(RAND), and packet core network data (PCND). These data provide detailed information
about user equipment, radio propagation environments, and mobile network elements,
thereby the network can be globally understood regarding its state and condition. Cognition
is the component that utilizes this massive amount of data to learn and extract valuable
insights, for example, user preferences, mobility patterns, and traffic behaviors. The
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relationship between user traffic and the network state is also evaluated, which provides a
deeper insight into the behavior of the mobile network. This information can be utilized in
various sectors including nuclear power plant monitoring and control [11].

For instance, in a nuclear power plant, an Al-powered mobile computing architecture
could be introduced in order to improve safety through enhanced efficiency. As a result
of that, the perception component would collect data from the sensors monitoring the
temperature, pressure, and radiation levels of the plant. The cognition system will, in turn,
analyze this information, after which the system will proceed to find patterns and possibly
detect anomalies, which would be a clear warning of an upcoming issue or failure. Based
on this analysis, the decision component could be used either to send an alert in real time,
schedule preventive maintenance, or adjust plant operations autonomously so that safety
and stability are maintained [11].

By closing the loop between perception, cognition, and decision, the proposed archi-
tecture enables mobile network operators, as well as other industries, to effectively leverage
Al and big data to enhance the planning, optimization, operation, and management of
their systems. It is through this integrated Al mobile technology that we may see a huge
migratory move to this technology in the nuclear power industry, as it is able to outperform,
provide reliable service, and ensure safety in numerous applications [11]. In essence, the
Al-based mobile computing architecture enables mobile devices to learn, adapt, and act
autonomously by leveraging Al technologies [12]. However, while this architecture holds
great potential for enhancing mobile applications, significant gaps remain between the
current performance and users’ Quality of Experience (QoE) expectations [12].

4.2. Use of Private Cloud in Nuclear Power Plant

In the context of nuclear power plant applications and mobile computing, the uti-
lization of a private cloud infrastructure offers several compelling benefits compared to a
public cloud approach. The first and most obvious, more extended control and governance,
is related to the advantages of a private cloud for the organization [13]. Within a private
cloud, a single entity governs the infrastructure policies, enabling the NPP to have a very
central point of control over major concerns in security, manageability, privacy, audit,
compliance, and governance [13]. This level of control is most critical for sensitive NPP
applications and data, in which stringent regulatory requirements and considerations of
data privacy are of paramount importance [13]. Furthermore, the private cloud model
should allow easy portability of workloads and data between the internal and external data
centers and increase the flexibility of the NPP in terms of the optimization of resource use
in response to demand [13]. This is useful for mobile computing and Al applications since
their use cases often require dynamical computing resource allocations versus fluctuating
volumes of workloads and data processing [13].

The private cloud solution should, therefore, have the following basic characteristics,
which will address the special requirements expected of NPP applications: a provisioning
engine with automated infrastructure provisioning capabilities; workflow-driven mech-
anisms on approval for governance; user management and integration with enterprise
authentication systems; an enterprise policy enforcement regime for resource allocation;
and the ability to template capture standard patterns for common deployments, which
enables self-service, automation, and a dramatic reduction in the time-to-market of new
services and applications [13]. In addition, the private cloud provides monitoring, metering,
and chargeback mechanisms that must offer end-to-end visibility in the use of various ser-
vices, thus allowing an NPP to properly grab control over cost and resource utilization [13].
The private cloud should also support Service-Level Agreement (SLA) management, patch
management, reporting, and incident management to guarantee reliability, availability, and
performance for all mobile computing and Al-powered applications in use by the NPP [13].
In reference [14], the implementation of reliable cloud solutions in nuclear power plants,
such as the NasCloud platform, enabled secure, cross-platform access to critical simulation
tools, allowing for multi-user collaboration and training in nuclear safety analysis across
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time and space, while ensuring scalability, high concurrency, and robust security in sensitive
applications like accident simulations. Furthermore, the use of private cloud computing in
nuclear power plants provides a secure and efficient platform for nuclear design and safety
evaluation [15]. By leveraging advanced features such as secure data storage, controlled
access, and high-performance computing, private cloud solutions like SuperMC Cloud
address the specific demands of nuclear simulation, enabling faster processing, enhanced
data security, and improved collaboration among geographically dispersed teams [15].

Therefore, private cloud infrastructure is potentially an extremely attractive proposi-
tion for NPP applications and mobile computing against regular public cloud solutions.
Figure 4 depicts a typical private cloud infrastructure. The level of operational control,
governance, and tailored capabilities that the private cloud will offer will much better
align with the very rigorous requirements of the nuclear industry, ensuring the secure and
efficient deployment of mission-critical applications and services.

Private Could

Your Applications >

Enterprise Infrastructure

Server — Network - Storage

Your Information > ¥ Reliable.
v Secure.
v’ Efficient.
Enterprise IT Resources v’ Controlled.
Virtualized Infrastructure v Flexible.
v

Offering Choice.

Cloud Operating System

Could Internetwork

Anywhere

Provider Infrastructure

Server — Network - Storage

Figure 4. Formation of private cloud [13].

4.3. IoT Infrastructure in Nuclear Power Plant

In the near future, [oT technology, accompanied by artificial intelligence and blockchain,
will quickly change the whole way of working in industrial and business sectors. Indeed,
data collection by IoT devices would be of no value if there were no analysis and decision
making based on these data, which is why we need to combine Al with IoT devices [16].
The use of these systems would be beneficial when coupled with Al as IoT allows data
collection and, henceforth, a better understanding of processes of nuclear power plants
and monitoring, supporting the decisions needed during operation and also during criti-
cal accident scenarios [17]. Furthermore, given that nuclear power plants need constant
optimization and monitoring for reliability and safety, the use of IoT may provide data
for pointing out possible failures in advance, thus enabling interventions in good time
for refurbishment and, thus, safety and security. The possibility of obtaining analytic and
monitoring flexibility of the overall plant is also afforded by remote data collection and
transmission [17]. However, nuclear power plants need to embed a certain infrastructure
in order to be able to use IoT and benefit from it. The high-level IoT infrastructure required
in the case of NPPs includes IoT devices, connectivity, and sensors so that the data can be
collected and transmitted effectively, as illustrated in Figure 5. Furthermore, the infrastruc-
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ture of the IoT in nuclear power plants should include a secure data transmission line, as
well as a secure data storage interface to mitigate any cybersecurity risks that may arise
from this application [17].

Data
Center

Private

Cloud Data

Processing

NPP Mobile Devices
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Mobile Devices
Abroad
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Figure 5. Modeling of IoT infrastructure in nuclear power plants.

5. Mobile Computing and AI Application in NPP

The concept of using artificial intelligence and mobile computing in nuclear power
plants is based on the predictive capabilities of Al algorithms and the real-time data
transmission capabilities of mobile computing as mentioned in Figure 6.

Mobile
| Computing
Input + Result
Al
* NPP Operation Data * Predictive Operation
* NPP Radiation Data * Intelligent Monitoring
* NPP Historical Data * Remote Control

Figure 6. Concept of using Al and mobile computing in NPPs.

All the reviewed applications of artificial intelligence in nuclear power plants are
summarized according to the Al algorithms used, suggested mobile computing architecture,
and references in Table 1.
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Table 1. Reviewed Al algorithms in NPPs and suggested mobile computing architecture.

. Suggested Mobile
NPP Life Cycle Application Al Algorithm Used by Computing Reference
Reference .
Architecture
Nuclear Reactor Core Multi Objective GA, ) [4]
c Design Parallel GA
g
@ Thermohydraulic
ﬁ Simulation and Analysis DL-based ROMs ) 4]
Radiation Shielding Design GA, MACNOS - [4]
GA, ANN, PIMLAF, Ant ML-based Sensors,
Nuclear Fuel Management Colony Mobile Devices [18]
Control Rod Position Radial Basis Function NN, CRMS Sensors, Remote [19]
Monitoring Levenberg-Marquardt Cloud
Operating Parameters
Trend Prediction Neuro-Fuzzy, BPNN IoT Sensors [20]
LOCA Operating Feedforward DNN, IoT sensors, Mobile
.9 Long-short Memory . [21]
Parameters Prediction . Devices
Algorithm
Reactor Vessel Water Level ML-based Sensors,
g Prediction DNN, GA Mobile Edge Cloud 221
g
(o
e ML-based Sensors,
2 Neutron Flux and Power ROM-ML Embedded Mobile 23]
5 Distribution Prediction .
§ Devices
’g Pressurizer And Steam Unsupervised Clustering, IoT sensor, Mobile [24,25]
g Generator Fault Diagnosis Fuzz C-Means, ANFIS Devices !
9) ;
=] Balancing False and ML-based sensors,
% Missed Alarms AAKR, CA, GA Remote Cloud [26]
oY
O .
Predictive Maintenance LR, SVM loT SENSOrs, Mobile [27]
Devices
Monitoring Radiation ML-based radiation
Levels and Predictive ML, DL, ANN sensors, Mobile [28]
Nuclear Releases Devices
.. . . IoT sensors, Mobile
Remote Decision Making Al Algorithms (suggested) Devices, Remote Cloud -
Remote Regulatory . IoT sensors, Mobile
Compliance Monitoring Al Algorithms (suggested) Devices, Remote Cloud i
Realtime Coordination IoT sensors. Mobile
During LaFge Nuclear Al Algorithms (suggested) Devices, Remote Cloud -
Accident
Nuclear Spent Fuel ML-based radiation
£ g;D ye Monitoring LR, SVM sensor, Mobile Devices [28]
< g5 9
=88 Nuclear Waste ML-based radiation
= Safeguarding LR, SVM sensor, Mobile Devices [28]

5.1. Nuclear Fuel Management

Artificial intelligence and mobile computing are two powerful tools that are able to
enhance nuclear fuel management during the operation of nuclear reactors. While Al
can analyze and predict high-level fuel parameters from the embedded sensors in the
reactor core, mobile computing offers the opportunity for real-time monitoring and remote
access to these data. Several applications involve promising Al and mobile computing
tools in the field of fuel management. For instance, refs. [29-32] used a genetic algorithm
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to optimize nuclear fuel management and loading patterns, whereas [33,34] used the
ant colony algorithm to optimize and predict fuel burnup in a Boiling Water Reactor
(BWR). In Refs. [18,35,36], the authors demonstrated the use of Al algorithms to predict
the critical heat flux and temperature values at the wall using an artificial neural network
(ANN) and a physics-informed machine learning-aided framework (PIMLAF). The fuel
optimization provides Al-based predictions for burnup patterns based on previous data,
and the mobile computing feature provides an enhanced reloading schedule reminder. This
typical feature might be of more interest in developing countries with new nuclear facilities
installed and less experience in licensing and regulations; thus, Al and mobile computing
in fuel management would serve as very helpful tools for nuclear agencies to monitor
the operation of these facilities and receive an instant notification for any predicted fuel
issues. Added to that, Al-based mobile computing enhances the security of nuclear fuel by
enabling the remote monitoring of nuclear fuel storage, especially in remote locations such
as small modular reactors (SMRs), which increases the safety and security of nuclear fuel
and decreases the non-proliferation risk.

5.2. Control Rod Position Monitoring

The control rod plays a crucial role in the safety and operation of the nuclear reactor. In
the meantime, the measurement of the control rod position is conducted by the control rod
position measurement sensor (CRMS), which concerns the start-up, power regulation, and
shutdown of the nuclear reactor. However, there is still a lack of research on comprehensive
reviews of the state of progress of the CRMS of nuclear reactors [37].

The application of Al together with mobile computing offers a tremendous oppor-
tunity to enhance the monitoring of the position of the control rod. In reference [19], the
author used the radial basis function neural network, Levenberg-Marquardt, and a group
data-handling methods to monitor the position of the rod from the in-core neutron flux
measurements. The implementation involved an Al algorithm and mobile computing to
monitor the control rod in the nuclear reactor and would also involve IoT sensors, data
collection, wireless data transmission, and an Al algorithm to monitor and predict the
control rod position. This feature is very important in an operated nuclear power plant not
only because it increases safety but also because it increases the reliability of the plant with
continuous production by avoiding control rod position issues.

5.3. Operating Parameters Trend Prediction

The use of Al and mobile computing in the normal operation of nuclear facilities
provides the possibility to detect the failure of any equipment or any incorrect sensor
measurement when the prediction results deviate from the actual measurement results [38].
In a previous paper, the author [38] used a neuro-fuzzy technique to predict the operating
parameters of a nuclear power plant, whereas another author [20] used a dynamic back-
propagation neural network (BPNN) as an Al algorithm. These parameters include different
operating data such as temperature, pressure, radiation levels, coolant flow rates, etc., which
are very crucial for the safety of the plant and its availability.

By implementing Al algorithms, the system can predict trends in operating parameters
by learning from historical and operating experience data; for instance, forecasting potential
equipment failures or deviations from normal operating conditions. The integration of
mobile computing with Al would provide an opportunity for alert systems that notify
operators whenever the Al algorithm detects abnormal trends in the parameters. Thus,
mobile computing plays a crucial role here by delivering alerts to smart devices, allowing
for quick response and informative decision making.

5.4. Operating Parameters Prediction During LOCA

Loss of coolant accident (LOCA) is a design-based accident in nuclear power plants.
This accident includes a break in the cold leg, hot leg, and other associated pipelines of
the reactor, which induces a loss of the coolant and an increase in the temperature of the
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fuel and constitutes an increased risk of melting the fuel and threatening the safety of the
plant. Artificial intelligence and mobile computing can be used in this context to predict
LOCA scenarios before they happen and send real-time data to the operator and regulator
authority to help prepare response strategies beforehand. As the mobile computing feature
allows the transmission of data, the international nuclear authority overseas would have
the opportunity to receive the LOCA scenario data in real time, which allows full control
and containment of any LOCA-related incident. This feature is very helpful, especially in
countries operating NPPs for the first time with less experience.

At the moment of writing this article, many works have been conducted on the use of
artificial intelligence algorithms in LOCA scenarios. Figure 7 illustrates and models the
concept of using Al and mobile computing to predict the operating parameters during
a loss of coolant accident in nuclear power plants. In reference [21], the author used a
feedforward deep neural network and long-short memory to train and predict the LOCA
scenario in a nuclear power plant using four different parameters, namely, the peak clad
temperature, core pressure, break flow rate, and water level.
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Figure 7. Modeling of Al and mobile computing application during LOCA in NPPs.

5.5. Reactor Vessel Water Level Prediction

Obtaining data generated from NPPs is crucial to preserve reactor integrity and
mitigate accidents and serious accidents. Nevertheless, several safety-critical data signals
from nuclear power plants cannot be perfectly measured due to sensor degradation or
failure under serious accident circumstances. One crucial piece of reactor data is the reactor
vessel (RV) water level, which is very important in case of an accident because it is directly
related to reactor cooling and the prevention of core exposure [22].

Sometimes, during challenging conditions, this parameter is hard to monitor for
several reasons; hence, the use of artificial intelligence and mobile computing in this
area would enable real-time RV water level prediction and transmission using multiple
smart devices. Therefore, in the case of a failure to obtain data on the RV water level
directly from the sensor, the Al algorithm could estimate the water level using data from
other relevant reactor parameters and conditions during the incident. The use of mobile
computing offers the opportunity for this parameter to be interpreted and analyzed by
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different nuclear authorities. Added to that, it will help in keeping a record of these data
for the implementation of future training and accident mitigation strategies.

In reference [22], the author predicted the RV water level using deep neural networks
where the data were obtained by simulating the postulated loss-of-coolant accidents at hot
and cold legs and steam generator tube rupture using a modular accident analysis program
code. It is important to note that only in case of an accident is the monitoring of the RV
water level critically important for preventing the core from melting. The author also used
another Al algorithm, the genetic algorithm, to optimize the DNN model [39] for RV water
level prediction by optimizing the selection of the numbers of hidden layers and nodes [22].

5.6. Neutron Flux and Power Distribution Prediction

The nuclear reactor is a complex physical system that generates electricity. The genera-
tion of nuclear energy is realized under very high safety standards where strict criteria must
be fulfilled at the design and operation levels. What is fundamentally required is precise
knowledge of important quantities such as temperature, neutron flux, power, radiation
level, etc. The quantities can be overall outputs, e.g., maximum temperature, average
temperature, total generated power, etc., but the knowledge of more complete information
such as temperature, flux, and power maps for the whole reactor might also be required for
reliable NPP operation [23].

This knowledge can be attained through measurements, simulation, and, more recently,
artificial intelligence. The use of Al algorithms and mobile computing can significantly
improve the measurement of neutron flux and lower distributions within the reactor core.
Furthermore, while Al algorithms can collect data from various sensors within the reactor,
e.g., neutron detectors, temperature, pressure gauges, etc., mobile computing can facilitate
real-time data collection and transmission from the sensor.

Some techniques can be used to reduce the dimensionality and extract features from
these data to improve the dataset’s quality and relevance. The deployment of AI models
and mobile devices allows for real-time neutron flux and power distribution prediction,
which in turn allows for quick decision making by the designated authorities and the
remote monitoring capabilities of these two parameters. This Al and mobile computing
feature of neutron flux and power distribution would offer a tremendous opportunity in
the future for regulation authorities to inspect nuclear facilities at any time and at any
place in the world to ensure that the operation of the plant aligns perfectly with the safety
regulations and the operational guidelines of their license. A different Al algorithm was
proposed to predict the neutron flux and power distribution in a nuclear reactor core. In
reference [23], the author used ROM-ML to predict, using high-dimensional outputs, the
neutron flux and distribution of power in a simulated reactor core.

5.7. Pressurizer and Steam Generator Fault Diagnosis

The pressurizer is a very important component in the nuclear power plant operation, as
it regulates the heat transport system. Any deviation or incorrect data from this component
will result in variations in the operating conditions for a reliable plant. Artificial intelligence
such as machine learning could be employed in the detection of any deviation or anomalies
in the operating condition of the pressurizer. Data collection and training using historical
data have great potential for predicting the faults that may happen within the pressurizer
in a nuclear power plant. The integration of mobile computing within the Al system
enables mobile devices to receive predictions from the Al algorithm and alert operators
in the main control room in real time, resulting in proactive pressurizer control. In the
event of pressurizer faults, the plant may require shutdown to ensure safety. Different Al
methodologies can be used for fault detection within the pressurizer. In his paper [24], the
author used an unsupervised clustering methodology for pressurizer transient prediction,
as well as a Fuzz C-Means algorithm to optimize the interpretation and the determination
of fault causes and origins.
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The steam generator (SG) is the heat sink of the nuclear reactor and it generates the
steam that rotates the turbine for power generation. A deviation in one of the steam
generator’s parameters results in anomalies within the reactor core as well as anomalies
in the balance of the plant (BOP). The use of artificial intelligence and mobile computing
to monitor and predict steam generator anomalies would result in increased plant safety
and stable power generation. IoT sensors can be employed to collect real-time data on
temperature and pressure from the steam generator. Al algorithms can be trained to
detect and diagnose faults within the SG parameters and, if necessary, propose alternative
components, although it is important to note that the SG cannot be isolated during normal
power operation. The use of mobile computing within Al for SG fault diagnosis provides
the opportunity for remote assistance and quick decision support.

Several Al algorithms can be used to predict faults within the steam generator in
nuclear power plants. In his paper, ref. [25], the author used an Adaptive Neuro-Fuzzy
Inference System (ANFIS) to predict and diagnose the steam generator transient within
the nuclear power plant by predicting data for the steam outlet pressure, steam generator
water level, and rupture pressure severity.

5.8. Balancing False and Missed Alarms

In a nuclear power plant, balancing false alarms and missed alarms is vital for the
continued safety of the plant as well as for efficient operation. The integration of artificial
intelligence and mobile computing would play a significant role in attaining this balance.
Furthermore, Al algorithms can be trained using historical plant data for false alarms
in order to recognize different patterns of normal operations versus anomalies with real
issues. Additionally, by employing Al models within nuclear power plant systems, the
detection of any deviation would be easily predicted and recognized, which reduces
false alarms. Al models are also able to predict equipment or sensor failures before they
happen, which results in reducing the likelihood of false alarms triggered due to equipment
deterioration. The integration of mobile computing with Al enables real-time monitoring
and collaborative decision making with regard to the alarms by involving different team
members remotely and ensuring an efficient response to the alarm, therefore reducing the
risk of missed alarms.

Various Al algorithms can be used to balance false and missed alarms within nuclear
power plants. In his paper [26], the author used an Auto-Associative Kernel Regression
(AAKR) algorithm as well as a hybrid approach based on Correlation Analysis (CA) and a
genetic algorithm (GA) as an Al algorithm to balance the alarm occurrences in an NPP.

5.9. Predictive Maintenance

Nuclear power plants operate under high safety and reliability requirements and
integrate critical infrastructure systems that require the collection of real-time data to ensure
effective and secure operations. Furthermore, in order to be cost-effective, NPPs have to
run at maximum capacity with minimal interruptions. Therefore, it is necessary to maintain
plant equipment in optimal condition so that NPPs can achieve higher availability and
reliability. However, maintaining the equipment increases the operating cost considerably,
and the solution to this problem is to implement corrective and predictive maintenance of
the NPP’s components [27].

Artificial intelligence and mobile computing can be employed to address this issue by
installing IoT sensors on the equipment to collect real-time data on different nuclear power
plant parameters, such as the temperature on the pressure tube to avoid creep and other
temperature- and pressure-related issues. Al algorithms can be utilized to analyze the data
collected and predict effective maintenance needs and schedules based on the generative
Al model. The integration of mobile devices allows maintenance staff to receive alerts for
timely intervention. Different machine learning can be employed in predictive maintenance,
such as support vector machine (SVM) and logistic regression (LR) models [27].
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5.10. Monitoring Radiation Levels and Predictive Nuclear Releases

Nuclear energy has significant potential, however, it also poses significant security
risks, therefore efficient radiation detection technology with support from artificial in-
telligence (Al) systems is vital [28]. Furthermore, there is increasing concern that acts
of terrorism may attempt to detonate a nuclear weapon. For those reasons, there is a
continuous quest to invent novel analyses and systems (i.e., artificial intelligence-driven
detection and tracking) that can find nuclear materials being produced or transported
between facilities/to their destinations [28].

By means of Al technology (i.e., machine learning (ML), deep learning (DL), and
artificial neural networks (ANNSs)), it is possible to develop radiation-detection algorithms
that leverage cutting-edge technology in multimode data fusion, machine learning, sensor
networks, mobile computing, and big-data analytics [28]. The implication of radiation-
detection technology becomes apparent in this complex environment as a key protector
against nuclear threats [28]. Primarily, radiation detection is the observant guard respon-
sible for detecting and measuring ionizing radiation. This radiation involves neutrons,
gamma rays, and alpha and beta particles and has the potential to have both positive and
negative effects [28].

Radiation-detection technology plays a fundamental role in nuclear threat reduction,
acting as a crucial tool to safeguard against the proliferation of nuclear weapons and
materials, avoid acts of nuclear terrorism, and monitor potential environmental risks [28].
Furthermore, Al algorithms can process vast amounts of radiation data from sensors
and detectors with unparalleled speed and accuracy. This enables real-time analysis of
radiation levels, identifying anomalies or potential threats more effectively than manual
monitoring [28]. Additionally, Al algorithms based on machine learning and artificial
neural network models can predict equipment failures in radiation detectors by analyzing
historical data and sensor performance. This ensures that detectors are always operational
and reliable [28].

Likewise, Al-powered robots can autonomously inspect and maintain radiation de-
tectors in hazardous or hard-to-reach areas, reducing human exposure to ionizing radia-
tion [28]. Moreover, Al algorithms can identify unusual radiation patterns or signatures,
which may indicate tampering or the presence of illicit nuclear materials. This early
warning system is essential for nuclear security [28].

The integration of artificial intelligence and mobile computing could revolutionize
Radjiation Detection. Al systems, powered by advanced algorithms and machine learning,
can predict radiation levels for normal and safe operation. In the case of deviation or
anomalies, the shift between the measured radiation levels and the levels predicted by the
Al model would indicate potential issues that require immediate intervention. The use of
mobile computing with Al features makes this intervention effective and quick, as mobile
devices allow one to send real-time radiation levels to different team members, allowing
for virtual assistance and collaborative decision making.

5.11. Nuclear Spent Fuel Monitoring and Safequarding

Nuclear fuel is defined as fissionable nuclear material in the form of fabricated ele-
ments for loading into the reactor core of a nuclear power plant, and spent nuclear fuel
is classified as radioactive waste consisting of uranium, TRU (transuranic actinides), and
fissions products [40].

Artificial intelligence and mobile computing can be employed to ensure the safe
monitoring and storage of spent nuclear fuel. Al can assist in monitoring spent fuel storage
and transportation by analyzing data from security cameras, access logs, and environmental
sensors. It can detect unusual activity or breaches in security protocols [28]. Furthermore,
Al-driven predictive maintenance models can optimize the upkeep of spent fuel storage
facilities, ensuring they meet safety and security standards [28].

On the other hand, mobile computing features can assist in handling and inspecting
spent fuel casks, improving the efficiency and safety of storage and transport operations,
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while Al technology detects irregularities in spent fuel storage conditions, such as tempera-
ture fluctuations or unauthorized access, triggering immediate response protocols [28].

Additionally, Al can play a pivotal role in monitoring spent nuclear fuel storage
facilities by combining data from security systems, environmental sensors, and access
control logs and creating a holistic security overview of spent fuel facilities [28]. The
combined features of mobile computing allow for the monitoring of all the spent fuel
storage facilities around the world by means of smart remote devices and IoT sensors
and cameras, which enhance the containment of nuclear material and decrease the non-
proliferation risk related to nuclear waste weaponizing.

5.12. Remote Regulatory Compliance Monitoring

From the perspective of nuclear power plants, incorporating artificial intelligence (AI)
and mobile computing can considerably advance regulatory compliance monitoring and
inspection systems. Al algorithms can process widespread datasets collected from different
sensors, control systems, and inspection reports, applying machine learning algorithms
to detect glitches, predict equipment failures, and ensure a firm’s adherence to regulatory
safety standards. These intelligent models can recognize emerging patterns and trends
indicative of potential compliance concerns, facilitating timely and practical interventions.
Mobile computing improves these capabilities by permitting real-time data collection,
transmission, and analysis directly on-site, thus raising the precision and efficiency of
regulatory inspections.

Regulatory authorities benefit from this integration by obtaining the ability to continu-
ously monitor all critical parameters of nuclear power plants, validating that operations
conform to the safety guidelines specified in their licenses. Mobile computing permits
inspectors equipped with advanced devices to access Al-driven diagnostics and analytics
tools, streamlining the identification of non-compliance areas and enabling immediate
corrective actions, thereby minimizing risks associated with delayed responses.

Furthermore, mobile computing features and real-time data transmission capabilities
extend the reach of regulatory oversight, permitting authorities to remotely monitor and
inspect nuclear facilities across the globe. This global oversight confirms that facilities
maintain compliance with international safety standards irrespective of their geographic
location. Al-generated reports, available on a daily, monthly, and yearly basis, provide com-
prehensive insights into the operational status and safety compliance of nuclear facilities.
These reports facilitate regulatory committees to track adherence to protocols continuously,
promptly address deviations, and maintain a high level of safety assurance. Therefore, the
combination of Al and mobile computing not only improves the effectiveness of regulatory
compliance monitoring but also improves the overall safety and operational reliability of
nuclear power plants worldwide.

5.13. Revolutionizing Remote Decision Making During Serious Accidents

One of the most exciting things that the coupling of Al and computing technology
of mobile devices can make possible is to support nuclear power plant monitoring and
decision-making processes remotely. Al algorithms, in essence, consist of data analytics
programs and programs that provide the plant with the critical data needed to have the
plant perform as expected all of the time. Its deep learning component aids in the real-time
analysis of vast amounts of data generated by sensors and monitoring devices at the plant,
thus enabling the early detection of problems and ensuring the necessary preventive main-
tenance of the equipment. Moreover, the highly developed machine learning techniques
can discern hidden trends and correlations in the data that can throw human detection off
course, thereby making it possible for them to give their teammates a compatible analysis
of the plant conditions and potential problems. Through the use of these Al capabilities,
decision-makers can make both quicker and more positive responses given that they have
all valid information, thus providing an environment of better decision making. Adding to
this, mobile computing supports the idea by enabling the people who operate, manage, and
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maintain the plant to have access to critical information and Al-driven insights remotely.
With the help of secure mobile applications, plant owners, employees, and decision-makers
can view plant conditions from anywhere and obtain commands from the system, all
through their mobile devices. The technology that encourages online access to the plant
conditions can finally be considered a real-time technology with online surveillance sys-
tems, which will help in the dissemination of information, course reconfiguration, and the
support of content expertise between geographically distributed teams. At the same time,
electronic devices with digital reality might be used to visualize things like the location of
objects that personnel have to inspect, which, in turn, would be displayed on the physical
objects, thus enabling the best precision and the greatest efficiency.

Overall, the combination of Al and mobile computing technologies can significantly
enhance remote decision-making processes in nuclear power plant operations. Al algo-
rithms can analyze vast amounts of data from plant sensors and monitoring equipment
in real time, enabling the early detection of anomalies, predictive maintenance, and opti-
mization of operational performance. The training mechanism for Al, therefore, is based
on dimensions like data analytics programs and programs required to satisfy the demand
that the plant operates at a highly efficient level. The synergy between Al and mobile
computing acts as a firm foundation for improving security, reliability, and efficiency in
nuclear power plants. This technology plays a role in the adoption of quicker data-based
decision making and influencing communication and collaboration, which leads to risk
reduction and plant operation profit. This methodology of action addresses not only fast
and short-term operating needs but also strategic planning and continuous improvement
in nuclear power plant management in the near future.

5.14. Remote Real-Time Coordination during Large Nuclear Accidents

Integrating Al and mobile computing to deal with large-scale nuclear accidents from
remote areas is an innovative feature that has really never been achieved anywhere. Al is
capable of processing and analyzing a huge amount of data coming from many sources,
sensors, radiation detectors, and satellite imaging that, in return, will provide the real-
time status of the situation and predictive analytics. As a result, it will be possible to
immediately recognize risks and make the right decisions. Further, as for mobile computing,
its advantages include the possibility for first responders to reach out, share, and upgrade
key data using their mobile phones, tablets, and other handheld devices, thus, guaranteeing
smooth communication and coordination.

For instance, during the Fukushima Daiichi nuclear disaster in 2011 [41], communica-
tion breakdowns and the loss of plant monitoring occurred due to external disasters such
as earthquakes and tsunamis, which caused a total power outage. While AI and mobile
computing may not have prevented this particular incident, their integration could signif-
icantly enhance remote real-time coordination and data processing in nuclear incidents
where power and communication systems remain intact. Among the issues experienced,
failure in quick information collection, analysis, and dissemination was the leading factor,
while such issues resulted in problems like missing evacuations, wrongful allocation of
available resources, and failure of containment measures. In an alternative reality where Al
and mobile computing were present, short-burning Al programs would have measured
radiation doses and radiation spread and estimated the amount of damage to reactors in
seconds. Simultaneously, mobile computing could have provided emergency responders
and decision-makers with real-time updates, interactive maps, and coordination tools,
enhancing situational awareness and enabling more effective and timely actions.

During such incidents, Al could use data to produce dynamic risk maps and thus
optimize routes of evacuation, while mobile applications could offer direct communication
between field teams and command centers. This union is not limited to the proliferation
of disaster management but also finds applicability in the reduction in human exposure
to radiation and the realization of protection measures, and, eventually, lessening the
consequences of the disaster. The above dissemination of technology will ensure a smart,
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educated, and flexible response to the disaster, which will play a major part in safety, the re-
direction of resources, and encasement of the disaster, eventually taking into consideration
public health and the environment in the case of a nuclear emergency. Figure 8 models the
employment of Al and mobile computing during a large nuclear accident.
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Figure 8. Al and mobile computing applications for remote real-time coordination during large
nuclear accidents.

The literature reviewed here and summarized in Table 1 shows that artificial intelli-
gence can be applied to a nuclear power plant’s entire life cycle. In contrast, it seems that
mobile computing is only used in operation phases and waste management. This is because,
during the design phase when the nuclear power plant is not in operation, no real-time
data will be available that would warrant the use of mobile computing technologies. One
major finding is that Al can be employed broadly throughout the whole life cycle of a
nuclear power plant, from detailed design to decommissioning and waste management, as
shown in Figure 9. In contrast, mobile computing technologies apply only to operational
and waste management stages since these stages involve the generation and transmission
of real-time data that can be effectively tapped through mobile computing platforms.
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Figure 9. Application of Al and mobile computing throughout the lifecyle of NPPs.
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6. Challenges

The use of Al technology in nuclear reactor research has been significantly boosted by
machine learning (ML) and deep learning (DL). These innovative algorithms are able to
predict nuclear power states and adjust the length of time between tasks, e.g., maintenance,
etc., for the purposes of saving money and lowering the risk of nuclear accidents. Never-
theless, the use of Al-based approaches in the nuclear energy domain is still considered
non-realistic due to scaling- and applicability-related issues. Figure 10 summarizes all the
challenges and limitations that are associated with the use of Al and mobile computing in
nuclear power plants.
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Figure 10. Challenges of using AI and mobile computing in NPPs.

6.1. Data Issues

Data sources and patterns represent one of the main issues of Al in nuclear power
plants. These data problems involve issues of obtaining reliable experimental data due
to the use of simulation datasets rather than those taken from real nuclear power plants
(NPPs). The comprehensive undertaking of a simulated experimental study in an NPP
is a very demanding process and is both costly and unsafe. Therefore, virtually all of
the researchers working in this field have to rely on data records that are derived from
simulated datasets rather than from real-world datasets. There is a discrepancy in the
case of implicit data characteristics vis-a-vis real-world data with the incorporation of Al
systems in practice.

Studies have shown that the lack of real-world experimental data can adversely affect
the performance of Al-based models, particularly in areas such as accident identification
and control rod behavior [4]. Furthermore, the heterogeneity of dataset selection across
lab studies has been pointed out as a potential issue. Algorithms may present different
performances by inputting certain datasets and exhibiting the above two biases at different
levels. A proposal for the development of unified nuclear datasets suitable for a certain
domain has been made in order to create a better foundation for synchrotron radiation
sources, and it certainly sounds interesting [4].
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Furthermore, the incorrect belief that big data drawn from centuries of nuclear power
production can be easily exploited to design such models is an example of cognitive bias.
It is, in fact, an issue of both quality and quantity that creates the challenge of using data.
For instance, normal samples dominate the rare fault samples in the case of fault detection.
Consequently, this becomes the main source of multiclass classification problems with
supervised ML models. Although data augmentation is a technique that can be used for
the elimination of the issue, the fundamental need is for high-value, high-quality data that
are really a mirror image of a working nuclear reactor [4].

These obstacles can be solved through a multidimensional approach that involves the
involvement of various stakeholders, such as data-gathering objectives and activity plans,
data curation, and data infrastructure design, as well as the development of tailored Al,
which can be effectively deployed in the very specific cybersecurity constraint of nuclear
reactors [4].

6.2. Black Box Dilemma: Al Invisible Hidden Layers

Another major concern regarding the use of Al in nuclear power plant research is the
so-called “black box” nature of such models. The internal workings of DL architectures,
with their hidden layers and complex feature encoding processes, are often opaque and
difficult for humans to interpret. Although they have more complex mechanisms inside,
models of greater performance also lose some of their explicability. However, models that
code for rules can also have issues with that, i.e., they may not be able to eliminate the
complexity of a nonlinear system, which is characteristic of nuclear reactors [4].

A good result would be an Al model that could combine the best effects with such
clarity that the processes and criteria responsible for the model’s outputs can be easily
understood. Among other things, achieving performance and interpretability in the nuclear
reactor domain will be the main success of future Al algorithms in the safety-critical domain
of nuclear reactor design and operations [4]. Furthermore, it has been demonstrated in
previous research that DL models can be heavily influenced by adversarial attacks, in which
case minor distortions of the data input can later cause the model to make significant errors.
The most serious issue that arises from the current situation is that Al systems have the
nuclear energy domain as their main battlefield, where the safety and reliability of reactor
operations are of paramount importance [4].

To solve these issues and, at the same time, enhance the promotion of a harmonious
connection between Al and nuclear technologies, scientists have to give priority to the
transparency, robustness, and accountability of Al models rather than focusing only on the
accuracy metric. Making Al models that can not only achieve high performance but also
have features of interpretability, reliability, and sufficiency against dangerous elements is
necessary for the secure and effective employment of these modern computational tools in
crucial nuclear reactor research and operations [4].

Furthermore, a challenge of interpretability could arise. Al models implemented
in nuclear power plants are complex and can be difficult for operators to comprehend.
Ensuring transparency in the decision-making processes of these Al systems and the hidden
Al layers is crucial as operators need to understand and trust Al’s judgment to effectively
verify its behavior [2].

6.3. Cybersecurity Within Mobile Computing

The implementation of artificial intelligence (Al) and mobile computing in nuclear
power plants introduces a significant challenge for cybersecurity, especially because the
reactor data would be transmitted virtually across mobile devices, introducing significant
cybersecurity challenges in the development of these technologies. For these reasons, a
thorough understanding of the attacker’s capacity and motivation is necessary to protect
both wired and wireless digital instrumentation and control (I&C) data, systems, and
networks from malicious intrusion. Attackers with varying motivations, capabilities, and
resources, such as nation-states, disgruntled employees, or cyber-activists, can exploit sys-



IoT 2024, 5

686

tem vulnerabilities through various techniques, including mimicking, man-in-the-middle
attacks, network spoofing, packet sniffing and modification, sensor masking, and denial of
service [42]. The complexity and sophistication of these attacks, particularly from advanced
persistent threats like nation-states, pose a significant challenge to the secure development
of Al and mobile computing systems. Vulnerabilities in these systems are not always
intuitive, requiring specialized skills and tools for identification and remediation. Compre-
hensive threat analysis and security evaluation tools are necessary to properly assess risks
and implement robust protection measures [42].

Emerging research has explored models and methods for vulnerability identification
in critical systems, including nuclear power plants, which can provide insights applicable
to the development of secure Al and mobile computing. These approaches, such as safety
margin estimation, attack taxonomy classification, and event classification schemes, can
help identify the most vulnerable components and prioritize security measures. Addressing
the complex and evolving cybersecurity threats is crucial as Al and mobile computing
become more deeply integrated into critical infrastructure and everyday applications [42].

6.4. Regulatory Compliance Challenges

The integration of Al and mobile computing in nuclear power plants necessitates
modifications to existing regulations and the development of new guidelines. This is
necessary to ensure compliance while preserving the highest standards of safety and
reliability [2].

6.5. Al and Human Collaboration Challenges

The participation of Al and mobile computing in NPP involves a shift in human duties,
moving from direct manual operation to supervisory and decision-support functions.
Active collaboration between human operators and Al systems is vital to ensure safe and
ideal plant operation [2].

6.6. Cost Challenges

Implementing Al technologies and mobile computing in NPPs comes with consid-
erable costs, such as setup investment, workforce training, and continuing maintenance.
Matching the benefits of these technologies with the accompanying expenses could be a
challenge for NPP workers [2].

6.7. Training and Expertise Challenges

The nuclear industry needs trained and skilled personnel who can efficiently employ
Al technologies and mobile computing. This can be achieved by attracting specialists from
other industries and offering specialized training to current personnel in the nuclear field.
Merging these experts with area knowledge from the energy sector is advised [2].

7. Mobile Computing and Al Features in NPP Future Application

The integration of artificial intelligence and mobile computing technologies holds
significant potential for enhancing the safety, efficiency, and reliability of nuclear power
plants. Figure 11 illustrates the potential areas of application of Al and mobile computing
in the nuclear industry, based on the literature review in the present article. Al algorithms
can serve as efficient data-processing mechanisms, enabling intrinsically safe operation
and effective accident investigation. By leveraging Al and mobile computing, NPPs
can improve their performance and move towards more environmentally friendly and
cost-effective operations. Artificial intelligence algorithms allow for the autonomous
construction and calibration of virtual representations of the NPP core, enabling advanced
parameter identification, state estimation, and anomaly detection capabilities. Furthermore,
the integration of Al and IoT can transform NPP control systems, facilitating enhanced
communication, information sharing, and decision-making processes among stakeholders.
Collaboration between nuclear experts, Al specialists, and regulatory bodies is crucial to
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ensure the effective and safe implementation of these cutting-edge technologies within
the nuclear industry while maintaining the highest standards of operational safety. As the
nuclear sector continues to digitize and accumulate vast amounts of operational data, the
application of Al and mobile computing offers promising solutions to address the complex
challenges faced by NPPs, ultimately contributing to their enhanced safety, efficiency, and
long-term sustainability [2]. The integration of the advanced technologies of Al and mobile
computing, when implemented thoughtfully and with a focus on safety, can revolutionize
the nuclear industry, unlocking new possibilities for clean, reliable, and cost-effective
energy production.
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Figure 11. Potential future areas in NPPs for integrating Al and mobile computing.

8. Future Work Directions

The integration of Al and mobile computing in nuclear power plants (NPPs) is an
evolving field with vast potential. Future work should focus on enhancing safety, efficiency,
and reliability while addressing regulatory and security concerns. One key area is advanced
predictive features in nuclear power plants, which involves improving Al algorithms for
real-time data integration and anomaly detection to enable more accurate and proactive
predictivity. Furthermore, Al-driven risk assessment coupled with mobile computing
features for sending early warnings via mobile devices is a recommended area of research
for future direction because it enhances overall plant safety and increases the reliability
of nuclear power. Remote monitoring and inspection are also an important direction for
future work recommendations in the field of Al and mobile computing because sending
the nuclear power plant real-time data allows for autonomous inspection and continuous
remote monitoring, which are very important for the safe operation of the plant. Therefore,
we recommend focusing on Al-powered drones and robots, mobile control interfaces, and
advanced image/sensor data analysis in future work in this evolving area. Additionally,
Al and mobile computing integration to enhance decision making within nuclear power
plants is another crucial recommended area of research in the coming years. This is because
Al-based algorithms provide predictions of different case scenarios based on real-time data
and historical data, which make it a powerful tool in the nuclear industry. Added to that,
the features of mobile computing allow different stakeholders to be involved in decisions,
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which enhances the plant’s response and, hence, safety. For those reasons, more research in
this field is recommended to optimize the decision-making process in NPPs.

It is also highly recommended to include different parties during the application
of Al and mobile computing, such as lawyers and legal authorities, because this is a
novel field that needs new regulations and guidelines for sending nuclear power plant
data to mobile devices in different locations. Hence, we recommend more research on
assigning new regulatory compliance to meet the requirements of Al and mobile computing
safety standards to ensure the safe use of nuclear material around the world. Lastly, the
most important area that needs more research in the context of applying Al and mobile
computing to the nuclear power plant is cybersecurity. This is a crucial feature for ensuring
the continuity of real-time data transmission safety. However, this presents many challenges
related to cyber-attacks and hackers. For those reasons, we recommend that sophisticated
cybersecurity measures and new protocols be addressed in future work and research.
Figure 12 represents the number of published papers over the period of 1985 to 2024. In
compiling the data presented in this figure, a significant effort was made to estimate the
number of published papers related to Al applications in the nuclear industry. Given the
vast amount of literature available, we aimed to collect an approximate count, focusing
on selecting the most important and influential papers from highly reliable academic
websites and databases. The papers chosen were carefully filtered to ensure relevance
to the topic and significant contribution to the field. From Figure 12, we can conclude
that not much work has been conducted in the area of artificial intelligence in the nuclear
power plant industry and there are significant gaps between 1989 and 2010. Therefore,
we recommend more work on the overall topic of implementing artificial intelligence in
nuclear power plants.

Amount of Published Papers in Different Years

N
IN
[¢2]
[oe]
-
o
N
N
N
IS

Number of Published Papers

Figure 12. Number of published papers in different years.
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Underlying all of these efforts should be initiatives to integrate data, enable advanced
analytics, and foster cross-industry collaboration and continuous innovation. By prior-
itizing these future work recommendations, nuclear power plants can harness the full
potential of Al and mobile computing to operate more safely, efficiently, and sustainably.

9. Conclusions

The integration of artificial intelligence and mobile computing in NPP systems is a
transformative approach to optimizing the safety and reliability of nuclear power. The com-
bination of the predictive capability of artificial intelligence algorithms and the real-time
data transmission capability of mobile computing devices provides a promising area to
enhance decision making in NPPs and provide continuous support for the safe operation of
the overall plant. As technology continues to evolve, future developments in Al algorithms,
IoT integration, and mobile interfaces will further enhance these capabilities, paving the
way for even more robust and resilient nuclear power operations. However, the adop-
tion of these technologies also necessitates addressing challenges related to cybersecurity,
regulatory compliance, and workforce training. Ensuring the security of interconnected
systems and maintaining compliance with stringent regulatory standards are paramount
to realizing the full potential of Al and mobile computing in NPPs. In this article, we have
reviewed the majority of scientific papers published in this field and proposed a novel idea
for Al and mobile computing applications in NPPs. We have also addressed the challenges
and features associated with this application, and various research directions were also
proposed that would enable future researchers to propose better solutions for enhancing
the safe use of Al and mobile computing in nuclear power plants.
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Abbreviations

Abbreviation Meaning

Al Artificial Intelligence
ML Machine Learning
IoT Internet of Things
NPP Nuclear Power Plant

ANN Artificial Neural Network

GA Genetic Algorithm

DL Deep Learning

EA Evolutionary Algorithms

SVM Support Vector Machine

PCA Principal Component Analysis

LR Linear Regression

RF Random Forest

CNN Convolutional Neural Network

RNN Recurrent Neural Network

LSTM Long Short-Term Memory

MTD Mobile Terminal Data

RAND Radio Access Network Data

PCND Packet Core Network Data

SLA Service Level Agreement

DL-based ROMs Deep Learning-based Reduced Order Models

MACNOS Modular and Adaptive Control for Networked Open Systems
PIMLAF Physics-Informed Machine Learning Augmented Framework
BPNN Backpropagation Neural Network
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DNN Deep Neural Network

ROM-ML Reduced Order Modeling with Machine Learning
AAKR Auto-Associative Kernel Regression
ANFIS Adaptive Neuro-Fuzzy Inference System
BWR Boiling Water Reactor

SMR Small Modular Reactor

CRMS Control Rod Position Measurement Sensor
LOCA Loss of Coolant Accident

RV Reactor Vessel

SG Steam Generator

BOP Balance of Plant

CA Correlation Analysis

TRU Transuranic Actinides

1&C Instrumentation and Control

References

1. MEI-Sefy; Yosri, A.; El-Dakhakhni, W.; Nagasaki, S.; Wiebe, L. Artificial neural network for predicting nuclear power plant
dynamic behaviors. Nucl. Eng. Technol. 2021, 53, 3275-3285. [CrossRef]

2. Ejigu, D.A.; Tuo, Y.; Liu, X. Application of artificial intelligence technologies and big data computing for nuclear power plants
control: A review. Front. Nucl. Eng. 2024, 3, 1355630. [CrossRef]

3. Al Rashdan, A.; St. Germain, S. Methods of Data Collection in Nuclear Power Plants. Nucl. Technol. 2019, 205, 1062-1074.
[CrossRef]

4.  Huang, Q.; Peng, S.; Deng, ].; Zeng, H.; Zhang, Z.; Liu, Y.; Yuan, P. A review of the application of artificial intelligence to nuclear
reactors: Where we are and what’s next. Heliyon 2023, 9, e13883. [CrossRef] [PubMed]

5. Suman, S. Artificial intelligence in nuclear industry: Chimera or solution? J. Clean. Prod. 2021, 278, 124022. [CrossRef]

6.  United States Nuclear Regulatory Commission. Exploring Advanced Computational Tools and Techniques with Artificial Intelligence
and Machine Learning in Operating Nuclear Plants; Office of Nuclear Regulatory Research: Washington, DC, USA, 2020.

7. Peshko, I. Smart Synergistic Security Sensory Network for Harsh Environments: Net4S. In Nuclear Power—Control, Reliability and
Human Factors; InTech: Toronto, ON, Canada, 2011.

8. IAEA (International Atomic Energy Agency). Safe Use of Smart Devices in Systems Important to Safety in Nuclear Power Plants;
International Atomic Energy Agency: Vienna, Austria, 2023.

9. Lin, R.; Wang, Z.; Sun, Y. Wireless sensor networks solutions for real time monitoring of nuclear power plant. In Proceedings of
the Fifth World Congress on Intelligent Control and Automation, Hangzhou, China, 15-19 June 2004.

10. Sun, L;Jiang, X.; Ren, H.; Guo, Y. Edge-Cloud Computing and Artificial Intelligence in Internet of Medical Things: Architecture,
Technology and Application. IEEE Access 2020, 8, 101079-101092. [CrossRef]

11. Luo, G; Yuan, Q.; Li, J.; Wang, S.; Yang, F. Artificial Intelligence Powered Mobile Networks: From Cognition to Decision. IEEE
Netw. 2021, 36, 136-144. [CrossRef]

12.  Wang, Z.; Cui, Y.; Lai, Z. A First Look at Mobile Intelligence: Architecture, Experimentation and Challenges. IEEE Netw. 2019, 33,
120-125. [CrossRef]

13.  Kulkarni, G.A.; Patil, N.; Patil, P. Private Cloud Secure Computing. Int. |. Soft Comput. Eng. 2012, 2, 2231-2307.

14. Chen, P; Chen, X;; Xie, J.; Xiong, W.; Yu, T. Design and implementation of cloud platform for nuclear accident simulation. Front.
Energy Res. 2023, 10, 1075224. [CrossRef]

15. Hu, L, Long, P; Song, J.; He, T.; Wang, F.; Hao, L.; Wu, B; Yu, S.; He, P.; Wang, L.; et al. SuperMC cloud for nuclear design and
safety evaluation. Ann. Nucl. Energy 2019, 134, 424—431. [CrossRef]

16. NS Energy. What Impact is the IoT Having on the Nuclear Sector? 8 August 2019. Available online: https://www.
nsenergybusiness.com/news/iot-nuclear-sector/?cf-view&cf-closed (accessed on 10 July 2024).

17. Farley, D.R.; Negus, M.G.; Slaybaugh, R.N. Industrial Internet-of-Things & Data Analytics for Nuclear Power & Safeguards; No.
SAND2018-12807; Sandia National Laboratories: Livermore, CA, USA, 2018.

18. Park, HM.; Lee, ].H.; Kim, K.D. Wall temperature prediction at critical heat flux using a machine learning model. Ann. Nucl.
Energy 2019, 141, 107334. [CrossRef]

19. Peng, X; Li, Q.; Wang, K. Development of three methods for control rod position monitoring based on fixed in-core neutron
detectors. Ann. Nucl. Energy 2015, 79, 78-86. [CrossRef]

20. Liu, Y.-K;; Xie, E; Xie, C.-L.; Peng, M.-J.; Wu, G.-H.; Xia, H. Prediction of time series of NPP operating parameters using dynamic
model based on BP neural network. Ann. Nucl. Energy 2015, 85, 566-575. [CrossRef]

21. Radaideh, M.L; Pigg, C.; Kozlowski, T.; Deng, Y.; Qu, A. Neural-based time series forecasting of loss of coolant accidents in
nuclear power plants. Expert Syst. Appl. 2020, 160, 113699. [CrossRef]

22. Koo, Y.D,; An, Y]; Kim, C.-H.; Na, M.G. Nuclear reactor vessel water level prediction during severe accidents using deep neural

networks. Nucl. Eng. Technol. 2019, 51, 723-730. [CrossRef]


https://doi.org/10.1016/j.net.2021.05.003
https://doi.org/10.3389/fnuen.2024.1355630
https://doi.org/10.1080/00295450.2019.1610637
https://doi.org/10.1016/j.heliyon.2023.e13883
https://www.ncbi.nlm.nih.gov/pubmed/36895398
https://doi.org/10.1016/j.jclepro.2020.124022
https://doi.org/10.1109/ACCESS.2020.2997831
https://doi.org/10.1109/MNET.013.2100087
https://doi.org/10.1109/MNET.2019.1700470
https://doi.org/10.3389/fenrg.2022.1075224
https://doi.org/10.1016/j.anucene.2019.07.019
https://www.nsenergybusiness.com/news/iot-nuclear-sector/?cf-view&cf-closed
https://www.nsenergybusiness.com/news/iot-nuclear-sector/?cf-view&cf-closed
https://doi.org/10.1016/j.anucene.2020.107334
https://doi.org/10.1016/j.anucene.2015.01.022
https://doi.org/10.1016/j.anucene.2015.06.009
https://doi.org/10.1016/j.eswa.2020.113699
https://doi.org/10.1016/j.net.2018.12.019

IoT 2024, 5 691

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

Gong, H.; Cheng, S.; Chen, Z.; Li, Q. Data-Enabled Physics-Informed Machine Learning for Reduced-Order Modeling Digital
Twin: Application to Nuclear Reactor Physics. Nucl. Sci. Eng. 2022, 196, 668—693. [CrossRef]

Baraldi, P; Di Maio, F; Zio, E. Unsupervised Clustering for Fault Diagnosis in Nuclear Power Plant Components. Int. J. Comput.
Intell. Syst. 2013, 6, 764-777. [CrossRef]

Mwaura, A.M; Liu, Y.-K. Adaptive Neuro-Fuzzy Inference System (ANFIS) based modelling of incipient steam generator tube
rupture diagnosis. Ann. Nucl. Energy 2021, 157, 108262. [CrossRef]

Di Maio, F; Baraldi, P; Zio, E.; Seraoui, R. Fault Detection in Nuclear Power Plants Components by a Combination of Statistical
Methods. IEEE Trans. Reliab. 2013, 62, 833-845. [CrossRef]

Gohel, H.A.; Upadhyay, H.; Lagos, L.; Cooper, K.; Sanzetenea, A. Predictive maintenance architecture development for nuclear
infrastructure using machine learning. Nucl. Eng. Technol. 2020, 52, 1436-1442. [CrossRef]

Zohuri, B. Radiation Detection: Key to Nuclear Threat Reduction Integrated Artificial Intelligence. Lupine Online J. Sci. 2023, 1,
52-58.

Jayalal, M.L.; Baba, M.S.; SatyaMurty, S.A.V. Application of Genetic Algorithm for optimization of fuel management in nuclear
reactors. In Proceedings of the 2016 International Conference on Data Mining and Advanced Computing (SAPIENCE), Ernakulam,
India, 16-18 March 2016.

DeChaine, M.D.; Feltus, M.A. Nuclear Fuel Management Optimization Using Genetic Algorithms. Nucl. Technol. 1995, 111,
109-114. [CrossRef]

del Campo, C.M.; Frangois, J.L.; Lépez, H.A. AXIAL: A system for boiling water reactor fuel assembly axial optimization using
genetic algorithms. Ann. Nucl. Energy 2001, 28, 1667-1682. [CrossRef]

Toshinsky, V.G.; Sekimoto, H.; Toshinsky, G.I. Multobjective fuel management optimization for self-fuel-providing LMFBR using
genetic algorithms. Ann. Nucl. Energy 1999, 26, 783-802. [CrossRef]

Lin, C.; Lin, B.-F. Automatic pressurized water reactor loading pattern design using ant colony algorithms. Ann. Nucl. Energy
2012, 43, 91-98. [CrossRef]

Montes, J.L.; Frangois, J.-L.; Ortiz, ].J.; Martin-del-Campo, C.; Perusquia, R. Fuel lattice design in a boiling water reactor using an
ant-colony-based system. Ann. Nucl. Energy 2010, 38, 1327-1338. [CrossRef]

Nafey, A.S. Neural network based correlation for critical heat flux in steam-water flows in pipes. Int. J. Therm. Sci. 2009, 48,
2264-2270. [CrossRef]

Zhao, X.; Salko, R.K,; Shirvan, K. Improved departure from nucleate boiling prediction in rod bundles using a physics-informed
machine learning-aided framework. Nucl. Eng. Des. 2021, 374, 111084. [CrossRef]

Hu, G.; Zhang, H.; Liu, Q. Review on sensors to measure control rod position for nuclear reactor. Ann. Nucl. Energy 2020, 144,
107485. [CrossRef]

Marseguerra, M.; Zio, E.; Avogadri, P. Model Identification by Neuro-Fuzzy Techniques: Predicting the Water Level in a Steam
Generator of a PWR. Prog. Nucl. Energy 2004, 44, 237-252. [CrossRef]

Asad, A.; Mohammadi, F. Godiva: Green on-chip interconnection for DNNSs. J. Supercomput. 2023, 79, 2404-2430. [CrossRef]
Ali, M.F. The Nuclear Fuel Cycle. In Nuclear Energy—Peaceful Ways to Serve Humanity; WorldPress: San Francisco, CA, USA, 2013.
Dale Klein, D.; Corradini, M. The American Nuclear Society Special Committee on Fukushima. American Nuclear Society: USA.
2012. Available online: https://www.ans.org/file/3413 /Fukushima_report.pdf (accessed on 24 July 2024).

Ayodeji, A.; Mohamed, M.; Li, L.; Di Buono, A.; Pierce, I.; Ahmed, H. Cyber security in the nuclear industry: A closer look at
digital control systems, networks and human factors. Prog. Nucl. Energy 2023, 161, 104738. [CrossRef]

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.


https://doi.org/10.1080/00295639.2021.2014752
https://doi.org/10.1080/18756891.2013.804145
https://doi.org/10.1016/j.anucene.2021.108262
https://doi.org/10.1109/TR.2013.2285033
https://doi.org/10.1016/j.net.2019.12.029
https://doi.org/10.13182/NT95-A35149
https://doi.org/10.1016/S0306-4549(01)00002-0
https://doi.org/10.1016/S0306-4549(98)00092-9
https://doi.org/10.1016/j.anucene.2011.12.002
https://doi.org/10.1016/j.anucene.2011.02.001
https://doi.org/10.1016/j.ijthermalsci.2009.04.010
https://doi.org/10.1016/j.nucengdes.2021.111084
https://doi.org/10.1016/j.anucene.2020.107485
https://doi.org/10.1016/S0149-1970(04)90012-1
https://doi.org/10.1007/s11227-022-04749-0
https://www.ans.org/file/3413/Fukushima_report.pdf
https://doi.org/10.1016/j.pnucene.2023.104738

	Introduction 
	Nuclear Power Plant Data Source 
	Artificial Intelligence (AI) in Nuclear Power Plant 
	Overview of AI Technologies in Knowledge Learning 
	Historical Development of Digital Technologies in NPPs 

	Mobile Computing in Nuclear Power Plants 
	Architecture of AI-Based Mobile Computing 
	Use of Private Cloud in Nuclear Power Plant 
	IoT Infrastructure in Nuclear Power Plant 

	Mobile Computing and AI Application in NPP 
	Nuclear Fuel Management 
	Control Rod Position Monitoring 
	Operating Parameters Trend Prediction 
	Operating Parameters Prediction During LOCA 
	Reactor Vessel Water Level Prediction 
	Neutron Flux and Power Distribution Prediction 
	Pressurizer and Steam Generator Fault Diagnosis 
	Balancing False and Missed Alarms 
	Predictive Maintenance 
	Monitoring Radiation Levels and Predictive Nuclear Releases 
	Nuclear Spent Fuel Monitoring and Safeguarding 
	Remote Regulatory Compliance Monitoring 
	Revolutionizing Remote Decision Making During Serious Accidents 
	Remote Real-Time Coordination during Large Nuclear Accidents 

	Challenges 
	Data Issues 
	Black Box Dilemma: AI Invisible Hidden Layers 
	Cybersecurity Within Mobile Computing 
	Regulatory Compliance Challenges 
	AI and Human Collaboration Challenges 
	Cost Challenges 
	Training and Expertise Challenges 

	Mobile Computing and AI Features in NPP Future Application 
	Future Work Directions 
	Conclusions 
	References

