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Abstract: In medical healthcare services, Wireless Body Area Networks (WBANSs) are enabler tools for
tracking healthcare conditions by monitoring some critical vital signs of the human body. Healthcare
providers and consultants use such collected data to assess the status of patients in intensive care
units (ICU) at hospitals or elderly care facilities. However, the collected data are subject to anomalies
caused by faulty sensor readings, malicious attacks, or severe health degradation situations that
healthcare professionals should investigate further. As a result, anomaly detection plays a crucial
role in maintaining data quality across various real-world applications, including healthcare, where
it is vital for the early detection of abnormal health conditions. Numerous techniques for anomaly
detection have been proposed in the literature, employing methods like statistical analysis and
machine learning to identify anomalies in WBANs. However, the lack of normal datasets makes
training supervised machine learning models difficult, highlighting the need for unsupervised
approaches. In this paper, a novel, efficient, and effective unsupervised anomaly detection model
for WBAN:Ss is developed using the autoencoder convolutional neural network (CNN) technique.
Due to their ability to reconstruct data in a completely unsupervised manner using reconstruction
error, autoencoders hold great potential. Real-world physiological data from the PhysioNet dataset
evaluated the suggested model’s performance. The experimental findings demonstrate the model’s
efficacy, which provides high detection accuracy, as reported F1-Score is 0.96 with a batch size
of 256 along with a mean squared logarithmic error (MSLE) below 0.002. Compared to existing
unsupervised models, the proposed model outperforms them in effectiveness and efficiency.

Keywords: wireless body area networks; anomaly detection; autoencoders; neural networks; machine
learning; real-world dataset

1. Introduction

In developed countries, governments have plans to increase the average lifespan
of their citizens, while the number of older adults requiring continuous monitoring is
exponentially growing. This increase burdens the healthcare sector, emphasizing the need
for pervasive systems capable of autonomously monitoring large numbers of patients.
Hence, remote and ubiquitous vital sign monitoring has become essential. Furthermore,
the increasing number of patients requiring admission and monitoring in Intensive Care
Units (ICUs) necessitates automated systems to manage continuous monitoring of patients’
critical conditions, facilitating decision-making by doctors and healthcare professionals.

The Internet of Medical Things (IoMT) refers to the collection, analysis, and storage of
health-related data by tiny sensors comprising wireless body area networks. Vital signs
such as blood pressure (BP), oxygen saturation (SPO2), blood pressure, body temperature,
and pulse rate are collected and stored for the healthcare providers and practitioners to
make informed decisions [1]. Figure 1 depicts various sensors implanted on or attached
to the human body to measure vital signs and monitor patients” health at home or in the
ICUs. The collected observations are sent from sensors at regular intervals to the sink node,
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which forwards them periodically to a base station where healthcare professionals can
monitor patients” health conditions. The data may also be stored in the cloud, which will
be available for further analysis.
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Figure 1. Healthcare monitoring via wireless body area networks.

The gathered data, however, are susceptible to several irregularities brought on by ma-
licious attacks, inaccurate sensor readings, and other causes. Therefore, anomaly detection
is a crucial procedure to guarantee data quality in many real-world applications, including
healthcare monitoring.

Anomaly detection refers to identifying abnormal observations that occur for various
reasons to ensure the quality of the data collected for healthcare monitoring applications,
which is a significant research topic. Numerous statistical-based [2-5], machine learning-
based [2,6-10], and other approaches to anomaly detection in WBANSs have been introduced
in the literature. However, most existing methods rely on computationally inefficient
techniques and cannot be deployed online. Furthermore, statistical-based techniques
depend on parameters that should be tuned for dynamic environments where each case
requires individual consideration. Additionally, some current solutions do not account for
multivariate sensor readings and consider only individual vital sign variables.

The absence of ground truth datasets for evaluating anomaly detection approaches in
WBANS drives the research community toward unsupervised machine learning techniques.
In these techniques, normal data observations are only needed for constructing the normal
profile model that is used later to detect any deviations in the readings that indicate
health degradation or signal events of interest that require immediate investigation by
healthcare professionals.

To this end, this paper employs the concept of error reconstruction provided by autoen-
coder neural networks for unsupervised anomaly detection in WBAN. The autoencoder
CNN technique is applied to multivariate healthcare data recorded at the ICU or from older
adults to achieve this goal. According to [11], the autoencoder neural network can adapt to
unexpected and new changes in a non-stationary environment due to the unsupervised
learning feature.

The contributions of this paper are as follows:

- Proposing a novel anomaly detection model for WBAN based on the autoencoder

neural network technique.

- Analyzing the performance of the proposed model in different settings to show its

consistency and reliability in detecting anomalies in WBAN for various samples of
real data streams.

The rest of this paper is outlined as follows: Section 2 critically reviews and analyzes
existing approaches in anomaly detection for WBAN. The proposed model is introduced
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in Section 3, along with some background information on the autoencoder convolutional
neural networks (CNN). Section 4 shows the findings of the experimental evaluation and
compares the suggested model with previously published research. A discussion on the
findings is provided in Section 5. This paper is concluded in Section 6.

2. Literature Review

There are several real-world application systems designed for remote patient moni-
toring based on WBANSs, which gather and transmit patients’ vital signs either at home
or outdoors, such as CodeBlue [12], MEDISN [13], Vital Jacket [14], and Medical Mote-
Care [15]. A comprehensive survey of sensor-based medical applications can be found
in [16,17]. Regarding research contributions, considering WBANSs as a type of wireless
sensor network (WSN), various anomaly detection strategies for WSNs, such as those
in [18-23], can be applied to WBANs. However, most proposed models for WSNs need to
be adapted due to the dynamic nature of vital sign readings.

Several anomaly detection models have been specifically proposed to help healthcare
providers make accurate and timely decisions to identify anomalous readings received
by WBANS. These models were developed based on various approaches, such as statis-
tical [3,5,24,25], game theory [26], and machine learning [2,27] techniques. In addition,
statistical-based techniques can be either parametric or non-parametric, and machine
learning techniques can be supervised or unsupervised.

In [3], the authors presented a centralized anomaly and intrusion detection method in
electrocardiogram (ECG) data. The proposed model utilized a simplified Markov model
mechanism to detect deviations in ECG data. Several features were extracted from the ECG
data and divided into sequences. The method then calculates each sequence’s probability
and identifies any deviations based on that. According to the authors, experimental results
showed a low false positive rate, a comparable true positive rate, and a relatively short
execution time. However, the Markov model is a parametric technique that relies on a
threshold, which is challenging to set in context-aware environments.

The authors in [28] proposed a framework for event detection in biomedical sensor
data based on the Kalman filter. The proposed mechanism forecasts the current observation
and then derives the time series baseline of the collected data. In this approach, the distance
between the predicted values is measured by the power divergence of the Kalman filter,
which significantly deviates from its past values when a change occurs. Furthermore, this
approach utilizes the spatial correlation between monitored observations to differentiate
emergency events from faulty readings. In addition to the good detection accuracy reported
by the authors, the proposed framework is efficient for real-world deployments. Similarly,
the Kalman filter, like the Markov model, is based on a sliding window and requires several
parameters to be set for each case.

A two-level anomaly detection approach was proposed in [26] based on game-theoretic
techniques and the Mahalanobis distance measure. The proposed model was claimed
to be lightweight and adaptive, such that it raises alarms only when the patients enter
an emergency and discards false alarms caused by faulty observations. The first level
constitutes the game-theoretic technique that exploits the spatiotemporal correlation of
readings of the body sensor nodes and therefore detects local anomalous events according
to the WBAN context. The Mahalanobis distance measure is employed at the second level
for global multivariate analysis in the local processing unit attached to the body. Several
numerical simulations were conducted on a real-world physiological data set to evaluate
the efficacy of the proposed approach, which revealed a high detection accuracy and a low
false alarm rate and energy consumption, according to the authors. However, the proposed
approach is inefficient for big data cases due to the calculations required for the distance
measure and therefore becomes impractical.

Another paper [2] contributed a model that can detect various types of anomalous ob-
servations in WBAN, such as simple, point, and contextual anomalies. The proposed model
was designed based on the hybrid Convolutional Long Short-Term Memory (ConvLSTM)
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techniques, which can detect correlations between readings of WBAN sensors. According
to the authors, experimental evaluations showed a high detection rate with a lower loss
rate on different data subjects of a real-world physiological dataset. Furthermore, it was
claimed that the hybrid ConvLSTM-based model achieved better results than CNN and
LSTM separately. Deep learning models, as claimed, are helpful for big data streams gener-
ated by various sensors implanted in the patient’s body. However, supervised approaches
to anomaly detection problems suffer from the lack of ground truth datasets and depend
on manual labeling, which may not be accurate.

In [29], a unified big sensor data framework for detecting anomalies in the WBAN
environment was proposed. The proposed framework uses data compression and parallel
fuzzy clustering based on the Hadoop MapReduce platform. The result clusters are fur-
ther refined to provide better anomalous data detection accuracy. It is reported that the
experimental results of the proposed framework using the real-world physionet dataset
collected by sensors at ICU revealed the proposed framework’s time efficiency and high
classification accuracy. However, the proposed framework is of high cost and cannot be
adopted for many WBAN applications, such as elderly monitoring at home.

A hybrid approach of isolation forest and K-means clustering was proposed in [30] to
detect anomalies in elderly vital signs readings. A public dataset for vital signs of older
adults was used to evaluate the proposed hybrid approach and compare it to the separated
isolation forest approach. It is claimed that the proposed hybrid approach was more
sensitive in detecting anomalous measurements than individual techniques in terms of low
error rates for some labeled datasets. However, this hybrid approach was not successfully
generalized for all dataset samples.

In [31], the authors proposed a model based on a dynamic sliding window and
Weighted Moving Average (WMA) for predicting the vital signs and comparing them with
the actual sign readings to reduce the number of false alarms and detect anomalous readings.
Some statistical metrics were used to evaluate the performance of the proposed approach
using publicly available datasets. Another statistical lightweight anomaly detection (LWAD)
framework was proposed in [24] to detect anomalies in remote patient monitoring systems
based on WBAN. The distance correlation of linear and nonlinear physiological parameters
is used to design the proposed framework. Furthermore, a dynamic sliding window
algorithm was utilized to predict the short range of vital sign parameters efficiently. It is
claimed that the proposed LWAD framework outperforms existing methods according to
the validation using three real-world datasets.

Autoencoder neural networks were used for the first time in [11] for anomaly de-
tection in WSN’s for IoT applications. A two-level approach was introduced, whereby
the first-level algorithm resides on sensor nodes and the second level on the cloud. The
detection mechanism is fully distributed so that each node can detect anomalies locally
without communicating or cooperating with other nodes or the cloud. The computation-
intensive learning task is carried out on the cloud level with a much lower frequency. The
proposed design was claimed to be more efficient and reduce the power consumption and
communication overhead. Experiments on real-world datasets collected by a real indoor
WOSN testbed revealed that the autoencoder-based anomaly detection approach was very
effective regarding high detection rates and low false alarms.

Autoencoder CNN was further used in [32] to detect anomalies in multi-sensor time
series in an unsupervised manner. Furthermore, the autoencoders have been utilized to
identify device types for anomaly detection through network traffic analysis in IoT [33].
Additionally, in [34], the authors introduced three methods for better training of autoen-
coders for unsupervised anomaly detection, including cumulative error scoring (CES),
percentile loss (PL), and early stopping via knee detection. The authors in [35] proposed
an IoT-enabled WBAN and machine learning for recognizing patient speech emotions. In
this study, authors developed a hybrid CNN and bidirectional long short-term memory
(BiLSTM) techniques. More recently, the research in [36] applied Generative Adversarial
Networks (GAN) for detecting anomalies in WBAN.
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To conclude, existing anomaly detection approaches for WBAN have drawbacks, such
as statistical-based techniques having many parameters to tune and becoming context-
dependent. In contrast, supervised machine learning approaches require ground truth-
labeled datasets, which are difficult to obtain as the context differs from patient to patient.
Few unsupervised approaches exist in the literature; however, most of them cannot deal with
massive data observations and cannot be scalable in real-time scenarios. This paper proposes
an autoencoder convolutional neural network (CNN)-based approach. It has been claimed
that autoencoders can adapt to novel and unseen changes in a dynamic environment and
therefore fit the context scenarios. In addition, as a deep learning approach, autoencoders
can learn the context of big data streams, a characteristic of WBAN vital sign readings.

3. Proposed Model

This section introduces the proposed autoencoder CNN-based anomaly detection
model for WBANs (AUCNN-AD). The high-level diagram of the proposed model is de-
picted in Figure 2a. The detailed design steps of the anomaly detection engine are shown
in Figure 2b and explained in the following paragraphs. Some preliminary details about
the autoencoder CNN are also provided.

Dataset
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Figure 2. (a) High-level diagram of the proposed AUCNN-AD model. (b) The detailed design of the
proposed AUCNN-AD model.
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Figure 2a illustrates how data are collected by various sensor nodes implanted on the
patient, which send their readings to a sink node to form a dataset used by the anomaly
detection engine to classify them as normal or abnormal. Thus, the decisions made by the
model will help healthcare professionals to follow up with the patient early and assess
their situation accordingly. Based on the steps shown in Figure 2b, the proposed model is
composed of the following main stages:

3.1. Data Collection and Preprocessing
3.1.1. Dataset Acquisition

This step collects vital sign readings from various sensors to form a dataset encompass-
ing diverse physiological signals under multiple conditions. The collected dataset should
include normal physiological patterns and instances of abnormal behavior. This ensures
adherence to medical distinctions between what is considered a normal reading and what
is considered abnormal. Figure 3 shows representative sample readings for various vital
signs in the Multiple Intelligent Monitoring in Intensive Care (MIMIC-II) dataset used in
this research to evaluate the proposed anomaly detection model.

'HR' 'ABPSys' 'ABPDias' 'ABPMean' 'PULSE'
95.8 1515 94.1 115.2 95.5
91.9 148.4 91.4 112.1 91.9
92.4 149.7 94.1 114.4 93

107.8 149.7 95.8 115.7 107
101.6 153.2 96 117.2 99
96.6 150.8 94.5 115.5 96.3
89.4 144.2 89.3 109.4 88.9
86.4 138.8 85.3 104.6 85
89.3 141.4 87.6 107 89.1
84.5 137.4 85 103.7 83.8
89 142 88.7 107.9 89.9
86.6 141.6 88.3 107.3 86
86 140.1 87.4 106.1 85.6
87.1 139.2 87.4 105.9 86.9
85.4 137.6 86.8 105 85.5
85.8 137.3 86.8 104.8 85.9
85.8 136 85.8 103.6 84.5
88 139 88.7 106.9 88
92.1 142.3 92.1 110.7 92

Figure 3. Representative reading samples for various vital signs in the MIMIC-II dataset.

3.1.2. Data Preprocessing

In this subphase, the dataset is cleaned by removing noise artifacts and irrelevant
information. After that, the physiological signals are normalized to maintain consistency
across different sensors and to be suitable for use in the CNN model.

3.2. Autoencoder Architecture Design

An autoencoder neural network (AE) [37,38] is a feed-forward neural network where
the output layer dimension equals the input layer, as shown in Figure 4. These types of
neural networks are designed to operate unsupervised, where they are fed with training
input vectors to reconstruct output vectors. As shown in Figure 4, AEs comprise two main
components: an encoder and a decoder.
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Figure 4. The basic autoencoder neural network architecture [39].

The AE works in a way such that the input vector X is transformed by the encoder to
a hidden representation H, as presented in Equation (1).

H = 0(Wy, X + Bxn) )

W is a weight matrix, d is any activation function, preferably a sigmoid function or
rectified linear unit (RLU), and B is a bias vector.

The initial input space is reconstructed by transforming the hidden representation
vector H using a decoder, as in Equation (2).

X =0(Weyh + Bsn) 2)

The reconstruction error ¢ is then calculated by finding the difference between the
reconstructed vector X and the original input vector, as in Equation (3).

=X x| ®)

The AE model is trained in an unsupervised approach to minimize the reconstruction
error . An AE achieves this by learning the relationships between input features. If trained
with data that resemble the training data, the AE should reproduce the input reasonably.
If the input creates a high RE, it is considered an anomaly. The trained AE model can
reconstruct normal input data with low RE but not anomaly data.

3.3. Model Training

Since labelled data are not required for autoencoder training, it is considered unsuper-
vised. Optimizing a cost function remains the foundation of the training procedure. The
cost function measures the error between the input x and its reconstruction at the output.
The pseudocode algorithm for training the AE neural network is shown in Algorithm 1.
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Algorithm 1. Pseudocode algorithm of the AE training process.

Input: dataset samples X = (x3...x,;) constitute normal and anomalous instances.
Output: autoencoder model (f,, go.).

Initialize the cost functions for encoder ¢ and decoder 6

Calculate the sum of reconstruction errors E.

Update parameters ¢ and 0 based on the gradient of E.

If parameters ¢ and 0 still converge, go to 4.

Else
construct the encoder function f, and the decoder function gp.

7. Stop.

SANNAEE IR

As shown in Algorithm 1, the dataset serves as the process’s input, and a trained
autoencoder comprises an encoder function (f) and a decoder function (g) as its output.
The encoder and decoder cost functions are initialized at the beginning of the algorithm.
These cost functions are essential for measuring the difference between the autoencoder’s
reconstructed and original input data. The algorithm determines how well the autoencoder
captures the patterns in the data by adding up the reconstruction errors after startup.
Based on the error, gradient descent is used iteratively to update the encoder and decoder
parameters. This procedure continues until the parameters converge when no appreciable
advancements are possible. The training process ends when convergence is reached and the
final encoder and decoder functions are built. After training, this autoencoder is prepared
for usage in additional tasks like anomaly detection.

3.4. Anomaly Detection

After training the AE model, as described in Section 3.3, it can be used for anomaly
detection by determining the threshold that will be used to classify the measurements
as normal or abnormal. Algorithm 2 shows the pseudocode algorithm for the anomaly
detection step. The threshold « is determined according to the pseudocode algorithm
depicted in Algorithm 3.

Algorithm 2. Pseudocode algorithm of AE-based anomaly detection.

1. Input: dataset samples X = (x1,...x;;), constituting normal and anomalous instances,
threshold «.

Output: classification of normal and abnormal data instances.

Train the autoencoder with X to obtain ¢ and 6 as in Algorithm 1.

Initialize counter i = 1.

Calculate the sum of reconstruction errors E; for each i.

If (Ep>w), x; is an anomaly

Else

x; is Normal

7. If (i<=n)goto4
Else Stop.

SARNLE I

Algorithm 2 shows that the dataset’s normal and abnormal instances and a threshold
for identifying anomalies constitute the input for the anomaly detection phase. Each data
instance is classified as normal or abnormal based on the algorithm’s result. The encoder (f)
and decoder (g) are first obtained by training the autoencoder on the dataset in Algorithm
1. Beginning with the first data instance, a counter is set to record the progress across the
dataset. The algorithm determines the reconstruction error for each instance, quantifying
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the discrepancy between the input and the autoencoder’s reconstruction. The event is
classified as abnormal if this error is more than the predetermined threshold and as normal
otherwise. For every data instance in the dataset, this procedure is repeated. The algorithm
continues until every instance has been classified, after which it stops.

The threshold is a critical component in anomaly identification using autoencoders
since it helps to identify abnormal data points. The procedure for determining the threshold
utilized in anomaly detection (as seen in Algorithm 2) is explained by the pseudocode in
Algorithm 3. Based on the reconstruction error, this threshold aids in deciding whether a
data instance should be classified as normal or abnormal. A dataset, the number of samples
(n5), the number of features (1), and the autoencoder that has already been trained on
the data are the inputs to the algorithm. The determined threshold value is the output.
A threshold vector, which holds the threshold values for every sample, is initialized at
the start of the process. After that, a loop is started that iterates through every sample in
the dataset. The goal of the loop is to calculate the reconstruction error for every sample
and modify the threshold appropriately. To properly distinguish normal data points from
anomalies, this procedure seeks to establish a threshold value that achieves a balance
between the sensitivity and specificity of the anomaly detection method.

Algorithm 3. Pseudocode algorithm of threshold calculation.

1. Input: dataset samples X = (x1. . ..x;;)), number of samples ns, number of features ng,
trained autoencoder with X data AE.

2. Output: threshold w.

3.  Initialize the threshold vector «(0,0,.....0,,).

4. Fori=1tonsdo

yields o \ yields yields
AE(X;) "= XiRE(X;, X;) "= (ri,r2....ryp)max((@y, a0, ... 0uf), (1,12 1)) "=

5. End for

4. Experiments and Results

This section introduces the dataset used to evaluate the proposed model and presents
the empirical results.

4.1. Datasets

The dataset used in this research is the Multiple Intelligent Monitoring in Intensive
Care (MIMIC-I and 1II) [40], which includes physiological data records from more than
90 ICU patients, referred to as subjects. This dataset has been used in several research stud-
ies [2,25,28] as a benchmark to validate the viability of their proposed solutions. Two sub-
jects, subject 330 and subject 441, were selected to test the proposed model in this paper.
The data samples selected from these two subjects have seven features that describe the
patient’s current vital signs according to the time. The collected features include heart rate
(HR), systolic arterial blood pressure (ABPsys), diastolic arterial blood pressure (ABPdjias),
mean arterial blood pressure (ABP-mean), pulse, temperature, respiration rate (RESP),
and oxygen saturation (SPO;), along with timesteps and dates. Sample sensor readings
for heart rate (HR) and blood pressure features of Subject 441 are presented in Figure 5.
MIMIC-II allows for time-dependent assessments of patient outcomes and the effects of
interventions, which may be modeled using longitudinal statistical techniques and other
machine learning and deep learning techniques because it records data over time. Like
many healthcare datasets, MIMIC-II contains missing values, which are often handled
statistically using techniques like removal or imputation, depending on the type of study.
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Figure 5. Sensor readings signals for four vital signs for subject 441.

After selection, the dataset samples are normalized to prepare them for deep learning
processing. Normalization aims to use a standard scale to adjust the values of the dataset’s
numeric columns without distorting the range of values or losing data. The normalization
procedure followed in this paper adjusts the data to a range between 0 and 1, using
Equation (4).

N x(i)—X
D=5

where x(i) is the dataset, X is one column in the dataset, and S(x) is the number of the
data samples.

4)

4.2. Results
4.2.1. Model Setting and Evaluation Metrics

Before the actual implementation of the proposed model using the autoencoder neural
network (AUN), the parameters are set as shown in Table 1. It is shown that the dataset
samples are split into 80% for training and 20% for testing. The network architecture used
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contains 512 neurons in the input layer, 256 in the hidden layer, and 256 in the output layer.
The number of epochs used to train the model is 20.

Table 1. Autoencoder neural network parameters.

Test Size Network Epochs
0.2 512-256-128 20

Four evaluation metrics are used to evaluate the proposed model: accuracy, recall,
precision, and Fl-score. These measures are commonly used in the literature to assess
any classification-based task. The calculation of these metrics depends on the confusion
matrix. Accuracy is a statistical metric that indicates how well the proposed model predicts
outcomes, which, in our case, are normal or abnormal vital sign readings. Equation (5).
shows how the accuracy metric is calculated.

TP + TN

A —
CUTacY = Tp f TN+ FP + EN

)

where TP is the true positive rate, TN is the true negative rate, FP is the false positive rate,
and FN is the false negative rate. Similarly, Equations (6)—(8) show how other metrics
are calculated.

TP
Precision — — &
recision = ~FP (6)
TP
Recall = 75 N @
Precison*R
Fl — Score — 2 x _Lrecison ecall ®)

Precison + Recall

4.2.2. Performance Evaluation

Several experiments were conducted for each selected subject to train the proposed
model. The experiments showed that the training batch size was the main parameter of the
autoencoder technique that significantly influenced the classification of readings as normal
or abnormal. The mean squared logarithmic error (MSLE) was used in our experiments to
report the model’s loss during training and validation. In the case of autoencoder neural
networks, which are used to design the proposed model in this paper, the MSLE is a loss
function used to evaluate the network’s performance, particularly in regression tasks where
the target variable is positive and can span several orders of magnitude. The MSLE can be
mathematically defined, as shown in Equation (9).

1 A
MSLE = ~ + ) (log,(1+y;) — log,(1+,))° ©)
i=1

where y; is the true value, 7; is the predicted value, and 7 is the number of readings.

By using the logarithm, MSLE reduces the effect of significant errors. This is beneficial
when the goal is to focus the model on minimizing more minor errors, thereby reducing
the impact of outliers in the dataset. In our case, the autoencoder is used for anomaly
detection; therefore, it is trained to reconstruct normal data. Hence, the MSLE is crucial
for identifying anomalies by detecting significant differences in reconstruction errors. As
shown in Figure 6, the values of MSLE are minimum with a batch value of 16 and increase
as the batch value gets larger. However, there is a significant difference between training
loss and validation loss, which provides essential insights into the generalizability of the
proposed model. This suggests that the model performs well during the training phase
but does not generalize effectively to the validation phase. The possible reason for this
outcome might be that the autoencoder has learned to reconstruct the training data very
well, including noise and specific patterns, but fails to perform well on previously unseen
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data. This issue, known as overfitting, is clearly shown in Figure 6 for small batch sizes,
such as 16, 32, and 64. This issue is gradually resolved by increasing the batch size, as the
training loss curve becomes closer to the validation loss curve as the batch size increases.
Despite the slight increase in MSLE values to around 0.014 for a batch size of 256, this
batch size shows a better fit as the two curves converge. This outcome can be explained by
increasing the batch size, which improves generalizability by reducing the effect of noise
and other irrelevant patterns.

] 0.006
0.0040 loss loss
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Figure 6. Training and validation loss of the proposed model on subject 330.
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Similarly, Figure 7 depicts the training and validation losses of the proposed mode
on subject 441. The figure clearly shows that on a batch size = 256, the proposed model
performs better than other batch sizes for the same justifications mentioned earlier for
subject 330.
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Figure 7. Training and Validation Loss of the Proposed Model on subject 441.
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Figures 8 and 9 compare the performance of the proposed model using different batch
sizes and various metrics, namely accuracy, precision, recall, and F1-score, for subjects
330 and 441, respectively. For subject 330, batch sizes of 128 and 256 yield the highest values
for accuracy, recall, and Fl-score. A similar trend is observed for subject 441, indicating
consistency in the results across both subjects. An F1 score of 0.96 and an accuracy of
0.93 are reported for both subjects. These consistent results for the two subjects suggest
the proposed model’s performance stability. Figures 8 and 9 indicate that a batch size of
256 is the optimal choice for building the anomaly detection model for this application.
Furthermore, the results suggest that other parameters have no significant effect on the
performance of the proposed model for anomaly detection in WBAN.
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Figure 8. Performance evaluation metrics by different batch size for subject 330.
4 0.98 h
097 +
0.96
0.95 @ Batch=16
0-94 @ Batch=32
0.93
O Batch=64
0.92
0.91 OBatch=128
0.90 M Batch=256
0.89 @ Batch=512
0.88
Accuracy Precision Recall F1 Score
\ J

Figure 9. Performance evaluation metrics by different batch size for subject 441.

Figures 10 and 11 show the receiver operating characteristics (ROC) in different batch
sizes for subject 330 and subject 441, respectively. They further show the area under the
curve (AUC) values that indicate all values are above 50%.
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Multiple ROC Curves
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Figure 10. ROC plots by different batch size for subject 330.
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Figure 11. ROC plots by different batch size for subject 441.

Comparisons of performance measures (accuracy, recall, and F1-score) between the
proposed model and two existing unsupervised models, namely the One-Class Support
Vector Machine (OCSVM) and the Isolation Forest, applied to both subjects 330 and 441 are
shown in Tables 2 and 3, respectively.
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Table 2. Comparison with existing models on subject 330.

Model Accuracy Recall F1-Score

OCSVM 0.79 0.81 0.79
Isolation Forest 0.81 0.82 0.77
Proposed Model 0.92 0.96 0.95

Table 3. Comparison with existing model on subject 441.

Model Accuracy Recall F1-Score

OCSVM 0.76 0.80 0.76
Isolation Forest 0.81 0.82 0.79
Proposed Model 0.93 0.96 0.97

Table 2 reports that the proposed model outperforms the OCSVM and isolation forest
models for subject 330 by a considerable margin. The proposed model achieves an accuracy
of 0.92, a recall of 0.96, and an F1-score of 0.95. However, the OCSVM model performs
worse, achieving lower accuracy and recall than the isolation forest. The isolation forest’s
accuracy of 0.81 and recall of 0.82 are marginally higher than OCSVM'’s, but its Fl1-score of
0.77 is marginally lower than OCSVM’s. This implies that, compared to the other models,
the proposed model performs better overall and achieves a more balanced trade-off between
precision and recall for subject 330, yielding improved results across all measures.

Similar results are observed for subject 441 in Table 3, where the proposed model once
again outperforms the existing models. It achieves the highest F1-score of 0.97, accuracy
of 0.93, and recall of 0.96. The isolation forest again outperforms OCSVM for the other
models, while it is still far worse than the proposed model.

5. Discussion

Wireless Body Area Networks (WBANs) have enabled numerous applications in
human—computer interaction, sports monitoring, and healthcare. However, ensuring the
security and reliability of data transmitted over WBANSs remains a significant challenge,
particularly in identifying abnormal activity or behavior. In this study, we specifically
designed and evaluated an autoencoder neural network-based anomaly detection system
for WBAN:S.

Our findings demonstrate that autoencoder neural networks are an effective tool for
detecting anomalies in WBAN data streams. The results shown in Figures 6-9 prove the
effectiveness of the proposed model in detecting anomalous observations, with the F1-score
reaching 0.97 for subject 441 and 0.96 for subject 330. Such scores for an unsupervised
approach without prior labeled data indicate the efficacy and novelty of this model. In
addition, the comparisons reported in Tables 2 and 3 demonstrate how well the proposed
model generalizes to different data samples, which makes it a more reliable choice for
these datasets. They further indicate how the proposed model far outperformed the
most common unsupervised models used for detecting anomalies in the same domain in
the literature.

By leveraging the unsupervised learning capabilities of autoencoders, our model
learns to reconstruct typical physiological signals and identify anomalies that indicate
unusual events or conditions. This approach is beneficial for real-world deployments
where obtaining labeled data for training is either prohibitively expensive or impractical,
as the model can learn meaningful representations of WBAN data without requiring
labeled anomalous examples. Utilizing a generic autoencoder architecture, our model
captures intricate patterns and dependencies found in various physiological signal sources,
providing a flexible solution for anomaly detection across a wide range of monitoring and
healthcare applications.

Moreover, our proposed model can be easily adapted to support different levels of
anomaly detection granularity, from single-sensor anomalies to higher-level event-based
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abnormalities involving multiple sensors. This adaptability is crucial for addressing the
diverse needs of WBAN applications, as anomalies may occur at different temporal and
spatial scales.

6. Conclusions

Our work presents a viable method for improving the security and reliability of WBAN-
enabled applications in healthcare and beyond, utilizing autoencoder neural networks.
These networks form the foundation of our innovative approach to anomaly detection in
wireless body area networks. By addressing critical challenges in anomaly detection and
WBAN data processing, our proposed model enhances the capabilities and usability of
WBAN technology in promoting human health and well-being.

Although our study yielded promising results, several research avenues remain to
be explored. First and foremost, testing our framework’s resilience to hostile attacks
and noisy environments is crucial for ensuring its dependability in real-world scenarios.
Additionally, investigating semi-supervised and transfer learning techniques to leverage
pre-trained models from related domains or labeled anomalous data could further improve
the performance of our anomaly detection framework. Moreover, validating our proposed
framework’s practical usefulness and efficacy in clinical settings will require its integration
into WBAN-enabled healthcare systems and conducting real-world validation studies
involving human participants. Finally, continuous monitoring and updating with new data
streams and evolving anomaly patterns will be necessary to ensure that our model remains
effective and adaptable over time.
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