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Abstract: The Internet of Things (IoT) is a technologyof connecting billions of devices with
heterogeneous types and capabilities. Even though it is an attractive environment that could
change the way we interact with the devices, the real-life and large-scale implementation
of it is greatly impeded by the potential security risks that it is susceptible to. While
the potential of IoT is significant, the security challenges it faces are equally formidable.
IoT security can be addressed from different angles, but one of the key issues is the
access control model because among the many challenges, access control is a pivotal
concern that determines the overall security of IoT systems. This eventually determines
which device is given access to the IoT systems and which is denied access. In this
work, we conduct a systematic and thorough survey on the state-of-the-art access control
models in IoT. This study includes more than 100 related articles, including 77 best-quartile
journal papers. We cover conventional as well as advanced access control models, taking
the crucial period of various studies in this particular area. In addition, a number of
critical questions are answered and key works are summarized. Furthermore, we identify
significant gaps in existing models and propose new considerations and prospects for future
developments. Since no existing survey explores both conventional and sophisticated access
control models with essential challenges, trends and application domains analysis, and
requirements analysis, our study significantly contributes to the literature, especially in the
IoT security field.

Keywords: conventional model; flexibility; integration support; sophisticated model;
taxonomy

1. Introduction
The use of Internet of Things (IoT) devices (e.g., cameras, light sensors, thermostats,

etc.) has increased very rapidly in the last few years. According to some recent reports,
the number of devices in IoT may reach more than 60 billion by the year 2030 [1,2]. IoT
provides a flexible and scalable platform that can offer various applications within a home
setting, such as smart home for security, smart home for eldercare or childcare, smart home
for energy efficiency, and smart home for a better life (music, entertainment, etc.) [3]. In
addition to these, applications of the Internet of Things have been widely expanded to the
fields of agriculture, industry, transportation, and infrastructure for different purposes,
such as smart harvesting [4], disease monitoring [5], manufacturing [6], supply chain
management [7]), real-time vehicle monitoring [8], smart city [9], etc. Interestingly, the study
of the Internet of Drones (IoD) has also become popular in recent years [10]. This diversity
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and scalability of IoT devices have an opposite side, too. Since these devices are connected
to each other and all are then connected to the Internet (i.e., Cyberspace), hacking one of
the devices can possibly turn into severe security breaches to all of them. Moreover, as day
by day we see IoT is becoming mainstream, it will soon change the way we live, travel,
work, and more. Therefore, to protect our data privacy as well as our homes, IoT security
is imperative [11].

Authentication, access control, threat detection, and non-repudiation are the most
crucial security services for securing IoT devices and networks. Among these, access
control plays a pivotal role in handling the entrance of legitimate users to the system.
The main goal of the access control mechanism is to restrict unauthorized individuals (or
entities) from accessing confidential and protected resources. Typically, an access control
solution consists of three basic components, such as (i) users, sensor nodes or subjects,
(ii) resources or objects, and (iii) requested operations with a few specific defined policies
(rules) for permitting legitimate rights. Ragothaman et al. [12] divide access control process
into five functions, such as authentication function, administration function, access control
function, managing policies’ function, and audit function as depicted in Figure 1 (adopted
from [12]). Authentication and access control functions operate trivially to verify identities
and manage granting as well as deny access to users or devices, respectively. The main
purpose of the administration function is to create, revoke, and manage different users,
devices, groups, and policies. Additionally, the audit function is used to keep track of
individual records and reviews for evaluating the sufficiency of access control mechanisms
to maintain compliance with defined policies and procedures.

Interestingly, there is a clear need to identify, authenticate, and authorize for complet-
ing an entire access control model. In the existing literature, any access control system
requires three different phases to develop. The first phase is the policy specification,
in which a set of rules and conditions are defined for approving and denying access, consid-
ering different IoT scenarios and needs. In the next phase, these policies are implemented
through access control models. Finally, various low-level hardware and software functions
are required to deploy security control that are imposed by the predefined policies [13].

Figure 1. Access control functions in IoT.

Designing access control models in IoT is critical yet underdeveloped, leading to
security risks such as data breaches and unauthorized access. In addition, IoT devices
often operate on limited computational and processing power, which makes it difficult to
develop an efficient and secure access control model. Moreover, due to the diversity of
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IoT ecosystems, it is a significant challenge to deploy a scalable and reliable solution for
a large array of interconnected devices that work on different local and global networks.
Most of the IoT devices are not designed to patch security flaws through frequent updates.
Consequently, the system becomes vulnerable to crucial cyber-attacks, data breaches,
and even physical harm; thus, threat actors can seamlessly plant malware and spread it to
the connected networks.

In this study, we partition access control models into two categories: conventional
access control models and advanced access control models. Usually, conventional models
set access rights based on roles, attributes, capabilities, usages, trusts, risks, protocols,
and relations. The major drawback of these models is the difficulty of specifying, revoking,
implementing, and managing policies, especially in complex scenarios. In fact, these
frameworks are inappropriate in dynamic and fast-changing environments. Though these
models offer scalability, the modeling requires high computational overhead. Additionally,
some of them, for instance, organizational-based, protocol-based, trust-based, risk-based,
etc., are inflexible in nature. Moreover, several conventional models are rigid and need
continuous enforcement, which makes them arguably inefficient for dynamic environments
like IoT. On the contrary, advanced access control models leverage blockchain technologies,
machine learning (ML) techniques, deep learning (DL) algorithms, and hybrid frameworks.
Consequently, they not only adapt to complex patterns and uncertain environments but
also provide seamless flexibility as well as enhance security and trust. However, these
models require high computational and storage costs since they handle large-scale data and
resources. Although numerous research works have been conducted on the conventional
access control models, in recent years, researchers tend to be more attracted to advanced
models while considering the dynamicity and heterogeneity of the IoT environment.

1.1. Motivation

While there are a number of surveys that address security challenges in IoT, only a
few of them study access control solutions for IoT [12–22]. Among this limited number of
works, existing surveys mostly focus solely on conventional or advanced models without
providing a comprehensive exploration. Although some studies [12,18,19] discuss both
types, they are limited to specific models and do not provide a broad overview. Moreover,
there is no analysis on the recent trends of IoT access control schemes and their application
domains. Furthermore, most of them do not identify the access control requirements that
should be satisfied by the existing frameworks. This is essential because the analysis of
these requirements will reflect the necessity and feasibility of the existing models, as well
as new aspects of development in the future.

1.2. Contributions

In this work, we present a survey on the available access control models along with the
specific requirements for the IoT ecosystem. More precisely, we seek to answer the following
questions: RQ1: What are the major security challenges that cause IoT devices to be
vulnerable? We identify the main security concerns and challenges in the IoT environment
from heterogeneity and scalability to privacy and trust. RQ2: What is the classification
of access control frameworks for an IoT system? We study and categorize the access
control models according to the existing research article in the literature. RQ3: What are
the existing access control frameworks for authorization in IoT? We thoroughly study
the access control models that exist in the current literature, spanning from role-based,
attribute-based frameworks to blockchain-based, machine learning, and deep learning-
based ones. In addition, we present a large-scale visualized taxonomy for IoT access control
models. RQ4: What are the recent trends of access control models and their IoT application
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domains? We explore the mostly utilized models in different IoT application domains
and report the analysis. RQ5: Which access control requirements are fulfilled by these
models? In the end of this study, we analyze the access control criteria that are met by the
existing models. In summary, our contributions are as follows:

• We analyze the major security issues and challenges that need to be considered while
designing authentication and authorization solutions in the IoT ecosystem.

• We present a survey on the access control models for IoT environment, for the first
time to date by covering almost all notable existing models from the conventional to
the advanced and sophisticated ones.

• To better understand the scale of the existing IoT authorization models, we present a
visualized taxonomy of the models on a large scale. Specifically, it will help researchers
with a quick overview of the existing IoT access control models and insights into the
potential development areas in the coming days.

• We examine the highly used frameworks, their trends in the last several years, and an-
alyze the focus on different IoT application domains.

• We outline which access control requirements are attained by the existing models so
that researchers can analyze them and bring about some new and robust solutions.

• Finally, we discuss some possible future challenges and prospects, including a few
insightful ideas while developing access control models in IoT.

Before presenting the organization of this paper in the next subsection, let us clarify
that here the term “Comprehensive” refers to the coverage area of our study, i.e., how
widely this issue has been covered or addressed. Specifically, we explore the IoT access
control models at a large scale, which means that both conventional and advanced solutions
are investigated.

1.3. Organization

The remainder of the paper proceeds as follows. Section 2 provides the related work
with limitations, research gaps, and distinguishing aspects of our work. Section 3 presents
the procedure of this survey and data analysis. Next, Section 4 introduces the results of
the survey, addressing the mentioned research questions, including the extensive study
of the existing access control models. After that, in Section 5, we discuss some challenges
including directions for future work. Finally, Section 6 concludes our work.

2. Related Works
2.1. Existing Surveys and Their Limitations

There are a few studies in the literature that explore the access control models in the
IoT environment. The findings and limitations of these surveys are described below with
categorization according to the access control models they focus on.

Traditional: The work in [13] scrutinized the expanding literature regarding access
control for conventional models in the context of IoT. Specifically, the study did not cover
advanced access control models that are based on blockchain, machine learning (ML),
deep learning (DL), etc. Rather, the authors only reviewed traditional models for IoT.
Similar to [13], Ouaddah et al. [14] analyzed and reviewed the authorization process in IoT
considering different aspects, such as objectives, architectures, models, and mechanisms.
In addition, they conducted both qualitative and quantitative evaluations of the strengths
and weakness of each refereed solutions. However, it was incomplete because it did not
address crucial aspects, such as clearly identifying the research problems or questions
to be answered. Ravidas et al. [15] presented a thorough and comparative examination
of authorization solutions for IoT, evaluating them based on predefined requirements
and assessment criteria. Additionally, their study offered recommendations for crafting
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an authorization framework customized to suit the unique requirements and limitations
of prevalent IoT applications. Arguably, the researchers focused on the access control
requirements rather than the existing models. Additionally, their study only covered
models based on roles, attributes, organizations, and usages. Bertin et al. [16] provided an
extensive survey of various models, encompassing access control models as well as access
control architectures and protocols. Since they explored diverse aspects of authorization in
IoT, they could study only a few conventional schemes.

Traditional and Blockchain: Ragothaman et al. [12] conducted a comprehensive ex-
amination of access control necessities, authorization frameworks, access control models,
and policies. Their review encompassed various facets of access control, focusing par-
ticularly on conventional methods alongside blockchain-based models. Moreover, a few
existing papers were studied regarding those models. Qui et al. [17] presented a survey
where they initially delineated two primary categories of requirements: access control
policy composition and access control policy authoring, aimed at facilitating access control
in IoT. Subsequently, they examined existing literature to fulfill these requirements, intro-
ducing relevant models and systems. After that, they addressed policy combination and
conflict resolution. Finally, the authors studied authorization models. However, one of the
main drawbacks of this work is its limited review of both traditional and blockchain-based
access control models, as their primary focus was not on authorization models exclusively.
In addition, the study lacked ML, DL, trust, protocol-based, and hybrid models, which are
sophisticated and state-of-the-art schemes.

Blockchain: Namane et al. [20] introduced a classification system for access control in
IoT, based on blockchain technology, distinguishing between partially decentralized and
fully decentralized approaches across various IoT applications. Pal et al. [22] examined
current trends and essential requirements for utilizing blockchain-based approaches in IoT
access control systems.

Others: Ahmed et al. [18] delved into the application of machine learning techniques
to improve authentication and authorization within the IoT framework. Though they
provided a study on ML-based authorization schemes, a few existing works were reviewed
and there was no conceptual architecture. Pal et al. [19] discussed both hybrid and protocol-
based access control methods for IoT systems, highlighting their potential to address the
shortcomings of conventional access control systems. Similar to [12], different aspects of
access control for IoT were studied in [21]. Specifically, the survey explored authorization
requirements for IoT, categorizing them into various phases such as defining, administrat-
ing, evaluating, and imposing policies. Then, the authors discussed disparate technologies
like authorization models, architecture, protocol, structure of data, etc. However, the study
mentioned only a few traditional models.

2.2. Research Gap Analysis

In this work, we define an access control model as the mechanism with a set of defined
policies and rules to protect resources (or objects) by restricting unauthorized subjects
(users, or devices). Since IoT is a dynamic system comprising heterogeneous data from
various interconnected devices, platforms, and technologies, access control management
demands sophisticated strategies in particular. In the literature, most of the surveys have
explored different aspects of access control for IoT, rather than explicitly focusing on access
control models. Moreover, though a few works aimed at access control models, they
covered only the traditional ones or lacked reviewing the advanced models. Consequently,
as far as we have investigated, no work in the literature has studied all conventional
and advanced state-of-the-art access control models for IoT at a large scale. Without an
extensive investigation on both categories of solutions, the gradual evolutions as well as
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the proper picture of the existing IoT access control security can hardly be understood.
Consequently, the reasoning of adopting new technologies and the development of the
future sophisticated models will be affected.

2.3. Distinction from Prior Work

This paper examines the existing access control models relevant to the Internet of
Things (IoT). Our primary and differentiating goal is to study both conventional and ad-
vanced models. In particular, role-based (RBAC), attribute-based (ABAC), capability-based
(CapBAC), usage control (UCON), organizational-based (OrBAC), trust-based (TBAC),
blockchain-based, protocol-based (ProBAC), relationship-based (ReBAC), risk-based, tem-
poral and spatio-temporal based, hybrid-based (HyBAC), ML-based, DL-based, and mis-
cellaneous types of IoT access control models are studied in this work. In this way, we
aim to address the research gap in providing a thorough survey of access control models
for IoT. We also depict a large-scale taxonomy of the access control models, including
qualitative evaluation of them according to certain criteria. Moreover, we analyze the recent
trends of these models and the concentration on different specific IoT application domains
alongside studying the access control requirements fulfilled by these schemes. An in-depth
comparison with some existing works in terms of covering different access control models
is depicted in Table 1.

Table 1. Comparison with other surveys that work on IoT access control models. “T&ADA” and “RA”
represent “Trends and Application Domains Analysis” and “Requirements Analysis”, respectively.

Work
Access Control Models

T&ADA RA
RBAC ABAC CapBAC UCON OrBAC TBAC BC-Based ProBAC ReBAC Risk-Based T&ST-Based HyBAC ML-Based DL-Based Others

[12] ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

[13] ✓ ✓ ✓ ✓ ✓ ✓ ✓

[14] ✓ ✓ ✓ ✓ ✓ ✓

[15] ✓ ✓ ✓ ✓

[16] ✓ ✓ ✓

[17] ✓ ✓ ✓ ✓ ✓ ✓ ✓

[18] ✓ ✓ ✓ ✓

[19] ✓ ✓

[20] ✓

[21] ✓ ✓ ✓ ✓ ✓

[22] ✓

Ours ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

3. Methodology of This Survey
3.1. Search Strategy

To conduct this study, at first, relevant works were searched in established and well-
known online sources, such as IEEE Xplore digital library, ACM digital library, Elsevier,
Springer, MDPI, and so on. For searching, we used some keywords related to specific
access control models like “role-based IoT access control models”, “machine learning-based
IoT access control models”, “trust-based IoT access control models”, etc., as well as access
control frameworks in general such as “access control models for IoT”. Then, only the
papers written in English were selected. In addition, the selected works were published
between the years 2011 and 2024. Regarding exclusion, the papers not focusing on the
IoT access control models were eliminated. Irrelevant and duplicate works were removed.
Moreover, papers written in foreign languages were excluded. Apart from this, we explored
related surveys and other IoT security papers, which were not included in the dataset. A
list of paper selection criteria is outlined in Table 2.
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Table 2. Inclusion and exclusion criteria.

Inclusion Criteria Exclusion Criteria

Research papers published in English language were included Papers written in other than English language were not selected
Peer-reviewed original research works satisfying the scope
were selected

Papers not related to other aspects of access control (rather than
“models”) were removed

Research papers, conference proceedings, book chapters,
or magazines relevant to the scope were selected Papers not focused on IoT were removed

Research papers ranging in years from 2011 to 2024
were selected Duplicate papers and survey papers were eliminated

3.2. Findings of Data Analysis

After applying the search strategy, we gathered a dataset consisting of 115 papers, con-
taining both conference and journal works on access control models for IoT. Among these,
77 are journal papers and the rest of them are conference papers. Figure 2 shows the
conference vs. journal distribution of our collected data.

Looking at the 115 papers, we can see that in recent times, a good number of re-
searchers eagerly addressed the access control models, especially for IoT. Our collected data
reveal that the highest number of works was published in 2023 and 2019 with 14 papers
each, followed by 13 papers in 2017 and 2024 each, and 11 papers in both 2018 and 2020.
Before 2017, the access control frameworks were not studied in such a focused way as
depicted in Figure 3.

Figure 2. Percentile of conference vs. journal papers studied in this survey.

Figure 3. Year-wise publications for access control models in IoT, included in this survey.

Apart from this observation, we outlined the papers’ volume related to each access
control model for IoT. Notably, we found that blockchain-based access control models are
explored in extensive manner having 22 journal papers and 4 conference papers. The second
highest position is held by deep learning-based models with a total of 12 papers (8 journals
and 4 conferences). Simultaneously, role-based, attribute-based, capability-based, protocol-
based, and hybrid solutions are also studied in a decent manner. Figure 4 illustrates the
dissection of the publication amount for individual works.



IoT 2025, 6, 9 8 of 41

Figure 4. Number of conference and journal papers for different access control models in IoT,
considered within this survey.

3.3. Investigation of Journal Papers

Further analysis on 42 journal papers reveals that they are collected from 37 journals
in total, where almost half of them are ranked as Q1 journals. Simultaneously, the number
of Q2 and Q3 journals is also significant. Notably, a negligible number of collected works
are from Q4 journals, which indicates the inclusion of high-quality and well-established
research in this survey. A donut plot is drawn in Figure 5 to illustrate the percentage of
different quartile journals (according to Scopus) studied in this survey.

Figure 5. Percentile of different quartile journals included in this survey [Q1 = 20, Q2 = 14, Q3 = 6,
Q4 = 2].

4. Outcome of This Survey
4.1. RQ1: What Are the Major Security Issues and Challenges in the IoT Environment?

Despite the considerable advantages of the increasing use of smart home IoT devices,
security remains a significant concern for these devices, with various stakeholders express-
ing apprehension that could potentially hinder the pace of adoption [23]. Since IoT devices
are connected and all are then connected to the Internet, this poses a great threat to security
issues. This is because, if someone hacks into one of these devices, they can easily hack into
all of them in a systematic manner. In this process, an attacker can compromise thousands
of devices without anyone’s notice, utilizing them via a command-and-control server to
execute widespread attacks on critical systems. Consequently, the focus is on securing
interconnected devices, safeguarding data, and fortifying networks within IoT.
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One of the most critical issues is the substantial diversity across IoT ecosystems, exac-
erbating the security risks associated with the Internet. Specifically, the insecure web and
mobile interfaces, loosely secure IoT devices and applications, insufficient physical security
in urban areas, untrustworthy IoT databases, and infeasibility of the typical encryption
techniques are the prime issues among them [24]. Hence, to address this, it is mandatory
to devise effective cryptographic systems that can provide expected output and adapt
lightweight security protocols that would provide a secure end-to-end correspondence
network. To efficiently distribute the necessary credentials and aid in establishing the
required session keys among associated devices, effective key management systems must
be deployed [25]. In addition, traditional security mechanisms, such as strong encryption
of data and communication, and countermeasures cannot be directly implemented in IoT
technologies due to their constrained computational capabilities [23]. Consequently, these
devices are compelled to operate using encryption algorithms with low computational
overhead that execute quickly [26]. Moreover, most of the IoT devices are “closed” and “se-
cure by design” (“Built-in Security”); that is, manufacturers typically do not handle security
patching and system upgrades for IoT devices post-sale, unlike the process followed for
other computing systems such as personal computers [27]. Furthermore, the proliferation of
connected devices poses scalability challenges. Therefore, delivering scalable and reliable
solutions for the vast array of interconnected devices spanning various local or global
networks presents a significant challenge.

Security concerns such as Man-In-The-Middle (MITM) attacks, Denial of Service
(DoS/DDoS) attacks, conflicts in WLAN applications, and potential risks associated with
IPv6 usage [28], as well as application-specific security issues like user authentication,
information access, and platform management [29] impede the implementation of IoT
security measures. Moreover, regarding specific IoT devices, vulnerabilities and privacy
issues of security cameras, especially in the surveillance systems, are studied widely in
the literature [30–32]. Specifically, these devices are prone to severe cyber-attacks like
visual layer attacks, covert channel attacks, Denial-of-Service (DoS) attacks, and jamming
attacks. Therefore, to enhance usability and gain user acceptance, it is crucial to establish
effective security, privacy, and trust models tailored to the context of IoT applications [25].
In terms of security, advanced user authentication and authorization mechanisms are
required to mitigate unauthorized access as well as there should be a guarantee for data
confidentiality, integrity, and anonymity. To adhere to privacy standards, it is crucial to
ensure the security and confidentiality of users’ sensitive information when dealing with
IoT devices. Ultimately, trust [33,34] must be built up in the IoT ecosystem, ensuring that
heterogeneous data are processed and managed in alignment with user requirements and
rights. Above all, addressing privacy and security concerns have to be considered with a
significant level of adaptability [35].

4.2. RQ2: What Is the Classification of Access Control Frameworks for IoT System?

In the literature, access control models, especially for IoT, can be partitioned into two
major categories: conventional access control models and advanced access control models
(see Figure 6). Usually, conventional frameworks set access rights based on roles, attributes,
capabilities, usages, trusts, risks, protocols, and relations. On the other hand, advanced
models leverage blockchain technologies, machine learning (ML) techniques, deep learning
(DL) algorithms, and hybrid frameworks. There are a few other schemes that rely on
historical data, identities, and privileges. Since these schemes are not notably studied in the
literature, we do not include these for Figure 6. However, these models can be considered
as conventional ones. Typically, the traditional models are rigid and need continuous
enforcement, which make them arguably inefficient for heterogeneous environments like
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IoT. On the contrary, the state-of-the-art models can adapt to complex patterns and uncertain
environments. However, these frameworks require high computational and storage costs
since they handle large-scale data and resources.

Figure 6. Classification of the existing IoT access control models.

4.3. RQ3: What Are the Existing Access Control Models to Protect IoT Systems?

Access authorization stands out as a crucial security challenge for IoT, particularly
concerning resource sharing and safeguarding information. Numerous studies and sur-
veys have explored the challenges and requirements of access control models in IoT
applications [12,14–16,18,21,36]. Our analysis focuses specifically on the various access
control models documented in the literature. For precise understanding, we present a
large-scale IoT access control model taxonomy in Figure 7.

We now explore and examine various types of existing access control models for IoT,
including necessary architectural designs.

4.3.1. Mandatory Access Control (MAC), Discretionary Access Control (DAC), and
Identity-Based Access Control (IBAC)

As per the Trusted Computer System Evaluation Criteria (TCSEC), access control
models can be categorized into mandatory access control (MAC) [37] and discretionary
access control (DAC) [38]. MAC is the strictest control method, where access privileges are
determined by rules established by a central authority or an administrator, and all the access
control settings and configurations are only accessible to the authority. Though this model
has some advantages of robustness, high security, and centralized resource management, it
is not appropriate because of its lower management efficiency and usability.
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Figure 7. Taxonomy of different IoT access control models.
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In the DAC model, the users retain control over their resources, enabling data owners
and information systems to determine both the individuals who can access the resources
and the extent of their access through authorization via access control lists (ACLs). Autho-
rized users have the capability to access objects, such as data entities, either as individuals
or as part of groups, and some users have the ability to independently assign access per-
missions to objects they possess to other users. However, DAC is unsuitable for IoT search
since this model requires managing users, authorities, and resources manually, resulting
in high-complexity management work [36]. Another conventional access control method,
called identity-based access control (IBAC), is not well-suited for IoT systems due to the
vast number of unidentified identities in IoT, making it nearly impractical to generate ACL
for each one.

4.3.2. Role-Based Access Control (RBAC)

In this model, permissions are linked with roles, and users are assigned to relevant
roles, thereby inheriting the permissions associated with those roles [39]. Since traditional
access control models encountered difficulties addressing large-scale authorization manage-
ment, RBAC was developed to restrict system access to authorized users fulfilling complex
application layer access requirements [40]. In [41], Liu et al. proposed an authentication
and access control solution for IoT, advocating for the establishment of an architecture
where each object would register in advance with the nearest reliable gateway, referred
to as the registration authority (RA). Ameer et al. [42] presented an extended generalized
role-based access control model (EGRBAC), which integrates the concept of roles associated
with both devices and environments. Later, they proposed a dynamic, fine-grained access
control model for Home-IoT based on an attribute called HABAC [43]. They also provided
strategies to convert a HABAC specification to EGRBAC and vice versa.

Liu et al. [44] introduced an access control framework designed for resource sharing in
Manufacturing Internet of Things (MIoT), utilizing RBAC principles. This model aimed to
facilitate authorization across services, organizations, and regions, optimizing authorization
routes to minimize permission dissemination for incoming requests. Yavari et al. [45]
presented a role-based data obfuscation method, which is lightweight and easily scalable for
various IoT applications. This technique employs digital watermarking to allow authorized
users to reverse the obfuscation applied to the data. Scalability is improved by restricting
access according to roles and managing the collection of IoT device data through server
authorization. In another work presented in [46], an access control model is deployed
based on roles to secure e-health IoT data.

4.3.3. Attribute-Based Access Control (ABAC)

Classic access control models like MAC, DAC, and RBAC, which are tailored for
closed environments, rely on user identity when requesting permissions to perform actions
(such as writing) on objects (like files). This can occur either directly or via predetermined
attribute categories like roles or groups associated with the user. However, it has been
reported that these models are not adapted and rather cumbersome to manage in computing
environments like IoT, where there is a requirement to assign capabilities directly to users,
their roles, or groups. Moreover, the identity, roles, and group qualifiers used by requesters
often fall short in accurately expressing real-world access control policies [47]. Addressing
this issue, attribute-based access control (ABAC) has emerged as a proposed alternative.

In ABAC, the authorization for subject requests to execute operations on objects is
determined by considering the attributes assigned to the user, attributes assigned to the
object, environmental conditions that are globally acknowledged and pertinent to the
policies, along with a defined set of policies formulated in terms of these attributes and
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conditions [48]. Hemdi et al. [49] utilized a cloud server to enforce certain ABAC policies
and authenticated access requests via the server. Das and Namasudra [50] introduced a
ciphertext policy attribute-based encryption method leveraging elliptic curve cryptography
to achieve precise access control over data or resources of IoT devices within healthcare
systems. They alleviated the computational overhead on end users by delegating the
decryption process to a data user assistant. Arfaoui et al. [51] devised a dynamic context-
aware attribute-based access control, referred to as CAABAC, that integrates contextual
details with the ciphertext–policy attribute-based encryption to guarantee data security
and provide flexible contextual privacy. Ray et al. [52] proposed an ABAC-based healthcare
plane (H-plane) model which utilizes the NIST Next-Generation Access Control (NGAC)
framework to manage access policies. Salonikias et al. [53] presented a decentralized access
control system leveraging identities as well as attributes for Intelligent Transport System
(ITS) scenarios in fog-enabled architecture.

Gupta et al. [54] introduced ITS-ABACG, an authorization model based on ABAC
to facilitate geographically targeted and time-sensitive notifications for cloud-supported
industrial smart vehicles and the Internet of Vehicles (IoV). Specifically, the authors de-
fined various attributes to create separate groups and allocated them into different smart
units. Salonikias et al. [55] proposed another deployment for ABAC in one of the most
challenging and diverse Industrial IoT (IIoT) systems. Particularly, the model devised a
three-layered approach comprising an object layer, an application layer, and a middle-layer,
which encompassed both virtual and cloud service layers. Alnefaie et al. [56] introduced
a decentralized framework for healthcare, integrating the ABAC model and fog edge
scheme to distribute authorization functions among sensors, fog, and cloud layers. The ap-
proach escalated availability, decreased latency, and minimized the cloud server overhead.
Bhatt et al. [57] proposed ABAC-CC, an access control and communication control model
for defining policies based on attributes of entities and ensuring secure data flow in the
Cloud-enabled IoT (CE-IoT) architecture. Aghili et al. [58] proposed MLS-ABAC, a mod-
ified attribute-based model that includes multi-level security leveraging both static and
dynamic user attributes. In this scheme, users have to utilize both attribute and access
tokens to fulfill the security level as well as specific policies for granting access inside the
system. Recently, two access control models have been proposed in the healthcare and
agriculture domains [59,60]. In [59], the authors utilized ciphertext policy attribute-based
signcryption for protecting electronic health records, whereas in [60], a metaheuristic op-
timization technique (Chimp Optimization) was applied to improve the elliptical curve
cryptosystem model for authorizing and monitoring file access to the legitimate users.

4.3.4. Capability-Based Access Control (CapBAC)

In the CapBAC scheme, an owner of a device issues a capability token, i.e., a set
of access rights, to a subject. Only the subject holding the capability token is allowed
to manipulate the device. Mahalle et al. [61] presented IACAC, an access control model
integrating CapBAC and identity authentication schemes. Anggorojati et al. [62] introduced
CCAAC, an authorization framework utilizing identities, capabilities, and dynamic contex-
tual information for federated IoT networks. The prime focus of this work was to offer a
secure way to delegate authority with resilience to the highly decentralized environments.
Xu et al. [63] introduced a FedCAC model in wide-ranging fog-assisted IoT environments.
Specifically, the framework included a federated capability mechanism based on prop-
agation trees to manage the distribution of access permissions and identity-dependent
capability token management, facilitating register, circulation, and invalidate access autho-
rization. Ahamed et al. [64] enhanced the access control model introduced in [62] by adding
trust values, collected from social relations, in capability tokens for authentication in a
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healthcare IoT system. The approach outperformed RBAC with respect to the computing
time, especially round-trip time. Hussein et al. [65] proposed a capability-based model,
where access privileges are determined according to the community standards considering
the resources availability within decentralized IoT domains. Specifically, the focus was on
managing access within IoT communities that share common goals like hosting guests in
a smart home, coordinating activities in the kitchen, etc. Nakamura et al. [66] presented
a capability-dependent framework leveraging information flow in IoT sensors, actuators,
and hybrid devices. A significant feature of the work is the implementation of a time-based
operation interruption (OI) protocol to prevent both illegal and late information flows,
addressing limitations present in the traditional CapBAC model.

Hernández-Ramos et al. [67] proposed a decentralized capability-driven approach
that enabled certification and authorization to be performed without relying on interme-
diary entities to implement access control logic. Gusmeroli et al. [68] also developed a
model where access control is managed through capabilities, especially tokens that dynam-
ically grant specific access rights to entities in the constantly evolving IoT environment.
Ramos et al. [69] introduced a DCapBAC model which allows devices with limited compu-
tational and memory resources to perform authorization by customizing communication
technologies and data interchange formats, which enhances the efficiency and speed of
communication between the IoT devices.

4.3.5. Usage Control Model (UCON)

UCON was introduced as a framework aimed at safeguarding digital assets encom-
passed by digital rights management (DRM), which integrated authorizations, obligations,
and conditions [70]. In 2011, Zhang and Gong [71] suggested an abstraction for the UCON
model designed to tackle the complexities of the dynamic and dispersed environment of
IoT, prioritizing adaptability, and diversity. Additionally, they presented access control
policies and procedures to strengthen security and authorization mechanisms. However,
this model is not practical since no detail on the implementation of the monitoring process
was stated. Recently, Hariri et al. [72] introduced an enhanced version of existing UCON
models, called UCON+, which offers some improvements in scalability, performance,
and modularity metrics. Specifically, UCON+ incorporates continuous monitoring prior to
authorization grant and after authorization revocation, along with policy administration
and delegation functionalities.

4.3.6. Organizational-Based Access Control (OrBAC)

OrBAC extends the RBAC model by introducing an additional aspect known as “or-
ganization” [73]. Similar to its predecessor, it is deemed inappropriate for heterogeneous
and dynamic IoT environments. Later, Pasquier et al. [74] introduced SmartOrBAC, an au-
thorization access framework that is built upon the OrBAC model, refining it to suit IoT
environments. In particular, the model divides the task into distinct functional layers, allo-
cating processing burdens between resource-limited devices and those with more resources.
At the same time, it tackles collaboration with an innovative solution.

4.3.7. Trust-Based Access Control (TBAC)

TBAC has two sub-categories as follows:

(a) Fuzzy Trust-based: The notion of trust levels within identity management was used
by Mahalle et al. [75] who developed a novel method called Fuzzy Trust-Based Access
Control (FTBAC). By assigning fuzzy trust values to access permissions, the authors
effectively regulated access in IoT environments. This approach basically employed
linguistic variables such as experience, knowledge, and recommendation as inputs.
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The proposed method demonstrated promising outcomes on different scales of devices,
which makes it well-suited for scalable IoT environments.

(b) Trust-aware: Bernabe et al. [76] introduced TACIoT, which is a flexible access control
system designed for IoT environments. Fuzzy logic was used in this, which imple-
ments a multi-dimensional approach, and it considers some factors such as quality of
service (QoS), reputation, security considerations, and social relationships to calculate
trust values associated with IoT devices. Butt et al. [77] proposed a trust mechanism
for role-based access control (RBAC) within Electronic Healthcare Systems (EHS).
For deployment, the authors considered cloud infrastructure.

4.3.8. Blockchain-Based Access Control

BacS [78] was developed by Shi et al., which is an access control scheme built on
blockchain technology specifically designed for distributed IoT environments. In this
work, researchers addressed the limitations of conventional centralized access control
methods by utilizing the node’s account address within the blockchain as its identity for
accessing the Domain Management Server (DMS). The permissions were redefined for ac-
cessing data from IoT devices and to store them on the blockchain. Abushmmala et al. [79]
in their work introduced a secure smart healthcare IoT solution using blockchain tech-
nology which employs the RBAC architecture. The authors divided the network into
distinct roles, each with specific privileges, and handled authentication and data transfer
meticulously. In [80,81], an ABAC scheme was proposed, leveraging blockchain technology
to enhance security, simplify management, and ensure the integrity of attribute distribution
in IoT systems.

Chen et al. [82] presented a task-attribute-based scheme to strengthen IoT security by
dynamically managing access rights via blockchain. Recently, a fine-grained and adaptable
access control model named CB2FAC, leveraging capabilities and blockchain, was intro-
duced in [83], where new capability authorization rules were defined and an authorization
tree was designed alongside a capability revocation list (CRL) aiming to address the re-
quirements for flexibility and promptness in capability revocation. Liu et al. [84] introduced
a token-based access control model called TBAC which combined blockchain, Trusted
Execution Environment (TEE) technologies, and tokoins (adding “token” to “coin” for
digitalized and transferable access rights) to establish a reliable and protected access control
framework for IoT. Pathak et al. [85] introduced TABI, which leverages edge computing
technology to avoid the problems associated with direct blockchain implementation on
IoT networks. Specifically, it integrates trust evaluation mechanisms, implemented as a
trust calculation contract (TCC) on edge devices using Hyperledger Composer, and an
ABAC scheme deployed on the Hyperledger blockchain through smart contracts, to address
malicious IoT users and devices.

In [86], a Trust and Reputation System (TRS) was created for IoT access control uti-
lizing blockchain technology. The authors’ model continuously assessed and computed
trust and reputation scores for each node involved, enabling a self-adjusting access control
mechanism. Additionally, they integrated trust and reputation directly into the ABAC
framework, allowing different nodes to receive different access permissions, resulting in
adaptive access control policies. Sabrina [87] devised an access control model based on
structural relationships (SRBAC) that employed smart contracts and public blockchain tech-
nology. This model grants resource access rights to users while ensuring that the resource
owner retains complete control. Ouaddah et al. [88] introduced FairAccess, a completely
decentralized access control model that ensures pseudonymity and privacy. This model
allows users to own and manage their data, using blockchain-based cryptocurrencies like
Bitcoin to grant, obtain, delegate, and revoke access rights. Figure 8 illustrates the overall
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architecture of FairAccess, working among different autonomous organizations. In this
model, every user, whether a resource owner (RO) or requester, utilizes a “wallet” to
store their credentials and transactions. Typically, this wallet functions as an authorization
manager point (AMP), allowing users to register their resources and set access control
policies. The primary roles of the blockchain are to store all access control policies and
handle auditing functions, working as a logging database.

Figure 8. Architecture of FairAccess.

Mesa et al. [89] introduced an approach based on blockchain technology for is-
suing resource access rights and facilitating their decentralized transfer among users.
Zhang et al. [90] suggested a framework based on smart contracts to establish distributed
and reliable access control in IoT systems. Specifically, the model comprises several access
control contracts (ACCs) for managing access between various subject–object pairs. In
addition, it includes a judge contract (JC) for assessing subject misbehavior and a register
contract (RC) for overseeing the ACCs and JC. Nonetheless, as the client base grew, the stor-
age expenses escalated, constraining the scalability and adaptability of this method within
expansive IoT environments. Xu et al. [91] introduced BlendCAC, a distributed capability-
based access control scheme, which was implemented using smart contracts to handle the
registration, propagation, and revocation of access authorizations, forming a robust strategy
for managing capability tokens based on identity. Again, Liu et al. [92] introduced Fabric-
iot, an access control system leveraging the Hyperledger Fabric blockchain framework and
ABAC scheme for IoT applications that offers decentralized, detailed, and adaptable access
control management. In this system, users are divided into two categories: admin and
common user. Admin can add, upgrade, and manage smart contracts, whereas the owner
of the device, that is, a common user, can retrieve URL of the resources by requesting
(attribute-driven) access to the blockchain through API, followed by pursuing a certificate
authority (CA). In the fabric blockchain, all data are kept as a decentralized ledger in
<key, value> pairs to form a modifiable “World State”, which is composed of two databases:
Couch DB and Level DB (see Figure 9). As soon as a device creates a new resource request,
a message with the resource URL is sent to the smart gateway. The gateway receives this
message and records the URL on the blockchain.

Dukkipati et al. [93] introduced an access control approach utilizing blockchain
where blockchain serves as a decentralized access manager to ensure secure data access.
Pinno et al. [94] introduced ControlChain, a blockchain-based framework for managing
IoT access permissions. ControlChain addressed issues found in both FairAccess and
traditional architectures by offering an authorization process that is both distributed and
easily observable. Additionally, the model provided a secure method for establishing
relationships, allocating attributes, and incorporating them into access control procedures.
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Figure 9. Architecture of Fabric-iot.

Recently, there has been a clear trend of integrating blockchain technology to develop
access control schemes [95–103]. For example, Zhonghua et al. [95] leveraged blockchain
and edge computing technologies to develop an access control model. Specifically, the au-
thors utilized smart contracts and attributes for faster consensus and data consistency. Since
the ABAC model results in high computational overhead, a new access control framework
has been proposed by incorporating roles and hyper-ledger blockchain in [99]. Particularly,
the entire access control procedure was accomplished by three contracts: a policy contract,
a device contract, and an access contract. As a result, the scheme can deal adaptively with
the dynamic industrial IoT environment. Velmurugan et al. [101] also used hyper-ledger
blockchain technology, but for transferring sensitive records in the healthcare systems.
Another interesting work is [103], where the authors focused on safe communication and
interaction between the autonomous cars in the decentralized IoV system. Specifically, they
leveraged the Ethereum blockchain for secure financial transactions.

Considering this aspect, there could be mainly two types of access control strategies:

(a) Transaction-based: Transactions can authorize, assign, or withdraw access rights.
However, the primary drawback of this approach is that access decisions rely on a
centralized node. There are a few transaction-based access control models [80,88].

(b) Smart contract-based: Smart contracts have the capability to assess access requests
and determine outcomes according to the access policies set by the resource owner.
Nevertheless, this method could result in substantial overheads as it entails the gen-
eration of contracts among nodes. Most of the access control models that leverage
blockchain technology are based on smart contracts [78,79,81–85,88,90–92,94–98].

The summary of Blockchain-based Access Control Models (that we took into consider-
ation) is shown in Table 3.

Table 3. Summary of Blockchain-based Access Control Models in IoT.

Work Methodology Key Findings

[78]

Develops BacS, an access control scheme built on blockchain
technology specifically designed for distributed IoT
environments. Utilizes node’s account address within the
blockchain as its identity to access the Domain Management
Server (DMS). Redefines the permissions for accessing data
from IoT devices and stores them on the blockchain. Uses a
lightweight symmetric encryption algorithm.

Addresses the limitations of conventional centralized access
control methods by accessing DMS through the
wallet address.
When the number of devices is smaller, BacS performs
worse than traditional models.
The viability and effectiveness of the model in ensuring
security and privacy is verified by experimental models
built on an Ethereum private chain.
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Table 3. Cont.

Work Methodology Key Findings

[79]

Proposes a secure smart healthcare IoT solution based on
blockchain, employing the RBAC architecture. In particular,
the network is divided into distinct roles, each with specific
privileges, and handles authentication and data
transfer meticulously.

A real-life experiment reveals that an Android app utilizing
blockchain technology performs much more safely than the
app using the MQTT protocol while maintaining integrity
and privacy.

[80] Introduces an ABAC scheme, leveraging blockchain for
documenting attributes’ distribution.

Utilization of blockchain technology prevents single-point
failure as well as data manipulation. The proposed
framework can protect IoT systems from multiple attacks.

[81]
Presents a blockchain-based ABAC model. Blockchain
technology is used to record attributes. Additionally, smart
contracts are used for storing encrypted data.

Manages access more effectively since access control lists
(ACLs) are not needed for individual devices.
The scheme decreases computational overhead and time but
has unresolved scalability issues.

[82]

Proposes a task-based and attribute-based access control
scheme, incorporating blockchain technology for IoT.
To prevent data manipulation and authenticate users,
the authors use message authentication techniques, such as
hash functions and digital signatures.

Addresses the single-point failure problem. Additionally,
for specific tasks, the proposed model assigns the least
privileges to the users in real-time.

[83]
A novel scheme, called CB2FAC, is developed combining
the advantages of the CapBAC model and blockchain
technology.

The model includes an authorization tree and a capability
revocation list, easing security of both capability revocation
and granularity control.

[84]

Introduces TBAC, a token-based access control framework,
leveraging blockchain and TEE technology. Devises a
cryptographic coin referred to as “Tokoin” that reforms the
“virtual” access capabilities to transferable and digital assets.

Gains secure inspection and monitoring of access activities
through blockchain and TEE-based trusted access control
object (TACO).

[85]
Presents TABI, combining ABAC scheme and trust
evaluation mechanisms with blockchain technology to
secure Edge-IoT networks.

Results in higher throughput and detection rate, along with
lower latency than Fabric-IoT.

[86]

Proposes a self-adjusting access control mechanism through
continuous computation of trust and reputation scores.
To generate dynamic access control policies, an ABAC
framework is integrated with the model.

Manages trust efficiently in decentralized IoT access control
and results in minimal processing delays.

[87]
Develops a model based on structural relationships, using
smart contracts and blockchain to manage authorization of
internal and external users in a smart city.

Demonstrates the trustworthy implication of the framework
in a real-world scenario through a smart city use-case by
managing access for IoT devices in urban environments.

[88]
Introduces FairAccess, a decentralized authorization model,
where users access and manage data using
blockchain-based cryptocurrencies like Bitcoin.

Offers a robust and transparent access control solution
utilizing the consistency provided by
blockchain-enabled cryptocurrencies.

[89]
Proposes a new blockchain-based technique, where access
policies and rights are visible to all users through
distributed transfer.

Provides distributed auditability that prevents a group from
falsely refusing access rights granted by a legally
enforceable policy.

[90]

Suggests a model consisting of several access control
contracts (ACCs), a judge contract (JC), and a register
contract (RC) for managing access between various
subject–object pairs, assessing subject misbehavior,
and overseeing ACCs and JC.

Guarantees the trustworthiness of a single authorization
through execution and verification of ACCs by
most participants.

[91]
Presents BlendCAC, a blockchain-integrated scheme based
on capability. Utilizing smart contracts, the framework
manages capability tokens based on identity.

Incurs significantly less computational overhead (0.74 ms)
than traditional RBAC (2.47 ms) and ABAC (2.07 ms)
models. Offers expandability since access rights validation
relies on capability tokens.

[92]

Devises a hyperledger fabric blockchain-based access
control system referred to as fabric-iot combined with an
ABAC scheme for IoT applications. To implement the
ABAC model, policy management, and device resource
management, three smart contracts are designed separately.

Demonstrates high throughput even in environments with a
large volume of requests. Maintains the coherence of data
by achieving consensus in a distributed system.
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Table 3. Cont.

Work Methodology Key Findings

[93]
Suggests a blockchain-based IoT authorization framework
where blockchain operates as the decentralized
access manager.

Enhances users’ privacy through separating blockchain as
public and private.
Provides transparency since the current user accessing a
resource is visible to all others.
Local blockchain databases enable faster processing.

[94]

Proposes a decentralized framework, ControlChain, that
utilizes blockchain technology to manage access
permissions in IoT. It allocates attributes and integrates
them with access control procedures for securely
establishing relationships among users, devices, and groups.

Handles unresolved issues in FairAccess and traditional
architectures by developing a distributed and easily
observable authorization process.

[95]
Presents an attribute and smart contracts-based access
control model.
Leverages blockchain and edge computing technology

Lesser energy consumption than the traditional PoW unit.
Faster consensus convergence and constant time of the
policy addition and judgment process.

[96]

Proposes a blockchain-based framework having two phases:
adaptive network sharding scheme and multidimensional
subjective logic.
The first part is based on the network distance, node
credibility, and access frequency, whereas the second one
replicates the heterogeneity among the edge nodes.

Minimizes storage pressure of the nodes
and enhances scalability.
Ensures trust and cooperation among the edge nodes.

[97] Introduces an access control model integrating smart
contracts and GTRBAC scheme.

The cost of access control operations rises linearly with
proportion to the policy constraints volume.

[98] Combines blockchain with ciphertext–policy attribute-based
encryption technique, especially for healthcare systems.

Lessens the complexity of monitoring remote patients.
Reduces complexity of the resource-intensive authentication
and blockchain communication.

[99] Utilizes roles and hyper-ledger blockchain strategies. Chain-code computation overhead and time overhead
notably drops.

[100]

Introduces reputation value as an attributes in an ABAC
scheme and integrates it with the blockchain network.
In addition, stores resources of IoT in the Inter-Planetary
File System (IPFS).

Refined attributes result in minimizing the difficulty of
access control management.
Provides adaptive access control with high system
throughput and low time delay.

[101]

Uses hyper-ledger blockchain technology for transferring
sensitive records in the healthcare systems.
Devises modified key policy attribute-based encryption
technique.

Allows secure electronic health record transfer between
professionals with protecting patients’ privacy and reduces
the likelihood of mistakes.

[102]

Integrates blockchain to expand the ABAC scheme in the
IoT-based medical systems.
Utilizes mobile agents for mutual and anonymous
authentication process.

Efficient in regards of communication, computation,
and storage costs.

[103] Leverages the Ethereum blockchain for the interaction
among the cars in the decentralized IoV system.

Ensures secure financial transactions and safe interaction
between the autonomous cars.

4.3.9. Protocol-Based Access Control (ProBAC)

The ProBAC model represents a tailored set of protocols chosen for IoT access control
to meet specific access control requirements [19,22]. Pereira et al. [104] introduced a service-
level authorization strategy based on a constrained application protocol (CoAP) aimed
at lightweight IoT devices. They contended that their framework resolved the challenge
of fine-grained access control, which was not achievable with other connection control
systems such as DTLS and IPsec. Authentication of Things (AoT), a collection of crypto-
graphic protocols, was presented in [105] by integrating identity-based and attribute-based
cryptography alongside the ABAC scheme to deliver robust authentication and adaptable
access control throughout the entirety of the IoT product life cycle. Sciancalepore et al. [106]
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proposed OAuth-IoT, a versatile authentication and authorization framework designed to
provide secure authorization for HTTPS using the widely adopted OAuth protocol.

In another paper [107], Cirani et al. introduced IoT-OAS architecture, utilizing OAuth-
based service authorization. Their sole focus was on integrating HTTP/CoAP services
into an authorization framework that incorporated OAuth-based authorization services
(OAS). Similar to [107], Wu et al. [108] presented an access control framework designed
for smart home using CoAP and explored its incorporation with HTTP to enhance the
adaptability of current web-based services. To protect extremely sensitive physiological
data from possible threats and adversaries, Kumar and Gandhi [109] presented a framework
for authentication and authorization using smart gateways, integrating DTLS and CoAP
authentication mechanisms. Later, in [110], an IoT access control approach was devised
by integrating IoT devices with web-based services, treating specific IoT communication
elements like MQTT as resources. Specifically, the primary aim of the research was to
establish a cohesive access control system across diverse IoT devices. After that, a universal
access control enforcement system was designed by Colombo and Ferrari [111] using MQTT.
Specifically, this system integrated ABAC to govern message transmission according to
user preferences, employing corresponding access control techniques.

4.3.10. Relationship-Based Access Control (ReBAC)

User-to-user, user-to-device, and device-to-device relationships are recognized as a
potential identity and access management system for the IoT [112]. Relationship-based
Access Control (ReBAC) allows the inclusion of user relationships in determining access
control choices and facilitates customized policy implementation. Arora et al. [113] intro-
duced a higher-order relationship-based access control model referred to as HO(T)-ReBAC
where authorization decisions were taken based on the history of relationship changes.
Later, Praharaj et al. [114] proposed ReBACIoT, a comprehensive and adaptable access
control framework tailored for socially integrated smart IoT systems. Notably, the model
incorporated social relationships among users in addition to attributes.

4.3.11. Risk-Based Access Control

The risk-based access control model employs security risk levels to determine whether
access requests should be granted or denied. In the realm of access control, security risk
refers to the potential for information exposure and subsequent harm that may arise from
system access [115]. Atlam et al. authored a series of papers [116–118] focusing on risk
for developing access control models for IoT systems, which also included a literature
review [119]. Recently, they proposed a neuro-fuzzy system model aimed at evaluating
the security risk level linked with each access request across diverse Internet of Things
applications [120]. Jiang et al. [121] presented RQ-UCON, integrating risk quantification
and a UCON scheme to safeguard the privacy of healthcare big data. This model involved
quantifying, updating, and computing risk values for doctors by analyzing their past access
behaviors and real-time access patterns. Subsequently, doctors were granted access based
on the alignment of their risk assessment with the operational risk parameters.

4.3.12. Temporal- and Spatio-Temporal-Based (T&ST-Based) Control

Conventional access control models do not consider environmental factors when
making access decisions, which may render them unsuitable for IoT environments.
Guo et al. [122] introduced DABAC, a spatio-temporal domain access control framework
based on smart contracts. The system included domain elements to enforce physical loca-
tion restrictions on dynamic IoT devices, offering enhanced control by integrating spatial
and temporal data for more flexibility and precision. Again, STRAC was introduced [123],
which integrated space, time, and reputation to manage access to information within the
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sensing layer of the IoT. The authors in this approach adopted a lattice-based method
to reduce the complexity of policy bases, utilized nondeterministic and stochastic autho-
rizations to enhance communication reliability, and introduced two update mechanisms
based on attributes and election to adjust node reputations. Lee et al. [124] proposed LTAC,
an access control system that integrated location, time, and security levels to regulate object
access within the IoT sensing layer. In particular, their focus was on resolving the challenge
of determining the timing and location for granting access requests, as well as defining
authorized users. Additionally, they employed the concept of an access lattice to reduce
the complexity of the policy base. Similarly, Abdunabi et al. [125] introduced an STABAC
model, which incorporated environmental attributes like location and time, to govern
access decisions for healthcare information systems in such networks that often generate
sensitive data collected by IoT devices.

4.3.13. Hybrid Access Control (HyBAC)

Attia et al. [126] proposed a hybrid AC model using ABAC and RBAC and claimed
that the model simplified the expression of detailed security policies for systems without
causing an increase in the number of roles or rules within the security policy. Particularly,
the framework takes into account the users, resources, and environmental attributes to
make access control decisions. In one part, the active role of the specific user is extracted,
followed by the second part (executing simultaneously) where the type of the resource,
whether shared or private, is obtained. Based on a predefined set of rules and access mode
requested by the user, a few unique as well as shared rules are produced and evaluated
to decide whether the authorization should be approved or rejected. Figure 10 shows the
hybrid access control mechanism as a whole.

Figure 10. Workflow of a hybrid AC model using ABAC and RBAC (the arrows in this figure represent
the normal directional flows).

In [127], PerBAC was proposed for tailoring the pervasive and dynamic nature of IoT
environments. Particularly, the model integrates ABAC and OrBAC to offer robust, context-
aware, and scalable access control. In 2020, Thakare et al. [128] developed a model based
on priority and attribute called PAR-BAC which was designed for a considerably expansive
medical context within the Azure IoT cloud. Aftab et al. [129] combined the features of
traditional RBAC and ABAC models to address the secure localization of IoT-enabled smart
vehicles. They employed a dynamic Conflict of Interest (COI) alongside their proposed
HAC model to mitigate overload and latency issues in access control. Ameer et al. [130]
proposed two hybrid models, HyBACRC and HyBACAC, which merged the benefits of
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ABAC and RBAC. These models adopted role-focused and attribute-focused strategy in
their development, respectively.

Other hybrid models are proximity-based and ABAC [131], attribute and role-based
(ARBHAC) [132], trust and attribute-based (T-ABAC) [133], and policy-based [134].

The summary of Hybrid Access Control Models in IoT is presented in Table 4.

Table 4. Summary of Hybrid Access Control Models in IoT.

Work Methodology Key Findings

[126] RBAC + ABAC
Complexity reduction in security policies
Enables the precise specification of system details, keeping the volume of rules or roles
unchanged in the policies.

[127] ABAC + RBAC + OrBAC

Enables optimal authorization decisions based on adaptive rules and entities.
Supports decentralized architecture where users gain advantages from various
organizations using contractual agreements.
Particularly, the model achieves this through the cooperation of access control layers
across multiple organizations.

[128] Priority + ABAC + RBAC

Resolves the handling inefficiency in large dynamic organizations, where similar
resources are requested at a time by multiple users. Assists each user in uniform
implementation of policies by accessing resources rights to multiple users through
integrating priorities, attributes, and roles.

[129] RBAC + ABAC Contributes to the localization of IoT as well as Satellite-based vehicles.
Reduces administrative burdens, increases adaptive behaviors, and improves security.

[130] RBAC + ABAC

Combines the advantages of EGRBAC and HABAC model features to deploy hybrid
models with similar expressiveness power. The proposed models support not only static
attributes but also dynamic attributes that make them more suitable for controlling access
to IoT environment.

[131] Proximity-based + ABAC
Supports more appropriate policy specifications to control access as well as filter
information in Intelligent Transportation System (ITS) and Location-Based Services (LBS).
Enables policy definitions and enforcement according to application domain contexts.

[132] ABAC + RBAC
Reduces the complexity of RBAC and ABAC schemes for assigning permissions and
managing policies.
Demonstrates the viability of the proposed model through an example of WeChat.

[133] TBAC + ABAC

Allows authorization of multiple static attributes. To enhance security, it takes into
account the dynamic trust attributes of users.
Specifically, if the behavior of a user causes any change in his trust level, the model
adjusts the user’s permissions to the system accordingly.

[134] ABAC + RBAC + CapBAC
Notable reduction in the volume of policy specifications.
Results in negligible amount of extra overhead compared to other standard
CapBAC models.

4.3.14. Machine Learning-Based Access Control

Outchakoucht et al. [135] proposed a comprehensive machine learning-driven frame-
work for IoT access control. They introduced the concept of an organizational notion,
significantly mitigating the issue of role explosion, a primary challenge faced by RBAC and
ABAC schemes. In a later paper, Outchakoucht et al. [136] leveraged blockchain technology
and reinforcement learning to achieve both distribution and dynamic optimization of
security policies, ensuring adaptability and self-adjustment. Zhao et al. [137] proposed a
PMML scheme, a method for access control policy maintenance in IoT systems based on
machine learning modules. Specifically, it comprised automated Policy Generalization (PG)
and Policy Evaluation (PE) modules for post-deployment rule set maintenance. In addition,
it incorporated a new measurement concept called resource similarity and quantitative rule
assessment to enhance policy mining and ensure high-quality rule sets.
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Liu et al. [138] introduced EPDE-ML, a machine learning-based approach for access
control permission decisions. This scheme translated ABAC requests into permission
decision vectors, reframing the access control problem as a binary classification task. As a
result, the operation of the system remained independent of policy scale or entity count.
Again, Usman et al. [139] proposed an automated hybrid access control system for the
supervisory control and data acquisition (SCADA)-enabled IIoT. Particularly, they utilized
a refined artificial neural network (ANN) and extreme learning machines to determine
user access rights to resources and guarantee privacy and security. By leveraging advanced
machine learning techniques, it addresses the complexities of role engineering in IIoT
setups. Likewise, Zhou et al. [140] also leveraged machine learning, specifically Adaboost
and Support Vector Machines to accomplish similar purposes. Bhansali and Hiran [141]
utilized hashing and signature to the classic context policy attribute-based encryption
technique and leveraged a federated learning approach to ensure a secure data access for
the IoMT.

A summary of the studied ML-based Access Control Models in IoT is presented in
Table 5.

Table 5. Summary of ML-based Access Control Models in IoT.

Work Methodology Key Findings

[135]

Introduces a multiple-layer authorization framework incorporating
ML and OrBAC techniques.
Notably, rather than relying on any specific learning approach,
the model varies algorithms based on the hardware resources of the
system. But in most of the scenarios, reinforcement learning (RL)
and resource-intensive supervised learning (SL) are used
considering the diversity and complexity of the IoT environment.

Mitigates a major drawback of RBAC and ABAC schemes,
the role explosion problem, by integrating organization notion
with comprehensive machine learning approaches.

[136] Leverages reinforcement learning and blockchain technology. Achieves not only distribution of the security policies but also
optimization, dynamicity, and self-adjustability of these policies.

[137]

Proposes an ML-based scheme called PMML for the maintenance of
the authorization policies in IoT.
In particular, the model comprises of two modules: automated
Policy Generalization (PG) and Policy Evaluation (PE).

The PG module enhances policy mining and the PE module
ensures high-quality policy rule sets. Consequently, the model
becomes qualitatively and quantitatively effective.

[138]
Introduces EPDE-ML, an ML-based engine for access control
permission decisions, specifically using the random
forest algorithm.

The decision time tends to be unchanged as the number of
policies or entity volume increases, provided that the attribute
category is stable.
Results in better comprehensive permission decisions while
comparing with different methods, such as lightgbm, logistic
regression (LR), k-nearest neighbor (KNN), support vector
machine (SVM), and decision tree (DT).

[139]
Determines user access rights to resources by utilizing a
feedforward neural network (multilayer perception) and an
extreme learning machine (ELM).

Addresses the complexities of role engineering, particularly in the
IIoT setups, by leveraging advanced machine
learning techniques.

[140] Utilizes Adaboost and Support Vector Machine techniques. Automation of the role assignment process.

[141]

Includes hashing and signature to the classic context policy
attribute-based encryption technique.
Leverages federated learning approach to ensure a secure data
access for the IoMT.

Protects the privacy, confidentiality, and integrity of healthcare
documents hosted on a cloud server.

4.3.15. Deep Learning-Based Access Control

Nobi et al. [142] introduced DLBAC, a DL-based access control system that bypasses
the need for attribute or role engineering, policy formulation, and similar tasks by utilizing
an end-to-end method that directly processes user and resource metadata. In addition, this
approach addresses prior concerns regarding the lack of transparency in neural network-
based access control systems [143]. Specifically, the model generates a decision engine to
extract these metadata and convert them into a binary format, and a trained neural network
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uses the transformed metadata to make access control outcomes. The entire working
process of DLBAC is depicted in Figure 11.

Thilagam et al. [144] introduced a deep learning-driven system for access control and
data analytics aimed at securing IoT healthcare environments. Particularly, this access
control model makes use of social graphs to differentiate between legitimate and malicious
users and employes a Convolutional Neural Network (CNN) to grant user-specific autho-
rizations. Furthermore, it incorporates a deep reinforcement learning (DRL) approach and
a federated learning (FL) framework to monitor access control limits, thereby safeguarding
patient privacy and maintaining the integrity of medical data. Lin et al. [145] introduced a
secure access control system which they term as SACM, which is tailored for IoT healthcare
based on attributes, incorporating federated deep learning (FDL). Graph convolutional
networks are used to analyze the social graph, unveiling the correlation between users’
social characteristics and their trust levels. Again, Singh et al. [146] introduced a secure
framework to safeguard privacy in smart healthcare scenario by integrating blockchain and
federated learning (FL) technologies. A blockchain-powered IoT cloud platform is used for
building this framework with a goal to enhance both security and privacy.

Figure 11. Architecture of DLBAC.

Identity-based encryption is used to regulate access to smart vehicles in work by
Zhou et al. [147]. DL methodologies are used in this work to block potentially harmful
data packets. Yu et al. [148] in their work introduced an approach for access control for
edge computing devices within an IoT framework. DL techniques are used in this work as
well. The authors also devised a unique edge-computing network structure for supporting
this strategy which dynamically assigns resources for specific services taking into account
current demands. A DLACB access control system was proposed by Akbarfam et al. [149]
which merges DL with blockchain technology. This framework is integrated into a DL
model coupled with prioritization rules to intelligently allocate user permissions for various
types of resources. Here, blockchain is employed for administering access control policies
and facilitating data retrieval processes. Xu et al. [150] in their work introduced another
access control approach which is rooted in Multi-Access Edge Computing (MEC) in order
to optimize system efficiency in an eco-friendly IoT environment.

An authorization system leveraging DL technique was proposed by Rahman et al. [151],
who implemented it on the Hyperledger fabric private blockchain. Particularly, smart con-
tracts are used to define the ABAC policies, with the ANN model enhancing these policies
to accurately detect and segregate harmful anomalies, thereby thwarting unauthorized
access from malicious devices. Liu et al. [152] proposed an innovative access control
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framework, named RPBAC, which utilizes risk prediction to dynamically allocate access
privileges to a node. Specifically, this is a three-tiered model, comprising a behavior feature
selection module, followed by a risk prediction module, ending with an access rights deci-
sion module. Behavior features are selected as sequences to pass as inputs in a four-layered
neural network (according to Figure 12, the input layer, the first hidden layer, the second
hidden layer, and the output layer are represented by pink, blue, red, and yellow colors,
respectively). To address the challenge of insufficient training dataset, an enhanced Genera-
tive Adversarial Network (GAN) called WCGAN is presented within the risk prediction
component, leveraging Long Short-Term Memory (LSTM) as a generator and a CNN as
a discriminator to address the challenge of insufficient training datasets (see Figure 12).
Finally, the last module decides the access rights based on a pre-established strategy.

Figure 12. Architecture of RPBAC. The arrows represent the normal directional flows.

Chu et al. [153] introduced a novel approach to multi-access control in IoT systems,
integrating battery prediction alongside energy harvesting and harnessing the capabil-
ities of reinforcement learning. Their method employed a two-tier LSTM network: the
initial layer forecasted and generated the sensor node’s battery status while the subsequent
layer incorporated channel data and predictions to formulate access control strategies.
Heaps et al. [154] developed an automated transformer-based deep learning approach to
generate access control details from a collection of user narratives outlining the software
product’s functionalities. By leveraging agile software development principles, the au-
thors automated policy specification, which encompasses actors, data entities, and their
operational interconnections using the iterative integration of user narratives in system
development. Table 6 summarizes the DL-based access control models in IoT.
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Table 6. Summary of DL-based Access Control Models in IoT.

Work Methodology Key Findings

[142]

Introduces DLBAC, which eliminates attribute or role engineering
required in typical access control models.
Generates a decision engine to extract users and resources metadata, as
well as a trained neural network to transform these metadata to make
access control outcomes.

Addresses the lack of transparency issues in prior neural
network-based access control systems.
Outperforms EPDE-ML[138], meaning that DL-based policy
mining techniques show more accuracy in decision making as
well as exhibit higher generalization than traditional ML ones.

[144]

Utilizes social graphs for differentiating authorized and
unauthorized users.
Leverages a CNN model to allow user-specific authorizations.
Integrates a deep RL and a federated learning framework to monitor
access control limits.

Experimental evaluation demonstrates that the model ensures
effective preservation of patients’ privacy and high integrity of
medical data.
Achieves 95% precision, recall, and f1-score, along with 98%
accuracy when the number of users increases.

[145]

Proposes an FDL and attribute-based access control model
called SACM.
To analyze the social graphs and unveil the correlation between users’
social characteristics and trust levels, graph convolutional networks
are designed.

Results in high privacy and data integrity in IoT
healthcare systems.

[146] Leverages blockchain and federated learning technologies to enhance
both security and privacy measures.

Enhances the robustness and resilience of the system since the
framework facilitates decentralized data management through
the integration of DL and blockchain.
Reduces latency and increases generalizability for various
smart healthcare applications.

[147]
Combines identity-based encryption with deep learning methodologies
for not only controlling access but also blocking harmful data packets in
smart vehicular systems.

The system exhibits 99.72% accuracy in detecting
malicious packets.

[148] Employs deep reinforcement learning techniques for edge computing
devices within an IoT framework.

Dynamically and flexibly assigns resources for specific services.
Demonstrates viability as well as more efficient use of resources
under constrained conditions.

[149]

Presents DLCAB, a merged model of deep learning and blockchain.
On the one hand, the model assigns permission to resources by
integrating the deep learning model coupled with prioritization rules.
On the other hand, it uses blockchain to administer access control
policies and facilitate data retrieval processes.

DLBAC keeps consistent in processing time even with an
excessive number of requests.
Offers not only automatic access control but also improved
security through blocking data breaches.

[150]
Introduces a deep convolutional network for optimizing authorization
in energy harvesting IoT devices. Specifically, an LSTM is designed for
predicting energy level at these devices.

The model improves system efficiency through a convenient
training strategy and an appropriate reward technique.

[151]
Devises a model deployed on the Hyperledger fabric private
blockchain, which utilizes smart contracts to define ABAC policies and
an ANN model to create a dynamic and robust access control system.

DL enables the system to make decisions intelligently and
adaptively, thus detecting and segregating harmful anomalies
accurately with blockage of unauthorized access from
malicious devices. It automates the access control policies with
the help of the Hyperledger fabric blockchain.

[152]

Presents RPBAC, employing risk prediction to dynamically allocate
access privileges to a node. Additionally, it introduces extended GAN
(WCGAN) within the risk prediction component, utilizing an LSTM as
generator and a CNN as discriminator to address the challenge of
insufficient training datasets.

The proposed WCGAN converges faster than traditional GAN.
Improves the performance of the NN while using
WCGAN-generated datasets. RPBAC achieves significantly
higher (87%) efficiency compared to RBAC (72%) and ABAC
(75%), although it takes slightly more time.

[153]
Develops a reinforcement learning-based multi-access control approach,
leveraging a two-tier LSTM network where one layer predicts battery
status followed by another layer that defines access control strategies.

The proposed deep LSTM network minimizes the aggregated
battery prediction loss and maximizes long-term discounted
sum rate of partial users.

[154]
Introduces an automated transformer-based deep learning approach to
generate access control details from a collection of user narratives
outlining the software product’s functionalities.

Enhances accuracy and consistency in policy generation, hence
minimizing the risk of overlooking critical access controls,
resulting in secure software systems.

4.3.16. Other AC Models

Gupta et al. [155] devised a structured model called GCP-IoTAC enhancing access
control within Google Cloud Platform (GCP), aiming to enhance access control for IoT
applications. Their proposal included extensions based on attributes to enable more precise
access regulation within GCP and its IoT infrastructure. Tandon et al. [156] presented
HCAP, a capability system rooted in historical data, building upon the identity-based
capability system (ICAP) [157] aiming to enforce permission sequencing constraints through
security automata (SA) within a distributed authorization setup tailored for IoT devices.
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SENSEI [158] was a large-scale project which offered an access control model based on
billing (BBAC) and privilege (PBAC) [14]. In BBAC, access control decisions are determined
by the business model, prioritizing rewards over user identity, allowing services to be
granted to anyone who offers sufficient compensation. In contrast, PBAC operates based
on organizational policies, valuing user identity and considering the inherent security
sensitivity of the service to the involved organization(s), ensuring access is restricted to
specific users. Karimibiuki et al. [159] proposed a dynamic policy-driven system called
DynPolAC to protect information within IoT settings. Their approach involves creating a
new language for access control policies and building an access control engine comprising
a rule parser and a checker. This engine operates dynamically, continually processing and
updating policies in real time with the goal of reducing service interruptions.

In [160], a new framework for home gateways was introduced, allowing seamless
integration of diverse IoT devices, protocols, and services from various vendors. Alongside
this, a novel access control system tailored for specific smart home situations was devel-
oped. Rivera et al. [161] suggested utilizing User-Managed Access (UMA) to establish a
cohesive access control framework that can accommodate various entities in a hybrid setup
comprising IoT devices and intelligent agents, regardless of their individual characteristics.
Uddin et al. [162] proposed AW-TRBAC, an innovative framework that improves upon
RBAC by dynamically assigning access privileges to users and ensuring access governance.
The scheme is built on the concept of dynamic segregation of duties (SoD) and process
workflows, emphasizing task-specific limitations for role restrictions, access governance,
and logging. Omolola et al. [163] designed a novel authorization technique based on
policies for IoT and smart city environments. Specifically, they utilized the concept of
trust policies and delegations adjusted from the LIGHTest project, resulting in a flexible,
simple, and fine-grained access control mechanism for dynamic and heterogeneous IoT
devices. Table 7 depicts the other Access Control (AC) models in this research area. lists
different access control models in IoT based on their sources. Recently, a signature-based
authorization scheme, SBAC-FC, has been proposed for fog computing-enabled big data
applications. This scheme was tested under various ML models to estimate the cardiac
arrhythmia in patients, resulteing in around 72%∼83% accuracy.

Table 7. Other Access Control Models in IoT at a glance.

Work Methodology Key Findings

[155]

Proposes GCP-IoTAC, which includes ABAC enhancements
to enable more precise access regulation within GCP and its
IoT platform.
Particularly, the authors employ dynamic roles,
attribute-oriented, and role-oriented approaches while
implementing attribute-based extensions.

Experimental results disclose a role-centric strategy offer
most suitable for detailed access control within GCP.

[156]
Develops a historical data-dependent capability-based
system (HCAP) to necessitate access control
policy constraints.

Prevents replay attacks and guarantees resiliency to
untrustworthy user actions.

[159]

Presents an adaptive policy-driven system named
DynPolAC deploying an access control engine with a new
language for processing and updating access
control policies.

Shows faster responses and more sensibility than
eXtensible Access Control Markup Language
(XACML)-based methods. Consequently, it reduces
service interruptions.

[160] Employs a hybrid method integrating the OSGi User Admin
service with XACML.

Offers consistent and resilient authorization that
minimizes vulnerabilities typically associated with
diverse IoT devices.
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Table 7. Cont.

Work Methodology Key Findings

[161] Introduces an UMA-based unified access control in a hybrid
setup of IoT devices and intelligent agents.

Provides flexibility to regulate access control policies
regardless of the individual characteristics of different
entities. As a result, managing various permissions and
roles during the decision-making process for negotiating
agents becomes more straightforward.

[162] Proposes a task and workflow-based framework extending
the RBAC scheme called AW-TRBAC.

The dynamic access privilege assignments, SoD,
and administration make AW-TRBAC not only
expandable but also manageable to crucial risks in web
applications while handling highly complicated requests.
Imposes policies on data storage by generating task
instances with designated events and actions to address
the risk of inadequate logging and monitoring.

[163] Leverages the concept of trust policies to design a novel
authorization technique.

Provides both fine-grained and simplified access control
management through centralized specification and
enforcement of policies across diverse IoT devices
and applications.

4.4. RQ4: What Are the Recent Trends of Access Control Models and Their IoT
Application Domains?

In this subsection, we investigate the researchers’ tendencies while developing access
control framework for the IoT system. According to our study from RQ2, we find that the
state-of-the-art models, especially blockchain-based and deep learning-based authorization
schemes, are widely leveraged for IoT. Interestingly, the significance of the attribute-based
traditional scheme, ABAC, has not faded yet. To observe the specific pattern of employing
these techniques, we draw a plot in Figure 13. The figure demonstrates the number of
publications (solid lines) as well as the trends (dashed lines) of these three access control
models in the last few years. Though we see a linear increasing shift in all three cases,
the rise of the blockchain’s dashed line is much higher than that of deep learning and
ABAC. In addition, it can be seen that blockchain technology has been utilized remarkably
in the last two years (2023 and 2024). Moreover, we observe a tendency of preferring deep
learning-based models over the conventional attribute-based models.

Figure 13. Year-wise publications and recent trends of the widely used ABAC, blockchain-based,
and DL-based access control models in IoT.
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We analyze the proportion of the existing authorization schemes considering various
IoT application domains. Interestingly, we find that more than half of the access control
models (almost 57.4%) are developed considering no specific IoT sector, which indicates
the applicability and usability of these frameworks in all IoT fields. However, a notable
number of existing works (18.3%) are focused on the IoT-enabled healthcare systems. Since
the patients’ private and sensitive information (also known as electronic healthcare records)
is stored in the cloud, in most cases, the secure access and management of these data are
extremely needed. Additionally, several research works aim to develop frameworks for the
smart home and intelligent transportation systems. A list is shown in Table 8 regarding the
access control models deployed in different applications of IoT. Another important findings
is that smart home and healthcare-specific authorization schemes adopt conventional access
control models, such as RBAC, ABAC, and CapBAC. On the contrary, blockchain-, machine
learning-, and deep learning-based advanced schemes are not confined to any specific IoT
domains. This finding discloses that the state-of-the-art models are more adaptable, flexible,
and scalable for the dynamic IoT ecosystem.

Table 8. List of access control models based on different IoT application domains.

IoT Application Domains Access Control Models Ref.

Smart Home
RBAC, RBAC, CapBAC, ProBAC, HyBAC
(RBAC+ABAC), HyBAC
(RBAC+ABAC+CapBAC), others

[43,44,69,108,130,134,160]

Healthcare

RBAC, ABAC, ABAC, ABAC, ABAC,
CapBAC, BC-based, BC-based, ProBAC,
Risk-based, T&ST-based, HyBAC
(ABAC+RBAC+Priority), DL-based,
DL-based, DL-based, BC-based, ABAC,
BC-based, BC-based, BC-based, ML-based

[46,47,51,53,57,59,65,78,80,97,98,101,102,109,121,
125,128,141,144–146]

Industry RABC, ABAC, ML-based, BC-based [45,56,99,139]

Intelligent Transportation
System

ABAC, ABAC, HyBAC (RBAC+ABAC),
HyBAC (ABAC+Proximity), DL-based,
DL-based, BC-based

[54,55,103,129,131,147,152]

Smart city BC-based, others [88,163]

Agriculture ABAC [60]

Generalized Almost all types of models

[17,41,42,50,52,58,61–64,66–68,72–77,79,81–87,89–
96,100,104–107,110,111,113–118,120,122–
124,126,127,132,133,135–
138,148,150,151,153,155,156,159,161,164]

Further analysis is conducted on the application domains of widely used IoT access
control models, especially blockchain-based, deep learning-based, and attribute-based
ones. More specifically, in this part, we consider three IoT application domains which
focus in IoT applicaion: the healthcare system, the intelligent transport system, and the
generalized sector. One of the notable findings is that in most cases, blockchain-based
models are applied to any IoT domain, irrespective of healthcare, smart home, industry,
or any other field. However, some of these categories of schemes (25%) are still dedicated
to the healthcare sector. On the other hand, while developing DL-based and attribute-based
authorization models, healthcare and intelligent transport systems are also given similar
importance with generalized application domains. Interestingly, the traditional ABAC
schemes are notably employed in the healthcare system since around 45% of cases are
found. The percentages of different IoT application sectors of these models are illustrated
in Figure 14.
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Figure 14. Analysis of blockchain-based, deep learning-based, and attribute-based (ABAC) different
IoT application sectors.

4.5. RQ5: Which Requirements Are Fulfilled by the Existing Access Control Models?

In this section, we explore how our studied authorization models support access
control requirements in general, without depending on specific solutions.

Granularity [12,13,36]: Refers to the capability to regulate data and resource access
through the establishment of access control guidelines tailored to individual users or groups.
Typically, these guidelines necessitate contextual details to enable precise control and are
ideally articulated in a more detailed manner.

Context awareness [12]: The ability of a model to dynamically adjust access permis-
sions based on changing contextual factors like time, location, and user actions within
the environment. Context is very crucial for upholding privacy and security standards
for all parties involved. They have to be carefully assessed when determining whether to
authorize or restrict access to IoT devices or data.

Dynamicity [12,36]: This is defined as an access control framework’s capability to
adapt policies in real time and to decide based on the contextual information provided.

Interoperability [12,13,134]: This means the ability to effectively coordinate access
control mechanisms in heterogeneous domains, which may have a wide variety of devices,
protocols, networks, and platforms.

Delegation [12,13]: An entity with the authority over a resource or device can grant
access rights (termed delegator) or temporarily delegate specific permissions to another
entity (delegated) under predefined constraints. Given the ever-changing landscape of
IoT, it is crucial for an access control framework to adapt smoothly to frequent users and
resource additions to enable flexible delegation.

Automatic Revocation [12,36]: Revocation in plain terms refers to dynamically remov-
ing or invalidating access privileges from users or devices. Considering the constantly
evolving nature of IoT environments in which devices frequently connect and discon-
nect from the network, an access control framework ought to automatically revoke access
privileges upon meeting predefined conditions.

Scalability [12,13,36,134]: Scalability is the expandability of the network. To effectively
handle the heterogeneity and continuously expanding nature of IoT devices, resources,
and services, access control models in general need to be highly adaptable in both the scope
and format of their policies.

Data trust [134]: By this, we mean establishing trust and confidence in the data
generated, collected, shared, processed, and maintained within the IoT systems.

Continual control [134]: It is interpreted as ongoing and dynamic access control
decisions, such as management and enforcement of access rights for users and devices in
an IoT network.
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Security [134]: An access control framework for IoT must prioritize safeguarding user
privacy from various cyber threats considering the extensive range of connected devices
from smart home gadgets to industrial sensors.

Integration support [134]: Since the IoT environment is extensively diverse, there may
be a need to combine different mechanisms and approaches to manage access rights for
users and devices.

User-driven [13]: It refers to the ability of the users to actively participate in defining,
managing, and modifying access rules. Access control mechanisms ought to be driven by
users since IoT applications necessitate direct user involvement in authorization, and users
retain control over their data.

Apart from these major ones, there are a few more requirements, such as Ease of
use [13,134], Distributed Nature [12,36], Availability [36], Efficiency [36], and Flexibility [13,36].

Table 9 presents a comparison of different access control frameworks based on their
concern about satisfying several access control requirements using yes and no. This table
shows the relative advantages and disadvantages of various proposals in terms of the
considered aspects. The list of requirements is gathered from several works [12,13,36,134].
In fact, the existing surveys do not study access control requirements for all these models.
Moreover, they analyze only a few requirements. In this paper, we explore 17 security
requirements (the presence of which is considered an advantage and the absence considered
a disadvantage) fulfilled by both the conventional and advanced access control models,
thus contributing to the state-of-the-art literature.

Table 9. Comparing access control models based on specific requirements for IoT. Here, ✓ = Yes,
and ✕ = No. Here, presence means advantage and absence means disadvantage of a model.

Requirement
Access Control Models

RBAC ABAC CapBAC UCON OrBAC TBAC BC-Based ProBAC ReBAC Risk-Based T&ST-Based HyBAC ML-Based DL-Based Others

Granularity ✕ ✓ ✕ ✓ ✕ ✓ ✕ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✕

Context-Awareness ✕ ✓ ✕ ✓ ✓ ✓ ✓ ✕ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Dynamicity ✕ ✓ ✕ ✓ ✕ ✓ ✕ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✕

Interoperability ✕ ✓ ✓ ✕ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✕

Delegation ✕ ✕ ✓ ✕ ✓ ✕ ✓ ✕ ✓ ✕ ✕ ✓ ✓ ✓ ✕

Automatic Revocation ✕ ✕ ✓ ✕ ✕ ✕ ✓ ✕ ✓ ✕ ✕ ✓ ✓ ✓ ✕

Scalability ✕ ✓ ✓ ✕ ✕ ✓ ✕ ✓ ✓ ✓ ✕ ✓ ✓ ✓ ✕

Data trust ✕ ✓ ✓ ✓ ✕ ✓ ✓ ✓ ✓ ✓ ✕ ✓ ✓ ✓ ✕

Continual control ✕ ✓ ✓ ✓ ✕ ✓ ✓ ✓ ✓ ✓ ✕ ✓ ✓ ✓ ✕

Security ✓ ✓ ✓ ✕ ✓ ✕ ✓ ✓ ✓ ✕ ✓ ✓ ✓ ✓ ✕

Integration Support ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

User-driven ✓ ✕ ✓ ✓ ✕ ✓ ✓ ✕ ✓ ✕ ✕ ✓ ✓ ✓ ✕

Distributed Nature ✕ ✕ ✓ ✕ ✕ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✕

Ease of use ✓ ✕ ✓ ✓ ✓ ✕ ✓ ✓ ✓ ✕ ✓ ✓ ✓ ✓ ✕

Availability ✕ ✕ ✕ ✓ ✕ ✓ ✓ ✕ ✓ ✓ ✓ ✓ ✓ ✓ ✕

Efficiency ✕ ✓ ✕ ✕ ✕ ✓ ✕ ✓ ✕ ✓ ✕ ✓ ✓ ✓ ✕

Flexibility ✕ ✓ ✕ ✕ ✕ ✓ ✕ ✕ ✓ ✕ ✕ ✓ ✓ ✓ ✕

5. Discussion and Future Challenges
This study extensively exhibits existing access control models in the IoT environment.

Around 115 published works, including 77 journal papers and 38 conference papers, are dis-
cussed with essential technical findings. Though in the past, researchers tended to be more
interested in conventional schemes, they eventually started focusing on advanced machine
learning, deep learning, blockchain, and hybrid models. Although classical RBAC, ABAC,
CapBAC, and TBAC frameworks offer complexity reduction and scalability, the incompara-
ble characteristics of the advanced models such as high efficiency, accuracy, and dynamicity
play a pivotal role in changing the researchers’ attention. Further examination of the access
control requirements satisfied by the models as depicted in Table 9 discloses that different
models have different dimensions and priorities. However, the integration support aspect
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is commonly required for all access control models while Automatic Revocation, Efficiency,
and Flexibility are of relatively lower priority in most of the existing models.

Though the sophisticated state-of-the-art models show improved performances in pol-
icy formation and access regulation, there are still several issues that need to be considered
while developing access control models for IoT systems in the future:

i. Challenges of Combining Models: A comprehensive exploration of hybrid authoriza-
tion models reveals that researchers are confined to specific schemes such as RBAC
and ABAC schemes to bring about new solutions. Another crucial issue to uncover is
that all of the hybrid models combine only the conventional schemes, RBAC, ABAC,
etc. Consequently, the existing hybrid schemes can only reduce complexities of the
policy management, decrease extra overhead, and handle issues related to individual
models. The adaption of complicated patterns and uncertain environments remains
unresolved, which results in inefficiency and severe security and privacy issues. Hence,
we need an appropriate framework for large-scale distributed IoT systems. Arguably,
integrating diverse models is a difficult task since they have distinct dependencies, ad-
vantages, and drawbacks. A rigorous technical investigation is needed on the potential
usability, viability, and applicability of integrating traditional and advanced schemes.
However, intuitively, different conventional models leveraging roles, attributes, ca-
pabilities, trusts, risks, and relationships can be consolidated with machine learning-
or blockchain-based models to not only increase efficiency and adaptability but also
lessen complexities.

ii. Dependency on High Computational Resources: The experimental results of the
existing models demonstrate that though the blockchain-, machine learning-, and deep
learning-based frameworks offer high accuracy, enhanced security, and better perfor-
mance, these models require excessive computational power like high-performance
GPUs (Graphics Processing Units), a large volume of storages for generating, execut-
ing, and managing large datasets during training and testing phases. Undoubtedly,
deep learning algorithms can seamlessly handle enormous datasets and offer fast
processing, but they require significant time to achieve minor precision improvements.
Moreover, parameter-tuning is another unavoidable critical issue since adjusting the
number of layers with the expected accuracy is entirely correlated [165]. In this regard,
heuristics and metaheuristics, especially evolutionary algorithms (EAs) adapted from
nature, can be utilized to obtain optimized solutions in a short time.

iii. Scalability and Latency Issues of Blockchain: According to the existing studies,
the mining processes of consensus algorithms in the blockchain, such as Proof of
Work (PoW), Proof of Stake (PoS), and Proof of Existence (PoE), are proven to incur
high electricity and energy, which surpass the capabilities of resource-constrained
IoT devices [166]. In addition, the unavoidable scalability issues in IoT become more
extreme while blockchain-based models are leveraged since the transactions per sec-
ond in blockchain are comparatively much higher [167]. Numerically, the average
throughputs of different blockchain protocols, for example, Bitcoin and Ethereum, are
7 and 20 transactions per second, respectively. Likewise, other systems integrating
blockchain technology such as PayPal and Visa exhibit 200 and 2000 transactions per
second, respectively [168]. Moreover, the excessively high latency of blockchain trans-
actions adds to the inefficiency of IoT access control models. Latency refers to the total
time between initiating a transaction and confirming its validation at the receiver’s
end. In blockchain, transactions are kept in a queue for verification through consensus,
which increases the delay (or latency) as the number of nodes increases [169].

iv. Issues of Cloud-enabled IoT AC Models: The integration of cloud computing re-
solves the resource-constrained and power-constrained limitations of IoT devices to
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a large extent. Thus, a new structure called Cloud-IoT architecture is formed, where
continuously generated huge amounts of diverse and dynamic IoT data are shared and
transferred to the cloud for storing, managing, and analyzing. In addition, different
entities like physical devices, gateways, and service providers are involved in IoT
data management in the cloud. Consequently, these data become more susceptible
to security breaches since the attack surface significantly enlarges. Specifically, three
major concerns including security, ownership, and privacy while sharing IoT data are
mentioned in [170]. To address these issues, it is essential to design formal procedures
for specifying data possession. Simultaneously, to monitor and control data flows
and ensure security and data trust, researchers need to concentrate more on developing
sophisticated architectures considering CE-IoT (Cloud-enabled IoT).

In addition to the issues and challenges mentioned above, edge-cloud collaboration is
one of the most trending topics nowadays. Numerous studies in the literature have been
conducted on this computing technology-based network while performing different tasks,
such as object detection [171], resource allocation [172], anomaly detection [173], exception
handling in production [174], etc. Recently, Wang et al. [175] leveraged a matchmaking
attribute-based encryption technique to develop a trustworthy access control, especially
in the cloud-edge-device data-sharing paradigm. Specifically, they restricted malicious
behaviors of data owners by evaluating and sanitizing trust values (quality) of data. There-
fore, it is recommended that new access control schemes be developed considering the
edge-cloud-driven IoT network.

As this is a survey paper, we opt not to comment on specific technical performance
issues without appropriate study in that direction. Combining various models and testing
their performance or optimization is out of the scope of this work. Future research efforts
can be exerted to test the performance of various combined models and their applicability
in different IoT scenarios.

6. Conclusions
While the promises offered by IoT are catchy, the access control model would either

make it or break it for real-life implementations. In this paper, we studied some crucial
aspects of authorization for IoT, specifically emphasizing access control models. We con-
tributed to the literature by exploring almost all existing significant works, considering
the crucial period of research in this area, which has captured both the conventional and
advanced schemes. Simultaneously, we analyzed the trade-offs of adopting advanced
models like blockchain, machine learning, and hybrid models. Moreover, we elaborated on
a few well-established advanced and revolutionary works by presenting their substantial
architectural designs. Furthermore, we analyzed the major outcomes of all the studies
included in this survey, prioritizing their strengths. This in-depth analysis will facilitate
the decision-making process on which access control model is the most appropriate one,
depending on the specific real-world IoT applications. Apart from these, a large-scale visu-
alized taxonomy of access control models in the IoT environment was drawn, the recent
trends and various specialized schemes considering specific IoT application domains were
analyzed, and the requirements achieved by these authorization solutions were figured out.

In the end, we depicted several technical challenges of designing sophisticated access
control models for IoT and then mentioned some insightful possible directions, such as com-
bining conventional schemes with machine learning, adopting heuristics and metaheuristics
techniques with deep learning, and developing scalable blockchain solutions for resource-
constrained IoT devices. We hope that both the general readers and expert researchers actively
working in this area are able to use this study as a useful resource material.
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