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Abstract: The railway industry—traditionally a conservative industry with low adaption speed for
innovation—is currently entering its digitization phase. The sector faces a challenge in integrating
new technologies and approaches into the employed—often safety-critical—systems. Keeping the
systems secure while conforming to the demanding safety norms creates previously unknown prob-
lems. In the last decades, the number of attacks on the railway system has increased. Furthermore,
with standardized digital technologies, the attack surface will keep growing. Therefore, in this
work, we look into the foreseeable future of the railway system and present 21 likely use cases. We
analyze these use cases regarding possible threats, rate the severity of these threats, and deduce
and rate necessary countermeasures. To this end, we model these use cases and the corresponding
threats and countermeasures using Attack Graphs. We use a graphical solution for the risk and
security analysis due to advantages over other methods, i.e., table-based solutions, like simplified
presentation and an easier understanding of relationships, dependencies, and interactions between
various elements. From these Attack Graphs, we extracted 14 commonly recurring attack strategies.
After analyzing 49 countermeasures regarding their current maturity and further research and stan-
dardization demands, we identified 21 in need of further investigation. This implies that 21 necessary
countermeasures to secure these future use cases require further research to apply to railway systems
or require standardization. These results will help researchers focus on the necessary research and
standardization and railway operators to ensure the security of their systems.

Keywords: railway system; Attack Graphs; technology forecast; security threats; security measures;
standardization; research demand; transportation; critical infrastructure

1. Introduction

Future railway networks are expected to provide more capacity. For example, in Ger-
many, the goal is to provide up to one-third more [1]. Since 2019, the German government
has increased its annual investment in Germany’s primary railway infrastructure operator,
Deutsche Bahn’s rail network, to realize this goal. Surpassing road infrastructure funding
for the first time in 2022. The German government aims to double passenger numbers by
2030, primarily for climate policy reasons [2].

Significant performance improvements are necessary to achieve these objectives. This
pertains to every aspect of the entire railway system, starting from traffic control and the
utilization of the existing rail network to managing passenger flows at stations and aboard
vehicles, facilitating a seamless connection to various transportation modes for the smooth
and controlled movements of goods and passengers. Consequently, a comprehensive
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digitization of the technology and operational processes of the railway system is required.
This objective not only fosters new technological trends but also enhances the capacity
and attractiveness of the overall railway system. However, it also introduces new security
vulnerabilities and risks, posing threats to the availability and operational safety of the
railway system.

An analysis of physical attacks on the railway system by Iffländer et al. [3] shows that
attacks have been drastically rising since the 1990s. Moreover, 35 out of the 127 attacks that
have been analyzed have taken place in the last decade. This shows that the railway system
is an increasingly popular target. Likely due to its high vulnerability and wide-spread and
easily accessible network, it can be declared a so-called “soft target” [4].

In the “Forecast of security requirements and evaluation of possible security concepts
for the railway system” project, we addressed the tension between technological trends
and the challenges of threats by investigating the following research questions: (1) What
technologies will be used in railway systems up until 2050? (2) What are the use cases
for these technologies? (3) What threats are posed by these technologies and use cases?
(4) How can we secure the systems against such threats? (5) Have the countermeasures
to protect the systems against threats been researched enough and standardized for use
in railway systems? To answer these questions, we began with a technology forecast up
to 2050, describing use cases for a comprehensive overview of new technology. Using the
technology forecast, we identified use cases covering all railway subfields, ranging from
passenger and freight transport, over rolling stock and infrastructure, to train protection and
signaling technology, as well as railway operations, traffic management, and maintenance.
The use cases establish the connections between technologies, data flows, and benefits,
directly utilized to identify security needs. To identify the threat landscape, we developed
a methodology of Attack Graphs and derived an Attack Graph for every use case. After the
identification of the threat landscape, we identified countermeasures necessary to secure
the use cases. These countermeasures were then analyzed regarding their current technical
states to identify those that required further research and standardization.

Using the technology forecast, we identified 21 use cases describing the used tech-
nologies and their relations. For each use case, we constructed Attack Graphs to depict the
threat landscape, unearthing 14 recurring attack strategies that threaten these use cases.
To secure future systems against those attacks, we identified 49 countermeasures; 28 of
them are already established solutions ready for deployment in railway systems and are
mandated by standards for implementation. That leaves 21 countermeasures grouped into
6 categories that are not sufficiently developed to be used in railway systems and/or are
not mandated by standards for deployment.

Defining Attack Graphs as a graphical solution for the risk and security analysis
mitigates the disadvantages of other risk and security analysis solutions, i.e., table-based
solutions. The first advantage of Attack Graphs is that a visual representation of the security
landscape enhances the understanding and communication of complex risk information
and simplifies the identification of patterns, trends, and relationships among threats and
risks. Furthermore, different risk scenarios can easily be explored by manipulating variables
or parameters or adapting different countermeasures within the visual representation,
enabling the assessment of the potential impacts of various risk factors and the evaluation
of the effectiveness of different response strategies.

The remainder of the paper is structured as follows: After the introduction, Section 2
briefly introduces the related work to our goals. All derived use cases are described in
Section 3. The developed methodology of Attack Graphs to support the risk analysis is
summarized in Section 4. In Section 5, we identify frequently recurring attack strategies
and countermeasures that still require research and standardization. Finally, Section 6
presents an outlook on the further work needed to evolve the derived countermeasures.
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2. Related Work

To the best of our knowledge, no study exists that answers all of our research questions.
However, there are studies that help to answer research questions 1 and 2; the most relevant
are presented below.

It is necessary to know the threats to these future systems to identify the research and
standardization demands of security measures for the future railway system. Furthermore,
it is necessary to know the technologies used in future railway systems to identify the
threats. As the railway system takes up innovation rather slowly, especially technologies
that impact safety, some future technologies are already known, as they are being researched
and developed. These technologies can be found in the literature and roadmaps of railway
operators, federal offices, and research publications. These technologies include automatic
train operation (ATO) [5,6], communication-based train control (CBTC), digital interlocking,
the Future Railway Mobile Communication System (FRMCS), infrastructure modeling [7],
the European Train Control System (ETCS) [8], train-to-train communication [9], predictive
maintenance, global navigation satellite system (GNSS), innovative train integrity systems,
fiber optic sensing, industrial robots, robotic assistants [10,11], and intelligent automation.

Furthermore, a report by Arup Rail titled “Future of Rail 2050” [12] describes how
they envision the railway system up until 2050 and the technologies they deem necessary.
Some of their envisioned technologies have security impacts, making them essential to our
research. These include autonomous trains, real-time passenger information, intelligent
robots, and drones. However, the study does not include specifics about technologies, and
more notably, it omits insights on security issues, countermeasures, and the urgency for
research and standardization. To further identify technologies and use cases, we looked
into industries like the automotive industry.

To identify threats, multiple publications exist on specific technologies, which can
further be adapted or envisioned for the railway industry. For example, Iffländer et al.
covered physical attacks on the railway system that occurred in the past [3]. They analyzed
physical attacks on railway systems worldwide and collected 127 events since the late 1800s.
The attacks were structured and evaluated according to types of attackers, means of attack,
targets of the attacks, and incurred damage. Their analysis indicates a significant rise in
attacks and casualties since the 1990s. Furthermore, the means of attack are becoming
more diverse. This study supports the security analysis regarding possible physical threats.
However, it does not include digital attacks, security countermeasures, their state of
research, or standardization.

3. Technology Forecast

The project team oversaw the development of the technology forecast. To expand the
technology forecast predictions across the future railway system, the expansive expertise of
the project partners in the railway and automotive sectors was extended by members from
the areas of industry, research, and operational backgrounds to form a team of experts.

The determination of security requirements for the future railway system is based on
a technology forecast that anticipates the digital technologies that will be utilized in the
next 30 years as use cases.

Our technology forecast involved a three-stage process:

• Literature research and discussions within the project team.
• Workshops with an expert team stemming from railway operators, railway manufac-

turers, and academia.
• An exchange between the project and expert teams.

In stage 1, the existing specialist knowledge from the literature was documented,
including the expectations of the project members. In stage 2, semi-structured workshops
were held with the expert team, with the goal of

1. Finding features of the railway system that fall into the categories shown in Figure 1; and
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2. Identifying future technologies that will be available until 2050 and could be integrated
into the railway system.

For the technology forecast, 21 use cases (summarized in Section 3.3) were defined
across 6 areas: passenger and freight traffic, train protection and signaling technology,
rolling stock, trackside infrastructure, as well as railway operation, traffic management
(dispatching), and maintenance; they describe the application of digital technologies in
future scenarios (see Figure 1).

Railway System
Plan - Build - Run

Train Protection
Signalling

Passengers

Operation
Traffic Management

Maintenance

Freight
Rolling Stock

Infrastructure

Figure 1. Areas of the railway system considered in the technology forecast.

While creating the technology forecast, two fundamental goals were pursued: suffi-
cient completeness of the technology forecast and mutual validation.

3.1. Goal 1: Sufficient Completeness

Absolute completeness is challenging to achieve, with a forecast extending up to the
year 2050. This particularly applies to the railway system that has numerous subsystems.
The heterogeneity of the different subsystems caters to various technologies and use cases.
The expert team members take interdisciplinary perspectives on the railway system and,
thus, round off the technology forecast to obtain a complete picture. By consulting experts
without a specific focus on the railway system, who are unaffected by the limits of the
existing system, there is an opportunity to capture innovation that may remain hidden
from internal experts. In addition, the technology forecast aims to assess the need for
future IT security mechanisms, not to craft a perfectly accurate depiction of the railway or
transport sector. Under these conditions, a certain amount of uncertainty in the technology
forecast was deemed acceptable. Drawing knowledge from the literature and the expert
team ensured sufficient completeness of our technology forecast.

3.2. Goal 2: Mutual Validation

The technological trends and expectations formulated by the expert team were utilized,
among other purposes, for the validation of the technology forecast. To keep the mutual
influence low, the expert team was divided into two groups to perform the workshops.
Both groups independently mentioned the same or similar technologies and scenarios, thus
validating each other and pointing to a reliable forecast. Accordingly, as expected, there were
overlaps in the forecast technologies and use cases.

3.3. Use Cases

In this section, we briefly describe the 21 derived use cases. A detailed description of
the derivation process and all the use cases can be found in Leining et al. (in German) [13].
The use cases we designed describe the employment of future technologies and their
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interactions. Therefore, we do not provide detailed architecture. Also, specific architectures
can be different depending on the company or operator. However, for our research,
this level of detail was not necessary. Understanding the technologies used and their
communication medium is enough to identify the threats to the system. It is not necessary
to know, e.g., how many routers are in the network. A single one might be enough for the
system to be vulnerable, and multiple routers might only increase the attack surface.

Automated hump control. In marshalling yards, automated processes are used to as-
semble trains by shunting wagons. An automatic shunting locomotive pushes the coupled
train over the hump, and the separation of wagons is achieved through the use of digital
automatic coupling (DAC) on different destination tracks. To enable this, wagons must be
equipped with digitally readable identifiers for detection along the track.

Automated planning and plan review. Planning processes today rely on subjective in-
terpretations of rules written in prose, which can lead to inconsistencies. A complete and
logical mapping of the planning rules using mathematical relations and logical connections
enables the identification of the best and formally correct solutions while detecting conflicts
with defined goals. The same automated process can be applied to plan reviews, using
different logical connections to ensure independence and prevent logical shortcuts.

Cloud interlocking. The trend of centralizing interlocking systems continues towards
centralized cloud-based solutions, offering infrastructure companies the ability to control
their entire network from a single data center. This cloud-based interlocking system is
a service, making it an attractive option for smaller networks reluctant to invest in their
technology and expertise for a few interlocking systems. To ensure safety, it requires a
safe platform and secure communication technologies between the data center and field
elements. The advantages include centralized maintenance, backup resource availability,
standard components, such as (commercial off-the-shelf (COTS)), and centralized person-
nel deployment.

Decentralized interlocking. Traditional interlocking systems for track safety are replaced
with decentralized methods, where vehicles directly reserve routes or coordinate with
each other through V2I or V2V communication. This eliminates the need for conventional
interlocking systems. Accurate positioning of trains and infrastructure elements is ensured
using technologies like GNSS, enabling secure localization and route planning stored on
digital maps.

Emotion and intent recognition. Cameras are used to record the body language of
individuals. Afterward, affective computing [14,15] can deduce emotions and intentions
using facial expressions, postures, gestures, and, if available, language. This allows one
to make conclusions about the passenger’s mood or emotional state or it can be used to
detect indicators of aggression or willingness to engage in violence early on, allowing for
appropriate prevention and de-escalation measures to be implemented.

Remote-controlled rolling stock. Vehicles that can be controlled remotely from a central
operation center depend on reliable wireless communication, such as FRMCS, along all
possible routes to transmit extensive sensor data to the operations center and control data
to the vehicle. Centralized remote control mitigates issues related to driver fatigue as driver
relief can be handled more efficiently from a central location rather than dispersed along
the route.

Freight route management. In the future, railway operators can offer a service encom-
passing end-to-end logistics support by integrating various transportation modes. This
enables prioritization of low-emission transport routes and optimization of the route based
on factors such as the required arrival time, temperature control, criticality for avoiding
delays (e.g., just-in-time requirements), optimization of available capacities, and more. This
requires a comprehensive digital representation of traffic and customer processes.

Predictive maintenance. Predictive maintenance aims to predict when a failure is likely
to occur by analyzing the real-time operational data of the equipment. Predictive mainte-
nance could be further enhanced to eliminate regular maintenance intervals and instead
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focus solely on addressing potential failures before they occur through timely mainte-
nance interventions.

Intermodal freight handling. Intermodal freight handling describes the integration of
different modes of transportation for efficient goods delivery. Beyond the virtual coupling
of trains, individual wagons with their propulsion could be utilized for transporting stan-
dardized containers, which can operate on both road and rail or other track-bound systems,
like the Hyperloop. The wagons are combined into larger units, utilizing platooning or
virtual coupling to cover longer distances and optimize infrastructure utilization. Addi-
tionally, the possibility of transitioning to air transport is considered, and the control and
coordination of these operations are explored through concepts like “driverless operations”
or “cloud-based control”.

Intermodal travel chain. Future mobility will be a service-oriented experience that
combines multiple modes of transportation into a seamless journey with shared data
and integrated payment systems. This intermodal approach allows travelers to book
and pay for their entire trip simultaneously. Advanced technologies, such as biometrics,
GNSSs, and short-range wireless communication, enable contactless ticketing, registering
the entering and leaving actions of passengers, and automating luggage transfer between
different transportation modes.

Contactless ticket control. The ability for passengers to validate their tickets on their
smartphones, which is already available today, will be further developed to enable contact-
less authorization without any interaction with train staff. Upon boarding the train, the dig-
ital ticket will be recognized, employing technologies like Bluetooth, NFC, or satellite-based
tracking. This process eliminates the need for manual ticket inspections and requires ticket
data to be matched with a central authority through communication means like FRMCS or
satellite communication.

Optimized travel and price arrangements. Travelers require access to digital platforms that
provide comprehensive information on available travel options, pricing, and services, while
also accommodating their specific preferences and offering real-time updates on disruptions
and alternative routes. These platforms need to integrate data from various travel providers,
connect with operational centers and vehicles, and leverage Big Data techniques to handle
the complexity and volume of information. By accepting pre-defined travel profiles as
input, the platforms can offer personalized recommendations and immediate alternatives
to enhance the overall travel experience.

Optimization of passenger changeover time. Sensor-equipped trains monitor the occu-
pancies of different sections and transmit the data to the next station. The data are then
displayed to waiting passengers, allowing them to position themselves in less crowded ar-
eas before the train arrives. This reduces conflicts between boarding and exiting passengers
while improving overall comfort by maximizing available space and minimizing travel
distances within the train.

Identification of persons. Identifying individuals has multiple benefits, including analyz-
ing their behavior and providing personalized offers. It also aids in tracking individuals
involved in criminal activities or those who are helpless or missing, allowing for targeted
responses and the involvement of relevant authorities.

Travel and life management. In the future, railway operators can offer a service for
end-to-end customer guidance through a connected multi-modal transportation system.
This allows for a preference for public transportation while optimizing schedules and ca-
pacities to reduce the drawbacks of rigid timetables. Last-mile options like car sharing,
autonomous taxis, and bicycles complement the offering. The foundation is a comprehen-
sive digital representation of traffic and customers, enabling the calculation of an optimal
route based on individual requirements, habits, and preferences.

Passenger guidance through the train station. Passengers on the platform should receive
real-time information on their mobile devices to minimize infrastructure and provide
convenience. Location-based services enable tailored information specific to the platform,
utilizing the Internet of Things (IoT), mobile networks, wireless technologies (e.g., LoRa®)
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for longer distances, and shorter-range options (e.g., Bluetooth or ZigBee) for local commu-
nication. This approach improves accessibility and ensures passengers remain informed
without relying on physical display boards.

Steering action for scheduling. The control center’s dispatch utilizes standardized inter-
faces for immediate operational interventions and relies on a digital twin of the railway
system to generate precise forecasts. High computing power from technologies like quan-
tum computers or exascale computing enables real-time optimization and the ability to
respond dynamically to transportation demands. The proposed measures are promptly
communicated as speed profiles and training paths to vehicles, interlocking, and Radio
Block Centres (RBCs) for rapid implementation.

Virtual Coupling. For freight and passenger transportation, transportation units often
use shared methods before eventually parting in different directions, or different trans-
portation units from different methods come together. The process of physical coupling
and decoupling is time-consuming. The concept of virtual coupling involves avoiding
mechanical coupling processes. Instead, automatic steering directs the transport units
along predefined routes (together); they are coupled and decoupled to and from different
ways at predefined positions.

Fully automated driving. In the future, train journeys will be fully automated, with vehi-
cles performing the operations. Communication with the track infrastructure is essential to
avoid conflicts in occupancy and prevent accidents. The vehicle automatically travels along
the track to its destination, considering vehicle and track limitations within a speed profile.

On-site information. Upon arrival at the track, passengers need to be supplied with
current information, e.g., regarding a sequence of wagons, delays, or track changes. Pas-
sengers can obtain information using their mobile devices and contact service applications
to navigate to the next sign panel.

ETCS Train Protection. From today’s perspective, implementing already standardized
ETCS L3, Hybrid L3, and L2oS will significantly influence the train’s control system,
moving away from traditional track vacancy detection systems. The positioning and train
integrity determination are performed continuously on the vehicle side and transmitted to
the interlocking or RBC. Train spacing will transition from the fixed block to the moving
block, with movement authorizations relayed from the interlocking/RBC to the vehicles.

4. Attack Graphs

In the next step, we conduct a security risk analysis of the developed use cases.
To support the risk analysis, we developed the methodology of Attack Graphs and built a
software tool to automate the calculations. The underlying methodology and the software
tool have been described in more detail by Unger et al. [16] and Heinrich and Iffländer [17].
In principle, the tool allows adapting attributes freely to the current practice of the domain
under consideration, existing standards, and the risk affinity of the analyzing organization.
The German pre-standard DIN VDE V 0831-104 [18] uses the attributes “resources” and
“knowledge” known from the IEC 62443 [19] series and replaces motivation with three
railway-specific risk factors, of which, we use “location” for our analysis. This leads to the
attribute vectors (resources, knowledge, location).

Here, we only introduce the fundamental concepts and focus on the choices made
within the Attack Graph methodology to apply them to our analysis. The tool reduces the
amount of work and the susceptibility to errors, increases the traceability and meaningful-
ness of the analysis, and is freely available as open-source software (https://github.com/
INCYDE-GmbH/drawio-plugin-attackgraphs Accessed on 22 September 2023).

An Attack Graph specifically analyzes one use case (see Section 3.3) at a sufficiently
specific level of abstraction. For our study, we created 21 Attack Graphs accordingly. One
graph depicts the analyzed asset by a trapezoid (see Figure 2). Attacks on the asset lead to
various consequences or damage events, which are represented in the graph by rectangles
with rounded corners. We consider the following consequences in our analysis:

https://github.com/INCYDE-GmbH/drawio-plugin-attackgraphs
https://github.com/INCYDE-GmbH/drawio-plugin-attackgraphs
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• Financial damage to the operator, an individual, or a customer;
• Reputation damage to the operator, manufacturer, or an individual;
• Violation of laws and regulations;
• Violation of privacy;
• Infringement of property;
• Restriction of a critical service;
• Provoke chaos;
• Market manipulation;
• Obstruction of justice;
• Violation of physical integrity.

Figure 2. Example of an Attack Graph.

4.1. Refinement of Attacks

Damage events are further refined by considering particular attacks. Each damage
event can be triggered by one or more attacks (“attack step” in Figure 2). The graph
shows this relationship via a directed edge from the consequence to the attack step.
By visualizing this link, the Attack Graphs increase the traceability of the risk analysis
since they can graphically represent possible n:m relationships between attacks and con-
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sequences. The Attack Graphs support the analysis by graphically breaking down the
attacks into sub-steps (“Sub-step 1” and “Sub-step 2” in Figure 2) to refine the analysis
and the subsequent risk assessment. Sub-steps may be combined into attacks using logi-
cal disjunctions (or) and conjunctions (and). The methodology allows for nested logical
operators and is open for extension with other logical operators (e.g., XOR). A directed
edge between the nodes represents a division of a step into the sub-steps. Corresponding
nodes between two attack steps represent disjunctions and conjunctions (e.g., the AND
gate in Figure 2). A direct connection between two attack steps implicitly represents a
disjunction. The breakdown of the attack continues iteratively until reaching attack steps
whose probability of occurrence (resources, knowledge, and location) can be estimated
with sufficient precision.

4.2. Risk Assessment

After setting up the Attack Graphs, the risk assessment process follows a bottom-up
approach, starting with the leaf nodes and aggregating results upward to compute the
final assessment. In this analysis, the tool evaluates the leaf nodes of the Attack Graphs
by a selected vector of attributes to model the probability of occurrence. As described
before, we use the attribute vectors (resources, knowledge, location) taken from the German
pre-standard DIN VDE V 0831-104 [18], which is based on the IEC 62443 [19] series. The
tool visualizes the attributes with the help of icons (see Figure 2). The added value of
Attack Graphs comes from atomic leaf nodes, as their attribute assessments are more
straightforward than more complex compound attacks. However, this means that it is
necessary to aggregate the leaf node evaluations along the path to the damage event to
reassemble the sub-steps into an overall assessment. The software tool used for creating
Attack Graphs supported analysts through the prepared and automated linking of the sub-
steps according to the logical operators defined in the breakdown. A detailed description
of the required functions is presented by Unger et al. [16]. A disjunction of attack steps
assumes that the attacker chooses the most easily executable step out of several possible
sub-steps to implement an attack step. A mathematical order relation over the attribute
vectors allows comparing the feasibility of the partial steps and determining the highest
feasibility as a scalar from the attribute vector (R, K, L), as depicted in the top right corner of
each attack step. For example, in Figure 2, the evaluation of “Sub-step 1” carries over to the
“attack step” because it has higher feasibility compared to “Sub-step 2”. The combination
of several sub-steps leads to the more complex (and lower) feasibility of the resulting step.
The resources and knowledge required for a successful attack have increased, as shown in
Figure 2. For illustration, the interposed “AND” node adds the attributes of the child node
“Sub-step 21”. The software tool aggregates the attribute vectors automatically toward the
parent attack step (against the direction of the edges). Experts also evaluate the impact of
an attack or its influence on a specific consequence at the transition from the attack step
to the consequence. The estimated impact is represented as the edge weight of the edge
between the attack step and the consequence. An aggregation function in the consequence
node accepts each child node’s attribute vector and the impact (edge weight). It uses a risk
matrix to determine the attack with the highest risk for the damage described in the node
(the letter in the top right corner of consequences). The values shown in the figures are for
illustration purposes and do not reflect a specific use case.

4.3. Countermeasures

The risk analysis and assessment of the threats can consider countermeasures, which
also reduce the risk. Here, we assume an n:m relationship between the attack and coun-
termeasure since, typically, a single countermeasure can protect against several attacks
and, conversely, multiple countermeasures can protect against the same attack, or only
the combination of several measures can provide adequate protection. Figure 2 shows the
effects of two countermeasures on two attack steps and their impacts. The countermea-
sure evaluation uses the same attribute vectors as attack steps to determine the levels of
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mitigation they provide to an attack or impact. The tool displays the original assessment
in blue and crossed-out font, while the values printed in black account for the influence
of the countermeasures and, thus, reflect the risk reduced by the measure. Both “Security
Control 1” and “Security Control 2” reduce the attack feasibility of “Attack Step 1” with the
added effect in the example, which eventually leads to a risk reduction. On the other hand,
only “Security Control 2” acts on “Attack Step 2”, so there is a minor reduction in feasibility
with the same initial evaluation as “Attack Step 1”. “Security Control 3” mitigates the
impact of “Attack Step” on “Consequence 2”.

4.4. Outcome

All 21 analyzed Attack Graphs, including the attack paths, the attribute assessment,
and the countermeasures, are available online (https://github.com/INCYDE-GmbH/
attackgraphs accessed on 22 September 2023). In workshops, security experts evaluated
attributes for each attack step.

The greater goal of our analysis was to identify future standardization and research
demands, i.e., gaps in current technology and requirements in the protection against the an-
ticipated threats that we describe in Section 5.1. We strived for completeness in identifying
the gaps in the countermeasures. Still, we did not provide a complete enumeration of mea-
sures to reduce the risk of each threat below an acceptable threshold (“low”, in our case).
The latter would require demonstrating the completeness of the application of existing
countermeasures, which is not necessary to achieve the goal of our analysis.

5. Results and Discussion

Based on the use cases described in Section 3.3 and the resulting Attack Graphs, we
identified threats to the future railway system. Analyzing the threats, we discovered
that all threats correspond to 14 different categories described in Section 5.1. In order
to mitigate these threats, we further identified countermeasures, particularly those that
induced research and standardization demands (see Section 5.2).

5.1. Upcoming Threats to the Future Railway System, Inducing Research Demands

After analyzing the 21 generated Attack Graphs, including the identified threats, we
grouped them into the following 14 categories.

Unauthorized data access. Unauthorized access to data storage or other components
in the railway system poses a threat to large and small datasets, such as configuration
or control data, which are crucial for automated railway operations. Manipulating data
through unauthorized access to system components and interfaces can entail significant
risks, even if only a few small datasets are affected.

Interception of data. Even without manipulation, the interception of confidential data
poses a significant threat that can carry high risks. In the context of railways, this primarily
concerns passenger data, such as travel profiles or other personally identifiable information
(PII). Unauthorized interception of such data during the use of services, like passenger guid-
ance or travel management, represents a violation of the passenger’s privacy. An analysis
of the use cases indicates that as there is a rise in individualized, profile-based assistance for
passengers coupled with data protection regulations, new risks arise that require adequate
concepts to protect privacy (ideally “Privacy by Design”).

Tampering with Wireless Transmission. In the future, communications in railway systems
will increasingly rely on wireless technologies, such as mobile networks, satellite communi-
cation, or short-range technologies, like Bluetooth or Sigfox. Wireless communication plays
a significant role, especially in machine-to-machine (M2M) communication and, therefore,
it needs to be protected. However, remote-controlled vehicles are also attractive targets
that will be used, for example, for shunting operations or in ATO systems. Attack scenarios
include disrupting wireless communication, such as blocking M2M transmissions or pre-
venting remote control. Furthermore, false data packets can be injected, leading to incorrect

https://github.com/INCYDE-GmbH/attackgraphs
https://github.com/INCYDE-GmbH/attackgraphs
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occupancy or the release of tracks in M2M communication, or in the case of remote control,
taking control of the vehicles.

Attacks by quantum computers. Quantum computers utilize qubits instead of classical
bits, allowing for coherent superposition of the 0 and 1 states. This provides an advantage in
computational speed over classical computers, enabling exponentially complex calculations
to be performed much faster. However, quantum computers do not pose a significant
threat at present because they still have very few qubits. Many techniques for ensuring
integrity and authenticity rely on calculations that become exponentially more difficult as
the bit length increases. Nevertheless, research institutions and industries are continuously
working toward expanding and improving their quantum technologies, which may pose
a future threat to security. Therefore, it is essential to use methods that ensure integrity
and authenticity, which are robust enough to counter potential threats from quantum
computers.

Manipulation of (large) databases. As railway operators seek to improve their systems,
expand their offerings, and provide personalized services, data collection becomes increas-
ingly essential. The data are necessary for various applications, such as enabling predictive
maintenance, training artificial intelligence (AI) models, and offering tailored products to
individual customers. Therefore, the storage of large datasets plays a crucial role. It is vital
to ensure the data are neither lost nor compromised in integrity. Failure to renew system
components appropriately by predictive maintenance can lead to financial or, in the worst
case, personal harm. Manipulating training data for AI systems can also compromise
the intended function of the AI. Customer-related data pose significant risks, especially
in future use cases like intermodal travel, where sharing data with other transportation
service providers may be necessary to a certain extent. However, even in more conventional
applications, such as contactless ticket inspection and passenger identification, it is crucial
to ensure the privacy of individuals. Paradoxically, the provision of anonymized data can
still threaten individual privacy since, with an increasing amount of available data, it is pos-
sible to identify individuals through data correlation, even if all the data are anonymized.
Therefore, it is essential to ensure the confidentiality, integrity, and authenticity of datasets.

Attacks on the digital capture of the environment. Like many other industries, the railway
sector relies on an ever-increasing amount of digital data of various types. Even without
attackers, creating and maintaining an accurate digital representation of the analog world
is already a challenge. This challenge is further amplified by the use of digital twins,
which monitor the digitally cloned system in near real-time for changes (such as the move-
ment of trains or people and reactions to environmental conditions). Through cyberattacks,
the dimensions of deliberate and concealed manipulations of the real-time digital represen-
tations of the analog world come into play. Attackers could manipulate infrastructure data
in digital maps (used, e.g., by ATO) to provoke accidents or disrupt railway operations
on a large scale. For example, suppose measurement data from autonomous trains are
manipulated and do not accurately reflect reality. In that case, they can impact functional
safety and potentially enable extortion of the operator. Applications such as automated or
autonomous driving heavily rely on the accurate perception of the environment. A future
challenge will be to ensure high trust in the correct collection and retention of different
datasets. Technical approaches to address this challenge may include validation through
historical data points or integrating different measurements.

Manipulation of machine-to-machine communication. As the railway system undergoes
digitization, the technology forecast also predicts the automation of various processes.
This leads to an increase in communication between system components, such as vehicle-
to-vehicle (V2V), vehicle-to-infrastructure (V2I), and other forms of M2M communication.
It opens up new targets for attackers since actions previously carried out mechanically
can now be triggered digitally. One potential risk exists in opening a DAC to stimulate
train separation, which could, in the worst case, pose a safety hazard to following trains.
Regarding decentralized interlocking and driverless operations, M2M communication
plays a significant role. It can be abused to disrupt or transmit false track occupancy
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between infrastructure, vehicles, and control centers. Moreover, components not originally
part of the system (the attacker’s devices) can be introduced to execute these attacks.
Therefore, this communication must be protected against manipulation by ensuring the
authenticity of communication partners and the integrity of messages.

Attacks on Machine Learning. Predictive maintenance is the most prominent example
of using machine learning (ML) in the identified scenarios. ML and AI are also employed
in other scenarios to fulfill partially critical functions. A threat arises from the fact that
decisions are increasingly entrusted to AI, but such decisions are not equally as transparent
and traceable as those made by humans. Attackers can exploit this situation to manipulate
decisions in their favor. Relying entirely on predictive maintenance, e.g., by eliminating
regular maintenance intervals for points, can lead to point failures. Obstacle detection
based on the AI-based analysis of camera images can be deceived by existing obstacles
to provoke collision. Such attacks can be carried out by manipulating the AI model if its
integrity is not adequately protected.

Adversarial machine learning [20] has shown that ML can be deceived in classification
through cleverly manipulated inputs. In such scenarios, the attacker leverages knowledge
about the algorithm and model to orchestrate an attack. In image recognition, in particular,
the manipulations are so subtle that a human observer cannot detect them.

Physical attacks. Currently, providing physical protection against cyberattacks on rail-
way system components is particularly challenging because rail transportation inherently
has openly accessible critical components. These include field elements of signaling tech-
nology and vehicles with passenger Wi-Fi. The physical attack surface will further expand
as monitoring elements become more centralized. For example, the automation of shunting
and train operations, as well as remote-controlled train driving, reduce the presence of the
train driver, making it more challenging to detect physical manipulation. Signaling technol-
ogy, in particular, is characterized by a physical separation between functional safety and
IT security, which complicates the implementation of a comprehensive defense strategy.

Cyber extortion. Currently, infestation with ransomware and the associated demand
for ransom and protection money are dominant patterns of cyberattacks. The analysis
of the Attack Graphs indicates that there will be an increased vulnerability of railway
system operators in the future, where besides ransomware, other extortion scenarios
may also be possible, such as extortion for protection money under the threat of otherwise
conducted cyberattacks. This affects both the operational components (signaling technology,
dispatching) and the customer relationship (passenger and freight transport). Adequate
IT security concepts must be implemented to counter all cyberattacks associated with
extortion in the future. The vulnerability to cyberattacks and the threat of cyberattacks
result from the increasing automation of processes and the use of digital datasets concerning
the infrastructure and the customers. The more crucial a process or dataset is for the
availability of critical rail transport services, the more strongly the cyber extortion affects it,
as the pressure on the operator is heightened.

Malware. Introducing malicious software into the railway system can cause significant
damage in various ways. The use of ransomware followed by extortion is just one example.
Other types of malware can directly cause malfunctioning components in the railway
system, posing high risks of damage. This includes generating false information about the
system’s state or manipulating users into engaging in harmful interactions.

Manipulation of safe localization. A variety of processes within the railway system
already benefit from location information. These include, for example, the self-localization
of customers using the operator’s travel app or initial applications in railway operations
through driving recommendations transmitted to the train driver on a separate mobile
device. In the future, additional services are expected to be introduced that will facilitate
dispatching in both passenger and freight transport and provide customers with real-time
tracking of their goods. Additionally, safety-related applications such as train positioning
and train integrity are intended to be added to reduce the equipment required for the
infrastructure. All these applications rely on a purely radio-based positioning system, col-
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lectively referred to as GNSS. However, all radio-based services, including GNSS, have the
shared vulnerability of being susceptible to jamming. When jamming occurs, the location
information becomes unavailable. Processes entirely reliant on GNSS positioning are no
longer operational during such incidents. Jamming attacks on GNSS can be relatively
quickly executed due to the relatively weak signals from satellites. A more challenging
and critical security concern is the spoofing of location information. Spoofing involves
falsifying the location information reporting a different location than the actual position,
such as a different track or section. In safety-critical applications, this can have catastrophic
consequences. Current railway systems, such as locomotives, lack sufficient measures
against jamming and spoofing. With the future intensive use of localization methods
on vehicles, it is essential to employ methods for protection, detection, and response to
jamming or spoofing of localization. Therefore, a resilient architecture implementing these
functions is crucial for maintaining safe and available railway operations. The examination
of these measures and their expansion to less critical applications must follow to ensure the
availability and resilience of convenience-enhancing services against attacks.

Denial-of-service attacks. Jamming, described next, belongs to the class of denial-of-
service (DoS) attacks, where the availability of components in the railway system is dis-
rupted. These attack scenarios are not limited to the disruption of radio signals alone.
Numerous other attack methods can achieve a DOS. Examples include flooding servers
with service requests or mechanically disrupting data transmission by damaging transmis-
sion paths.

Jamming. The technology forecast predicts a continued increase in wireless commu-
nication systems used in various applications. Functions such as train operation, safety,
passenger information, freight transport, and intermodality rely on wireless communi-
cation. These functions are realized through different ranges, bandwidths, and network
coverage technologies, including 5G networks, FRMCS, satellite communication, Bluetooth,
near-field communication (NFC), and others. However, all wireless transmission technolo-
gies are vulnerable to jamming attacks since they utilize radio waves that are accessible
to everyone. Therefore, jamming will remain an attractive attack scenario in the future
because current defense strategies and resilience concepts do not sufficiently hinder or
prevent successful jamming attacks.

5.2. Countermeasures with a Further Need for Research or Standardization

Our work aims to investigate necessary countermeasures that keep the future rail-
way system secure and identify those countermeasures where further standardization and
research are required. Hence, after creating the 21 Attack Graphs, we identified countermea-
sures that reduced the risk to an acceptable amount. Countermeasures were given values
of how much they reduced the risk by rating how much they either increased the necessary
knowledge or resources to perform the attack successfully or how they decreased the
impact caused by a successful attack. This resulted in a list of 49 desired countermeasures
and direct visualization of resulting risk mitigation in the case of successful applications to
the identified abuse cases.

These 49 countermeasures mitigated at least one threat described in Section 5.1.
Some of these relations resulted from a single attack path in one of the 21 Attack Graphs.
To discuss all relations in detail, we would therefore need to include the Attack Graphs,
which we restrain from, as it would exceed the scope of this article. However, the Attack
Graphs that describe the threats are already published and available online
(https://github.com/INCYDE-GmbH/attackgraphs accessed on 22 September 2023).

Subsequently, we estimated the maturity of the 49 countermeasures, i.e., to which
degree the countermeasure is already in use or ready for use in current railway systems. We
use three maturity levels based on the well-known technology readiness level (TRL) [21]:

https://github.com/INCYDE-GmbH/attackgraphs
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A. The technology is in an early development or research state, meaning that there is,
at most, a laboratory experiment (TRL 1–4).

B. First prototypes of the technology exist (TRL 5–7).
C. The technology is well-known and used; there is no need for further standardization

or research (TRL 8–9).

To estimate the maturity level, we use three different standards to verify if they also
demand the respective countermeasures. The standards used are as follows:

1. The IEC 62443 series [19];
2. The BSI IT-Grundschutz [22]; and
3. The concretization of requirements for critical infrastructures (CIs) [23].

After determining the maturity level, we discovered that 21 out of 49 countermeasures
have level “A” or “B” and, thus, are not yet mature enough to secure real-world railway
systems. Thus, for these 21 countermeasures, there is either some research demand to
develop the technology further, they need to be better reflected in standards, or both. We
further group the 21 countermeasures into six categories in Figure 3:

Prevention and Reaction

Responsiveness to
vulnerabilities

Security Monitoring

Security Logging

Vulnerability Scans

Malware Protection

Verification of Smart
Contracts

Business Continuity
Management

Updateability of
Algorithms

Penetration Tests

Security against Physical Attacks

Remote Attestation Secure Storage

Secure Boot Device Hardening

Biometric
Authentication

Check physical
properties of Optical

FiberData Protection/Privacy

Data Minimization

Privacy Enhancing
Technologies Resilience

Resilience against
Jamming

Environment Monitoring

Integrity Protection of
Environment
Monitoring

Plausibility Check

Robustness

Robustness of
Machine Learning

Figure 3. Countermeasures with a further need for research and standardization accumulated into
six groups.

A total of 28 countermeasures that are already in use or deployed and are required by
the standards have been identified. For some use cases, these existing countermeasures are
sufficient, according to our risk evaluation, to reduce the risk to an acceptable level. In this
case, the search for possible countermeasures was stopped, with an acknowledgment that
there might be more or other well-established technologies to reduce the risk. However,
as the goal was to identify the necessary demands not covered by state of the art solutions,
we did not aim for the completeness of existing and standardized technologies.

Our work’s purpose is to identify the necessary research and standardization needs,
rather than determining the potential for improvement. As such, we did not conduct
a security evaluation for countermeasures that are currently in use or anticipated to be
used. We operate under the assumption that countermeasures are correctly and adequately
applied to mitigate risks. This holds true for both existing and future countermeasures.
For example, we assume if encryption is necessary to reduce the risk of a threat; an en-
cryption algorithm is chosen that fulfills the system requirements, including the security
requirements, instead of an outdated or even a broken one.

In the subsequent sections, the groups are described, including the necessary actions
to raise the maturity level of the respective countermeasures.
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5.2.1. Prevention and Responsiveness

A large group of countermeasures is devoted to activities that prevent cyberattacks
and the ability to react to newly disclosed vulnerabilities and a changing attack surface.
Concepts for the ability to react to detected security issues already provide vital counter-
measures that help to prevent further successful cyberattacks.

An essential class of cybersecurity threats is provided by malware infection.
Therefore, malware detection and prevention (see, e.g., [24]) play important roles. While
most standards already demand malware protection, an adequate implementation can-
not yet be found in many systems of railway applications due to long system life cycles
(legacy systems), lack of update possibilities, the requirement for readmission in the case
of software changes, and the absence of software solutions for certain types of platforms.
Research should investigate and define appropriate levels of protection against malware,
which does not necessarily result in the development or adaption of anti-virus software.

If an attack is successful, systems should be fail-safe or fail-operational. This property
is supported by business continuity management (BCM), which was already considered
for IoT [25]. As demanded by BCM (compare ISO 22301 [26]), disaster recovery plans are
not yet fully developed and tested for railway applications. Relevant systems need to catch
up to state of the art BCM to maintain the availability of railway transportation, especially
the parts that are considered CIs’.

Critical systems must be frequently examined for potential vulnerabilities that are
helpful for an attacker. Vulnerability scans provide this. Furthermore, prevention can be
reached by testing the execution of cyberattacks. In the past, these penetration tests were
also considered in the area of IoT networks [27]. Both vulnerability scans and penetration
tests are ready for deployment. However, field tests in railway applications are still pending
to elevate the maturity level.

Further preventive countermeasures are provided by the continuous observation of
the actual system’s security state. In the first step, security logging is performed to collect
and note all possible security-relevant system state information. Security monitoring is
not yet applied in railway systems, even though there are proposals for doing so [28].
This provides functionalities like intrusion and anomaly detection as well as intrusion
prevention. Security monitoring was already investigated along with networked control
systems [29].

New developments may require the update of used algorithms, e.g., in the context
of cryptography. Therefore, the ability to update algorithms is another countermeasure
in the responsiveness category. As system life cycles can last over decades in railway
transportation, it is necessary to provide a sufficient margin in the system’s capabilities to
incorporate future security controls, such as improved cryptographic algorithms.

To detect and prevent malicious modifications of smart contracts, the verification
of smart contracts is another important preventive countermeasure. Formal methods to
perform this task have already been investigated [30].

Most of these countermeasures can already be found in several standards.
However, others are not standardized sufficiently, like the ability to update algorithms, or
are not even mentioned at all, like the verification of smart contracts. Hence, to increase
the maturity, some countermeasures still need to be standardized, while others need to be
adapted for and applied throughout the railway systems.

5.2.2. Environment Monitoring

Proper and secure monitoring of the environment provides important security pro-
tection in railway systems. This includes the provision of integrity for any measured
environmental data and conducting plausibility checks, i.e., checks for abnormal data
values that are suspicious of manipulation.

Regarding the integrity of environmental data, some rules can already be found in all
three investigated standards. However, some security issues were identified that were not
adequately addressed by the existing standards, leaving them exposed to significant risks.
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Furthermore, the technologies and methods used to ensure the integrity of environmental
data are not applied consequently enough throughout the railway industry. In particular,
in scenarios where safety-critical decisions are (semi-)automatically drawn from digitally
captured environmental data, harmful consequences need to be avoided by a proper
security concept. Examples include track clearance detection of automated trains, a train’s
digital twin used for predictive maintenance (implying safety responsibility), or detecting
people (not necessarily identifying them) to avoid congestion in crowded areas.

No specific or relevant solution or regulation can be found to validate data using
multiple input sources. This is because the technology for environmental recognition is still
being developed and tested; it is not widely deployed. Hence, technologies and methods
for plausibility checks must be further researched and standardized. This implies that these
technologies must also be applied in the railway domain.

5.2.3. Security against Physical Attacks

Physical security covers all countermeasures, ensuring proper and secure functionality
of technical processes or mechanisms protecting the system against physical access by
unauthorized persons.

A proper system start may be provided, e.g., by Secure Boot, to ensure that attackers
with physical access to a device cannot change the executed programs to mount an attack.
While Secure Boot may be available for many systems, it must still be applied to many of our
use cases, especially in operational technology (OT) and consumer devices. For protection
against unauthorized access, remote attestation [31] can be used to verify to third parties
that the software running on a particular device remains unaltered.

A further countermeasure is provided by biometric user authentication, in particular,
voice recognition in connection with speech commands, together with ML. Our identified
standards only briefly touch on the topic of biometrics but without closer consideration
of our specific context or specific methods. Voice recognition systems for different appli-
cation areas are already in use, but solutions to our specific context of ML still need to
be developed.

By hardening devices or providing secure storage for cryptographic keys, further
unauthorized physical access can be prevented. Trusted platform modules (TPMs) are
standardized solutions for secure key storage. However, other standardized solutions must
be provided since TPMs are not always feasible.

Fiber optic sensing (FOS) is an emerging technology in the railway sector [32]. While
more decisions are based on the measurement results of FOS, the attack surface on the
system increases. Physical manipulation of FOS could be countered by continuously
monitoring the (physical) properties of the fiber up to the extent of a physically unclonable
function (PUF) [33,34]. This group of countermeasures also includes particular technical
disciplines away from current cybersecurity methods, which are out of scope for our
considered standards. Before using these countermeasures, both the physical properties to
be inspected and the inspection methods require more standardized guidelines.

Considering physical attacks and the introduction of countermeasures for physical
security that already started during the engineering process, the security functions must
run on the same hardware as the actual service [35] to provide sufficient physical protection.
This can be challenging, especially in OT domains such as railway transportation, which
is subject to the authorities’ control, which can be challenging. While the remaining
risks stemming from physical attacks are widely accepted today, this assessment will likely
change due to the increased scalability of digital–physical attacks. Foundations to encounter
such attacks are subject to research [28,35,36], but solutions have not yet transpired into
operational systems. Hence, more research and development are needed to implement
adequate protection against physical attacks on digital systems.
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5.2.4. Data Protection and Privacy

As part of the transportation system, the railway industry handles the sensitive data
of individuals and companies alike, including personal data, payment data, and location
data of individuals. The data need to be protected to ensure the rights and privacy of
all involved, while business models of stakeholders depend on gathering and sharing
such data.

Privacy-enhancing technologies (PETs) aim to protect sensitive data while main-
taining usability for interested parties [37–39]. A further strategy is data minimization,
i.e., the avoidance of using unnecessary data. Privacy in connection with public transporta-
tion was already covered in the literature [40,41].

Neither PETs nor data minimization is covered in the standards relevant to the railway
domain. Data minimization is only covered in the BSI IT-Grundschutz-Compendium [22] in
regard to web browsers. However, the data mentioned above are not only handled via web
browsers; possible scenarios include more data of those kinds from various sources and for
mixed-use. Parts of the data might also have to be shared with other companies. Apart from
the necessary standardization that needs to be conducted, methods and technologies need
to be further improved to handle private data accordingly.

5.2.5. Resilience against Jamming

Wireless communication plays a significant role in the railroad area, and this commu-
nication is heavily susceptible to jamming attacks. Therefore, resilience against jamming is
a vital countermeasure.

For CIs, detecting jamming attacks already provides a vital step [42]. Fallback
strategies—either to other carriers or backup processes, to maintain the railway service’s
availability—need to be developed and implemented to mitigate the consequences of a
jamming attack. Beamforming seems to be a promising way to realize resilience against
jamming [43–45].

However, resilience has not yet been covered in the relevant standards. The possi-
bility of counter-jamming must be researched, developed, deployed, and standardized to
increase maturity.

5.2.6. Robustness of Machine Learning

For a couple of use cases in the railroad sector, ML will play an important role. Hence,
the robustness of ML is another essential countermeasure. Defenses against attacks on ML
are often referred to as adversarial machine learning [20,46]. ML is closely connected with
AI; a recent report detailing the current research requirements in this area was published
by ENISA [47].

Adversarial ML and resilient AI are currently subjects of investigation. To ensure the
correctness of future ML applications, further research is necessary in the railway industry,
like using ML for predictive maintenance.

6. Conclusions and Future Work

Our research aimed to identify the research and standardization demands of security
measures for future railway systems, as no such study exists today. Therefore, along with
an expert team stemming from railway operators, railway manufacturers, and academia,
we envisioned the potential landscape of railway systems up to 2050. We used 21 use cases
by utilizing studies like the “Future of Rail 2050” by Arup Rail [12]. The use cases describe
the utilized technologies and their connections, data flows, and benefits. These descriptions
formed the basis of our subsequent security analysis, as no security analysis for these use
cases has been conducted before. Therefore, we created an Attack Graph for every use
case describing possible attack vectors and impacts. An analysis of these Attack Graphs
showed that there are 14 frequently recurring attack scenarios. To ensure the security of
future systems, we identified 49 security measures that are necessary to mitigate the threats
and reduce the impacts of the attacks to an acceptable level. Another contribution of our
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work involved identifying necessary research and standardization demands by rating the
maturity of countermeasures. This resulted in 21 countermeasures, which we grouped into
6 categories based on the urgency of action required.

To adapt to upcoming security vulnerabilities, the prevention and detection capabilities
of the systems need to be improved by security monitoring, BCM, and increased flexibility.
Systems that rely on the perceptions of their environments must be hardened against
falsification to maintain safe operation; this is accompanied by the need for increased
protection against physical attacks, including measures like secure storage, Secure Boot,
and remote attestation. The protection of PII is not yet in full force and it needs to be
improved. Attention is needed on the resilience of all utilized wireless transmission
technologies against jamming attacks, as well as the robustness of employed ML and AI
against manipulation, including adversarial ML. Action must be taken by manufacturers,
operators, and authorities of railway transportation authorities alike.

To conclude this article, we demonstrated the pressing need for research and stan-
dardization to secure the railway system of tomorrow. Future works should focus on
investigating the identified security measures with the need for action, adapting them to
railway systems. Furthermore, once the countermeasures are developed, they need to be
standardized to ensure the security of all railway systems.
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Abbreviations

The following abbreviations are used in this manuscript:

AI artificial intelligence
ATO automatic train operation
BCM business continuity management
CBTC communication-based train control
CI critical infrastructure
COTS commercial off-the-shelf
DAC digital automatic coupling
DoS denial-of-service
ETCS European Train Control System
FOS fiber optic sensing
FRMCS Future Railway Mobile Communication System
GDPR General Data Protection Regulation
GNSS Global Navigation Satellite System
GPS global positioning system
IoT Internet of Things
M2M machine-to-machine
ML machine learning
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NFC near-field communication
OT operational technology
PETs privacy-enhancing technologies
PII personally identifiable information
PUF physically unclonable function
RBC Radio Block Centre
RIM railway infrastructure manager
TPM trusted platform module
TRL technology readiness level
V2I vehicle-to-infrastructure
V2V vehicle-to-vehicle
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