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Abstract: The main challenge within lightweight cryptographic symmetric key systems is striking
a delicate balance between security and efficiency. Consequently, the key issue revolves around
crafting symmetric key schemes that are both lightweight and robust enough to safeguard resource-
constrained environments. This paper presents a new method of making long symmetric keys for
lightweight algorithms. A pre–trained convolutional neural network (CNN) model called visual
geometry group 16 (VGG16) is used to take features from two images, turn them into binary strings,
make the two strings equal by cutting them down to the length of the shorter string, and then use
XOR to make a symmetric key from the binary strings from the two images. The key length depends
on the number of features in the two images. Compared to other lightweight algorithms, we found
that this method greatly decreases the time required to generate a symmetric key and improves
defense against brute force attacks by creating exceptionally long keys. The method successfully
passed all 15 tests when evaluated using the NIST SP 800-22 statistical test suite and all Basic Five
Statistical Tests. To the best of our knowledge, this is the first research to explore the generation of a
symmetric encryption key using a pre–trained VGG16 model.
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1. Introduction

The demand for lightweight encryption techniques in the field of information security
has significantly increased due to the widespread usage of IoT devices, embedded systems,
and mobile applications [1]. These systems often have limited computational resources,
requiring encryption methods thata offer strong security without causing excessive compu-
tational load. Generating cryptographic keys plays a vital role in the security and efficiency
of lightweight encryption algorithms. There are only a few studies that look at generating
symmetric keys, such as [2] Khudhair, A. T. and Maolood A. T. propose generating a new
strong key for AES encryption method depending on 2D Henon Map, and [3] Jamil, A.
S; Azeez R. A.; Hassan N. F. propose using image feature extraction to generate a key for
encryption in cyber security medical environments. In [4] Khudhair, A. T. and Maolood A.
T. propose generating robust key based on neural networks and chaos theory. The keys
generated by the above methods are short, so they are vulnerable to brute force attacks.

Recent years have seen extensive use of deep learning in classification and recognition
tasks [5]. Pre–trained VGG16, especially those trained on large-scale image datasets like
ImageNet, have shown a remarkable ability to capture detailed and discriminative features
from images [6]. This research will demonstrate the use of the pre–trained VGG16 model
for creating lengthy symmetric keys, highlighting the uniqueness of our approach as there
are no direct precedents in this field.

This study shows a new way to make long symmetric keys for lightweight cryptog-
raphy. It does this by using a pre–trained VGG16 to extract features from two images,
processing the image features to make binary strings, equalizing the two binary strings by
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cutting them down to the length of the shorter one and using an XOR operation between
the binary strings from the two images to make a symmetric key. This paper highlights the
following key contributions:

a. Introduce a new method that leverages the pre–trained VGG16 approach for generat-
ing lengthy symmetric keys. Reduce the number of keys required for long inputs,
resulting in a shorter time for key generation.

b. The key length depends on the number of features in the two images.
c. The proposed methodology offers flexibility in key generation by not restricting it to

a specific type of image.
d. Incorporating feature extraction into key generation increases randomness and

unpredictability.
e. By creating exceptionally long keys, it improves defenses against brute force attacks.

The remaining parts of this paper are organized as follows: Section 2 introduces the
theoretical background. Section 3 illustrates the proposed method and provides a simple
example of key generation. Section 4 discusses randomness testing. Section 5 covers
symmetric key length. Section 6 discusses the complexity of time. Section 7 examines
brute force attacks. Finally, Section 8 presents conclusions and outlines future directions
for research.

2. Theoretical Background
2.1. Symmetric Key

Symmetric key cryptography employs the same key (K) for encryption and decryption,
as illustrated in Figure 1. The sender encrypts the plaintext using key ‘K’ and transmits
the resulting ciphertext to the receiver. Subsequently, the receiver decrypts the cipher data
using the identical key ‘K’, restoring it to its original form [7,8]. Maintaining the secrecy of
the key is crucial, ensuring its exclusive exchange through a secure channel between the
sender and the receiver [9]. There are many symmetric encryption algorithms, such as:
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Figure 1. Symmetric key encryption.

2.1.1. Advanced Encryption Standard (AES)

To address the need for enhanced protection and performance, NIST initiated a call
for cipher candidates in 1997 to establish a new encryption standard. This led to the
replacement of the existing DES and 3DES encryption algorithms with the new AES
encryption algorithms. The Feistel structure of the AES symmetric block cipher allows
it to handle a 128-bit block size and supports three key lengths—128, 192, and 256 bits—
enabling 10, 12, and 14 rounds of encryption and decryption with the same key. The vector
design of Rijndael, which forms the basis of the AES, provides significant security, and its
scalability of up to 256 bits offers resistance to potential attacks [7,10]. Figure 2 illustrates
the AES algorithm.
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Figure 2. AES encryption algorithm.

2.1.2. Data Encryption Standard (DES)

DES, is an early symmetric encryption method developed by IBM in 1972. This
symmetric key encryption technology is used to secure electronic data. DES operates as a
block cipher with a 64-bit key, although only 56 bits are used effectively while the remaining
bits are for parity. The encryption process involves 16 rounds of circular permutations,
along with initial and final permutations. In typical threat environments, the 56-bit key size,
which generates 7.2 × 1016 possible keys, provides the cryptographic strength of DES [7,11],
as illustrated in Figure 3.
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2.1.3. Blowfish

Blowfish is a symmetric cipher with a variable key length based on a Feistel structure.
It features a 64-bit block size and supports key lengths ranging from 32 to 448 bits. The
algorithm employs 16 rounds and utilizes a wide S-box that depends on the key. Blowfish
uses four S-boxes, and the same algorithm is used for decryption in reverse [7,12], as
illustrated in Figure 4.
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2.2. Transfer Learning

Transfer learning in machine learning involves reusing a pre–trained model to tackle a
new problem [13]. This technique offers several advantages, including reduced training
time, improved neural network performance in most cases, and the ability to work with
limited data [14]. Among the most popular pre–trained models are VGG-16, VGG-19,
Inception V3, Xception, and ResNet-50 [15]. Figure 5 illustrates the contrast between
conventional machine learning and transfer learning processes. In conventional machine
learning, each distinct task is learned separately using different learning systems. In
contrast, transfer learning extracts knowledge from previous source tasks and applies it to
target tasks.
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2.3. Feature Extraction Using VGG16 Architecture

The visual geometry group (VGG) at the University of Oxford developed the VGG-16
model, which stands out for its depth and consists of 16 layers. Figure 6 illustrates how
we can use the VGG-16 model for feature extraction, with 13 convolutional layers and
3 fully connected layers [16]. Each block, comprising multiple convolutional layers and
a max-pooling layer to facilitate down–sampling, structures the layers [17]. Known for
its simplicity and effectiveness, VGG-16 demonstrates strong performance across various
computer vision tasks [18].
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The VGG-16 network structure [19], illustrated in Figure 6, can be described as follows:

✓ The initial two convolutional layers contain 64 feature kernel filters, each sized at
3 × 3. Upon passing an RGB image input (with a depth of 3) through these layers, the
dimensions transform to 224 × 224 × 64. Subsequently, the output undergoes a max
pooling layer with a stride of 2.

✓ Following are the third and fourth convolutional layers with 128 feature kernel filters,
each also sized at 3 × 3. These layers are succeeded by a max pooling layer with a
stride of 2, resulting in output dimensions of 56 × 56 × 128.

✓ The fifth, sixth, and seventh layers are convolutional layers with 256 feature maps,
each with a kernel size of 3 × 3. These layers are followed by a max pooling layer
with a stride of 2.

✓ The eighth through thirteenth layers are two sets of convolutional layers with 512 kernel
filters, each with a size of 3 × 3. These layers are followed by a max pooling layer
with a stride of 1.

✓ The fourteenth and fifteenth layers are fully connected hidden layers with 4096 units
each, followed by a softmax output layer (the sixteenth layer) with 1000 units.

a. Convolution layer: The convolutional layer process entails using a kernel matrix to
generate a feature map from the input matrix, achieved through the mathematical
operation of convolution [20]. This linear operation involves sliding the kernel
matrix across the input matrix, performing element-wise matrix multiplication at each
position, and accumulating the results onto the feature map, as shown in Figure 7 [21].
Convolution is widely utilized in various fields like image processing, statistics, and
physics [22]. The calculation of the convoluted image follows this procedure:

S (i, j) = ∑x ∑y I (x, y) k (i − x, j − y) (1)

where I is a 2-dimensional image input, k is a 2-dimensional kernel filter, and S is a
2-dimensional output feature map.

b. Non-linear activation functions, such as the Rectified Linear Unit (ReLU), serve as
nodes in a neural network that follow the convolutional layer. These functions are
responsible for introducing nonlinearity to the input signal through a piecewise
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linear transformation. In the case of ReLU, the function outputs the input if it is
positive and outputs zero if it is negative, as shown in Figure 8 [23].

c. Pooling layer: The convolutional layer’s feature map output is limited because it
preserves the exact location of features in the input, making it sensitive to minor
changes like cropping or rotation [24]. To address this issue, we can introduce
down–sampling in the convolutional layers by adding a pooling layer after the
nonlinearity layer [25]. This pooling helps to make the representation insensitive
to small translations of the input, ensuring that most of the pooled outputs remain
unchanged even with slight adjustments to the input [26]. The max-pooling unit
extracts the maximum value from a set of four values, as illustrated in Figure 9.
Average pooling is an alternative option for pooling layers [27].
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3. The Proposed Method

This paper creates a long symmetric key using a deep CNN model based on the VGG16
architecture, which is pre–trained on the ImageNet dataset with 1000 classes. We implement
the model using the Tensorflow backend of the Keras library. Each image generates features
with dimensions of 7 × 7 and 512 channels, resulting in 7 × 7 × 512 = 25,088 features. A
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flattening layer transforms these features into a one-dimensional vector. Algorithm 1 and
Figure 10 detail the processing of the extracted features to generate the long symmetric key.

Algorithm 1. Symmetric Key Generation Using Pre–trained VGG16

Input: Two images (randomly)
Output: Symmetric key (binary)
Begin

1. Load the pre–trained VGG16 model.
2. Load the first image.
3. Preprocess the image by resizing it to 224 × 224 pixels. //The required input size for VGG16
4. Extract features from the image.
5. Remove all instances of 0.0 from the extracted features.
6. Remove decimal points from all the remaining features.
7. Convert each resulting feature from step 6 into a binary string.
8. Load the second image.
9. Repeat steps 3–7 for the second image.
10. To equalize the two binary strings, truncate them to the length of the shorter one.
11. Perform an XOR operation between the first image’s binary string and the second image’s

binary string.

End
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3.1. Example

Below is a simple example of generating long symmetric keys using the pre–trained VGG16.

• The user randomly chooses the first image
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1.2287561893463135,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0, 

6.5052361488342285, 0.0, 0.0, 0.0, 0.0, 4.149342060089111, 7.862621784210205, 0.0, 0.0, 0.0, 0.0, 

0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  37.46705627441406,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0, 

3.7152833938598633, 0.0, 0.0, 11.048995018005371, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 

0.0, 0.0, 0.0, 0.0, 13.8164701461792, 1.718098759651184, 0.0, 11.642448425292969, 0.0, 0.0, 0.0, 

0.0, 5.835142612457275, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 3.547330379486084, 

8.25907039642334, 0.0, 3.026193141937256, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 5.3880109786987305, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 

• The features are extracted from the first image. The result appears as a 3D array since
the image is in color, as shown below.

[[[[0.0, 0.0, 0.0, 0.0, 6.903665065765381, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 34.10573196411133, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 67.41827392578125, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
31.747112274169922, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 15.003043174743652, 0.0, 0.0, 0.0, 0.0, 0.0, 17.883718490600586, 0.0, 0.0,
31.02227210998535, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
3.426398515701294, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 4.979990482330322, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 67.9732666015625,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 2.141775369644165, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 17.164846420288086, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.9679595232009888, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 11.956241607666016, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 2.2587838172912598, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 6.765922546386719, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 19.34865951538086, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 5.301035404205322,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 10.16125774383545, 0.0, 0.0, 0.0, 17.666433334350586, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 6.217296600341797, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 35.38439178466797,
0.0, 0.0, 0.0, 0.0, 0.0,. . .]]]]

• The features are extracted from the second image. The result appears as a 3D array
since the image is in color, as shown below.

[[[[0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 24.223085403442383, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 10.136581420898438, 9.996827125549316, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 43.26572036743164, 0.0, 0.0,
9.374469757080078, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 4.680146217346191, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 11.460838317871094, 8.864582061767578, 0.0, 0.0, 12.735118865966797,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 1.2287561893463135, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 6.5052361488342285, 0.0, 0.0, 0.0, 0.0, 4.149342060089111,
7.862621784210205, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 37.46705627441406, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 3.7152833938598633, 0.0, 0.0, 11.048995018005371, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 13.8164701461792, 1.718098759651184, 0.0, 11.642448425292969, 0.0,
0.0, 0.0, 0.0, 5.835142612457275, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 3.547330379486084,
8.25907039642334, 0.0, 3.026193141937256, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 5.3880109786987305, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 1.9568023681640625, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 3.869873046875, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.10132180899381638, 0.0, 0.0, 0.0, 0.0, 9.61951732635498, 29.360055923461914, . . .]]]]

• We eliminated all instances of 0.0 from the extracted features in the first image. The
first image contains 2832 features, as shown below.
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[6.903665065765381, 34.10573196411133, 67.41827392578125, 31.747112274169922,
15.003043174743652, 17.883718490600586, 31.02227210998535, 3.426398515701294, 4.979990482330322,
67.9732666015625, 2.141775369644165, 17.164846420288086, 0.9679595232009888, 11.956241607666016,
2.2587838172912598, 6.765922546386719, 19.34865951538086, 5.301035404205322, 10.16125774383545,
17.666433334350586, 6.217296600341797, 35.38439178466797, 12.481855392456055, 49.49517822265625,
2.6517748832702637, 58.775062561035156, 14.709327697753906, 4.851640224456787, 32.54026794433594,
18.19671058654785, 38.65156936645508, 62.830291748046875, . . .]

• We eliminated all instances of 0.0 from the extracted features in the second image. The
second image contains 3644 features, as shown below.

[24.223085403442383, 10.136581420898438, 9.996827125549316, 43.26572036743164,
9.374469757080078, 4.680146217346191, 11.460838317871094, 8.864582061767578, 12.735118865966797,
1.2287561893463135, 6.5052361488342285, 4.149342060089111, 7.862621784210205, 37.46705627441406,
3.7152833938598633, 11.048995018005371, 13.8164701461792, 1.718098759651184, 11.642448425292969,
5.835142612457275, 3.547330379486084, 8.25907039642334, 3.026193141937256, 5.3880109786987305,
1.9568023681640625, 3.869873046875, 0.10132180899381638, 9.61951732635498, 29.360055923461914,
11.005602836608887, 3.671891927719116, 25.473989486694336, 9.130292892456055, 7.472241401672363,
11.316661834716797, 8.249753952026367, 15.941848754882812, 6.701721668243408, 2.259157180786133,
33.08333969116211, . . .]

• Remove decimal points from all the resulting features for the first image, then convert
them into a binary string. The output is a binary string of 150,728 bits.

Feature Remove the Dot (.) Convert to Binary

6.903665065765381 6903665065765381 11000100001101101100011000111111001001010101000000101

34.10573196411133 3410573196411133 1100000111011110010111110011110110100100000011111101

67.41827392578125 6741827392578125 10111111100111010100000000010110111110010001001001101

31.747112274169922 31747112274169922 1110000110010011101010010010101101111110001000001000010

15.003043174743652 15003043174743652 110101010011010011000000110010111110101111111001100100

. . . . . . . . .

• Remove decimal points from all the resulting features for the second image, then
convert them into a binary string. The output is a binary string of 193,752 bits.

Feature Remove the Dot (.) Convert to Binary

24.223085403442383 24223085403442383 1010110000011101100010010010000110101100000110011001111

10.136581420898438 10136581420898438 100100000000110010101011000110110101000101100010000110

9.996827125549316 9996827125549316 100011100001000000111110110001101100110000100100000100

43.26572036743164 4326572036743164 1111010111101111111010001101010110000101111111111100

9.374469757080078 9374469757080078 100001010011100000011111010011110101000001001000001110

. . . . . . . . .

• To equalize the two binary strings, truncate them to the length of the shorter one
and perform an XOR operation between the binary string of the first image and the
binary string of the second image. The output is a binary string of 150,728 bits, as
shown below.

[0110100000101011010011110001111010001001010010011011000100101110111010111010111
111011011100000101011101011101011101111100010000111111101010010101110100000010111000
1100011110011010110011011011101001000001111011110111110100011110101100011100011000
0011111111101011100111010111110110010110110100010101100000010010011011001101011000
01001110000111110001010111010011101010111110010001110110111010111000110111111011101
10111011001011100100110110001011001001001100110011100100111111100100111101111111100
1010010010001100001011101111110101111011100100011100101000001100000100011000011100
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01011000011111011010111101111000010101111011011010111001100111100011110011110111100
0001100110110110100001100111111001010010100100001001010000000101110101010010101010
01101111100111110111101101110101000001010000100000011100011110100010101111010001110
0111100111011000101001010010110100100001110110100010001001001010111010101110011010
11100101100101111010110001100111100011010111000101100010001000011101101000101101010
001001111110011101011111101110011110000000011010101010011001111101101100010110111110
1011011010010100111101110010100000001011000000010101001000010100011111011100001100
11111011010, . . .]

3.2. The Sensitivity of the Symmetric Key to Any Alterations Made to One of the Reference Images

An effective method should demonstrate a high degree of sensitivity to even the
slightest changes in the base image. For instance, minor modifications such as altering a
single bit should lead to substantial differences in the features extracted from the image.
These significant changes in the extracted features should, in turn, result in the generation
of completely different keys. Here, a simple example shows how changing a single bit in
the base image completely changes the features extracted from it.

Base image single bit in the base image is changed
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00110101100001001110000111110001010111010011101010111110010001110110111010111000

11011111101110110111011001011100100110110001011001001001100110011100100111111100

10011110111111110010100100100011000010111011111101011110111001000111001010000011

00000100011000011100010110000111110110101111011110000101011110110110101110011001

11100011110011110111100000110011011011010000110011111100101001010010000100101000

00001011101010100101010100110111110011111011110110111010100000101000010000001110

00111101000101011110100011100111100111011000101001010010110100100001110110100010

00100100101011101010111001101011100101100101111010110001100111100011010111000101

10001000100001110110100010110101000100111111001110101111110111001111000000001101

01010100110011111011011000101101111101011011010010100111101110010100000001011000

00001010100100001010001111101110000110011111011010, …] 

3.2. The Sensitivity of the Symmetric Key to Any Alterations Made to One of the Reference Images 

An effective method should demonstrate a high degree of sensitivity to even the slight-

est changes in the base image. For instance, minor modifications such as altering a single bit 

should lead to substantial differences in the features extracted from the image. These signif-

icant changes in the extracted features should, in turn, result in the generation of completely 

different keys. Here, a simple example shows how changing a single bit in the base image 

completely changes the features extracted from it. 

Base image  single bit in the base image is changed 

   

 The features are extracted from the base image. The result appears as a 3D array since 

the image is in color, as shown below. 

[[[[0.0, 0.0, 0.0, 0.0, 6.903665065765381, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 34.10573196411133, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 

0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0, 

67.41827392578125,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0, 

31.747112274169922, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 

0.0,  0.0,  0.0,  0.0,  15.003043174743652,  0.0,  0.0,  0.0,  0.0,  0.0,  17.883718490600586,  0.0,  0.0, 

31.02227210998535, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 

3.426398515701294, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 4.979990482330322, 0.0, 0.0, 0.0, 0.0, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 67.9732666015625, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 2.141775369644165, 0.0, 0.0, 0.0, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 17.164846420288086, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.9679595232009888, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 11.956241607666016, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 2.2587838172912598, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 6.765922546386719, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 19.34865951538086, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 5.301035404205322, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 10.16125774383545, 0.0, 0.0, 0.0, 17.666433334350586, 0.0, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 6.217296600341797, 0.0, 0.0, 0.0, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 35.38439178466797, 

0.0, 0.0, 0.0, 0.0, 0.0,…]]]] 
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00110101100001001110000111110001010111010011101010111110010001110110111010111000

11011111101110110111011001011100100110110001011001001001100110011100100111111100

10011110111111110010100100100011000010111011111101011110111001000111001010000011

00000100011000011100010110000111110110101111011110000101011110110110101110011001

11100011110011110111100000110011011011010000110011111100101001010010000100101000

00001011101010100101010100110111110011111011110110111010100000101000010000001110

00111101000101011110100011100111100111011000101001010010110100100001110110100010

00100100101011101010111001101011100101100101111010110001100111100011010111000101

10001000100001110110100010110101000100111111001110101111110111001111000000001101

01010100110011111011011000101101111101011011010010100111101110010100000001011000

00001010100100001010001111101110000110011111011010, …] 

3.2. The Sensitivity of the Symmetric Key to Any Alterations Made to One of the Reference Images 

An effective method should demonstrate a high degree of sensitivity to even the slight-

est changes in the base image. For instance, minor modifications such as altering a single bit 

should lead to substantial differences in the features extracted from the image. These signif-

icant changes in the extracted features should, in turn, result in the generation of completely 

different keys. Here, a simple example shows how changing a single bit in the base image 

completely changes the features extracted from it. 

Base image  single bit in the base image is changed 

   

 The features are extracted from the base image. The result appears as a 3D array since 

the image is in color, as shown below. 

[[[[0.0, 0.0, 0.0, 0.0, 6.903665065765381, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 34.10573196411133, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 

0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0, 

67.41827392578125,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0,  0.0, 

31.747112274169922, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 

0.0,  0.0,  0.0,  0.0,  15.003043174743652,  0.0,  0.0,  0.0,  0.0,  0.0,  17.883718490600586,  0.0,  0.0, 

31.02227210998535, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 

3.426398515701294, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 4.979990482330322, 0.0, 0.0, 0.0, 0.0, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 67.9732666015625, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 2.141775369644165, 0.0, 0.0, 0.0, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 17.164846420288086, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.9679595232009888, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 11.956241607666016, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 2.2587838172912598, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 6.765922546386719, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 19.34865951538086, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 5.301035404205322, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 10.16125774383545, 0.0, 0.0, 0.0, 17.666433334350586, 0.0, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 6.217296600341797, 0.0, 0.0, 0.0, 0.0, 

0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 35.38439178466797, 

0.0, 0.0, 0.0, 0.0, 0.0,…]]]] 

• The features are extracted from the base image. The result appears as a 3D array since
the image is in color, as shown below.

[[[[0.0, 0.0, 0.0, 0.0, 6.903665065765381, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 34.10573196411133, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 67.41827392578125, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
31.747112274169922, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 15.003043174743652, 0.0, 0.0, 0.0, 0.0, 0.0, 17.883718490600586, 0.0, 0.0,
31.02227210998535, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
3.426398515701294, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 4.979990482330322, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 67.9732666015625,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 2.141775369644165, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 17.164846420288086, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.9679595232009888, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 11.956241607666016, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 2.2587838172912598, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 6.765922546386719, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 19.34865951538086, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 5.301035404205322,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 10.16125774383545, 0.0, 0.0, 0.0, 17.666433334350586, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 6.217296600341797, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 35.38439178466797,
0.0, 0.0, 0.0, 0.0, 0.0,. . .]]]]

• The features are extracted from the base image after a single bit is changed. The result
appears as a 3D array since the image is in color, as shown below.

[[[[0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 8.439230918884277, 0.0, 12.917805671691895, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
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0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 2.9626998901367188, 0.0, 0.0, 43.08259963989258, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 3.9462945461273193, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 48.83059310913086,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 12.243735313415527, 27.153099060058594, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0,3.810386896133423, 37.272727966308594, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 5.046123504638672, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 26.434804916381836,
2.660520076751709, 0.0, 0.0,7.4828314781188965, 0.0, 0.0, 1.8224953413009644, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 23.51656723022461, 0.0,
6.485126495361328, 0.0, 0.0, 0.0, 0.0, 13.915960311889648, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 6.456112861633301, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 27.75977325439453, 0.0, 0.0, 0.0, 0.0, 14.999650955200195, 0.5237445831298828, 0.0, 0.0,
0.0, 0.0, 0.0, 4.312615871429443, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 28.290889739990234, 0.0, 0.0, 0.0,
1.773626446723938, 22.507610321044922, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 4.360454559326172, 0.0, 7.555282115936279, 0.0, 0.0, 0.0,
55.96969985961914, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 8.2135591506958, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 6.036996841430664,
0.0, 8.161231994628906, 0.0, 3.563197612762451, 0.0, 0.0, 0.0, 0.0, 34.11822509765625, 0.0,
0.0,. . .]]]]

4. Randomness Testing

We performed a comprehensive set of tests to confirm the accuracy of our proposed
method. This testing process involved two main components: Initially, we examined the
key generator with the Basic Five Statistical Tests, and then we assessed its performance
using the NIST SP 800-22 statistical test suite.

4.1. Basic Five Statistical Tests

We evaluated the proposed Algorithm 1 for randomness using the Basic Five Statis-
tical Tests. This assessment validated the randomness of the symmetric keys generated.
Table 1 presents the pass value from the Basic Five Statistical Tests. This suite includes tests
for the frequency, run, poker, serial, and autocorrelation of a given input. We generated
18,750,723 bits from 290 different images and tested them in the suite. Table 1 demon-
strates that the generated symmetric keys are highly unpredictable and random, making it
challenging for adversaries to guess the keys.

Table 1. Pass values of Algorithm 1 for 18,750,723 bits in Basic Five Statistical Tests.

Tests Freedom Degree 18,750,723 Bits

Frequency Test Must be <= 3.84 Pass = 0.490

Run Test
T0 Must be <= 32.386 Pass = 23.280

T1 Must be <= 31.126 Pass = 30.734

Poker Test Must be <= 11.1 Pass = 2.871

Serial Test Must be <= 7.81 Pass = 2.524

Auto Correlation Test

Shift No. 1

Must be <= 3.84

Pass = 0.559

Shift No. 2 Pass = 1.294

Shift No. 3 Pass = 1.023

Shift No. 4 Pass = 2.721

Shift No. 5 Pass = 1.906

Shift No. 6 Pass = 1.907

Shift No. 7 Pass = 0.457

Shift No. 8 Pass = 3.536
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Table 1. Cont.

Tests Freedom Degree 18,750,723 Bits

Auto Correlation Test
Shift No. 9

Must be <= 3.84
Pass = 1.010

Shift No. 10 Pass = 0.054

4.2. NIST SP 800-22 Statistical Test Suite

Algorithm 1 was randomly evaluated using the NIST SP 800-22 statistical test suite,
confirming the randomness of the generated symmetric keys. Table 2 shows the P-value and
pass rate from the suite’s various randomness tests. Tests for frequency, block frequency,
cumulative sums, runs, longest runs, rank, FFT, non-overlapping template, overlapping
template, universal, approximate entropy, random excursions, random excursions variant,
serial, and linear complexity were all included in the evaluation process. We generated and
tested a total of 18,750,723 random bits from 290 different images. We evaluated the streams
of 30 bits, 41 bits, and 43 bits using the default configuration of the NIST SP 800-22 suite.
The results in Table 2 indicate that the symmetric keys generated are highly unpredictable
and random, making it difficult for adversaries to guess them.

Table 2. P-values and success rates of Algorithm 1 for 30, 41, and 43 bits in NIST SP 800-22.

Test Name

Assess: 387,840 Assess: 387,840 Assess: 435,671

Number of Bits: 30 Bits Number of Bits: 41 Bits Number of Bits: 43 Bits

p-Value Pass Rate p-Value Pass Rate p-Value Pass Rate

Frequency 0.468595 29/30 0.559523 40/41 0.611108 43/43

Block Frequency 0.671779 30/30 0.460664 41/41 0.460664 43/43

Cumulative Sums 0.804337 30/30 0.811993 41/41 0.927083 42/43

Runs 0.671779 29/30 0.663130 40/41 0.764655 41/43

Longest Run 0.671779 29/30 0.258961 40/41 0.151616 42/43

Rank 0.602458 29/30 0.414525 39/41 0.559523 43/43

Discrete Fourier Transform 0.976060 30/30 0.663130 41/41 0.258961 43/43

Non- Overlapping Templates 0.999896 30/30 0.986869 41/41 0.953553 43/43

Overlapping Templates 0.602458 28/30 0.811993 39/41 0.811993 41/43

Universal 0.602458 30/30 0.227773 41/41 0.811993 43/43

Approximate Entropy 0.534146 30/30 0.460664 41/41 0.509162 43/43

Random Excursions 0.739918 20/20 0.534146 24/24 0.875539 23/23

Random Excursions Variant 0.991468 19/20 0.964295 24/24 0.941144 23/23

Serial 0.253551 30/30 0.764655 41/41 0.559523 43/43

Linear Complexity 0.213309 30/30 0.258961 41/41 0.371101 43/43

The P-value (≥0.01) is crucial for determining randomness and the pass rate [28].
Table 2 displays the P-values, all of which exceed the minimum threshold of 0.01. For the
30-bit, 41-bit, and 43-bit streams, the highest P-values are 0.999896, 0.986869, and 0.953553,
respectively. The lowest are 0.213309, 0.227773, and 0.151616, respectively. This proves
that Algorithm 1 can produce genuinely random numbers, which are useful for creating
symmetric keys in lightweight cryptography.

5. Symmetric Key Length

The key length of a symmetric key is variable depending on the number of features
present in the two images, as shown in Table 3.
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Table 3. Symmetric key length.

Image 1 Image 2 Key Length in Bits
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6. Time Complexity

Table 4 juxtaposes the proposed method with well-established cryptographic algo-
rithms like the Advanced Encryption Standard (AES), Data Encryption Standard (DES),
Blowfish, Speck, and LBlock algorithms, highlighting key criteria such as key size, time,
and fundamental components for key generation. Table 4 mentions the time required to
generate the key for the AES, DES, Blowfish, Speck, and LBlock algorithms, as well as
the proposed method, which we implemented in Python on a core i7 processor (1165G7
@ 2.80 GHz, 8 GB RAM, 64-bit operating system). Based on the results, we conclude that
this method significantly reduces the time needed to generate a symmetric key while
simultaneously enhancing protection against brute force attacks by greatly increasing the
difficulty of revealing the key. For instance, generating a 128-bit key using the AES algo-
rithm takes approximately 0.053 s. the AES algorithm would require approximately 10 s to
generate a 157,597-bit key. However, the proposed method can generate a 157,597-bit key
in 0.4171 s, equivalent to generating approximately 1,231 keys of 128 bits each.

Table 4. Comparison of the proposed method with other cryptographic algorithms.

Cipher Name Key Size (Bits) Time Basic Components

AES 128 0.053 Key expansion from a master key

DES 56 0.152 Key scheduling from a master key

Blowfish 32–448 0.054 Key expansion from a master key
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Table 4. Cont.

Cipher Name Key Size (Bits) Time Basic Components

Speck
64 0.097

Key expansion from a master key
128 0.130

LBlock 80 0.180 derived from the original 80-bit master key

Proposed method Depending on the
number of features

106,970 0.3858

Feature extraction by pre–trained VGG16
148,424 0.4016

150,728 0.4018

157,597 0.4171

7. Brute Force Attack

A brute force attack represents a hacking technique that relies on trial and error to
decipher encryption keys. These attacks require extensive time and resources, especially
when targeting longer keys. A crucial aspect of this method involves generating keys of
variable lengths with each iteration. This variability enhances the method’s efficacy by
thwarting the attacker’s ability to anticipate the key’s length, thus complicating calculations
regarding the number of possible key combinations required for successful decryption. For
instance, consider Table 3, wherein keys of lengths 106,970 bits, 148,424 bits, 150,728 bits,
and 157,597 bits are generated in a single iteration. Consequently, the number of potential
keys expands to 2106970, 2148424, 2150728, and 2157597, respectively, heightening the difficulty
of the brute force attack.

8. Conclusions

This paper introduced a new method for generating lengthy symmetric keys for
lightweight cryptography, utilizing image features extracted with a pre–trained VGG16
model. This technique effectively merges the robustness of deep learning with the efficiency
required for lightweight cryptographic applications. Our method uses VGG16’s rich feature
representations to make sure that key generation is highly random and unpredictable. This
meets important security needs in environments with limited resources. The experimental
results show that by creating exceptionally long keys, the proposed method reduces the
time required for key generation and improves defenses against brute force attacks. As the
first study of its kind, we suggest that subsequent research incorporate this key generation
method into lightweight block cipher algorithms.
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