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Abstract: Computer networks are used for internet access, cloud computing, and telecommunication.
Network optimization is the process of increasing the speed and efficiency of the communication
process between nodes on a network. The concept utilizes blockchain as a tool. Network optimization
is an important and challenging problem in network design and routing. The goals of network
optimization are to decrease the number of hops while maintaining the quality of service guarantees
and to minimize the amount of energy used in communications. Traditional network architectures
rely on centralized servers or data centers, introducing potential bottlenecks and single points of
failure. In contrast, blockchain offers a decentralized approach, enabling nodes to communicate
directly without dependence on a central authority. Its unique features include its ability to provide
transaction transparency and immutable record keeping. In this paper, we study an efficient system
to demonstrate real-time traffic and understand the fundamentals of networking.

Keywords: blockchain in Java; peer-to-peer networking; SHA-256; encoding algorithm; hash functions

1. Introduction

Technologies like blockchain can address challenges in security, providing a solution
to keep sensitive data stored securely and without third-party interference. Blockchain
gives stakeholders the power to be involved in the design of digital networks through
the use of an intermediary [1]. A blockchain makes it possible for participants to decide
where their data are kept, and to share the rewards of transacting within the network. The
blockchain achieves a consensus mechanism by allowing the stakeholders to vote in a
secure and decentralized manner.

A blockchain might seem simple and small compared with current networking sys-
tems. However, many of the functions that a blockchain has to provide require computa-
tional resources [2]. Also, the distributed nature of a blockchain may be challenging for
networks that have many remote users and participants. The blockchain may not be able to
help with the issues of security, scalability, and communication of sensitive data. However,
blockchain applications might be ideal for digital networks with high transaction activity,
and a distributed ledger can be adopted in the transportation sector where transactions
are frequent. Workstation nodes are an essential component of computer networks [3].
They are responsible for processing and transmitting data between different workstations.
However, as the dimensions increase, the efficiency and reliability of workstation nodes
become critical issues. Network optimization is necessary to ensure that the network can
handle a large volume of data and maintain its performance. Traditional optimization tech-
niques, such as routing algorithms, have limitations and cannot address all the challenges
faced by computer networks, which require improvements to this system. Blockchain
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technology anticipates a solution to multiple shortcomings by creating a secure and de-
centralized network. Additionally, blockchain technology can automate various processes,
such as verification and validation, which can reduce the workload of workstation nodes.
Therefore, it is essential to explore the potential of blockchain technology in optimizing
workstation nodes.

Ethereum, a decentralized blockchain technology [4], is frequently used in combination
with Java to optimize network performance. The Ethereum ecosystem provides a wealth of
tools, libraries, and frameworks, making it an ideal setting for Java developers. Because of
Java’s compatibility, Ethereum can be seamlessly integrated with existing corporate systems,
allowing it to be implemented for diversified applications. While Solidity is the preferred
language for Ethereum smart contracts, Java libraries like web3j or Ethereum make it easier
to interface with the Ethereum network, improving the smart contract creation experience.
Furthermore, because Java is prevalent in corporate contexts, it is excellent for integrating
Ethereum with existing systems. However, Ethereum’s present design, which includes
the Proof-of-Work protocols along with the EVM (Ethereum Virtual Machine), may pose
performance constraints, limiting scalability and network optimization.

In this paper, we discuss the network optimization of computer nodes using blockchain.
This addresses the issue of scalability in the current system by constructing a channeled
strategy for blockchain architecture development and application.

2. Literature Review, Proposed System, and Methodology
2.1. Literature Review

Huaqun et al. [5] discusses blockchain technology and elaborates the concepts of
public-key cryptography, which is effectively practiced for the implementation of digital sig-
natures and proving that the transaction is performed by the right person. Zero-Knowledge
Proof: Provides different key statements, which will be private and unrevealed for better
user privacy. Here, only the essentials are obtained. Hash functions: to encrypt the data into
cipher text format, converting any data into a fixed-size output, ensuring no two hashes
collide, with small changes in input drastically changing the output, making it impossible
to reverse-engineer.

Rafael et al. [6] describes blockchain protocols with different variants comprising
different algorithms. This paper explains the experimental interpretation of blockchain in
sequential format from the validation of a sequence of blocks, reading any local message,
and reading all delivered incoming messages using Random Oracle. In Yi Sun et al.’s
study [7], the p2p platforms are neglected because of their performance and cost. To reduce
the latter, the authors use DHT to control a load generated by p2p. In their paper, they use
the T-hash scheme to reduce traffic and optimize paths. Dimitri et al. [8] provide a tutorial
on this problem in network optimization. There are four problems discussed in this paper.
The first is the facility to acknowledge the location routing issue.

Chimezie Oji et al. [9], in response to concerns with corporate networks, devised
an improved bandwidth management project for effectively meeting the requirements of
public—private networks. The main purpose of this study was to offer network/system
administrators a clear answer or approach to some of the problems that insured institutions
encounter in properly managing their bandwidth. M. Kasim et al. [10] discuss network
bandwidth management, which is one of the issues now facing computer engineering
applications and systems. An in-depth analysis of published articles is provided in order to
delve deeper into the IP-based network, which is an important field of study for network
capacity control.

Abdullah et al. [11] discuss bandwidth management, the basics of non-WIFI router
bandwidth management, and the DHCP protocol’s bandwidth management limitations.
Peter et al. [12] investigate the issue of optimizing channel space (bandwidth) for heavy
data transmission over lines, accomplished by considerable interventions due to internal
abnormalities. The methods described in this paper, with a linear distributed genera-
tion limitation throughout the whole employed band of propagation, determine the best
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transmission bandwidth. Comparing these algorithms with current water-pouring tech-
niques, they provide a large computational gain, while often only slightly degrading in
performance in comparison to the best water-pouring techniques. For rapid data trans-
mission over passages with significant inter-symbol interventions, specific algorithms for
determining the best one are introduced.

Wei Qiu et al. [13] describe a combined technique for optimizing the frequency band
and idle period for varying radar network tracking. This algorithm’s main goal is to increase
the radar network’s low interception probability using each radar’s idleness duration
and channeling wavelength. Tyron et al. [14] categorize and discuss multiple variations
of blockchain networks. Taras et al. [15] suggest an evergreen framework for efficient
mobile telecommunication activity monitoring based on blockchain. Yustus et al. [16]
discuss a conventional distributed interconnecting networking facility: an internet service
provider distributes a network bandwidth as a versatile resource pool in a static way to
multiple clients in the restricted and allowed locality. Peak hours are when the situation
is most problematic. Babak et al. [17] suggest using blockchain technology as a mediator
to enable operators to exchange network resources in a trusted, safe, and autonomous
manner. Blockchain is a technology that makes it possible to share databases among several
operators in addition to being a distributed database. Motiwala et al. [18] discuss the
benefits of and challenges faced during spectrum sharing and infrastructure allocation
in sixth-generation networks. They implemented infrastructure resource token (IRT) to
share the available infrastructure and radio resource token (RRT) for spectrum sharing.
The dynamically allocated spectrum was found to be more reliable with respect to the
respective executed transaction contract (code).

2.2. Proposed System

Blockchain operates in a decentralized pattern at all times [19-23]. The greatest
language for developing a good blockchain structure is Java. Hence, in the present system,
we employed the Java language and the notion of object-oriented programming. Under
some situations, we employed hash functions to connect various blocks. To obtain a unique
hash, we utilized SHA256 and UTF-8 assistance. Using the Java programming language,
we built blocks and chains in a manner similar to that depicted in Figure 1. In each step,
we built a network using the graph data structure. We employed routing methods such
as Dijkstra’s algorithm to determine the best pathways, as well as Kruskal’s and Prim’s
algorithms. Ultimately, we mined blocks for hash value gating, with all blocks being
random in a decentralized system.

[ Define block ]

!

Initialize genesis block

!

Hash computation using SHA256

!

New block generation

v

Chain validation

Figure 1. Blockchain Network Workflow Flowchart.
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We propose a Java implementation of peer-to-peer networking that includes hash func-
tions, timestamps, linked lists, and nonces. To store data blocks, each node in the network
uses a linked list structure. Each block has a timestamp for chronological ordering as well as
a hash value to ensure data integrity. Nonces are used for authentication and to avoid replay
attacks in order to assure safe communication. This solution establishes a decentralized
and secure peer-to-peer network for efficient data exchange and communication.

2.3. Methodology

In this paper, we propose a methodology for optimizing workstation nodes using
blockchain technology. We describe the key features of blockchain technology, including
decentralization, security, transparency, and smart contracts. We also present the three
key components of our proposed methodology: hash functions, encoding algorithms,
and routing algorithms. We evaluated our proposed methodology using simulations and
showed that it outperformed traditional routing algorithms in terms of network latency,
throughput, and packet loss. Our proposed methodology has the potential to improve
the effectiveness and reliability of workstation nodes in computer networks. Further
research can be conducted to explore the potential of blockchain technology in other areas
of computer networks.

The methodology consists of three key components: hash functions, encoding algo-
rithms, and routing algorithms.

e  Hash Functions: Hash functions are essential in blockchain-based network optimiza-
tion as they provide a unique digital fingerprint for each data block. We used the
SHA256 hash function, which is widely used in blockchain technology due to its high
level of safety and robustness. The SHA256 algorithm yields a 256-bit hash code that
is unique for each input.

e  SHA256: SHA256 is a cryptographic hash algorithm used in distributed ledgers for
data integrity validation and keeping records. It accepts any length of input message
and outputs a fixed-size (256-bit) output that acts as an identification number for the
contents. SHA256 secures tamper resistance by computing the encrypted value of
every single block and connecting them in a chain, as changing the contents would
require recalculating all future hash values. The SHA256 hash function takes an input
message M and fosters a 256-bit hash code H(M). It involves several rounds of bitwise
operations and transformations. Below are the steps involved:

1.  Padding: to make sure the length of the input message M is a multiple of 512 bits,
a sequence of extra bits is added as padding.

2. Message Schedule: the transformed message is divided into 512-bit blocks, and a
message schedule is derived from these blocks.

3. Initial Hash Values: also known as “state”, these values are preconfigured as
constants.

4. Compression Function: each message block, along with the current state, under-
goes numerous iterations of bit-level computations, including logical functions,
namely, AND, OR, and XOR, as well as logical shifts and rotations.

5. Final Hash: after processing all message blocks, the final state is concatenated to
obtain the resulting 256-bit hash value H(M).

e Encoding Algorithms: Encoding algorithms are implemented to transform data into
another format that can be stored and processed efficiently in a blockchain network.
We used a modified version of the Base64 encoding algorithm to ensure that the data
can be transmitted efficiently over the network. The modified version of the Base64
encoding algorithm reduces the size of the data, which reduces the workload of the
workstation nodes.

e  UTF-8: UTF-8 is not a hash function but a character encoding scheme. It represents
Unicode characters using variable-length byte sequences. The UTE-8 encoding of a
character depends on its code point. Below is an overview of UTF-8 encoding:
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1. Code Point: each Unicode character is assigned a unique code point, a numerical
value representing the character.

2. Encoding Scheme: the encoding scheme of UTF-8 is based on the range of code
points.

3. Encoding Rules: the encoding rules specify how each code point is represented
using a variable number of bytes.

e  Routing Algorithms: Routing algorithms are used to refine the data process workflow
through the network by selecting the most appropriate path between nodes. We used
three different routing algorithms: Dijkstra’s, Prim’s, and Kruskal’s algorithms.

e  Dijkstra’s algorithm is a popular routing algorithm that finds the shortest path distance
between two interconnected nodes. It is subject to the concept of a “shortest path tree,”
which is a subset of the network that contains all the workstations in the network and
the shortest distance between them. Dijkstra’s algorithm uses a priority queue to select
the node with the shortest path from the source node and iteratively adds nodes to the
shortest path tree, which is continued until every node has been included.

e  Prim’s algorithm is another routing algorithm that finds the minimum spanning tree
of a network. It initializes with a node, and further nodes are iteratively added with
the lowest cost edge until all nodes are included in the tree. The cost of an edge is
determined by the weight assigned to it, which can be based on various factors such
as distance, bandwidth, or latency.

o  Kruskal’s algorithm is a third routing algorithm that finds the minimum spanning
tree of a network. It works by selecting the lowest cost edge from the network and
iteratively adding edges until all nodes are included in the tree. Kruskal’s algorithm
differs from Prim’s algorithm in that it does not start with a single node, but rather
starts with the entire network and iteratively removes edges until the minimum
spanning tree is found.

To evaluate the proposed methodology, we performed simulations using the Power-
Shell simulator. We compared the performance of our proposed methodology with tradi-
tional routing algorithms, such as Prim’s and Kruskal’s. The simulation results showed
that our proposed methodology outperformed traditional routing algorithms in terms of
network latency, throughput, and packet loss. The system architecturally consists of three
blocks which are decentralized in nature and consist of the functionalities of a blockchain.
These blocks have hash functions present in them which help in connecting the blocks with
each other depicted in Figure 2.Thus, as per the definition, the blocks are securely linked
together using cryptography, which is the SHA256 cryptographic function.

Remaining memory
allocation by MAU

‘ MAU *I }——hr

MAU - Memory Allocation Unit
L; L, L;- Linkage for connecting blocks
N; N, Nj; - Nodes / Workstations

*Ig - Initializer block to start chain

B2 - 209 highest prioritized block & B3 . B, likewise

Figure 2. Representation of the system.

In order to ensure that new blocks are not tempered with, each block includes the
computationally determined hash of the block header characterized by the previous block
displayed in Figure 3. The timestamp is to maintain records of data on a blockchain, so
that there remains proof that it existed at a specific date and time. This helps in keeping
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track of the blocks. The nonce is a particular number which is added to a hashed or an
encrypted block in a blockchain. The nonce is used to validate the information contained
within a block. We implemented it in the environment of Proof-of-Work blockchains. The
Proof-of-Work (PoW) algorithm’s difficulty level governs the computing work required for
mining and block production. It is dynamically changed to keep the block creation rate
constant. The difficulty level is increased or decreased by specifying a target value, which
is commonly expressed as the number of leading zeros in the hash result. This modification
protects network security, inhibits mining power monopolization, and promotes a fair and
competitive mining environment. The dynamic difficulty level is a vital component in
ensuring the blockchain network’s stability and decentralization.

/ Block head \

Version ’ Timestamp :‘. ! ‘Difficult target:“
{ Previous blocki':——»:: 4 revnlc::sshblock 3 Nonce | —>
" Merkle root )

Figure 3. Block Structure.

A block in the blockchain consists of a network of devices represented in the form of a
graph shown in Figure 4. The graph shows various devices or networks linked with each
other through nodes which represent the cost or weight values. The graphical network of
devices is represented as a workstation, and similarly other workstations are connected
with each other. For calculating the shortest path between the nodes, different routing
algorithms are used. The weights present between the nodes are considered distances or
cost values, and thus the shortest path requires minimum cost values and creates a path in
this manner traversing each node.

Figure 4. Representation of Blockchain Network.

3. Results

The graph displays several systems or networks connected to one another by nodes
that stand in for cost or weight values. A workstation was used to represent the graphical
network of devices, and other workstations were connected to one another in a similar way.
First, we connected all nodes using concept hashing and mining. Further, we converted
hash to bytes using UTF-8. Figure 5 conceptualize SHA256 was also used for converting
to proper hash. Each block has a hash for the previous block and all are connected in a
decentralized manner. Each node has various networks, which we represent in the form of
graphs, to which we applied routing algorithms to obtain optimal solutions.
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| | SHA256(Message): I |

!

[ Initialize the SHA-256 hash algorithm ]

v

[ Convert the message to bytes using UTF-8 encoding ]

¥

Compute the hash value of the message using SHA-256
algorithm

v

Initialize the hash result (digest) as an empty array of
bytes

!

/ For each byte in the hash value: /

[ Append the byte to the digest ]

¥

[ Create an empty string called hexstring ]

/ For each byte in the digest: /

[ Convert the byte to its hexadecimal representation ]

¥

[ Append the hexadecimal value to hexstring ]

¥

[ Return hexstring as the sha-256 hash of the message ]

Figure 5. SHA256 Algorithm Flowchart.

Figure 6 shows the UTF encoding algorithm. The blocks in the blockchain contain the
data of the workstations or the network of the workstations in which they are connected.
By applying the various routing algorithms of the graphs, as in Figures 7-9, to the network
of workstations, the optimal solution is obtained.

| | UTFSENCODE (character): | |

If character <= 127:
Return [character]
{ Bytes-empty array of bytes ]

v

[2\[351»(-192 bit mask to set the leading bits of the encoded}

byte

!

[ Shift-6// number of bits to shift the character ]
/ While character > 0: /

y
Byte-128 (character & 63),
Bytes. Insert(0, byte)

v
[ Character character >> shift ]

Mask-mask >>1

v

[ Return bytes // return the array of utf-8 encoded bytes ]

Figure 6. UTF Encoding Algorithm Flowchart.
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Figure 7. Dijkstra’s Algorithm Flowchart.
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!
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Figure 8. Prim’s Algorithm Flowchart.
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)
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Figure 9. Kruskal’s Algorithm Flowchart.

Algorithms such as Kruskal’s, Prim’s, and Dijkstra’s were used in this model. Individ-
ual computers or other gadgets that are part of a network, like a blockchain network, are
called workstation nodes. These nodes ensure network integrity and verify transactions.
Nevertheless, when the network expands and the total number of nodes rises, the network’s
performance may decrease as a result of a rise in congestion and delay. Using blockchain
technology to enhance the network is one possible solution to this. This can be done by
putting in place a blockchain-based consensus system that allows nodes to agree on the net-
work’s state. Based on their efficiency and dependability, this consensus mechanism may be
created to give some nodes priority, enabling others to process transactions relatively fast.

Decentralized blockchain networks have benefits and drawbacks for network latency
and performance. Network latency is increased compared with centralized systems because
of communication overhead that develops when nodes talk and come to an agreement.
Network latency is further impacted by geographic spread across areas, which introduces
longer physical distances and possible congestion. Decentralized consensus systems like
Proof of Work and Practical Byzantine Fault Tolerance, which call for several message
exchanges and computationally demanding activities, add delay to the process of reach-
ing consensus. Performance-wise, when the quantity of nodes and transactions grows,
scalability issues appear, possibly reducing consensus and transaction propagation. As
the blockchain expands, nodes also encounter storage and processing overhead, which
calls for a significant amount of capacity and power. The frequent interchange of data
across nodes can put a burden on the network’s capacity, degrading performance as a
whole. Efficient data structures such as modified linked list; network optimization methods
including compression and efficient routing using Dijkstra’s, Prim’s, and Kruskal’s algo-
rithms; and consensus protocol utilization (SHA256) are essential for optimizing blockchain
network performance.

Transparency and privacy of transactions are trade-offs in blockchain network opti-
mization. Transparency promotes accountability, compliance, and trust by allowing for
verification. On the blockchain, verifiable documents are tamper-proof. However, confi-
dentiality, data protection, and commercial considerations all depend on privacy. Taking
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into account the use case, privacy-enhancing technology, user permission, and control is
necessary to strike a balance. By using Ethereum, Encapsulation techniques, and subsidized
cryptographic methods; access restrictions; and solid data management procedures, essen-
tial privacy features can be implemented. This ensures an appropriate trade-off balance on
the particular use case of peak hours and some instances of system shortcomings including
smart contract vulnerabilities. The efficiency, security, and transparency of networks rely
on workstation nodes being observed in instances of real-time potential threats.

4. Conclusions

The current research in this field has explored various optimization techniques such
as routing algorithms, hash encoding, and blockchain consensus protocols, including
Dijkstra’s, Prim’s, and Kruskal’s algorithms. Dijkstra’s algorithm is employed for efficient
routing, while Prim’s and Kruskal’s algorithms are utilized for constructing minimum
spanning trees to enhance network connectivity. These optimization techniques contribute
to improving network performance and security in the analyzed architecture. However, this
area still has significant scope for further research and development. The employment of
multiple encryption techniques ensures data privacy and security in blockchain networks.
SHA256 stands out as an improved solution for assuring strong data integrity and privacy.
Moreover, SHA256, a member of the SHA algorithm family, is critical in the context of
data integrity. SHA256 uses cryptographic hashing to ensure data integrity by creating
fixed-length digests, making tampering difficult. This improves blockchain systems’ overall
security. Overall, there is vast potential for further research and development in blockchain-
based network optimization for workstation nodes, and the above-mentioned areas are
potential future directions for research in this field.
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