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Abstract

:

Recent advancements in deep learning for healthcare and computer-aided laboratory services have sparked a renewed interest in making medical data more accessible. Elevating the quality of healthcare services and delivering improved patient care necessitates a knowledge base rooted in data-driven insights. Deep learning models have proven to excel in this regard, as they are specifically designed to embrace a data-driven approach. These models thrive on exposure to larger datasets, which enables them to continuously improve their performance. However, as healthcare organizations strive to aggregate clinical records onto central servers to construct robust deep learning models, concerns surrounding privacy, data ownership, and legal restrictions have emerged. Safeguarding sensitive medical data while harnessing collective knowledge from multiple healthcare centers is a challenging balancing act. One promising approach to address these concerns is the use of privacy-preserving techniques that allow for the utilization of data from multiple centers without compromising security. Federated learning (FL) is a technique that has emerged to enable the deployment of large machine learning models trained across multiple data centers without the necessity of sharing sensitive information. In this article, we present the most recent findings derived from a systematic literature review focusing on the application of federated learning in healthcare settings. This review offers insights into the current state of research and practical implementations of FL within the healthcare domain. By leveraging federated learning, healthcare institutions can harness the collective power of their data while upholding privacy and data security standards, ultimately leading to more effective and data-driven healthcare solutions.
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1. Introduction


Data-driven deep learning models hold great promise in assisting with medical treatment and diagnosis, but they allow massive quantities of different data to be widely useful. For instance, deep learning is extremely useful for text identification in medical laboratory reports [1], tumor segmentation and classification from MRI scans, and cancer diagnosis and forecasting. Machine learning applications actually require enormous quantities of data. Acquiring enough data to solve a particular problem with ML can be incredibly hard, time-consuming, and extremely expensive. In practical terms, data is frequently dispersed rather than centralized and must be gathered from multiple sources before being used. Furthermore, the knowledge gained by an organization might exhibit a peculiar distribution that does not assist the creation of systematic models. For example, hospitals in various areas or nations seem to have distinct patient profiles and pathologies and would benefit from collaborating together to design and develop ML applications that serve all of their patients equally. To promote robustness and generality, deep learning involves immense and varied training datasets. Multicenter research is extremely important when developing DL algorithms that are applicable to a wide range of situations in the real world. The most popular approach for such collaborative multi-center efforts is currently described as “centralized learning”, through which data from many places is shared and consolidated into a centralized place in line with multi contracts. So far, huge data collection and resource sharing may raise operational challenges, and overcoming privacy and ethical issues might take time. For instance, only a specific hospital or clinic might have access to a patient’s medical records [1]. The significance of data security and privacy protection is increasingly being widely recognized [1], particularly as the frequency of data breaches at health care organizations rises. Medical images of the patient may include private and sensitive data about patients that should not be shared with anyone except the institutions where they were produced, especially when complete de-identification is indeed not practicable [2].



The Health Insurance Portability and Accountability legislation (HIPPA) and the General Data Protection Regulations (GDPR) legislation have prohibited stakeholders from exchanging electronic health records (EHRs) with healthcare providers or researchers without patient agreement [3]. Indeed, various countries throughout the world are developing stronger legislation to protect data security. The European Union, for example, implemented the General Data Protection Regulation (GDPR) in 2018 to protect its customers’ privacy and confidentiality of their data. On the one hand, establishing these restrictions will result in a more civic society. However, the restrictions make it impossible. These regulations, however, make it more difficult for academics from many universities to share data and collaborate on a deep learning model. To avoid data leaking, the “distributed learning” model was designed to scatter data among various institutions rather than aggregating it into a single pool.



1.1. Deep Learning Models Used in Healthcare Are as Follows


1.1.1. Deep Belief Networks


These are unsupervised algorithms in the field of generative graphical models. To tackle difficulties, they employ backpropagation and pre-training. This is equivalent to a stack of constrained Boltzmann machines.




1.1.2. Convolutional Neural Networks


CNN is a deep learning system that can take an input image, assign priority to various elements in the image, and then discriminate and differentiate between the image and others. It is used to increase the classification accuracy of facial electromyography (FEMG) and speech signals.




1.1.3. Recurrent Neural Networks


An RNN is one form of artificial neural network (ANN). It is the only form of neural network with internal memory, and it is both strong and robust. RNNs can recall vital information about the input they receive as a result of internal memory [4].




1.1.4. Adversarial Generative Networks


This describes generative adversarial networks (GANs): An adversarial approach for estimating generative models has been suggested. At the same time, two models are being trained: the generative model G and the discriminative model D. G is a generative model that captures data distribution, whereas D is a discriminative model that calculates the probability that a sample originated from G rather than G [4].





1.2. The Comparison of Deep Learning Models Is as Follows


Backpropagation is a straightforward, supervised approach that is easy and quick to deploy. However, it takes a long time to train and is quite sensitive to noisy data. DBNs are unsupervised learning techniques that are also components of a generative graphical model. They uncover significant patterns in the data. DBNs can quickly learn an optimal set of parameters for models with a large number of parameters and nonlinear layers, but they are exceedingly slow and inefficient. CNNs are supervised learning algorithms that employ many building blocks, including convolution layers, pooling layers, and fully connected layers, to learn the spatial hierarchies of data automatically using backpropagation. They are easy to train and implement, and they perform well in pre-training and feature extraction. They do, however, demand a lot of memory to preserve their intermediate results, and their main applications are in video and image recognition, natural language processing, picture categorization, and so on. RNN is a supervised learning system that can retrain from past data while new data is accumulated, making it helpful for time series. Because of the nature of RNNs, their calculations are slow. GANs have a wide range of applications, including image analysis, and do not need to use Markov chains. When the discriminator’s cost function increases, the generator’s cost function drops [5].



Federated learning (FL) [6] is a relatively new method for protecting patient privacy while training deep learning models on federated healthcare data. By avoiding the need for the transfer of medical data through a centralized aggregate server, this method allows for decentralized training of deep learning models [7]. Each hospital acts as a client node, training its own deep learning model locally and then uploading it to the global central server for a sum up. A global model is formed from the local models of all the nodes and is distributed to them by a centralized server that coordinates and aggregates them. During training, node-specific training data are never transmitted, so this is an important point to emphasize. They are instead kept locally at each node. The confidentiality of patients’ medical records is maintained by transmitting only the model’s weight and characteristics [8]. Since FL preserves private information while facilitating collaboration between numerous medical institutions, it greatly lessens many security concerns. FL shows great promise for healthcare applications that aim to enhance patient and institutional access to high-quality healthcare. Figure 1 shows the working of federated learning.



Using its own data, each client refines a model obtained from the server. The client initiates a local training session by requesting the model from a cloud server and notifying it of its readiness. After that, the client receives the most up-to-date global model available. After a model has been acquired, a training session can begin using the localized data and the model. Once the conduction of training is completed locally, the model is sent back to the central server, where the preferred changes have been accumulated. When one training round is over, the server alerts the client and updates the global model based on the model it received [9]. The federated learning process consists of the following three steps:




	
Distribution: The aggregation center distributes the global model details to all of the regional nodes by way of a secure network connection.



	
Train locally: In order to train the global model, each regional center uses data collected locally in conjunction with the global model parameters [10].



	
Global aggregation: Here, training outcomes are aggregated globally, meaning that all participating local centers report back to an aggregation server. The server then applies the changes made at the regional nodes to the global model parameters. The term “global training” describes this method [11]. The flowchart of the federated learning framework is shown in Figure 2.










2. Challenges Associated with Healthcare Data


This section elaborates on the challenges associated with federated learning, especially with healthcare data.



2.1. Variations in the Quality of Data Due to Noise


When it comes to data collection, healthcare businesses are in a vulnerable state. Collecting massive amounts of clinical data from EHRs, medical imaging, and radiology reports, etc. is labor intensive and time consuming. For acquiring high-resolution medical pictures, multishot MRI is a common technique [12,13]. Nevertheless, the technique can introduce instrumental and environmental noise because of distortions in the final image. There are difficulties, consequences, and potential developments for any data format [14].




2.2. Incorrect Data Annotation


Annotating data samples is an important part of healthcare datasets. As a result, they need to be carried out legally, bearing in mind privacy concerns, and according to established standards [15]. Improper annotations, such as a mismatched dataset, an unbalanced class distribution, or bias and data sparsity, result from improper labeling [16].




2.3. Data Heterogeneity


Many FL algorithms and strategies assume that the data is independently and identically distributed (IID) across the participants, which presents a challenge when the distribution of the data is not uniform. FL may help address some potential biases through potentially increased diversity of data sources [10]. Strategies like FedAvg9 tend to fail under these conditions which might be seen as counterproductive to the goal of collaborative learning in general. Another difficulty is that local participants may not benefit from the global optimal solution if the data are heterogeneous




2.4. Privacy and Security


Sensitive information in the healthcare industry must be protected using strict methods of privacy [17]. As a result, it is important to think about the costs and benefits, possible solutions, and outstanding risks involved with FL’s privacy-preserving functionality.




2.5. Standard Medical Datasets


These have been lacking in both quantity and quality, making it difficult to create a dependable answer to the FL algorithm’s challenges. The dataset used in FL experiments may differ greatly depending on the research goals. Medical image classification and segmentation performance is a primary focus of some datasets, while network communication performance is a primary focus of others [18]. There is a lack of benchmark datasets, which is especially problematic in the medical field. To evaluate the efficacy of the FL, which integrates data from various medical databases, a trustworthy standard is needed.




2.6. Data Partitions


In order to train a trustworthy collaborative machine learning model, the FL strategy aims to pool information from multiple clients into a larger data set. Whether there is a small sample size, a lack of features in the sample, or both, FL relies heavily on the data partition (horizontal or vertical) you choose [19,20].





3. Literature Review


In this section, we continue our discussion of modern FL designs, proposed in different papers. This section provides an in-depth summary of previous studies and various research methods.



Related Work


According to the study, many researchers have proposed federated learning for medical data analysis, medical imaging, medical image classification, and segmentation and most of them expressed privacy concerns. An in-depth analysis of the ideas behind federated learning and the current directions of medical imaging research is proposed [1]. The authors of [2] discuss the technical challenges and practical considerations that come with putting federated learning algorithms for medical imaging into practice, as well as introduce federated learning algorithms for medical imaging and talk about their applications. The authors of the study [3] propose combining the methodologies of the Internet of Medical Things (IoMT) and federated learning (FL) to predict COVID-19 through CT scans. This is done with the intention of achieving the research objective. The unique federated semi-supervised learning approach is presented in [21] as a means of resolving the discrepancy that exists between datasets and human annotations. This approach can be used with or without annotations. Due to the fact that federated learning does not necessitate the exchange of personally identifiable information, it is an excellent option for institutions and nations that adhere to stringent privacy policies. Using repositories like The Cancer Genome Atlas (TCGA), analysis can be performed on the effects of IID and non-IID distributions, and the sizes of single datasets [22]. According to [22], a framework that allows for the collaborative development of machine learning models for medical image analysis through differentially private federated learning is one that is both practicable and dependable.



The work will help researchers develop a practical federated learning environment for the healthcare industry by taking a novel approach based on modern machine learning methods. Rather than directly sharing datasets with one another, the results of training obtained from multiple centers are connected to make a consolidated overall model [23,24]. In this way, sensitive patient data is protected as it is transferred between hospitals. An investigation was carried out to find out how FL context is made with multiple domains and tasks [25], where the nodes may contain datasets that have been trained to deal with tasks from more than one domain [26]. This research delves into what is behind this issue, what federated learning’s (FL) potential benefits are for the future of digital health, and where it might go wrong [16]. Proportionally Fair Federated Learning (or Prop-FFL for short) is a new federated learning technique proposed in this study [27] to improve model “fairness” across participating hospitals. Table 1 shows the results of a comparison between the suggested research and the most recent survey in the field.





4. Secure Aggregation Based Privacy Preservation Algorithms for Federated Learning


We compared a centralized training approach with the real-world dataset and the performance of the FedAvg, FedPer, FedMa, Secret Sharing and Homomorphic encryption secure aggregation algorithms for human activity recognition.



4.1. Federated Averaging (FedAvg)


By averaging the weights of the individual local models, the server creates a fresh aggregated model using the FedAvg technique [31]. By applying the FedAvg algorithm to our CNN model, we obtain a centralized learning approach that achieves an accuracy of 82.74% on the global test-set while the client-side model, on average, achieves an accuracy of 71.22%.




4.2. Federated Personalization (FedPer)


FedPer operates on the premise that the model should be partitioned into generic and specific parts. All of your custom layers will remain hidden from the server. In a federated server, transfer learning only aggregates the lowest levels. Clients were found to retain their individualized skills and perform well on local test-sets with an accuracy of 95.05% (just lagging behind the local learning accuracy of 95.41%).




4.3. Federated Match Averaging (FedMA)


Using a layer-based learning scheme, FedMA finds optimal solutions by combining and matching nodes with similar weights. Each layer’s training is completed independently before being uploaded to the central server. Compared to the centralized learning method, the FedMA method improves the server model’s accuracy to 77.91 percent. The client’s model keeps some degree of customization (93.80% accuracy on local test-set) at the cost of performing well on the global test-set (60.77%) (Ek, 2020).




4.4. Secret Sharing


Secure aggregation with secret sharing is a technique used to safeguard the privacy and confidentiality of data during the aggregating process. It entails separating the data into shares and distributing them to other parties [4]. The cutting-edge secure aggregation method trial findings demonstrate that it is 99% quicker, while lowering client communication costs by 20%. Furthermore, the trained model has the same accuracy as FedAvg for balanced, unbalanced, IID, and non-IID data distributions.




4.5. Homomorphic Encryption


MPHE (multiparty homomorphic encryption) allows the central node to compute this aggregate while only receiving encrypted versions of each individual gradient. Threshold additively homomorphic cryptosystems can accommodate client dropouts, but they are either computationally costly or demand extra trust assumptions with the transmission, which is roughly 98% accurate.



As per the results obtained from different secure aggregation privacy preservation algorithms, it has been observed that the accuracy of all the algorithms are good, but Table 2 shows that Homomorphic encryption secure aggregation is preserving the privacy of the healthcare data by observing the Health Insurance Portability and Accountability Act (HIPPA) and General Data Protection rules (GDPR) standards with security, efficiency and reliability parameters. The related comparison is shown in Figure 3. The Blue bar in Figure 3 represents client own accuracy, red bar represents server accuracy and yellow bar represents client all accuracy.





5. Conclusions


Federated learning has distinguished itself as a one-of-a-kind learning platform by allowing edge devices to train the model on a local level using their own data. This has helped the company gain a wider range. In this article, we discuss federated learning, which is a technique that makes it possible for experts in the field of artificial intelligence and healthcare centers to work together on the development of collaboration models for deep learning. Applying criteria like partitioning, distribution, privacy attacks and defenses, and benchmark datasets, we reviewed how federated learning has developed over the past two years in the service of healthcare applications. We envision this work serving as a foundation for further investigations of federated learning potential in health wellness programs and a standard for protecting personally identifiable medical data.
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Figure 1. Federated learning framework. 
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Figure 2. Flowchart of the federated learning framework. 
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Figure 3. Comparison of results of various federated learning algorithms. 
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Table 1. The results of a comparison between the suggested research and the most recent survey in the field.






Table 1. The results of a comparison between the suggested research and the most recent survey in the field.





	Reference
	Contribution
	RM
	CS
	FLA
	Advantages
	Limitations





	Erfan Darzidehkalani et al., 2022 [1]
	A thorough examination of its concepts and current research trends in medical imaging.
	✔
	-
	-
	Achieving success in circumventing privacy and data-sharing constraints.
	Limited to radiologists only.



	MohammedAdnan et al., 2022 [2]
	Both bag-p

reparation and Multiple-Instance Learning (MIL) are required for the proposed method which is client-side.
	-
	✔
	-
	Presented a privacy assessment of the method through the differential privacy framework
	-



	Suresh Dara et al., 2022 [3]
	To classify COVID19 in chest CT images, a scalable framework was proposed that incorporated federated learning, IoT, and big data architectures.
	-
	✔
	-
	Worked on the COVID-19 classification problem.
	The difficulty of transmitting parameters and accumulating weights.



	Mohammad

Ghasemi-rad et al., 2022 [22]
	Provides an overview of federated learning algorithms (FedAvg, CWT, etc.) for use in medical imaging
	✔
	-
	✔
	Data heterogeneity, communication load, and privacy all attained.
	Specific to radiology



	Micah J. Sheller et al., 2020 [28]
	Collaborative learning methods that protect individual data were discussed
	✔
	-
	-
	Meeting the requirements of data protection regulations.
	-



	Naoual Mouhni et al., 2022 [5]
	A condensed, up-to-date introduction to federated learning for medical imaging techniques, written for academics and practitioners.
	✔
	-
	-
	Privacy can be maintained through a combination of federated learning and other cutting-edge methods, such as the Blockchain chain.
	Need to optimize the security of health data.



	Truong X. Nguyen et al., 2022 [29]
	Provided up-to-date FL ocular imaging evidence
	✔
	-
	-
	In order to facilitate partnerships between multiple institutions, FL developed a robust and cooperative DL model.
	Not overcomin