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Abstract: The phenomenon of disinformation raises serious questions for society, affecting public
trust and democratic stability. In this context, an attempt is made to configure a profile of the
practices of identification and fight against disinformation, assess the incidence of social networks,
and identify citizens’ perceptions of media literacy in Ecuador. The methodology used is quantitative
and qualitative, with a descriptive approach, using a survey, interviews with experts, and focus
groups. The converging points between experts and citizens are the need to develop media literacy
processes that begin in basic education and the institutionalisation of the fight against disinformation,
which should be assumed through an articulation between citizens and schools. On the other hand,
training to identify fake news is directly related to information verification practices. Likewise,
statistical evidence shows that Ecuadorians who verify information perceive themselves as fully
informed citizens.
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1. Introduction

The media, both traditional and digital, are losing the trust of citizens, among other
reasons, due to polarisation and clientelistic arrangements (Salazar 2022; Newman 2019),
in addition to the phenomenon of the dissemination of false information (Osmundsen et al.
2021), disinformation, or fake news that is increasing on a daily basis.

Disinformation is information created and disseminated deliberately to cause harm,
confuse, and falsify (Wardle and Derakhshan 2017). It corresponds to “a cultural phe-
nomenon historically linked to the dynamics of mass media intervened by state and
commercial interest groups” (Echeverria and Rodriguez 2023, p. 81). Disinformation in-
volves false broadcasts, misinformation, rumours, conspiracy theories, bots, trolls, and fake
news portals (Tucker et al. 2018).

Disinformation is intentionally fallacious (Jack 2017), denaturalises facts to mislead
audiences (Fraguas de Pablo 2016; Rodriguez 2018; Sartori 2016), and multiplies thanks
to the opacity of technological infrastructures and legal loopholes (Persily 2017), but
fundamentally, it represents a risk for democracies because it requires states to ensure
their institutions without restricting the freedoms and rights of citizens (Marcos et al. 2017;
Pauner 2018; Walker 2018). For the European Union, disinformation is a latent threat to
democracies (Bayer et al. 2019).

The presence and continuous increase of fake news question the credibility of contem-
porary journalism (Rodrigo-Alsina and Cerqueira 2019). Also, disinformation is an infor-
mative disorder that creates doubts and false debates and affects the economic profitability
of the media (Del-Fresno-Garcia 2019). Although the most delicate is that disinformation
has contributed to generating patterns of reduced trust in the media that have become
widespread to the point of fueling concerns regarding a “post-truth era” in which citizens
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shun made to replace them with those contents that, on the other hand, fit their emotions
or political beliefs. (UNESCO 2021, p. 14)

The future of journalism depends, in large part, on how the media fights against
disinformation (APM 2019). Unfortunately, the digital ecosystem does not yet have a
concrete model to make the public interest and freedom of expression prevail in the face of
the disinformation that is increasing daily (Gonzalez 2022; Mihailidis and Viotty 2017).

Fake news spreads faster than real news on social media. The highest consumption
of fake news occurs through social media, in contrast to traditional print media, where
measurements indicate low consumption of misinformation (Koc-Michalska et al. 2020).
However, many falsehoods are transmitted through social media, and the risk of dissemi-
nation is immediate (Vosoughi et al. 2018) because people multiply false news.

Links have been found between the “official” production of inaccurate information
and the polarisation of voters (Pemstein et al. 2022), but it is worth remembering that this is
a shared responsibility of the media and institutions (Marcos et al. 2017). Paradoxically, fake
news dismantles the monopoly of institutional disinformation coming from the mainstream
media in a bid to emancipate readers (Tanz 2017), evidencing the deficiencies of work strictly
attached to deontology and civic values. In other words, those media and journalists who
are not very solvent in the search for truth and the balance of sources act, even without
intending it, as multipliers of hoaxes.

Disinformation explains the growing distrust towards media and politicians (Casero-
Ripollés et al. 2023) and it would be a contradiction in terms that, at a time of transition to
online data flows, there are people who trust traditional media more because they have
better access to sources and more resources, Compared to streamers or content creators
(Alonso-Martin-Romo et al. 2023).

Disinformation affects attitudes towards democratic processes (Galarza 2022), appears
on social networks, and influences journalists” routines (Martin-Garcia and Buitrago 2023;
Montemayor and Garcia 2021). The perception of misinformation by journalists and other
professionals is explored, for example, in Rodriguez-Fernandez and Establés (2023).

Research carried out in 26 countries in Latin America and the Caribbean revealed
that misinformation and post-truth are widely disseminated in various media and that
social media platforms play a relevant role in their transmission (Borrego-Ramirez et al.
2023). In Mexico, the relationship between the perception of false information and news
consumption through platforms was studied during the Mexican federal elections of 2021
(De Elias and Muniz 2022). This was scrutinised a year earlier, when the influence of social
media on the perception of vote buying in Mexico was demonstrated (Gomez 2019).

Another study looked at preferences for digital ecosystems in Brazil, Colombia, and
Spain. It was concluded that there is a tendency to access news through digital and audiovi-
sual media and noted concerns about dubious sources and journalistic malpractice (Colussi
et al. 2024). It is evident that social media platforms are modifying the communication
landscape towards a state of disintermediation, which causes changes in communication
patterns and norms (Barrios-Rubio 2024).

To counter disinformation, local and national actions are implemented in the so-
called fight against disinformation, e.g., laws, media literacy, Internet blackouts, working
groups, reports, and research (Funke 2021). There are also information verification and
fact-checking initiatives that have an impact “on pluralism, as these organisations play
a watchdog role in the post-truth era” (UNESCO 2019, p. 25). Among the highlighted
experiences is the “Code of good practices against online disinformation” (Magallon-Rosa
2019). Although it is complex to establish a standard to regulate digital platforms that allow
disinformation, three axes are identified: self-regulation, prevention in electoral campaigns,
and defence of freedom of information and expression.

In Latin America, the effort to regulate platforms focused on establishing verifica-
tion agencies, creating legislation to penalise fake news, and establishing dialogue with
platforms to establish ethical standards (Rauls 2021). For its part, the European Union
is defined as an axis of work raising awareness through citizens’ literacy to detect and
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counteract disinformation (European Commission 2018). These experiences allow us to
point out that one of the most effective ways to reduce misinformation is to promote media
and information literacy (MIL) to increase citizen participation (Wilson et al. 2011).

Regarding the above, there is an interest in studying people’s behaviour when faced
with fake news and their ability to identify them, as has been done in other countries and
communities (Cerda-Navarro et al. 2021). Verifying information is vital and necessary to
interpret the data and create critical participation based on ethical parameters. Moreover,
because the role of social networks “in the dissemination of fake news must be analysed
not only according to their objective capacity to distribute information, but also based on
the fact that there are few limitations to these networks” (Cerda-Navarro et al. 2021, p. 301).

Based on the above, research is proposed to (1) configure a profile of practices for
identifying and combating disinformation. (2) to investigate the incidence of informed
opinions and perceptions on the impact and possible alternatives for reducing disinforma-
tion. Finally, (3) to learn about citizens’ perceptions of media literacy and the institutional
conditions needed to combat disinformation in Ecuador.

The case of Ecuador is considered because it is a country affected by violence, cor-
ruption, and a weak democracy generated, among other causes, by misinformation that
impacts the exercise of freedom of expression (Mendoza et al. 2023; Sanchez et al. 2022;
Sierra and Sola-Morales 2020; Vélez and Bello 2022), and also because 76% of the popula-
tion has access to the Internet and can participate in public opinion through social media
platforms. These users generate more than 16.3 million connections, showing access from
more than one device per user. TikTok consolidates as one of the main social networks,
with close to 12 million accounts. While Facebook and Instagram integrate 15.7 million
accounts—users (Del Alcazar Ponce 2023), i.e., there is a digital ecosystem prone to news
consumption through social networks, with the foreseeable risk of receiving fake news.

A study conducted in Azuay (Ecuador) analysed how journalists covered medical and
scientific information during the COVID-19 pandemic. The results showed that journalists
had limitations in the selection of sources and lacked knowledge about medical and scien-
tific topics (Verdugo and Rodriguez-Hidalgo 2024). However, scientific information about
Ecuadorians” knowledge and practices on how to combat misinformation is still scarce.

Ecuador’s legal framework considers guarantees for freedom of expression and the
subsequent responsibilities of the media and journalists in cases of disinformation. To
promote adequate treatment of information and generation of content, current regulations
are considered, where limits and possible violations are established, the current regulations
are considered, where limits and possible violations are established. Article 66, number
18 of the 2008 Constitution of the Republic of Ecuador, recognises the right to honour and
good name, and number 19 establishes the right to the protection of personal data, which
includes access to and decision on information and data of this nature. The collection, filing,
processing, distribution, or dissemination of such data or information shall require the
authorisation of the owner or the mandate of the law, and number 20, recognises the right
to personal and family privacy.

On the other hand, the “Ley Organica de Comunicaciéon” (Organic Law of Communi-
cation) of 2022 includes preponderant articles for journalistic action, as follows: “Article.
Subsequent liability”, “Art. 20.—Subsequent liability of the media”, “Article. 21.—Civil
liability”, and in particular Article. 22.—Right to receive quality information.—All people
have the right to have the information of public relevance that they receive through the
media verified, contrasted, accurate, and contextualised. Verification involves verifying that
the events reported have actually occurred. Contrasting involves collecting and publishing,
in a balanced way, the versions of the persons involved in the events narrated, unless any
of them has refused to provide their version, which shall be expressly recorded in the
journalistic note. (Asamblea Nacional 2022)
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2. Methodology

The methodology used is quantitative and qualitative, with an exploratory and de-
scriptive approach, using a survey, expert interviews, and focus groups. The research
instruments complement each other and together contribute to the fulfilment of the research
objectives. Through the survey, the profile of practices and the fight against misinformation
is established (objective 1). The expert interviews contribute to investigating the incidence
of informed opinions and perceptions on the impact and possible alternatives to reduce
misinformation (objective 2). In addition, the focus groups derive evidence to know the
perceptions of citizens on media literacy and institutional conditions (objective 3).

A questionnaire based on two studies was used.

(@) A survey of digital users on information habits was applied in Argentina by the
organisation “100 per cent”, made up of three organisations linked to journalism. This
work sought to find out the level of disinformation among Argentines and how it
impacts on their daily lives. It was directed by Mosto et al. (2020).

(b) The research by Cerda-Navarro et al. (2021) entitled “Fake or not fake, that is the
question: recognition of disinformation among university students”, investigated the
ability of university students to discern the veracity of the information they receive.

The questionnaire was made up of five blocks: (1) identification of fake news; (2) fre-
quency of news consultation; (3) frequency of participation in forums and news comments;
(4) prevalence of fake news and identification skills; and (5) sociodemographic questions.
The application was made via a Google form between 23 May 2022 and 31 January 2023. It
received 263 participants, corresponding to 112 men and 151 women. The average age is
26 years, by age group: 18-27 years: 74%; 28-37 years: 19%; 38—47 years: 5%; 48-57 years:
2%. The participants live in different cities in Ecuador and have different occupations. Data
processing was carried out with the support of SPSS software, version 23.

Also, six semi-structured interviews with experts were conducted in November 2023
via email. The profiles of the experts correspond to three male and three female academics,
specialists in digital communication, journalism, and public opinion, working in Latin
American universities.

Finally, three online focus groups were conducted between 28 June and 20 July 2022,
due to mobility restrictions to avoid contagion from COVID-19 and to cover participants
from several cities. Twenty-five people took part, of whom 10 are men and 15 are women.
The average age is 40 years old. According to the professional profile, they correspond
to 10 primary and secondary school teachers, seven journalists, three professionals in
civil engineering and industry, two business administrators, two doctors, and one person
working in an ONG.

From a theoretical perspective, a focus group is an interactive practice of social research
(Callejo 2001; Galeno 2004), “consisting of bringing together a group of six to ten people
and provoking a discussion among them on the topic of interest, which must be led by a
moderator” (Lopez 2010, p. 150); it is “ideal for capturing dominant representations, values,
affective formations, and imaginaries, allows for the reconstruction of social meanings, and
reproduces a given macro-social situation on a given scale” (Pedraz et al. 2014).

A discussion group allows the expression of different positions and attitudes of the
participants, the exchange of information, and the orientation of the discourse on the
reality to be investigated (Canales and Peinado 1995). On the other hand, “conducting
discussion groups online is logistically feasible. Social researchers currently have a series
of technological and communicative resources that we can manage and configure to shape
group dynamics” (Parada 2012, p. 112).

The research questions have four axes and consider the following issues: (a) Media
literacy: what does it mean to be media literate? How should social media support media
and information literacy? (b) Sources: which social actor generates the most disinformation,
and which information source generates trust? (c) Social media platforms: is fake news
spread through the media or is it a phenomenon linked to social media? (d) Practices in the
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fight against disinformation: what predominant practices do Ecuadorians have? What do
verification companies contribute to the purging of news? What institutional conditions
are needed?

3. Results

The representations of the data are in the following graphs and tables, which show
that there is greater trust in journalists than in politicians. Figure 1 shows the perceptions
of the respondents, who indicate that a lot of fake news would be generated by political
leaders and citizens. However, according to Figure 2, the values of trust and credibility of
the media, be it cyber media, radio, newspapers, or television, as institutions that provide
reliable stories and data, are restored.
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Figure 2. Trustworthy information providers.

Regarding news consumption, respondents indicate that they mostly follow the news
every day, especially national news, and therefore perceive themselves as highly or fully
informed (Table 1). The consumption of news through social networks occurs above all
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on Instagram and WhatsApp, supported by images and short texts, leaving less space for
argumentation, leaving interpretations to the subjectivities and referential frameworks
of each person, and leaving room for speculation with the few data and inputs that are
transmitted through social networks.

Table 1. News consumption practices.

Follow the News Consume News Informed Person

Age Grou
8 P Rarely 1\];:[‘;:?}’1 a‘;:;l}(’ Daily Local National International Few Average High Fully
18-27 6 13 80 95 35 111 48 6 80 82 26
28-37 3 4 13 30 10 32 8 1 16 25 8
38-47 0 1 4 9 2 11 1 0 4 6 4
48-57 0 0 0 5 2 3 0 0 2 3 0
Total 9 18 97 139 49 157 57 7 102 116 38
Favourite Social Network Daily Social Media Time
Age Group
Facebook Twitter YouTube WhatsApp Instagram Others Less than 1 1-3h 3-5h More than 5
18-27 66 14 14 40 55 5 21 83 57 33
28-37 15 6 2 10 12 5 7 30 5 8
38-47 5 3 0 3 3 0 3 5 3 3
48-57 1 3 0 0 0 1 0 3 0 2
Total 87 26 16 53 70 11 31 121 65 46
The practices against disinformation carried out by Ecuadorians are in Table 2. Associ-
ations between information verification and three variables stand out: identification of fake
news, importance of training to identify fake news, and self-perception. Chi-square tests
were conducted to test the aforementioned associations among the 263 participants.
Table 2. Practices against disinformation.
Verify Can You Identify Fake News? Verify Importance of Training Total
. . ota
Information  None Some A half Many All Information Average High Absolute
Never 1 2 3 3 1 Never 1 6 3 10
Sometimes 0 13 59 45 13 Sometimes 14 64 52 130
Always 1 3 20 81 18 Always 3 32 88 123
Total 2 18 82 129 32 Total 18 102 143 263
Verify Are You an Informed Person?
Information Few Average Quite a lot Completely Total
Never 4 3 2 1 10
Sometimes 2 63 57 8 130
Always 1 36 57 29 123
Total 7 102 116 38 263

Among the variables “verify information” and “identify fake news”, the observed
Chi square value was 51.8 with eight degrees of freedom, and the associated p-value was
<0.001, indicating a statistically significant association.

Between these variables ‘verify information” and ‘importance of training’ the observed
Chi-square value was 29.3 with four degrees of freedom, and the associated p-value was
<0.001, indicating a statistically significant association.

Between the variables “verify information” and “informed person”, the observed Chi
square value was 75.7 with six degrees of freedom, and the associated p-value was <0.001,
indicating a statistically significant association.

Interpretation of these results suggests that, based on respondents’ perceptions, people
who verify information are more likely to identify fake news, value training to combat
misinformation, and perceive themselves as fully informed citizens. It is important to note
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that this analysis has some limitations, including the possibility of selection bias and the
lack of control for other potential risk factors. The results of the Chi-square test allow us to
assert that there is a significant association between information verification practices and
training in identifying fake news, underscoring the importance of media and information
literacy interventions.

As a result of the interviews, the following testimonies were obtained. “Fake news
is linked to social networks, it originated in them, but it expanded to traditional media”
(Interviewee-1). “They are linked to the digital society, instant messaging services and
platforms. In the current media ecosystem, the clickbait culture makes its harmful effects
more powerful and amplified” (Interviewee-2). Traditional channels “disseminate less fake
news and its impact is lower, however, the online press through clickbait generates a large
volume of fake news. In social networks, it is observed that fake news is integrated into
disinformation strategies” (Interviewee-3).

According to experts, citizens have criteria to detect fake news (Interviewee-4), “they
are more alert” (Interviewee-1), but “there are deficiencies in terms of the lack of media
literacy, which generates a feeling of general distrust with the content that is consumed
through the Internet” (Interviewee-2).“It is necessary to teach users with basic information
detection guidelines such as reverse navigation, variety of sources, etc., but also to value
the role of verifiers and get users used to going to them” (Interviewee-3).

Social media platforms could prevent the spread of fake news. “There are some
attempts to stop misinformation on social media, but given the volume of lies and the
difficulties in identifying them, the effort has to be shared between social media and
education” (Interviewee-1). In addition to the legal obligations imposed by national and
international legal frameworks, platforms “have the moral obligation to neutralize fake
news as soon as they detect it. They are also affected by an overload of content, many
generated by the audience themselves, which makes the detection and elimination process
difficult” (Interviewee-5).

Among the intervention alternatives are “implementing rules against the publica-
tion of false or harmful content, and establishing measures against those who do not
respect them. Transparency in political advertising, the promotion of reliable sources”
(Interviewee-6), Additionally, “through transparency in the algorithms used, use of alter-
native recommendation and search where veracity and diversity of sources are a priority.
Integration of verifiers in decision-making by platform moderators” (Interviewee-3). Or
directly, through “warning and awareness campaigns” (Interviewee-5).

On the other hand, the groups fighting against disinformation contribute to the purg-
ing of news. “They are an extraordinary contribution. They do a fairly rigorous verification;
they dismantle the lie clearly by providing evidence. But it is a function that all media must
assume. It should be a fundamental section of any media” (Interviewee-1). “Fact-checking
platforms are a pillar in the fight against disinformation, with their rigorous work they man-
age to dismantle that false news that have been most shared or are viral” (Interviewee-6).
They are effective instruments to stop disinformation and give citizens tools to identify
disinformation (Interviewee-4).

Unfortunately, citizens are unaware of the existence of the verifiers and therefore do
not turn to them when they have doubts about the news. I believe that the work they do is
positive and should continue. However, they cannot cope with the information overload
and effectively combat the spread of fake news. Their work is very useful because it allows
us to understand the narratives of action for those who seek to destabilise a democracy in a
disinformative way (Interviewee-5).

Sometimes, verification initiatives generate mistrust “due to ideological biases or
partisan motivations, despite the efforts of organisations to demonstrate their impartiality”
(Interviewee-2), but it is evident that “they carry out a complementary task to information
professionals. Ideally, they should have some kind of accreditation that guarantees their
transparency and rigour, and they should be integrated in both the production and veri-
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fication of content” (Interviewee-3); therefore, it is urgent to support these organisations
“through funding and guaranteeing independent support” (Interviewee-4).

The experts were consulted on how to teach media skills to deal with misinformation.
In the answers, they point out: “I believe that the best way to combat misinformation is
to provide quality information, and that requires culture, information and values. Of the
ethics of communication, which is the defense of democracy” (Interviewee-5). “More media
literacy actions are needed for all segments of society to understand what mechanisms are
available to them to distinguish fake news. Therefore, it is important to implement media
education in schools” (Interviewee-6).

In higher education, there are “initiatives such as conferences or workshops where
verifiers and journalists have taught students how to identify fake news, raising awareness
so that they do not contribute to its dissemination” (Interviewee-3). “In communication
faculties, students are made aware of the importance of the rigorous practice of journalism,
where the verification of sources is especially relevant” (Interviewee-6).

The interviews reveal patterns in the responses. A recurring theme is the connection
between fake news and social media, with several interviewees highlighting that fake news
is born and spread through these platforms, empowered by the strategy of misinformation.
Traditional media seem to have less impact on the spread of fake news, but the online
press amplifies this problem considerably. The need for media literacy is another crucial
point: although citizens are more alert, there are still significant shortcomings that generate
widespread distrust of online content.

Another notable pattern is the importance of collaboration between social media
platforms and education in curbing misinformation. Interviewees agree that platforms
have both a legal and moral obligation to neutralise fake news but face difficulties due
to the volume and overload of user-generated content. In addition, the need for clear
rules against publishing fake content and the promotion of trusted sources is underlined.
Transparency in algorithms and the integration of verifiers in platform decision-making are
seen as effective strategies to combat misinformation.

Additionally, the crucial role of verifiers and fact-checking organisations is highlighted.
Although these initiatives are essential and contribute significantly to the fight against
misinformation, they still face challenges such as public distrust due to possible ideological
biases. Interviewees suggest that these organisations should receive independent funding
and accreditation that guarantees their transparency and rigour. Media education, from
schools to higher education, is seen as a fundamental solution to empower citizens to detect
and prevent misinformation by promoting rigorous and ethical journalistic practice.

In the discussion groups, the answers about what it means to be literate with respect to
the media are “access to knowledge” (Participant-01), “search for information” (Participant-
02, Participant-03, Participant-04), “form public opinion objectively” (Participant-04).

Other participants pointed out that media literacy is “broad knowledge and skills to
analyse information” (Participant-05). “Knowledge and communicating in an ethical way”
(Participant-06). “Knowledge of national and international events, to have a criterion, a
voice and a sense in terms of information so that we are not manipulated” (Participant-09).
“Investigative and critical capacity” (Participant-08) to “maximise the advantages and
minimise the damage in the new informational, digital and communicational landscapes.
This will allow people to interact in a critical and effective way” (Participant-07); it is also
valued as “training to give more information to people, through television and radio”
(Participant-10).

Media literacy involves “differentiating which news are false and true” (Participant-11),
“discriminate the publications with yellowing headlines that do not have a reliable research
process that allows you to guarantee their content” (Participant-02), contrast “before sharing
or talking about them” (Participant-12), “Contrast in different sources being analytical being
analytical of the context in which they have been published” (Participant-13).

Being medjiatically literate means possessing “critical thinking” (Participant-14) and
“critical sense, but we need to improve access to education” (Participant-15), to be “active
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producers of information, innovative and creative, who make good use of the different
media available to us to express ourselves”. (Participant-16).

Other interventions in discussion groups point out that media literacy is “to avoid
digital illiteracy” (Participant-17), “avoid being subject to criminal activities or manipu-
lation” (Participant-18), and, particularly, “interaction and interpretation of information
presented in society” (Participant-19), to “contribute to improve structures and social
fabrics” (Participant-20).

The focus groups indicated that the mass media can support media and informa-
tional literacy through “fulfilling a robust, active and independent role, acting in favor
of the general interest” (Participant-07), which is achieved with the “dissemination of
quality information” (Participant-13). “Radio and television programs that train people”
(Participant-10). The higher purpose is to seek democracy and to frame ourselves in the
right of international freedom of expression; to be as plural as possible, that all voices are
integrated in the contexts of information, the more plural and democratic we are in the
information process, we will be filling these gaps. We must seek democracy, to give citizens
what they deserve to receive” (Participant-15).

In a similar context, it was noted that the media must “use an approach that includes
the family promoting cooperation” (Participant-21), in other words, “doing good journalism
and plurality “ (Participant-22), “Promoting teaching and ethics, with a language that
can reach everyone” (Participant-11). “In short, serve the community” (Participant-13).
The media “are the window for citizens to make decisions, be critical and participants”
(Particpant-09).

In their responses to what institutional conditions are needed to promote verification
and avoid misinformation, citizens point out that “national policies are required to carry
out media and informational literacy with children in schools, colleges and universities
(Participant-06), “because these are directed and normal in the scope of application and its
inclusion in the educational system” (Participant-07). “We need a society that improves its
education process to be empowered it in its right to access information” (Participant-15).

However, “the problem is not that the laws exist, it is that they are in line with the
times and that the government gives them the importance they deserve” (Participant-14).
“Rather, policies are required from the education system. The most vulnerable populations
are minors, who are much more exposed than adults to false content” (Participant-18), and
should “include spaces for teaching and guidance from childhood through educational
establishments, protected by law. It is essential to create a criterion that allows them to be
alert to identify real information and stay away from malicious content” (Participant-02),
“implement media literacy programs from the first levels of the education system, because
communication is present from an early age in living beings” (Participant-22).

The government “lacks a comprehensive programme where the media can help to
make the population media and information literate” (Participant-20). “It is extremely
necessary that these policies are implemented to ensure that the growth of fake news is
stopped and that media manipulation becomes less and less in our society” (Participant-13),
so that “students learn to be critical and counteract information” (Participant-16).

Testimonies from the focus groups show key points. Participants agree that being
media literate implies having access to and the skills to seek and analyse information
critically and objectively. This knowledge ranges from understanding national and inter-
national events to being able to differentiate between real and fake news and avoid being
manipulated. It also highlights the need to improve media education from an early age and
at all educational levels so that citizens develop critical thinking and can interact effectively
in the digital environment.

Another relevant coincidence is the perception that the mass media have a crucial role
to play in supporting media literacy. Participants suggest that the media should play an
active and independent role in disseminating quality information and promoting plurality
and democracy. Furthermore, it emphasises the importance of national and educational
policies that regulate the inclusion of media literacy in the education system. This would
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help the younger generation to be better prepared to deal with misinformation and to use
the different media available in an ethical and critical way. The need for comprehensive
programmes and adequate laws is fundamental to empowering society in its right to access
information and to counteract media manipulation.

4. Discussion and Conclusions

The points of convergence between experts and citizens are the need to develop media
literacy processes from basic education and the institutionalisation of the fight against dis-
information, which should be assumed through an articulation of efforts between citizens
and schools (Amoroés-Garcia 2018; Elias and Catalan-Matamoros 2020). The relevance of
early interventions has been evaluated, and it was found that media literacy initiatives
executed in schools and communities are effective in raising awareness about the negative
impacts of misinformation (Jeong et al. 2012).

On the foundations laid in basic education, better discernment would be achieved in
relations between citizens; the final purpose is to build plural public spaces for reaching
agreements and, implicitly, to build identity and tolerance (Papacharissi 2008).

If, on the one hand, ‘formal education has to deepen knowledge that allows the devel-
opment of an educated citizenry capable of identifying and dismantling disinformation
strategies” (Calvo et al. 2020, p. 115), it is also true that alternatives, new pedagogies,
and teaching models must be explored to highlight the importance of involving the new
generations in understanding and reducing disinformation.

Previous studies have evidenced that playful methods help young people and adults
to recognise and counteract fake news (Roozenbeek and van der Linden 2019), thus taking
advantage of the massification of online games where participants are motivated and build
skills to advance their understanding of a target to defeat or conquer, in this case lies,
misleading constructs, and incorrect news.

Ecuadorians’ ratings of information consumption on social networks are shown in
Table 1. The platforms with the highest consumption are Facebook and WhatsApp. The
time dedicated to social networks is between one and three hours per day.

Based on the statistical verification presented in the results, informational literacy
(training to identify false news) has a direct relationship with information verification
practices; it is almost a “sine qua non” condition to improve media consumption. Finally,
statistical verification of citizens’ perceptions gives way to the claim that Ecuadorians who
verify information are able to identify fake news, value training to fight disinformation,
and perceive themselves as fully informed citizens.

There remain commitments from the media to continue, based on deontological
practices, with quality coverage and news broadcasts as one of the antidotes against
misinformation, thus recovering the trust of citizens and advocating for solid democracies
in a future where they envision new models of sustainability supported by the protagonism
of people, their environments, and greater transparency. This conclusion is supported by
the testimonies in the focus groups, for example, by mentioning that the mass media could
support media literacy.

Quantitative results show a profile of citizens’ practices and habits in relation to
disinformation, while qualitative data from interviews and focus groups reveal in-depth
insights into the impact of disinformation and strategies to combat it.

The evidence presented in this research confirms that the practices of some media and
digital platforms play a role in the spread of fake news. Combating disinformation is a
contemporary and urgent issue that requires a balance between the promotion of human
rights and freedom of expression. A fact that is a priority for nations, when at the beginning
of 2024 the World Economic Forum pointed out that disinformation and extreme weather
events are two of the most important risks for that year (World Economic Forum 2024).
Thus, the urgency of evaluating whether, despite regulations, society is facing a process of
new forms of censorship remains (Magallon-Rosa 2023).
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Participants pointed out that the clickbait culture and the lack of effective regulation
contribute to the spread of misinformation. They highlighted the need to develop new
pedagogies and educational models that integrate media literacy from an early age, using
interactive and technological methods to engage young people. Empowering people with
media literacy skills and promoting responsible use of social media is vital to counteracting
the spread of false information.

Expert interviews revealed that, in addition to educational interventions, a robust legal
framework that supports media literacy and regulates the quality of information dissemi-
nated by the media is essential. The experts agreed that national policies should include
media literacy as a priority, ensuring that both educational institutions and the media work
together to improve the critical capacity of citizens. The creation of comprehensive media
literacy programmes in schools is seen as a key strategy to empower future generations in
the face of misinformation.

The research highlights the importance of implementing national policies to combat
disinformation in Ecuador. The results show that a combination of innovative educational
methods and an appropriate legal framework can significantly improve citizens’ ability to
identify and counter fake news.

This study has limitations present in the survey and interviews. Thus, the quantitative
method chosen includes a few respondents, and the sample is not representative of the
Ecuadorian population; that is, there are risks when generalising or extrapolating to the
population. Expert interviews do not consider the diversity of participants; the opinions of
experts from other parties involved in the fight against disinformation, such as journalists,
fact-checkers, policymakers, representatives of regulatory bodies, etc., are not included to
obtain a more complete vision. New research will be required with statistically calculated
samples and include other expert profiles to explain the phenomenon of misinformation.
The approaches to this work, as mentioned, are exploratory and descriptive.
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