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Abstract: Cybercrime prevention is critical for the effective functioning of e-government
services. Despite its importance, internal cybercrime mitigation processes within these
services are underrepresented in the existing literature. This study addresses this gap by
conducting a systematic review and bibliometric analysis of e-government research from
January 2015 to January 2025. Using the Web of Science and Scopus databases, 3790 studies
were identified; after removing duplicates, bibliometric analysis was performed using R
Studio (Build 467). The analysis revealed that Government Information Quarterly was the
leading journal, with China, the USA, and the UK contributing the most publications. Nine-
teen major themes emerged, with “adoption” identified as the dominant theme, followed
by “governance” and “development”. Among 88 security-related studies, 19 specifically
addressed cybersecurity in e-government services. Findings indicate a predominant focus
on user-centric perspectives, such as service adoption and system vulnerabilities, while
internal cybersecurity issues, including managerial practices and mitigation strategies,
remain largely unexplored. Limited data availability may contribute to this gap. This
study highlights the need for future research to adopt an integrated approach, emphasising
management-level practices for cybercrime mitigation within e-government institutions
from both developing and developed nations.

Keywords: e-government; digital government; cybercrimes; electronic government;
cybercriminals; mitigation

1. Introduction
E-government implies the provision of public services through electronic means [1].

Governments across the globe adopt e-government services as part of their broader efforts
to digitise operations, foster an information society, and address the digital divide [2]. It
progresses through multiple stages of growth, each focusing on ensuring cybersecurity
and implementing risk assessments to protect the expanding digital infrastructure [3]. The
continued integration of digital services in government functions, while beneficial, also
creates vulnerabilities such as cyber threats, intensifying concerns over the protection of
personal and sensitive data. These cybersecurity challenges lead directly to an increase in
cybercriminal activities, particularly as governments digitise services on a large scale. De-
spite the increasing prevalence of cybercrimes, the extent to which policies and strategies for
cybercrime prevention are effective remains fragmented in the existing literature. Notably,
there is a lack of comprehensive reporting on the security dimensions of e-government
services, leaving critical aspects of their cybersecurity largely unaddressed.
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2. A Literature Review
2.1. Cybercrimes

The act of using a computer or technology to commit a crime is referred to cyber-
crime [4]. These include phishing emails, viruses, hacking, cyber pornography, cyberbully-
ing, online blackmailing, identity theft, etc. [5]. Mainly categorised as 1. Cyber-enabled
crimes (phishing, cyberstalking, identity theft, consumer fraud, online dating fraud, online
threats, etc.) and 2. Cyber-dependant crimes (malware, ransomware, hacking, DDoS) [6].
The increase in the use of technology during COVID-19 provided an opportunity for cy-
bercriminals to exploit online users. However, a major focus of existing research is on
the cyber victimisation of users [5], while governments and other institutes equally face
cybersecurity challenges.

For instance, ref. [7] reports ransomware, hacking, and DDoS attacks in the aviation
industry. The aviation industry is part of critical infrastructure and, thus, needs better
protection from cybercrimes. Similarly, e-government services are critical, including the
healthcare sector, finance, transportation, etc., which require extensive application of digital
security technologies. The cybercrime research is addressed towards user victimisation [4],
SMEs [5], the aviation sector [6], etc.; this encompasses multiple public and private sectors.
However, the state of research that is particularly directed towards cybercrime mitigation
within e-government services is underexplored.

2.2. Rise of Cybercrime in E-Government

The adoption of these services, especially in the wake of accelerated digital transforma-
tion due to the COVID-19 pandemic, led to an increase in cybercrimes [8]. As government
systems and businesses become more digitised, regardless of their infrastructure, they
become attractive targets for cybercriminals [9]. In the past, cyberattacks have affected a
wide range of sectors, including public services, critical infrastructure, and financial institu-
tions [10], emphasising the inadequacy of traditional information security management
practices [11]. Concerns about how these services store, process, and safeguard personal in-
formation continue to grow as incidents of large-scale data breaches become more frequent,
costing organisations up to GBP 284.44 million annually [12]. Additionally, according to
Statista, the estimated cost of cybercrimes will reach GBP 12.792 trillion by 2029 [13].

As per further reports, the industries vulnerable to cyber threats include healthcare,
finance, manufacturing, professional services, and education. Globally, the highest con-
centrations of cybercrimes have been reported in America (43%), Europe (32%), and Asia
(14%), with the lowest incidence observed in Australia (1.5%) [14]. In 2023, government
agencies across the globe experienced a significant surge in cyber incidents, with reported
cases increasing from 40,000 in early 2023 to 100,000 by August 2023 [14,15]. This sharp
rise is alarming, highlighting the urgent need for stronger cybercrime mitigation practices
in e-government services.

Despite existing cybersecurity frameworks, especially National Institute of Standards
and Technology (NIST) guidelines and ISO standards [16–21], institutes remain vulnerable,
making e-government cybersecurity a critical area for further exploration. However, ad-
dressing cyberthreats requires more than technical solutions; it demands a multidisciplinary
approach to fully understand and mitigate cybercrime.

2.3. Cybercrime Mitigation: A Multidisciplinary Approach

E-government, positioned at the intersection of several academic disciplines—including
computer science, information systems, public administration, and political science [22]—exhibits
considerable diversity in the literature concerning cybercrime mitigation [23]. To de-
velop a comprehensive understanding from a multidisciplinary perspective, it must tran-
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scend purely technological solutions. The complexities involved in mitigating cyber-
crime cannot be addressed by simple technical fixes such as encryption, biometrics, or
artificial intelligence. Instead, research must account for factors beyond the purview of
computer scientists.

The monodisciplinary approaches have proven insufficient; instead, there is a need
for strategies recognising the importance of human elements embedded within techno-
logical systems [24,25]. Thus, an integrated approach, considering human, organisational,
and technological factors, is necessary. Moreover, the implementation of e-government
services in developing countries has encountered numerous challenges, with roughly 80%
of programs being classified as failures or only partially successful [26].

Cybercrime mitigation is further complicated by issues such as the “siloisation” of large
volumes of public data and the lack of systematic processes for evaluating cybersecurity
policies [27]. There is a growing recognition that successful cybercrime mitigation requires
collaboration between developed and developing countries to share best practices and
knowledge [23].

Preliminary database searches revealed scattered evidence of cybercrime mitigation
across the e-government literature; however, a comprehensive and consolidated account
remains absent. To address this gap, the present study aims to conduct an in-depth review
and bibliometric analysis, identifying key research contributions and outlining future
directions for cybercrime mitigation within the context of e-government.

2.4. Purpose and Scope of This Study

This article consolidates research on cybercrime mitigation within the context of
e-government services from January 2015 to January 2025. Specifically, it conducts a
comprehensive bibliometric analysis using the Web of Science and Scopus database to map
the current literature on e-government and cybercrime mitigation. By using the R Studio
software (build 467), this study identifies key research trends, prominent authors, and
significant affiliations in the domain. Furthermore, this study evaluates the extent to which
the existing literature has addressed cybercrime mitigation in e-government services and
proposes a future research agenda to advance the field. This article contributes to the body
of knowledge by the following:

1. Mapping the existing literature on e-government services;
2. Conducting a bibliometric analysis to identify key research, authors, and affiliations;
3. Assessing the extent to which cybercrime mitigation is addressed in e-government services;
4. Proposing a future research agenda based on this literature review.

3. Materials and Methods
With the primary objective of assembling a diverse array of relevant research, we

utilised the search string; “e-government OR egovernment OR digital government AND
cybercrime” as the initial query, which enabled us to cover a wide range of the relevant
literature. To ensure that our analysis reflected recent research, we focused exclusively
on the research articles published from January 2015 to 2025 in Web of Science (WoS) and
Scopus databases. The choice of Scopus was made due to its extensive database archive,
which encompasses prominent platforms, including Emerald, Elsevier, IEEE Xplore, EBSCO,
Springer, etc. Not to miss any relevant studies, the WoS database was also searched. This
time, the boundary was established to highlight advancements during the last decade.

Additionally, our search criteria were intentionally broad, incorporating various dis-
ciplines, such as management, political science, and security systems, among others. By
avoiding restrictions to any single domain, we successfully expanded the breadth of our
dataset for bibliometric analysis. Bibliometric analysis is a method used for the analysis and



Digital 2025, 5, 3 4 of 22

exploration of a large volume of scientific data [28]. It facilitates a thorough bibliometric
examination, allowing for the systematic evaluation and interpretation of findings.

For the bibliometric analysis, a complete record of 3790 research articles was loaded
into R Studio (Build 467) to analyse using its Bibliometrix package. While VOSviewer is
primarily designed for conducting scientometric or bibliometric analyses, it does not allow
for the integration of multiple databases simultaneously. In contrast, R software excels in
its ability to merge database files from multiple sources, such as Web of Science (WOS) and
Scopus, as demonstrated in our case.

3.1. Publication Selection

The articles were included based on inclusion criteria tailored to address research
questions effectively. To identify themes within the existing literature on e-government,
the criteria for the first research objective was kept broad to include all relevant database
hits. For the subsequent objectives, only articles concerning e-government services in their
titles were considered. Studies were excluded if they were duplicates, did not mention
e-government services in the title, were not written in English, were book chapters, or were
conference papers.

3.2. Data Extraction

In accordance with the established criteria, 3790 research articles were initially iden-
tified. The 41 duplicates were automatically removed and reported by the bibliometrix
package in R. The dataset, therefore, reconfigured itself by default in the software.

The next phase of the filtration involved an in-depth examination of titles and abstracts
to ensure alignment with the research. Given that the first research objective is focused on
mapping the existing literature, all articles were considered to provide a comprehensive
overview of the e-government research landscape. The findings are presented in themes
emerging within e-government research over the timeframe, additionally Table A1 is
dedicated to the intersection of cybercrime and the e-government literature.

To discern themes, titles were carefully reviewed and classified. For subsequent objec-
tives, this review concentrated on studies related to cybercrime mitigation, emphasising
security aspects in e-government. Notably, no articles directly addressed the concept of
cybercrime mitigation in e-government; instead, cybersecurity issues were highlighted to
varying degrees. Consequently, research addressing security concerns within e-government
services is summarised in Table A1. A visual representation of the systematic review
methodology (PRISMA diagram) is provided in Figure 1.
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4. Results
As noted by Radanliev [29], Figure 2 is called the “Bill of Materials” for the data (the

literature) examined. The analysis encompassed research published between 2015 and 2025,
comprising 3790 articles (after removing duplicates, the final count is 3749) sourced from
1247 distinct publications.

The dataset reveals a downward trend in the volume of related research over the
past decade. Notably, 26.36% of the articles feature international co-authorship, with
contributions from 8030 authors. On average, each document includes 2.97 co-authors,
featuring the inherently collaborative nature of research in this domain.
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4.1. Journals

The body of research concerning e-government services is disseminated across a
variety of scholarly journals. Notably, a substantial proportion of the publications identified
within the databases are concentrated in Government Information Quarterly, as illustrated
in Figure 3. The graph reflects the increasing attention and production of research in
e-government and related fields. Journals dedicated to electronic government, information
systems, and public administration have shown notable growth, particularly in the later
years, signifying the growing significance of these areas in academic discourse.
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4.2. Author Influence and Affiliation Statistics

The R Studio employs the Biblioshiny function, which facilitates an online interactive
simulation for an enhanced user experience. Upon uploading the data file, the software
establishes a communication link that seamlessly converts the data into a manageable data
frame. In this study, the software projected the following information:

> biblioshiny();
Loading required package: shiny;
Listening on http://127.0.0.1:4129;
Converting your df collection into a bibliographic data frame.

http://127.0.0.1:4129
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Figure 4 represents the publication trends of the top authors identified in the dataset.
It shows the number of articles published by the top ten authors over the years, with the
size of each circle corresponding to the number of articles. The chart also includes a colour
scale to indicate the total citation count (TC) per year for each author, ranging from low
(light blue) to high (dark blue).
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Table 1 presents the most relevant authors, Dwivedi Y leads with 33 articles, followed
closely by Mensah I with 31 articles. Abu-Shanab E, Janssen M, and Rana N each con-
tributed 20 articles, while other top authors, such as Lee J, Wang S, Wang Y, Weerakkody V,
and Li Y, contributed 19 and 18 articles, respectively. The “Authors’ Production over Time”
chart provides a clear visual of their consistent productivity, with Dwivedi Y and Mensah I
showing a steady output of articles in recent years, while others like Abu-Shanab E and
Rana N demonstrate fluctuating patterns.

Table 1. Most Relevant Authors.

Authors Articles

DWIVEDI Y 33

MENSAH I 31

ABU-SHANAB E 20

JANSSEN M 20

RANA N 20

LEE J 19

WANG S 19

WANG Y 19

WEERAKKODY V 19

LI Y 18

Table 2 lists the countries with the number of publications in e-government research,
highlighting the leading contributors. China tops the list with 1129 publications, followed
by the USA with 787 and the UK with 417. Other notable contributors include India
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(373), Spain (358), Australia (220), Ukraine (217), Germany (208), South Korea (206), and
Malaysia (202).

Table 2. Contributing Countries.

Country Freq

CHINA 1129

USA 787

UK 417

INDIA 373

SPAIN 358

AUSTRALIA 220

UKRAINE 217

GERMANY 208

SOUTH KOREA 206

MALAYSIA 202

4.3. Countries’ Statistics and Collaboration

Given the interconnectedness of data, the previously mentioned information offers
insights into collaboration trends. However, it remains essential to present precise in-
formation pertaining to specific datasets through rigorous statistical and mathematical
analyses. Accordingly, a list of the top 10 countries contributing significantly to research
in e-government services is provided. Notably, two of the top five countries producing
e-government-related research are in Asia—China and India.

The following Figure 5 country chart illustrates the clusters of collaboration within
e-government services research. Based on the input analysed in R Studio, the cluster
represents a network visualisation of global collaborations and research contributions in
e-government, with countries represented by nodes. The colour of the nodes indicates their
level of involvement, where blue nodes represent countries with strong research output or
centrality, and red nodes indicate relatively lower involvement.
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4.4. Citation Network Analysis

This analysis provides the frequency of citations, a crucial metric for ranking journals
based on their contributions to the field of e-government. By examining citation patterns,
one can identify the most influential research works over the period. It provides valuable
insights into prominent papers, leading journals, and key contributors, including countries,
organisations, and affiliations. Understanding these trends is essential for assessing the
impact of research in the domain and guiding future inquiries.

Among the top ten most cited articles, the leading study is cited 962 times. This
research examines various algorithms, methodologies, and applications across different
domains, highlighting the significance of personalised recommendations in enhancing user
experience and engagement [30].

The second most cited study, with 862 citations, explores and critically reviews the
UTAUT framework and proposes an alternative model to explain the acceptance and use
of information systems (IS) and information technology (IT) innovations [31]. The third on
the list, cited 531 times, pertains to digital transformation. It highlights how governments,
responding to changing citizen expectations and external pressures such as technological
advancements and supranational agreements, are shifting their operations to improve
public service delivery [32]. The remaining articles with the highest citation counts over
the years are detailed in Table 3.

Table 3. Most contributing authors.

Author and Publisher Total Citations

LU J, 2015, DECIS SUPPORT SYST 962

DWIVEDI Y, 2019, INFORM SYST FRONT 862

MERGEL I, 2019, GOV INFORM Q 531

LI L, 2018, INFORM SYST J 435

DWIVEDI Y, 2017, GOV INFORM Q 368

JANSSEN M, 2017, J BUS RES 366

WIRTZ B, 2019, INT J PUBLIC ADMIN 328

BONSÓN E, 2015, GOV INFORM Q 302

CUCCINIELLO M, 2017, PUBLIC ADMIN REV 253

DWIVEDI Y, 2015, INFORM SYST FRONT 252

4.5. Trend Topics and Keywords

Thematic evolution of e-government research from 2015–2020 to 2021–2025, presented
in Figure 6, reveals a shift in focus from infrastructure and security (e.g., interoperability,
adoption, privacy, and cybercrime) to user-centred themes like trust, cybersecurity, usability,
COVID-19, and service quality. While e-government remains a central theme, the increasing
prominence of trust and security reflects growing concerns over data protection and user
confidence. The trend of COVID-19 emphasises the pandemic’s impact on e-government
services, highlighting the need for resilient, user-friendly digital governance.

4.6. Keyword Occurrences Network

Keyword occurrences help identify themes and trends prevalent in a specific research
domain. As depicted in Figure 7, it is noteworthy to observe the evolution of research
in e-government concerning its internal spheres, including management, information,
and governance. Additionally, a distinct cluster emerges focused on the adoption of e-
government services, primarily relating to user engagement. The network map highlights
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researchers’ concerns regarding factors integral to the e-government adoption process,
such as technology, models, trust, and satisfaction. This network aids in pinpointing the
interrelated aspects of research.
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4.7. Identified Themes

In total, 19 themes were identified, as illustrated in Figure 8. These include various
aspects of e-government services, with all potential themes from the dataset. Each research
paper was categorised according to its title, resulting in the following distribution: adoption
(260); governance (249); development (236); implementation (113); value (116); performance
(98); corruption (99)’ challenges (92); security (88); application (88); transformation (107);
acceptance (67); blockchain (61); accessibility (37); readiness (35); effectiveness (34); effi-
ciency (42); barriers (29); and comparison (21). However, the extensive number of articles
within some of these major themes was subsequently refined based on publication quality,
resulting in the reporting of only selected papers from these prominent themes.
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4.8. Cybersecurity and E-Government Research

A total of 88 research papers on security in e-government services were identified in
WOS and Scopus databases; the initial scrutiny resulted in 25 studies as the main feature
in the paper title. Considering the quality of these articles and suitable relevance, 19
research articles are reported particularly directed towards security within e-government
services. The final sample was analysed based on each study’s focus, location, findings,
data, and methodologies.

5. Discussion
The e-government research contains key themes such as adoption, governance, de-

velopment, value, implementation, transformation, corruption, etc. Security concerns are
studied in both the adoption and development stages, while privacy emerges as a common
concern in the adoption and implementation phases. Additionally, the specific theme of
“security” is further explored in this study. The limited empirical data on e-government
security suggest that despite its frequent discussion, practical insights into the current state
of security are still lacking [33]. These recurring themes align, to some degree, with findings
from a bibliometric analysis [23].

5.1. Development

E-government development refers to the systems that enable service functionality,
relying on coherent government policies to promote high levels of financial and information
security [34]. Integrating robust cybersecurity is essential for advancing e-government
systems [35]. Research indicates that secure and resilient cybersecurity measures are
essential in supporting digitalisation during the developmental stages of e-government.
However, in developing countries, where corruption is often high, strict administrative
measures are necessary to protect information [36]. Table 4 provides a literature-based
classification of factors relevant to development studies in e-government services.
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Table 4. Research Themes Identified.

Mapping of E-Government Research Themes

Theme Interest Concepts Sources

Development Widespread

Decision-making, evolution, public value, transparency,
efficiency, engagement, website useability, user’s perception
of quality, government effectiveness, culture, cybersecurity,
information sharing, interconnection of services, human
development, international collaborations.

[34,36–47]

Adoption Widespread
Environment, process, information, value, capacity,
usefulness, behaviour, resistance to change, content delivery,
interactions, and emotional aspects.

[48–54]

Factors

Website quality, technology adoption, trust, privacy, security
risk, age, transparency, corruption, forced adoption, fairness
in customer support, internet connection quality, complexity,
performance, and cost–benefit expectancy and security.

[55–64]

Implementation Widespread

National financial position, e-readiness, infrastructure,
innovation, communication, political and legal framework,
promotion, technological, organisational, and environmental
tools, e-participation, e-transparency and e-services,
population size, age, privacy.

[48,65–68]

Corruption Widespread Mitigation, income inequality, maturity,
e-government participation. [69–73]

Governance Factors E-governance, social role, public value. [74,75]

Performance Factors Budget, satisfaction, relationship with adoption,
measurement models, access, public value. [76–81]

Value Factors Public value of websites, perceived value, service value
chain, relation with performance. [49,81–84]

5.2. Adoption

Interestingly, research has an increased focus on the adoption of e-government services,
surpassing interest in their development and implementation. This trend likely reflects
the rapid technological expansion, with greater emphasis on adoption as these services
become functional globally. User adoption is influenced by factors such as risk and privacy
concerns, with age identified as a significant factor [56].

However, vulnerabilities in e-government service websites may also hinder adop-
tion [33]. Trust plays a crucial role, as it positively affects users’ intentions to utilise these
services [61]. Consequently, both user age and trust levels impact e-government service
adoption. Many studies in this domain draw on the Technology Acceptance Model (TAM)
and the Unified Theory of Acceptance and Use of Technology (UTAUT) frameworks, which
provide foundational insights into factors influencing service acceptance and use. Con-
structs from these frameworks—such as perceived usefulness, ease of use, social influence,
and behavioural intentions—are frequently used to examine e-government service adoption
and usage [53,85].

5.3. Implementation

The implementation of e-government services requires a thorough consideration of
national factors, including legal, political, technological, e-readiness, financial, infrastruc-
tural, and technological elements [65]. Table 4 summarises several contextual studies
that address these issues. Among these factors, the legal and administrative frameworks
that support implementation are particularly important [86]. Moreover, the execution of
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e-government services at the local level should be examined through three key dimensions:
e-participation; e-transparency; and e-services [67]. It is also essential to analyse the imple-
mentation mechanisms within the specific contexts they are designed for, focusing on the
processes and performance of the services [48]. Similar evaluations are recommended for
assessing the adoption of e-government services.

Given the critical importance of cybersecurity systems in development, according to
Abbas, Qaisar [35], their implementation must incorporate privacy considerations from the
outset. This involves addressing user needs and ensuring alignment with existing legal
frameworks and best practices [68].

5.4. Corruption

E-government services provide technological support for governmental functions.
However, the effectiveness of an e-government system in combating corruption is con-
tingent upon the existence of a robust legal framework that has been established and
implemented at the national level [69]. Consequently, the rule of law is crucial for the
successful anti-corruption outcomes anticipated through e-government services. Notably,
in contrast to previous research, some authors suggest that higher levels of technology
adoption may inadvertently intensify corruption.

As previously noted, cybersecurity is present at each stage of e-government service de-
velopment. In developing countries, implementing robust security and privacy frameworks
is critical to effectively protect sensitive information [36]. Since governments anticipate
widespread use of these technologies, it is imperative for users to trust these systems to
facilitate the adoption of the services [61]. Thus, a secure and protective system is necessary
to ensure the safety of information. Therefore, a country with an effective rule of law and
e-government services can pose a mature posture of e-government services [87]. Mapping
e-government research has yielded enough evidence to consider corruption as a major
topic of debate, as evidenced in Table A1.

5.5. Performance

Performance monitoring is a critical factor that contributes to the effective functioning
of e-government programs. Evaluating service performance enhances our understanding
of their successes and failures. During the development and implementation phases, it
is imperative to prioritise realistic execution over aspirational goals. Programs should be
founded on well-defined policies and thorough assessments of requirements [76]. Con-
versely, in many developing countries, the implementation of programs often reflects the
personal preferences of various ministries, resulting in the initiation of projects that may
be impractical or unfeasible [1]. This misalignment is a primary cause of the failure of
numerous e-government service initiatives. Citizens expect these services to enhance their
daily lives rather than merely facilitating information sharing from the government [77].
Notably, research has demonstrated a negative correlation between the use of these services
and their overall performance [88]. Thus, continuous monitoring post-implementation is
vital for maintaining a successful system. Table 4 documents extensive research evidence
evaluating these programs.

5.6. Value

The perceived value of e-government services significantly influences their usage.
The quality of government websites is linked to the overall ranking of e-government por-
tals [82]. Additionally, citizens appreciate the cost and time savings associated with these
services, which, in turn, enhances their satisfaction [49]. The service quality increases
emotional value and trust among users [84]. These factors are critical in shaping the
public value of e-government services. Furthermore, incorporating environmental sustain-
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ability into the public value framework proves effective in assessing the performance of
e-government initiatives.

5.7. Governance

Integration of e-government development with the specific contextual factors of each
country or region, including technology, organisation, culture, socio-economic conditions,
and sectoral knowledge, can further assist governments. For instance, despite governments’
strong preference for e-government to enhance efficiency, many citizens still prefer face-to-
face interactions due to low digital literacy. If digital transformation is not aligned with
these contextual factors, its positive impact on governance is diminished [75].

5.8. Security in E-Government Services

The literature focuses more on the e-government service’s security from users’ per-
spectives, particularly in terms of service usage and adoption. Notably, little is discussed
about the internal working for cybercrime prevention. One reason could be due to a lack of
data availability. For instance, e-government services are offered by public institutes; it is
difficult to obtain clearance or access to government institutes’ internal data compared to
accessing the service users for research purposes.

The studies focused on security within e-government services, emphasising it as
a critical factor. This includes both technical security measures, such as encryption
and firewalls, as well as non-technical measures, including user education and aware-
ness. Table A1 presents research specifically focused on cybersecurity as it pertains to
e-government services. Based on the established inclusion criteria, only 19 research ar-
ticles explicitly addressing both e-government services and cybersecurity in their titles
were identified.

Krishna and Sebastian [43], Ejdys, Ginevicius [89], Thoinpson, Mullins [33] identified
numerous e-government websites inadequately protected against cyberattacks. The ob-
served vulnerabilities were outdated certificates used to verify identity and encrypt data
exchanged between the website and users. Consequently, implementing robust security
testing measures is essential to validate that e-government websites meet acceptable secu-
rity standards [90]. Furthermore, the adoption of standardised templates and the conduct
of regular security audits are necessary to enhance overall security [33].

Though e-government services are accessible through a single digital resource—the
internet—there are significant differences in resources, infrastructure, technology, and
adoption that contribute to the vulnerabilities of these services. For instance, research by
Zhang, Tang [91] indicates that China faces limited resources for implementing cybersecu-
rity measures in its e-government portals. Additionally, a centralised provision of these
services is recommended to enhance the existing systems. In contrast, in Vietnam, the
emphasis is placed on the legal aspects at the national level that are crucial for establishing
effective and cybersecure e-government services [92]. This perspective is further supported
by the concept of legitimacy [93].

Politanskyi, Lukianov [92] note that the e-government service implementation often
leads to information security challenges, and due to the complexity of the domain, there
is limited scientific research on this topic. Krishna and Sebastian [43] illustrate, through
publicly available archival data from 127 countries, that developing e-government services
is associated with cybersecurity commitment. This is corroborated by research in Poland
explaining that security variables can serve as a promotional factor in increasing the usage
of these services [89], thereby enhancing public confidence and alleviating fears of potential
losses [36]. However, service administrators must consider the impact of social media
threats, as these can lead to significant reputational damage to e-government services [94].
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The studies from Ukraine and South Africa showed the importance of security param-
eters, software integration, and governance [74,95]. Studies from Saudi Arabia underscore
the role of financial investment, employee training, and regulatory compliance in strength-
ening cybersecurity [96,97]. Studies from South Korea and Saudi Arabia also highlight the
positive influence of organisational culture and legal frameworks on security effectiveness.
Additionally, citizens’ trust is crucial, with research from Pakistan showing that factors like
privacy concerns and technology anxiety impact adoption behaviour [98,99].

The studies conducted in Pakistan also explored blockchain, suggesting its potential
for improving legal compliance, though challenges related to privacy and decentralisation
persist [98,99]. Legal and regulatory frameworks are central to addressing e-government se-
curity, with blockchain technology offering solutions; yet, unresolved issues around privacy
and alignment remain. These findings stress the importance of a comprehensive approach,
combining governance, technology, and public trust to ensure effective e-government
security systems.

Corresponding to some previously discussed concepts, access features such as work-
from-home and bring-your-own-device policies, along with complex hardware and soft-
ware requirements—including decentralised controls—hinder the secure operation of these
services [34]. Ultimately, security measures are essential for protecting valuable user in-
formation from cyberattacks. Therefore, standard operating procedures developed by the
National Institute of Standards and Technology (NIST) and the International Organiza-
tion for Standardization (ISO) are crucial for securing information and preventing data
breaches [100].

To address Objective 1: By mapping the existing literature on e-government services,
we reviewed the literature from the last decade within the e-government research field. No-
table themes have emerged, such as development, adoption, implementation, corruption,
governance, performance, and value. This thematic mapping corresponds with previous
bibliometric analyses [23]. Objective 2 was further explored by conducting a detailed bib-
liometric analysis using the WOS and Scopus merged collection, extending previous work
in this area. This approach allowed us to systematically identify key research contributions,
leading authors, and affiliations within the domain of e-government services.

For Objective 3: Assessing the extent to which cybercrime mitigation is addressed in
e-government services, our review finds limited studies directly focused on cybercrime
mitigation. Existing research predominantly addresses cybersecurity as a preventative
approach, focused on safeguarding systems against data breaches and other cyber threats.
This trend suggests that security is primarily emphasised during the development, im-
plementation, and adoption phases of e-government services, potentially overshadowing
specific cybercrime mitigation measures. Notably, one study collecting insights from
employees involved in e-government services identified security issues as a barrier to
service adoption. Additionally, standards set by NIST and ISO are highlighted as essential
frameworks for maintaining security and safety in e-government services.

6. Conclusions
This study mapped research on e-government services in the past decade, shedding

light on existing themes. It presented a complex landscape, including dimensions such
as development, adoption, and governance through a multitude of constructs. While
significant attention has been devoted to security, privacy, and user trust, the literature
reveals a notable gap in discussions regarding the strategies employed by e-government
institutions to mitigate cybercrime, leaving this critical aspect largely unexplored. This
highlights the scarcity of the literature addressing cybercrime mitigation within these
services. More attention is paid towards cybercrime victimisation from a user’s perspective,
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perhaps because access to data from government institutes is not easy, especially accessing
the managers within these government services.

However, emerging evidence suggests that cybersecurity frameworks, such as those
established by the National Institute of Standards and Technology (NIST) and the Inter-
national Organization for Standardization (ISO), through their standards, can uplift the
cybersecurity posture of these services. Despite this potential, much of the existing research
tends to concentrate on the security of e-government websites and software, often over-
looking broader cybersecurity within institutes. Furthermore, the focus predominantly
centres on users, while the internal mechanisms related to the implementation of mitigation
strategies by e-government management remain insufficiently examined in the literature.

7. Future Research Implications
While substantial investments have been made in cybersecurity infrastructures, the

literature overlooks the interplay between managerial practices and technical frameworks
in addressing cybercrimes in e-government services. Future research should explore cyber-
security frameworks that integrate managerial perspectives with technical infrastructures
to provide a more nuanced understanding of digital governance challenges. This approach
has the potential to advance theoretical models by uncovering how the alignment of human
and technological elements fosters resilience in e-government systems.

From a managerial perspective, the findings emphasise the necessity of addressing hu-
man vulnerabilities while leveraging cutting-edge technologies such as AI and blockchain.
AI can transform threat detection and incident response processes through automation
and predictive analytics, while blockchain offers enhanced data security and transparency
to reduce risks associated with cyber breaches. These technologies, when combined with
strategic training initiatives, updated policy, and decision-making processes, can empower
e-government institutions to design adaptive cybersecurity strategies.
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Appendix A

Table A1. E-Government services and cybercrime mitigation.

E-Government Services and Cybercrime Mitigation

NO Focus Location Findings Sources Data Technique

1 Software Security
Assessment

Norway
and Vietnam

For security, SAST tools should be
used for practical performance and
in combination with triangulated
approaches for human-driven
vulnerability assessment in
real-world projects of e-government.

[90] Semi Structured
Interviews

Static Application
Security
Testing (SAST)

2 Moderating effect
of Cybersecurity Asian Countries

Secured and strong cybersecurity
and corruption control
network systems speed up
digitalization, development,
and sustainability.

[35] Cybersecurity
Index

Fixed-effect
regression
analysis and
random forest
(RF) algorithm
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Table A1. Cont.

E-Government Services and Cybercrime Mitigation

NO Focus Location Findings Sources Data Technique

3 Socio-Technical
Analysis China

There is lack of resources to
implement cybersecurity in
e-government portals. Collaborative
construction of cybersecurity
systems and centralized
procurement of cybersecurity
services are recommended,
especially at the county level and in
smaller prefecture-level cities and
when planning to strengthen
cybersecurity capabilities of existing
e-government systems.

[91] Open-ended
interviews

Based on
constructs from
Prior Survey
Research

4 Legal Aspects Ukraine

The implementation of
e-government causes problems
related to information security.
Modern computer security is a
complex phenomenon whose
perspectives are influenced by
different internal and external
factors, the most important being the
political situation. The issues in
functioning aspect of information
security in e-government are quite
difficult, which explains its little
scientific research.

[92]

Review of
Ukrainian
Information
legislation

N/A

5 E-Government
Website Security

Australia
and Thailand

Standardised templates of
government websites ensure validity
of the content. Delivered through a
content management system, which
can result in improving
security administration. Routine
site audits should be scheduled to
alert security administrators.

[33]

Review of
Australian and
Thailand’s
e-government
websites

Web Content
Analysis of
Policies and
encryption +
Security
Vulnerability
testing

6

Relationship
between e-gov
development
and cybersecurity

127 countries

E-government development
demonstrated a stronger
association with
cybersecurity commitment and
business usage. Mitigating
cybercrimes is one way of saving
cost in billions of USD for the nation,
and thus keeping a tab on the
budget balance.

[43] Publicly available
archival data

Structural
equation
modelling to
analyse the
country level
variable

7

Perceived risk
and security
levels in
building trust

Poland

The statistically important
relationship between perceived
security and trust in e-government
technology indicated the practical
utility of using a security variable in
the promotion and encouragement
of the public to use
e-government services.

[89] Quantitative Data

Correlation and
Structural
Equation
Modelling

8

Privacy, Security,
Trust, Risk and
Optimism bias in
e-government use

Zimbabwe
and Zambia

Robust security measures on
e-government transactions mitigate
fears associated with a potential loss
by citizens. Perceived lack of
privacy, security, trust; perceived
risk and optimism bias were all
confirmed as salient factors affecting
the utilisation of e-government
systems by citizens.

[36]

Quantitative
Data from
E-Government
Users

Structural
Equation
Modelling
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Table A1. Cont.

E-Government Services and Cybercrime Mitigation

NO Focus Location Findings Sources Data Technique

9

Information
System Security
for sustainable
development

Korea

Information system security
effectiveness depends on the path
through legitimacy, influenced by
normative and coercive
isomorphism, which is stronger
than that through
organizational cynicism.

[93]

Quantitative
Data from
30 departments
of government

Partial Least
Square

10 Social Networks
in e-government AZERBAIJAN

Social media threats can cause
reputation loss in
government-to-citizen relations,
which may result in
social–political conflicts.

[94] Experimental
Design Fuzzy TOPSIS

11

Financial and
information
security
of country

10 different
countries

The main reasons leading to the
problems of safe operation of
e-government systems can be
attributed to the complexity and
heterogeneity of software and
hardware used in e-government
systems; a large number of control
nodes in e-government systems;
external access to the e-government
system; functioning of maintenance
and information security groups.

[34]

E-Government
Development
Index, Global
Cybersecurity
Index indicators

Comparison

12

Impact of
information
systems security
laws and
standards on the
e-government.
Cyberthreats and
vulnerabilities

Saudi Arabia

The cyber-attackers intend to steal
information; therefore, NIST and
ISO developed standard operating
procedures required for the safety
and security of information to
prevent data breach. The major
vulnerabilities found in the literature
are weak security systems, lack of
awareness, and enterprise failure.

[100] N/A Mixed Method

13
E-Government
Systems–Increasing
its Security

Ukraine

Identification of critical quality of
service concepts and security
parameters that influence the
operational security of Ukraine’s
electronic government system.

[95] Reports Qualitative

14 E-Government
Projects Security South Africa

The main problems identified were
the lack of software integration and
information security governance,
policy, and administration.

[74] Government
Databases Qualitative

15
E-Government
Information
System Security

South Korea

Using institutional theory and
organisational behaviour, this study
concludes that innovative culture
and legitimacy positively influence
ISS effectiveness.

[101] Questionnaire—
security managers

Quantitative—
PLS SEM

16
Security in
Intention of Using
E-Government

Saudi Arabia
User interface quality, security
culture, and cybersecurity law affect
security perception positively.

[96]
Both
collected from
Saudi citizens

Mixed
Method—Focus
Group and SEM

17

Cybersecurity
practices and
quality of
e-government
services

Saudi Arabia

Financial investment in
cybersecurity, employee training,
and adherence to regulations
significantly influence the adoption
of strong cybersecurity practices.

[97] Users PLS—SEM

18

Perceived
Security in
Adoption
Behaviour

Pakistan

Perceived privacy, perceived
security, technology anxiety, effort
expectancy, and performance
expectancy positively influence
citizens’ adoption behaviour. It
suggests that policymakers and
relevant authorities in the Pakistani
government should focus on
enhancing citizens’ trust.

[98] Citizens PLS—SEM
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Table A1. Cont.

E-Government Services and Cybercrime Mitigation

NO Focus Location Findings Sources Data Technique

19

Legal, technical
and ethical
security in
E-Government

Pakistan

It identifies blockchain’s potential in
data governance and its role in
ensuring legal compliance. However,
challenges around privacy,
decentralization, and regulatory
alignment remain unresolved.

[99] N/A Qualitative
Evaluation.
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