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Abstract: During the COVID-19 pandemic, young people have become overexposed to social media
and online gaming, making them more vulnerable to online violence such as cyberbullying. The aim
of this study was to determine whether social media and online gaming pose a risk for cyberbullying
through time spent online and whether there is a sex that is more vulnerable to this phenomenon.
The survey included a sample of 4338 students (52.4% girls; age range, 11–19 years, M 14.1 SD 1.6)
attending lower and upper secondary schools. Multiple moderated mediation regression models by
sex were conducted, showing a relationship between social media and online gaming, time spent
online outside of school, and cyberbullying. The results show that young girls are at higher risk
of cyberbullying via social media, and boys are at higher risk of cybervictimization through online
gaming. The findings may encourage other researchers to study the phenomenon, taking into account
the role of parents and other educators.
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1. Introduction

With social media, bullying has conquered the Internet and takes the form of cyberbul-
lying, which is perpetrated electronically via electronic devices [1,2] and has the following
characteristics: Repetition over time, a desire to victimize a person, and an imbalance
of power [3,4].

Cyberbullying is enabled by the ability to use digital and social skills, in particular,
the ability to use “information and communication technologies” (ICT) [5,6]. Relationships
on social media are mediated through a screen, and the dynamics that lead to becoming a
cyberbully are different from those of traditional bullying [7,8].

Cyberbullying can be carried out in different ways: not only via social media but
also via chat in online games that could be competitive, and this represents a risk for
cyberbullying [7,9–11]. This competition can lead to aggression being taken out on other
players, and using a fake profile can give the impression that the player does not have to
take responsibility for their actions [7].

1.1. Sex Differences in the Use of Social Media and Online Gaming

Several studies [12–14] have shown that girls spend more time on social media than
boys. Girls use the Internet more to communicate with friends but also emphasize that
girls use problematic social media to a greater extent [15–17]. In addition, the prevalence of
intensive Internet use was found to be higher in girls than boys because girls take much
more care in their appearance than boys and seek feedback on their personal value [17,18].

To explain the massive use of online games, studies have considered communication
and interaction with other players (e.g., ref. [19]). Several online games require cooperation
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between players (massively multiplayer online games; MMOG; online role-playing games;
MMORPGs), such as World of Warcraft, which poses a risk for cyberbullying [20].

1.2. Sex Differences in Cyberbullying

The findings on the role of sex in cyberbullying are unclear. Some studies show that
boys are more involved in cyberbullying than girls [21,22]. In this context, research on
cyberbullying has emphasized sex-specific characteristics: The HBSC [23] found that boys
are more likely to be perpetrators of cyberbullying, while girls are more likely to be victims
of cyberbullying, which is also confirmed by the comparative EU report Kids Online [24].
Girls’ use of social media makes them more vulnerable to relational aggression, and they
may be more likely to be involved in cybervictimization than boys [18,25]. Other research
shows that boys and girls are equally involved in cyberbullying [26,27].

1.3. The Impact of the COVID-19 Pandemic on Cyberbullying: More Time Spent Online as a
Risk Factor

The COVID-19 pandemic was a source of insecurity and stress.
In many countries, including Italy from February 2020 because of lockdown, children

and adolescents spent much time online during the COVID-19 pandemic for remote school
lessons [24], with overexposure to social media and the Internet [28–31].

A survey by Connected Generations (https://terredeshommes.it/comunicati/bullismo-
cyberbullismo-parlano-ragazzi-dati-dellosservatorio-indifesa/, accessed on date: 2 May 2024)
presented on 9 February 2021 on the occasion of Safer Internet Day, showed that:
1 in 5 respondents described themselves as almost always connected, with 6 in 10 being
online 5 to 10 h a day. For 59% of students, incidents of cyberbullying have increased;
61% of respondents said they had been bullied or harassed, and 68% reported witnessing
cyberbullying. Girls felt less safe on social media and feared revenge porn in particular.

In their survey, which included a sample of more than 5000 students, Zanetti and
colleagues [32] found that 25.5% spent 2 to 3 h a day online and 19.09% spent more than
5 h. For those who spend so much time online, this could pose a problem, as their Internet
use could become a risk, involving a superficial and unformed approach [33]. In terms of
online activities, Zanetti and colleagues [32] have shown that in their study population
aged 11–19 years, social media was used by the majority (85.57%), and almost 50% used
online games (Fortnite, Minecraft, etc.). The 2021 edition of the survey on the lifestyle habits
of young people in Italy, conducted by the “Adolescenza e Istituto di ricera IARD1” labo-
ratory (https://www.ansa.it/sito/notizie/tecnologia/internet_social/2021/06/22/social-e-
adolescenti-nella-pandemia-boom-di-utilizzo_4a6d9c7f-43c4-4644-a716-202c95d27f1e.html,
accessed on date: 2 May 2024) on a sample of more than 10,500 students aged 13–19, shows
that 80% of young people said they used social media more in the year of the pandemic than
in the past, and 45% of them said they used social media much more than in the past.

1.4. Current Study

As reported above, the dynamics of cyberbullying differ among boys and girls in
terms of their different use of the Internet. Girls spend more time on social media and boys
on online games. It can, therefore, be assumed that girls are more involved in cyberbullying
on social media than boys. Our aim was to contribute to the literature by investigating
whether there were sex differences in cybervictimization and cyberbullying on social media
and online games during the COVID-19 pandemic, taking into account the increased time
students spent online during the lockdown. In Italy, especially in Lombardy, with the first
COVID-19 patient from Wuhan, the situation was particularly serious as it was the first
European state to be confronted with the pandemic. Lombardy took the strictest quarantine
measures outside of China [34].

This research study is part of a larger project that aimed to investigate the quality and
use of electronic devices by adolescents, the quality of relationships with their parents,
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family members, educators, and peers, the use of online platforms for e-learning and the
relationship between cyberbullying and e-learning during the COVID-19 pandemic.

Using multiple regression modeling, we examined the role of sex as a moderator to
understand the differences between boys and girls in how they commit and suffer from
cyberbullying. We also examined the role of greater time spent online as a mediator to
understand whether there was an increase in the phenomenon of cyberbullying, given the
difference in boys’ and girls’ use of the Internet.

We examined these specific research questions:
H1: Are social media and online gaming associated with online risks in the form of

cyberbullying and cybervictimization during the COVID-19 pandemic?
Both online gaming and social media have a higher risk of being involved

in cyberbullying [19,20].
H2: Boys were more likely to be affected by cyberbullying and cybervictimization

through online gaming during the COVID-19 pandemic, while girls were more likely to be
affected by social media.

While online gaming is a favored online activity of boys, research shows that adoles-
cent girls are significantly more likely to use social media than their male peers [35,36].

H3: Time spent online mediates the relationship between social media and online
gaming and exposure to cyberbullying during the COVID-19 pandemic.

Boys spend more time than girls playing online games, and girls spend more time than
boys on social media: this would make girls vulnerable to violence, such as cyberbullying
on the respective virtual platforms they use to interact with others [37,38].

2. Materials and Methods
2.1. Participants

The study sample was 4338 students (2272 girls, 52.4%; 2066 boys; age range,
11–19 years [M 14.1; SD 1.6]) attending lower secondary (n = 9, 5 of which were located in
the city of Pavia and 4 in the province of Pavia) and upper secondary (n = 11, 5 of which
were located in the city of Pavia and 6 in the province of Pavia) schools (total n = 20).

The sample size was estimated using G*Power (40). Considering the F test and multiple
linear regression with four predictors, an expected power of 0.80, an effect size of 0.02, and
an alpha level of 0.05. The optimal sample size should be 550, so the sample was adequate
for the present study. Of the 95% of students whose consent we had obtained, 85% of them
actually completed the questionnaire.

In total, 5% of participants were excluded from the analysis because they did not
answer the questions of interest (i.e., the items on cyberbullying during the pandemic,
hours spent online outside of school, use of online games, and social media). There was no
missing data in the study sample, and Mahalanobis distance was performed for the entire
sample to confirm that no participants were outliers, so they were included in the analyses.

2.2. Measures

To this end, a self-report questionnaire was developed to address a unique situation
in which schoolchildren found themselves locked in their homes, unable to communi-
cate with peers and relatives via social media, and suffering from unprecedented social
media overload.

The first section of the questionnaire contained items to collect demographic data,
including sex (boys = 1, girls = 2). Four items assessed risky online behavior (before and
during the pandemic), one item assessed time spent online without distance learning,
one item assessed parental control, and one item assessed online activities. The second
session included items assessing the dimensions of online experiences. We report on the
content below. For this study, we included two items assessing cybervictimization and
cyberbullying during the pandemic.

1. Cybervictimization during the pandemic. The following question was used to assess
the experience of cybervictimization during the pandemic: Indicate whether you expe-
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rienced something similar during the COVID-19 pandemic in your social relationships
with your friends and/or classmates. Participants could answer multiple options that
were: I felt that social relationships alone replaced the need for face-to-face contact
with classmates, friends, and family (video calls, chats, etc.) = 1; I used social to tease
someone because it could not be done in person = 2; I have noticed that classmates
or people I know have been teased the most = 3; I have been teased the most = 4;
I have organized social jokes towards a classmate, friend, or acquaintance = 5; The
exclusive use of social media to relate to others has made it difficult to resume normal
relationships in person, after lockdown, creating a minimum of embarrassment to
relate again not behind a screen = 6; None of the previous options = 7. For the analysis,
the response of interest—I have been teased the most—was isolated and assigned a
score of 0 for those who had not had that particular experience and a score of 1 for
those who had. In this way, the variable was converted into a dichotomous variable.

2. Cyberbullying perpetration during the pandemic. The following question was used
to assess the experience of cyberbullying during the pandemic: Indicate whether
you experienced anything similar during the COVID-19 pandemic in your social
relationships with your friends and/or classmates. Participants could answer multiple
options that were: I felt that social relationships alone replaced the need for face-to-
face contact with classmates, friends, and family (video calls, chats, etc.) = 1; Social
media was used to tease someone because it could not be done in person = 2; I have
noticed that I have been teased the most = 3; I have organized social teasing toward
a classmate, friend, or acquaintance = 4; The exclusive use of social media to relate
to others made it difficult to resume normal in-person relationships after lockdown,
creating a modicum of awkwardness to relate again not behind a screen = 5; None of
the above options = 6. For the analyses, the response of interest—I have organized
social teasing toward a classmate, friend, or acquaintance—was isolated and assigned
a score of 0 for those who had not had that particular experience and a score of 1 for
those who had. In this way, the variable was converted into a dichotomous variable.

3. Time spent online. One item assessed the time, in terms of the number of hours, spent
online, excluding the time spent in distance school learning (“How many hours a day
do you spend online on average (excluding remote school learning)?”). The item was
scored on a 6-point Likert scale as follows: 1 = 1 h; 2 = 2 h; 3 = 3 h; 4 = 4 h; 5 = 5 h;
6 = more than 5 h.

4. Online activities. Participants answered, with multiple options, to the following
question: “What activities do you carry out online?”. The options were: social media
(TikTok, Instagram, WhatsApp, etc.) = 1; online games (Fortnite, Minecraft, Roblox,
FIFA, etc.) = 2; Graphics (photo editing; video editing; etc.) = 3; streaming TV or other
videos to watch (YouTube; etc.) = 4; live online courses (e.g., music courses) = 5. For
the analysis, the responses of interest—social media (TikTok, Instagram, WhatsApp,
etc.) and online games (Fortnite, Minecraft, Roblox, FIFA, etc.)—were isolated and
assigned a score of 0 for those who did not use both social media and online games
and a score of 1 for those who both used social media and online games. In this way,
the variables were converted into dichotomous variables.

2.3. Procedure

Participants were recruited by asking principals and teachers in their schools to
participate during the March–April 2021 lockdown (the first Italian national lockdown).
The researchers informed principals about the survey and the logistical details of the study
in a remote meeting. Students were recruited from the schools that had accepted the
invitation to participate. Participating schools sent a letter to students’ families describing
the research project and obtaining parental consent. Parents/guardians who agreed to
their child’s participation returned an electronic, signed consent form to the schools, which
they forwarded to the researchers. The questionnaire was administered in a digitalized
form via SurveyMonkey, an online platform that guarantees the anonymity of respondents.
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The platform was opened at an agreed time so that teachers could help administer the
questionnaire and administration took an average of 45 min per classroom. Students
completed the questionnaire during school hours, and data collection lasted 20 days.

The study was conducted in accordance with the ethical standards of the APA and the
principles of the 1964 Declaration of Helsinki. The study was approved by the Bioethics
Committee of the University of Pavia (No. 097/22).

2.4. Statistical Analysis

We performed means, standard deviations, bivariate correlations, and a set of t-tests
to compare boys and girls with other scores using the Statistical Package for the Social
Sciences (SPSS 28.0). According to empirical guidelines [39], correlations around 0.15 are
considered small, around 0.25 medium, and around or over 0.35 large. For sex differences,
with the p-value adjusted according to the number of hypotheses (Bonferroni correction),
Cohen’s D was used to determine the effect size for the significant differences among boys
and girls and the following guidelines were used: small effect size (d < 0.20); medium effect
size (d > 0.50); large effect size (d > 0.80); very large effect size (d > 1.30) [40] PROCESS
(Version 4.1; Model 7 [41]) was used to test four multiple moderated mediation logistic
regression models. Specifically, Model 1 tested the associations between Internet use for
social media as the independent variable and cyberbullying during the pandemic as the
dependent variable. Time spent online was the mediator, and sex was the moderator.
Model 2 tested the associations between using the Internet for social media as the indepen-
dent variable and cybervictimization during the pandemic as the dependent variable. Time
spent online was the mediator, and sex was the moderator. Model 3 tested the associations
between Internet use for online gaming as the independent variable and cyberbullying
during the pandemic as the dependent variable. Time spent online was the mediator, and
sex was the moderator. Model 4 tested the associations between Internet use for online
gaming as the independent variable and cybervictimization during the pandemic as the
dependent variable. Time spent online was the mediator, and sex was the moderator. Since
the dependent variables were dichotomous, all the Beta results of the regression model
were expressed in a log-odds metric [41]. The conceptual models are shown in Figure 1.
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Bootstrap estimations were considered to test the significance of the indirect effects
for different groups indicated by the moderator (boys/girls) with 5000 samples [41].
A bias-corrected 95% confidence interval (CI) was computed by determining the effects at
the 2.5th and 97.5th percentiles; a significant indirect effect was present when 0 was not
included in the CI.
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3. Results
3.1. Descriptives Statistics

Means, standard deviations, and bivariate correlations of the investigated variables
are reported in Table 1. As can be seen, a small and positive correlation emerged between
time spent online and social media and online games. There were also small, positive, and
significant correlations between time spent online and both cyberbullying and cybervictim-
ization. As far as Internet use is concerned, there was a medium-sized, negative correlation
between the use of social networks and online games. Different results were found for
the correlations between the use of the Internet (social network/online games) and the
form of cyberbullying/cybervictimization. Specifically, the use of social networks showed
a small and positive correlation only with cyberbullying, while the use of online games
showed a small and positive correlation only with cybervictimization. Cyberbullying and
cybervictimization were positively correlated, even if the correlation was small. Regarding
the relationship between sex (boys = 0) and the other scores, there was a large, positive
correlation with social media and a small, positive correlation with time spent online.
Instead, a large, negative correlation occurred between online gaming and a small, negative
correlation with cybervictimization. In contrast, there was a non-significant correlation
between sex and cyberbullying.

Table 1. Means, standard deviations, and bivariate correlations.

Mean (SD) 1 2 3 4 5 6

1. Social media 0.86 (0.35) _
2. Online game 0.47 (0.50) −0.13 *** _

3. Time spent online 3.91 (1.41) 0.17 *** 0.06 *** _
4. Cyberbullying 0.16 (0.87) 0.04 ** 0.02 0.04 ** _

5. Cybervictimization 0.05 (0.21) 0.01 0.05 ** 0.04 ** 0.05 ** _
6. Sex (Boys = 0) 0.52 (0.50) 0.23 *** −0.56 *** 0.05 ** 0.01 −0.04 * _

Note. N = 4338. Cybervictimization and Cyberbullying are both considered during the COVID-19 pandemic.
*** p < 0.001; ** p < 0.01; * p < 0.05.

The results of a set of t-tests comparing the scores of boys and girls are shown in
Table 2. Except for cybervictimization, there were significant differences between boys
and girls for the other scores. Specifically, girls used social media more than boys, with a
small effect size, while boys used online games more than girls, with a very large effect
size. In addition, girls spent more time online than boys, while boys reported higher
average scores for cyberbullying compared to girls, even if both differences were small
in effect size.

Table 2. t-tests for sex.

Mean (SD) t-Test df p Cohen’s d

1. Social media Boys 0.77 (0.42) −15.45 3310.76 <0.001 0.47
Girls 0.93 (0.25)

2. Online game Boys 0.77 (0.42) 44.92 4241.82 <0.001 1.36
Girls 0.20 (0.40)

3. Time spent online Boys 3.84 (1.41) −3.16 4336 <0.001 0.10
Girls 3.98 (1.40)

4. Cyberbullying Boys 0.04 (0.20) 2.39 4007.80 <0.01 0.07
Girls 0.03 (0.16)

5. Cybervictimization Boys 0.04 (0.20) −0.75 4336 0.226 0.02
Girls 0.05 (0.22)

Note. N = 4338. Welch’s tests are reported in case of heteroscedasticity. A Bonferroni correction was considered
for significant results.
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3.1.1. Model 1: Cyberbullying Perpetration during the COVID-19 Pandemic through the
Use of Social Media

Results of the moderated mediation Model 1 are presented in Table 3.

Table 3. Model 1 results.

Mediator Variable Model B Log Odds SE LLCI ULCI

Social media→Time online −0.02 0.18 −0.38 0.35
Sex→Time online −0.44 ** 0.13 −0.69 −0.19

Social media * Sex→Time online 0.53 ** 0.14 0.26 0.80

Dependent Variable Model

Social media→Cyberbullying 0.92 *** 0.42 0.20 1.64
Time online→Cyberbullying 0.15 * 0.06 0.03 0.28

Conditional Indirect Effect For Moderation Variable (Sex) Effect Boot SE Boot LLCI Boot ULCI

Sex [Boys]: Social media→Time online→Cyberbullying 0.08 0.04 0.01 0.15
Sex [Girls]: Social media→Time online→Cyberbullying 0.16 0.07 0.25 0.31

Index of Moderated Mediation 0.08 0.04 0.01 0.17

Note. N = 4338; Bootstrap = 5000; *** p < 0.001; ** p < 0.01; * p < 0.05. Sex (group 1 = Boys; group 2 = Girls).

The use of social media was not statistically significantly associated with time spent
online, while sex (boys = 0) showed a negative and significant association with time spent
online, meaning that girls tended to spend more time on social media than boys. The
interaction effect of sex and the use of social networks was positively and significantly
associated with time spent online. As illustrated in Figure 2, simple slope analysis showed
that sex moderated the relationship between the use of social media and time spent online,
with girls using social media more than boys.

Adolescents 2024, 4, FOR PEER REVIEW 7 
 

 

4. Cyberbullying Boys 0.04 (0.20) 2.39 4007.80 <0.01 0.07 
 Girls 0.03 (0.16)     

5. Cybervictimization Boys 0.04 (0.20) −0.75 4336 0.226 0.02 
 Girls 0.05 (0.22)     

Note. N = 4338. Welch’s tests are reported in case of heteroscedasticity. A Bonferroni correction was 
considered for significant results. 

3.1.1. Model 1: Cyberbullying Perpetration during the COVID-19 Pandemic through the 
Use of Social Media 

Results of the moderated mediation Model 1 are presented in Table 3.  

Table 3. Model 1 results. 

Mediator Variable Model B Log Odds SE LLCI ULCI 
Social media→Time online −0.02 0.18 −0.38 0.35 

Sex→Time online −0.44 ** 0.13 −0.69 −0.19 
Social media * Sex→Time online 0.53 ** 0.14 0.26 0.80 

Dependent Variable Model   
Social media→Cyberbullying 0.92 *** 0.42 0.20 1.64 
Time online→Cyberbullying 0.15 * 0.06 0.03 0.28 

Conditional Indirect Effect For Moderation Variable (Sex) Effect Boot SE Boot LLCI Boot ULCI 
Sex [Boys]: Social media→Time online→Cyberbullying 0.08 0.04 0.01 0.15 
Sex [Girls]: Social media→Time online→Cyberbullying 0.16 0.07 0.25 0.31 

Index of Moderated Mediation 0.08 0.04 0.01 0.17 
Note. N = 4338; Bootstrap = 5000; *** p < 0.001; ** p < 0.01; * p < 0.05. Sex (group 1 = Boys; group 2 = 
Girls). 

The use of social media was not statistically significantly associated with time spent 
online, while sex (boys = 0) showed a negative and significant association with time spent 
online, meaning that girls tended to spend more time on social media than boys. The in-
teraction effect of sex and the use of social networks was positively and significantly as-
sociated with time spent online. As illustrated in Figure 2, simple slope analysis showed 
that sex moderated the relationship between the use of social media and time spent online, 
with girls using social media more than boys. 

 
Figure 2. Simple slope for Model 1 and Model 2. Blue line = Boys; Green line = Girls. Figure 2. Simple slope for Model 1 and Model 2. Blue line = Boys; Green line = Girls.

Concerning the relationships on the dependent variable of cyberbullying, both social
media and time spent online showed positive and significant associations. The conditional
indirect effects of social media usage on cyberbullying via time spent online for sex showed
for boys a lower effect compared to girls. In addition, the positive and significant moderated
mediation index confirmed that sex moderated the indirect effect.
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3.1.2. Model 2: Cybervictimization during the COVID-19 Pandemic through the Use of
Social Media

Results of the moderated mediation Model 2 are presented in Table 4.

Table 4. Model 2 results.

Mediator Variable Model B Log Odds SE LLCI ULCI

Social media→Time online −0.02 0.18 −0.38 0.35
Sex→Time online −0.44 ** 0.13 −0.69 −0.19

Social media * Sex→Time online 0.53 ** 0.14 0.26 0.80

Dependent Variable Model

Social media→Cybervictimization 0.14 0.22 −0.29 0.58
Time online→Cybervictimization 0.14 * 0.05 0.03 0.23

Conditional Indirect Effect For Moderation Variable (Sex) Effect Boot SE Boot LLCI Boot ULCI

Sex [Boys]: Social network→Time
online→Cybervictimization 0.07 0.03 0.01 0.14

Sex [Girls]: Social network→Time
online→Cybervictimization 0.14 0.06 0.03 0.27

Index of Moderated Mediation 0.07 0.04 0.01 0.15

Note. N = 4338; Bootstrap = 5000; ** p < 0.01; * p < 0.05. Sex (group 1 = Boys; group 2 = Girls).

As for Model 1 presented above, the use of social media was not statistically significant
with time spent online, while sex (boys = 0) showed a negative and significant association
with time spent online. The interaction effect of sex and the use of social networks still
presented a positive and significant association with time spent online. Again, simple slope
analysis showed the same results as Model 1 (see Figure 2), with girls using social media
more than boys.

Results on cybervictimization showed a not statistically significant association with
the use of social media, while there was a positive association with time spent online. As in
Model 1, the conditional indirect effects of social media usage on cybervictimization via
time spent online for sex showed a lower effect for boys compared to girls. The moderated
mediation index confirmed that sex moderated the indirect effect.

3.1.3. Model 3: Cyberbullying Perpetration during the COVID-19 Pandemic through
Games Online

Results of the moderated mediation Model 3 are presented in Table 5.

Table 5. Model 3 results.

Mediator Variable Model B Log Odds SE LLCI ULCI

Game online→Time online 0.69 *** 0.16 0.37 1.01
Sex→Time online 0.44 *** 0.07 0.30 0.58

Game online * Sex→Time online −0.23 * 0.10 −0.43 −0.03

Dependent Variable Model

Game online→Cyberbullying 0.23 0.17 −0.11 0.58
Time online→Cyberbullying 0.18 ** 0.06 0.05 0.30

Conditional Indirect Effect For Moderation Variable (Sex) Effect Boot SE Boot LLCI Boot ULCI

Sex [Boys]: Game online→Time online→Cyberbullying 0.08 0.03 0.02 0.15
Sex [Girls]: Game online→Time online→Cyberbullying 0.04 0.02 0.01 0.09

Index of Moderated Mediation −0.04 0.02 −0.10 −0.002

Note. N = 4338; Bootstrap = 5000; *** p < 0.001; ** p < 0.01; * p < 0.05. Sex (group 1 = Boys; group 2 = Girls).

As for Model 3 presented above, both positive and significant associations emerged
between time spent online and sex (boys = 0) and the use of the Internet for games online.
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Also, a similar interaction effect emerged on time spent online. As illustrated in Figure 3,
simple slope analysis showed that boys used more games online than girls.

Adolescents 2024, 4, FOR PEER REVIEW 9 
 

 

Index of Moderated Mediation −0.04 0.02 −0.10 −0.002 
Note. N = 4338; Bootstrap = 5000; *** p < 0.001; ** p < 0.01; * p < 0.05. Sex (group 1 = Boys; group 2 = 
Girls). 

As for Model 3 presented above, both positive and significant associations emerged 
between time spent online and sex (boys = 0) and the use of the Internet for games online. 
Also, a similar interaction effect emerged on time spent online. As illustrated in Figure 3, 
simple slope analysis showed that boys used more games online than girls. 

 
Figure 3. Simple slope for Model 3 and Model 4. Blue line = Boys; Green line = Girls. 

Regarding the results on the dependent variable (cyberbullying), no significant asso-
ciation emerged with the use of games online, while a positive association was observed 
with time spent online. The conditional indirect effects of the use of games online on 
cyberbullying via time spent online for sex showed a higher effect for boys compared to 
girls. The moderated mediation index confirmed that sex moderated the indirect effect. 

3.1.4. Model 4: Cybervictimization during the COVID-19 Pandemic through Games 
Online 

Results of the moderated mediation Model 3 are presented in Table 6. 

Table 6. Model 4 results. 

Mediator Variable Model B Log Odds SE LLCI ULCI 
Game online→Time online 0.69 *** 0.16 0.37 1.01 

Sex→Time online 0.44 *** 0.07 0.30 0.58 
Game online * Sex→Time online −0.23 * 0.10 −0.43 −0.03 

Dependent Variable Model    
Game online→Cybervictimization 0.42 ** 0.15 0.13 0.70 
Time online→Cybervictimization 0.13 ** 0.05 0.03 0.23 

Conditional Indirect Effect For Moderation Variable (Sex) Effect Boot SE Boot LLCI Boot ULCI 
Sex [Boys]: Game online→Time online→Cybervictimization 0.06 0.03 0.01 0.12 
Sex [Girls]: Game online→Time online→Cybervictimization 0.03 0.02 0.004 0.07 

Index of Moderated Mediation −0.03 0.02 −0.07 0.000 
Note. N = 4338; Bootstrap = 5000; *** p < 0.001; ** p < 0.01; * p < 0.05. Sex (group 1 = Boys; group 2 = 
Girls). 

Figure 3. Simple slope for Model 3 and Model 4. Blue line = Boys; Green line = Girls.

Regarding the results on the dependent variable (cyberbullying), no significant asso-
ciation emerged with the use of games online, while a positive association was observed
with time spent online. The conditional indirect effects of the use of games online on
cyberbullying via time spent online for sex showed a higher effect for boys compared to
girls. The moderated mediation index confirmed that sex moderated the indirect effect.

3.1.4. Model 4: Cybervictimization during the COVID-19 Pandemic through Games Online

Results of the moderated mediation Model 3 are presented in Table 6.

Table 6. Model 4 results.

Mediator Variable Model B Log Odds SE LLCI ULCI

Game online→Time online 0.69 *** 0.16 0.37 1.01
Sex→Time online 0.44 *** 0.07 0.30 0.58

Game online * Sex→Time online −0.23 * 0.10 −0.43 −0.03

Dependent Variable Model

Game online→Cybervictimization 0.42 ** 0.15 0.13 0.70
Time online→Cybervictimization 0.13 ** 0.05 0.03 0.23

Conditional Indirect Effect For Moderation Variable (Sex) Effect Boot SE Boot LLCI Boot ULCI

Sex [Boys]: Game online→Time
online→Cybervictimization 0.06 0.03 0.01 0.12

Sex [Girls]: Game online→Time
online→Cybervictimization 0.03 0.02 0.004 0.07

Index of Moderated Mediation −0.03 0.02 −0.07 0.000

Note. N = 4338; Bootstrap = 5000; *** p < 0.001; ** p < 0.01; * p < 0.05. Sex (group 1 = Boys; group 2 = Girls).

The use of the Internet for games online showed a positive and significant association
both with time spent online and sex (boys = 0). The interaction effect of sex and the use of
games online showed a negative and significant association with time spent online. Again,
simple slope analysis showed the same results as Model 3 with boys, who used more games
online than girls.



Adolescents 2024, 4 306

The results on cybervictimization showed significant associations between the use of
games online and time spent online. The conditional indirect effects of the use of games online
on cybervictimization via time spent online for sex showed a higher effect for boys compared
to girls. The moderated mediation index confirmed that sex moderated the indirect effect.

4. Discussion

Many studies focus on the combination of social media and online gaming in relation
to cyberbullying precisely because both allow millions of people to be connected at the
same time, making them more vulnerable to violence, including cyberbullying [25,42,43].

Regarding H1 (“Are social media and online gaming associated with online risks in
the form of cyberbullying and cybervictimization during the COVID pandemic?”), we
confirmed that online gaming was particularly associated with cybervictimization and
social media with cyberbullying.

Regarding online gaming, a positive association with cybervictimization was found.
This could be explained by the fact that online gaming normalizes aggression towards
other users and one’s fellow players, as will be explained later; as a result, users do not see
their behavior as dangerous and aggressive and do not classify it as cyberbullying [44,45].

As sociability and teamwork are prevalent in online multiplayer games, so are hostility
and harassment, known as online aggression or cyberaggression [46]. Regarding online
gaming, users normalize aggression toward other players, not only toward opponents but
also toward their teammates when they do not perform as desired [47]. In this context, it
is important to note that many online gamers consider teasing and aggressive behavior
to be a fundamental part of the gaming experience [48,49]. One possible explanation for
this phenomenon can be attributed to normative belief theories that have shown that
normalization of aggression may perpetuate aggression [44,49]

Regarding H2 (“Boys were more likely to be affected by cyberbullying and cybervic-
timization through online gaming during the COVID-19 pandemic, while girls were more
likely to be affected by social media”), we found an unexpected relationship. The possible
reason our data show a positive association between social media and cyberbullying by
the female sex might could be related to the nature of social media use by girls [50]. Some
studies have shown that cyberbullying on social media is more common among girls, as
they usually use it to share personal information and obtain feedback from other users,
while other girls use social media to attack and denigrate other girls [17,18]. Studies have
shown that girls are more likely to attack other girls via social media, while boys are
generally more likely to use physical violence [51,52].

The results of this survey are consistent with the findings from the scientific literature:
In general, boys seem to use the Internet for online gaming and girls for social media use.
Some differences concern the time spent online: girls seem to spend more time than boys
on social media [35,37,50], and girls use social media via smartphones and computers,
while boys spend more time playing online games [14,50]. Girls use social media primarily
to compare themselves with their peers, increase their visibility, and receive positive
feedback [18,53,54]. Girls seem to be afraid of comments concerning their weight [15,55,56].

This increased release of personal information by girls and their possible increased
vulnerability to the comments of others would make them more vulnerable to cyberbul-
lying and cybervictimization [15,18,43]. Boys seem to be less interested in the possible
comments of others. This could be inferred from their different uses of social media,
which their parents also report: they search for information about sports and games on
social platforms [57].

Online gamers consider online games more masculine. This could be one of the
explanations for different experiences in cyberbullying [47,58].

Regarding H3 (“Time spent online mediates the relationship between social media
and online gaming and exposure to cyberbullying during the COVID-19 pandemic”), we
confirmed that the problem of cyberbullying perpetrated and suffered online has been
exacerbated with the advent of the COVID-19 pandemic, as the increase in online use
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outside of school hours has made adolescents even more vulnerable to this phenomenon.
Girls, in particular, are even more susceptible to social media, and boys are even more
susceptible to online gaming. These findings are consistent with some studies (e.g., ref. [59])
that the extended time adolescents have spent using social networks and playing online
gaming during the pandemic has led to an increase in incidents of online violence, with
social media in particular posing a risk for girls and online gaming for boys [22,60].

As previously reported, young people were already spending many hours on social
networks or playing online games before the pandemic. During the pandemic, there was a
considerable increase, making them more vulnerable to phenomena such as cyberbullying,
both as perpetrators and victims [61,62].

With this in mind, we hypothesized that online games and social media, which are
usually the common venue for cyberbullying [56,63], have been influenced by an increase
in the number of hours spent online, which, according to some studies, has led adolescents,
both boys and girls, to overuse the Internet and lose control over this use, leading to
problematic use that results in dynamics such as cyberbullying [64,65].

These hypotheses may explain why our study highlighted a key role of time spent
online as a risk factor for cyberbullying during the pandemic. Our findings are supported by
some studies [39] that emphasize that, in the context of online games, one of the protective
factors for experiences such as cyberbullying is low weekly online game use.

5. Limitations and Future Directions

This is a cross-sectional study that does not clarify the causal directions of the relation-
ship between the variables. The data were collected at a single point in time; it was difficult
to determine the temporal sequence of events in the cross-section, and the data could not
capture the dynamic nature of behavior. Although a large sample size is an advantage, it
could also pose a risk when interpreting the results. Significant results, especially those
with small effect sizes, should be interpreted with caution as they could be influenced by a
large sample. Further studies on these topics are needed, but the present study provides a
useful basis for exploring the role of social media and online gaming.

It will certainly be interesting to explore the role of parents in controlling children’s
social media and online game use in future research, as it is known in the literature that
parental control plays a crucial role as a protective factor [39,46].

It will certainly be interesting in the future to use standardized questionnaires to be
able to proceed with more complex analyses carried out using Hayes’ models, which have
provided important insights into the use of social media and online gaming by adolescents,
providing interesting pointers to continue research in this direction. Furthermore, using
measures with more than two categories can help in understanding the complexity of the
phenomenon of cyberbullying and cybervictimization.

6. Conclusions

The data obtained from this study can help provide more accurate evidence on the
link between social media, online gaming, and cyberbullying as people spend more time
online during the pandemic.

These data allow us to understand the crucial role of social media and online gaming in
cyberbullying and the need to educate about their conscious use. The results also provide
us with information on how we should act in schools, as Italian Law no. 71/2017 on
cyberbullying requires the creation of measures to prevent and combat cyberbullying [66].
It would, therefore, be important to create pathways that take into account these two virtual
environments, which represent a risk factor recognized in the literature.

The law also requires that there be cyberbullying officers in each school to coordinate
prevention efforts and be a point of contact for cyberbullying incidents involving students
in the school for which they are responsible [67]. Knowledge of the virtual environments
in which their students operate would allow them to better understand the dynamics of
cyberbullying and intervene preventively.
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