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Definition


COVID-19 can be defined as a global pandemic caused by a coronavirus that first surfaced in 2019. Fake news refers to false reports that can be found in digital media. The combination of these two concepts creates an especially mismanaged situation that can result in widespread unease among the population, to whom the news appears continuously and without quality filters.
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1. Introduction


We live in a digital society. To put this fact into context, we must focus on the data; 48.97% of the world population uses the Internet, according to the World Bank [1]. This percentage grows exponentially if we look only at the ratio of developed countries with advanced technological infrastructures and notable levels of industrialisation, where this percentage is more than 77.42% according to the same source. The Internet has changed the way in which the world is seen and understood, but, above all, it has changed the way in which people communicate. Human relationships could not be understood today without social media, which has a penetration rate of 70% in Europe and North America [2]. In fact, according to data provided by Statista [2], in a single minute on the Internet, 69 million messages are sent from WhatsApp and Facebook Messenger, there are 5000 downloads on TikTok, 500 h of videos are uploaded onto YouTube, 197.6 million emails are sent, and there are 2 million Twitch views. In summary, society as a whole spends a large part of its time on the Internet both for leisure and for work; mankind today lives in a network society [3].



However, although leisure and connectivity are an essential part of people’s daily lives, information gathering is an activity that is also carried out through these channels. The data provided by Digital News Report [4] on this question establishes that 82% of people use digital media (including social networks) as an information channel. The smartphone is the preferred device for accessing news, with 69% compared to the 49% who prefer the computer, and 18% who prefer the tablet. However, all social progress brings with it a series of consequences. In this case, although society is more interconnected than ever, it also has to face a hyperproduction of pseudo-contents [5] (contents containing intentionally false information) for which perhaps it is not prepared, and which have become a globalised problem that generated great confusion during the pandemic caused by COVID-19.




2. What Is Fake News? Towards a Definition


The Oxford Dictionary, which selected this combination of words as the word of the year in 2017 [6], defines fake news as “false reports of events, written and read on websites”. Whilst it is true that this explanation can show with total clarity what fake news is, some authors go a step further and try to argue and qualify these words. In this sense, Gelfert argues that, although we understand disinformation as a type of information, fake news must be classified as a type of news. At the same time, he explains that its two most obvious characteristics are based on the type categorised as news, since fake news is presented as news, but unlike journalistic or academic information, it aims to deceive the target audience [7].



Intentionality is one of the key elements when it comes to differentiating fake news from another series of casuistry that may occur [8,9]. Within this idea it is explained that fake news should not be confused with other types of erroneous or misleading information, namely, errors by journalists or politicians, rumours or conspiracies without association to specific news articles, and entertainment-oriented formats such as satire [8].



Therefore, although we can understand fake news as being those false reports on web pages [10], we must also assume that there are, both in online press and on web portals, as well as on other information sites, a whole series of news and facts that, whether due to lack of journalistic rigour or simple human error, cannot be considered fake news.



For its part, the European Commission [11] defines this phenomenon, and explains that disinformation is “verifiably false or misleading information created, presented and disseminated for economic gain or to intentionally deceive the public”. Misinformation is verifiably false information that is spread without the intention to mislead, and often shared because the user believes it to be true.



The spread of both disinformation and misinformation can have a range of consequences, such as threatening our democracies, polarising debates, and putting the health, security, and environment of EU citizens at risk. This matter has been amplified since the spread of COVID-19 [11]. Large-scale disinformation campaigns are a major challenge for Europe and require a coordinated response from EU countries, EU institutions, social networks, news media, and EU citizens.



The Commission has developed a number of initiatives to tackle disinformation [11]:




	
The Code of Practice on Disinformation lays out a set of worldwide self-regulatory standards for industry.



	
The European Digital Media Observatory is a European hub for fact-checkers, academics, and other relevant stakeholders to support policy-makers.



	
The action plan on disinformation aims to strengthen EU capability and cooperation in the fight against disinformation.



	
The European Democracy Action Plan will develop guidelines for obligations and accountability of online platforms in the fight against disinformation.



	
The Communication on “tackling online disinformation: a European approach” is a collection of tools to tackle the spread of disinformation and ensure the protection of EU values.



	
The COVID-19 monitoring and reporting programme, carried out by signatories of the Code of Practice, acts as a transparency measure to ensure accountability in tackling disinformation.








Within the scope of fake news, there is another series of terms and concepts that are related, and yet it is not possible to find an exact definition of the phenomenon. This is the case of post-truth, which authors such as Capilla have worked on and analysed, and have concluded that, ultimately, it consists of the substitution of facts for beliefs and emotions in social discourses [12].




3. The History of Fake News


Although the term fake news is associated with the former President of the United States, Donald Trump [8,9,13], some authors point out that the dissemination of false information with a preconceived and malicious intention has existed for centuries. Regarding this fact, Salas Abad points out some of the historical moments where it can be considered that fake news was generated. In this sense, it can be remembered that Socrates already classified the sophists as transmitters of false news, or in the Middle Ages papal bulls were falsified for their own benefit [14]. On the other hand, we cannot fail to appreciate historical events that the author points out, such as the one that arose with Orson Welles’ The War of the Worlds in 1938, which Salas Abad [14] compares with fake news. Following radio broadcasts of Welles’ book, a great stir and social impact were generated despite the incidents being fictitious, due to the fact that the narration was so realistic that many citizens believed that an alien invasion was actually occurring.



Other authors explain that the term fake news itself appeared more than a century ago, specifically in Harper’s Weekly in 1925 entitled “Fake News and the Public” [15]. In this sense, works such as the study conducted by Rodríguez-Fernández, in which fake news was collected and analysed with the objective of identifying the types of organisation in Spain most affected by fake news and the nature of the false information spread, conclude that, although the current stage of proliferation that exists within the current communication system has shown social concern for this phenomenon, it is evident that this is not a new event, and it has occurred at many moments in our recent history, especially within the political sphere as an element of electoral propaganda [16].



Finally, as mentioned at the beginning of this section, fake news has become a relevant part of the current communication system [17], which is found in both the referendum on Brexit and the election of Donald Trump in the United States, two moments of its proliferation [7].




4. Why Has Fake News Been So Successful during the Period of COVID-19?


As described in the opening paragraphs, society today is hyper-connected. For this reason, there is a rapid dissemination of information. This does not imply that all information is verified, and social networks have allowed for the dissemination of verified and unverified content, prepared by professionals and non-professionals, creating an ideal context for spreading fake news [17].



Consequently, and especially in a period of need for information such as that generated by the COVID-19 pandemic, a problem of spreading fake news with the intention of deceiving the general public has been brought about and, as described, can be found on the Internet’s social networks. Its rapid dissemination is what is known as viralisation, which provides the perfect setting for fake news to spread [18].



In this new scenario, information technology and its distribution have relegated traditional media to second place; that is to say, journalism has ceased to be the guarantor of information in favour of the dissemination and speed that a retweet on Twitter or a “like” on Facebook can achieve [19]. This first factor, the decline of journalism in favour of the dissemination of social networks, has been found to be one of the decisive factors when fake news finds a media ecosystem without a gatekeeper that acts as a natural filter of information.



However, this is not the only factor. If there is a lack of journalism capable of assuming control of the flow of communication, media literacy is presented as the most solid alternative when it comes to dealing with fake news. However, the general public on many occasions do not know how to recognise false information when it is presented to them [18].



Another aspect of this new media ecosystem that has become one of the main drivers of fake news is the brevity of the exposure linked to the use of social media networks. On this issue, the new communication technologies are even supplanting those that until now were essential, for example, in the company. Thus, the use of WhatsApp has been normalised and has relegated e-mail in many aspects. In other words, as an attempt to achieve faster results, less is being written [20].



On the other hand, the constant use of social networks is itself a determining factor when it comes to being a victim of fake news. This is because the time of exposure to false news, in the specific case of Facebook, can lead users to consume this type of information because of their constant, albeit accidental, consumption from the exposure [21].



Finally, a determining factor when it comes to understanding why fake news spreads so easily and, above all, acquires the status of news for those who consume it is the viral effect of social networks. That is, legitimacy based on emotional relationships between users and their political bias is acquired once they are shared by “friends” on social networks [22].



In any case, there are studies that conclusively demonstrate that the users of social networks were motivated by various factors to share news related to COVID-19. “It is their behaviour, either vigilant or ignorant when consuming and disseminating messages related to COVID-19, that contribute to fake news spreading and its grave impacts on society” [23].



Therefore, according to the conclusions of Pérez-Dasilva et al., it has become clear that, in addition to facing an economic and public health crisis, we are facing an information crisis [13].



Following this same line of argument, the work carried out by Casero Ripollés presents empirical findings that reaffirm this hypothesis and link the situation experienced as a result of COVID-19 with the increase in the search for information. “In the case of COVID-19, 92% of adults in the United States frequently accessed the news about the pandemic, registering an increase of 34% over the period prior to the health emergency” XXI [24].



Lastly, and in relation to that which was put forth in the article by Gutiérrez et al., titled “Fake news about COVID-19: a comparative analysis of six Ibero-American countries”, it is shown that the percentage of fake news that reached the traditional media is almost insignificant, which reinforces the hypothesis that fact-checking journalism is a practice that does indeed help to combat the problem of fake news [25].




5. Lack of Media Literacy


Based on the problems raised, media literacy is more necessary than ever. Authors such as Fernández-García have already stated even before the proliferation of fake news that came from the COVID-19 pandemic that, “If new generations obtain their information from social networks and other online resources, they must learn to decode what they read” [26].



However, the problem of the need to promote media literacy is not linked to fake news. Indeed, we could affirm that, if it had been considered a formal element within compulsory education, we would have witnessed a decline in fake news instead of its proliferation. Based on this, it is necessary to “analyse, study and examine the contents and objectives of literacy, to adapt them to a multimodal and media system” [27].



This last idea, raised by Gutiérrez and Tyner, is argued by the authors based on the following premise: if we understand education to be the preparation of the society of tomorrow we cannot leave the environment, which is becoming more and more digital every day, out of the study. In contrast, over the last few decades, this aspect has been relegated to the background [27].



This same premise has been defended and expanded from different angles by various academics who have even proposed direct and applicable solutions in the current context. In this sense, Aguaded et al. argued for the introduction of digital and informational education under the protection of active public policy, with the purpose of creating a media-literate general public through critical, participatory, and creative training. These same authors, among other premises, proposed at the same time the introduction of programs that would allow the general public to learn under a mixture of critical training with interpretative and investigative journalism [5].



All these questions raised so far were collected by Alcolea and Reig:




“It is a challenge to face the power of the media and to accept the rejection that the existence of a real critical vision can generate within itself. However, the vertiginous technological change, the ubiquity of disinformation and the crucial role of the knowledge of the agents involved in it, and the development of critical thinking to face up to it forces the updating of this curriculum and its periodical review, making it more necessary than ever to approach it from a structural approach that favours a critical general public and the democratic process” [28].





Finally, and in line with what has been established so far, some authors suggest that the real solution to fight against fake news consists in applying a media education clearly, directly, and under clearly defined objectives [29].




6. How to Stop Fake News in Times of COVID-19


It is evident that, although media literacy is one of the main elements in the fight against fake news, it is also true that society as a whole has been decades late in applying it. Consequently, in the short term, it seems unlikely that this is the solution. However, a series of mechanisms have been put into place that help the user of social networks to filter this kind of information, as well as companies and entities with governmental support or entirely private companies, whose objective is to constantly analyse and report fake news.



Furthermore, some studies even propose the automatic detection of fake news as a response [30]. For example, in relation to this fact, in the case of Spain, there is the “Maldito Bulo” platform whose aim is to detect false information, but others, such as Truth-o-meter, also exist. Additionally, there is another series of tools that can improve the search quality of Internet information, such as a Google Chrome extension that launches an alert when you enter an unreliable or untrustworthy website or a satirical website (when it is not known if a website is humorous). In addition, it reports how much news from that medium has been disproved up to that moment [31].



As has been established, one of the main problems when dealing with control over fake news is found in social networks. In this regard, and as Brummette et al. [32] points out, their owners and founders must be involved to be part of the solution to the problem. Based on this, a series of proposals executed by the main social networks and by the main information search engines are presented below, taken from the works of Bustos Díaz and Ruiz del Olmo:




	
Facebook, Twitter, and Instagram prominently place tools to fight against fake news, evidencing the concern on the part of social networks about the spread of false news, something that undermines the credibility of the channel.



	
The involvement of the large social media platforms in this matter is due to two main issues: to reduce to a minimum the possible consumption of fake news by users, while at the same time seeking to consolidate the audience of the brand and to avoid losing users and credibility. That is, brands try to prevent themselves from becoming synonymous with fake news. Therefore, it can be concluded that it is a job that has two objectives: improving the user experience and maintaining the brand image.



	
Secondly, the clear commitment of all of them to use official sources of recognised prestige as means of communication, whether press, digital, radio, or television [33].



	
In all of them, the elimination of susceptible or possibly misleading accounts is a constant. As far as this is concerned, within the passive tools, we can see that the news centres created by Facebook and Twitter as well as the Instagram warning for users link directly to the World Health Organisation profile [33].








Together, the three case studies highlight the importance of quality journalism—of proven news in times of crisis. In this case, the three companies have used traditional media with proven trajectories and great credibility (despite the deterioration and general precariousness of journalistic information in recent years). There is no distinction by type of media, i.e., television, radio, and press, suggesting that the information from all of them is beyond the support that each one uses [34].




7. Conclusions


This work has theoretically addressed the conceptualisation of fake news, its evolution, its history, and the reasons that have allowed its rapid dissemination during the COVID-19 pandemic. Based on this, the following conclusions can be drawn.



In the first place, as has been shown in the development of this chapter of the book, the problem of fake news is not new. What we are experiencing now as a society is only an accentuated manifestation of a negative aspect of the information that has been manifesting itself in recent times. On the other hand, the need for the application in educational terms of media literacy is evident. The solutions addressed in the section “How to stop fake news in times of COVID-19” represent a temporary and short-term solution that does not fix the underlying problem, which is the lack of capacity of today’s society to identify what is fake news and what is not.



It has also been shown that society today depends more than ever on quality journalism. Until the emergence of social networks, journalism represented a social political function that had been classified as “the fourth power”. This lack of filtering of information, which has traditionally been known as the gatekeeper, is what search engines and social networks are applying. However, it seems more interesting that journalism once again assumes its role within the social context: “In a media ecosystem in which lies are institutionalised with over-information and a great abundance of sources, it is necessary to verify the veracity of the news, and here lies an opportunity for journalism” [20].



The role of politicians emerges as another key aspect in the fight against fake news. In this piece of work, a fact collected by scientific literature on this subject has been reflected. Donald Trump, for example, has become a viral phenomenon, contributing on many occasions false statements about the pandemic that have confused society. Finally, the academy is making a considerable effort to analyse, understand, and comprehend this phenomenon. Based on this, it has been observed that the term “fake news” was present in 50% of the keywords of the 10 most cited articles of the Web of Science and 70% of the most cited articles of Scopus [35]. Therefore, it seems clear that the problem must be addressed jointly, using media literacy as a driver and creator of a society more prepared to deal with fake news in combination with, as the political debate becomes more serious, a more rigorous press and an academy that continues to contribute new discoveries.



In short, we are witnessing a process in which the proliferation of fake news is flooding the digital ecosystem and, therefore, creating a social problem that can lead to collective hysteria and other associated processes. Although, as defined in this text, there are tools both in the main search engines and in social networks, we cannot leave the user aside. Digitalisation implies knowing how to use technologies, but, above all, using them responsibly. To this end, it is essential, as has been argued, to work on the process of media literacy and to go deeper in terms of social implantation in order to reduce the impact of fake news on society as a whole. Despite the existing filters in social networks and the main search engines, it is clear that fake news continues to penetrate society. Therefore, the need for media literacy has become an extremely relevant issue.
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