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Abstract: This paper tackles the challenge of secure and reliable data transmission in diamond
network configurations featuring two untrusted relays with low-security clearance. We propose an
innovative approach that employs lossy-decode and -forward relaying at these untrusted relays to
boost transmission reliability while safeguarding the source information from potential eavesdroppers.
An essential contribution of this work is the introduction of the reliable and secure probability (RSP)
metric. This metric assesses the likelihood of the destination successfully retrieving the original
information while maintaining its confidentiality from untrusted relays. Our analysis shows that
the integration of cooperative jamming signals markedly enhances the RSP, resulting in superior
security and reliability. Simulation results confirm that optimal power distribution among the source,
relays, and destination further maximizes the RSP. These findings underscore the effectiveness
of our proposed scheme in ensuring secure and reliable communication in environments with
untrusted relays, suggesting its potential as a robust solution for secure communications in diamond
network configurations.

Keywords: physical layer security; untrusted relay; diamond network; optimal power allocation;
cooperative jamming

1. Introduction

In wireless communications, relaying expands communication coverage and offers
spatial and temporal diversity to mitigate the effects of fading [1,2]. This capability makes
relaying critical in enhancing signal reliability, particularly in challenging environments
with obstructed direct paths between transmitters and receivers. As networks evolve
towards 5G and beyond, the role of relays is becoming increasingly significant, not only for
improving coverage but also for supporting the high data rates and low latency required
by advanced applications such as the internet of things (IoT) and autonomous systems.
Recent studies highlight the growing importance of relaying in heterogeneous networks,
where devices with varying capabilities and security levels must interact seamlessly [3].

Traditionally, network security has been addressed at higher layers using crypto-
graphic techniques. However, these methods often fall short of fully addressing the
security demands of emerging applications like smart transportation, the Vehicle to X, and
industrial automation networks [4] due to challenges such as reliance on infrastructure,
inefficient spectrum usage, significant resource demands, and the complexity of signal
processing. In contrast, physical layer security (PLS), grounded in information theory,
leverages the inherent physical characteristics of the communication medium, including
shadowing, fading, and interference [5]. This approach offers a low-complexity security so-
lution that remains effective regardless of the computational power of the devices involved.
The critical advantage of PLS is that its security remains unaffected by the computational
capabilities of eavesdroppers. Furthermore, PLS provides greater flexibility in deployment
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compared to bit-level cryptographic methods [6], making it a promising alternative for
securing these advanced applications. Interest in physical layer security for untrusted
relay mechanisms has been increasing. While many studies have focused on protocols like
amplify-and-forward and compress-and-forward, the decode-and-forward (DF) protocol
presents unique challenges for untrusted relaying due to the conflicting needs for reliability
and security [7].

In next-generation networks, 5G and beyond 5G and future mobile IoT networks with
densely distributed mobile nodes, including sensor networks for traffic data collection and
smart drone systems, will face heightened security concerns. This is particularly true in
heterogeneous networks where nodes possess varying levels of security clearance. In such
environments, a node that behaves unexpectedly could act as a potential eavesdropper and
might pose significant security risks, rendering the relay untrusted [8]. Specifically, relays
with lower trust levels or insufficient security clearance could act as potential unauthorized
eavesdroppers [9]. These untrusted relays are not inherently malicious; rather, their lack of
trust or inadequate security clearance makes them less reliable [9]. A non-zero achievable
secrecy rate was indicated in [10] in a two-way untrusted relay system where the two
sources only communicated through an untrusted intermediate relay. The ergodic secrecy
capacity in an untrusted relay two-hop network was analyzed, and the compact expressions
for the ergodic secrecy capacity were present in [11] under the assumption that a direct
connection between the source and destination is absent.

In the foundational work on untrusted relay networks, [12] established conditions
to achieve a positive secrecy capacity, where the information is securely sent such that
the confidentiality of the information surpasses a certain threshold. The security of this
confidential information was measured through conditional entropy, focusing on cod-
ing/decoding challenges within relay channels. Subsequently, in a different study [13],
Oohama assessed the secrecy-keeping level for confidential information from the relay by
analyzing the private information’s entropy rate, given by the relay’s channel outputs.

Later research [14,15] demonstrated that bringing in cooperative jamming achieves
a positive secrecy rate in scenarios involving single untrusted relaying in the absence of
a direct connection between the source and destination. Another study [16] showed that
increasing the number of relays in a bidirectional untrusted relay system could enhance
the ergodic secrecy sum rate, even without the aid of jamming signals. Additionally, this
study proposed a relay selection method to optimize the instantaneous total secrecy rate
with multiple bidirectional untrusted relaying. However, the method focused on selecting
the relay with the highest gain from channels to the destination, disregarding the security
levels of untrusted relaying.

A recent advancement introduces a cooperative communication strategy based on the
traditional DF protocol that accommodates intra-link errors, termed lossy-forward (LF)
relaying [17]. LF relaying ensures the relay forwards decoded information to the destination
despite decoding errors during the RF transmission stage. This study presents an LF
relaying approach for an air-to-ground network with two untrusted relays, considering
factors like atmospheric absorption, scattering, and other terrestrial propagation challenges.
By allowing for errors, LF relaying reduces the risk of unauthorized access to confidential
data, making it a promising candidate for enhancing PLS in air-to-ground communications.
The relay nodes, essential for the relay process, are also potential security threats. LF
relaying is utilized to maintain data transmission integrity and confidentiality against these
untrusted nodes.

In this context, we propose incorporating cooperative jamming [18] in a diamond-
shaped network featuring two untrusted relays. The jamming signals are deliberately sent
from the mobile terminal to safeguard confidential information from being compromised
by untrusted relays. To evaluate the effectiveness of our approach, we introduce the
reliable and secure probability, which is referred to as RSP in this work, which measures
the likelihood that the mobile terminal can correctly retrieve the original information while
keeping it confidential from the untrusted relays. Analytical results indicate that optimal
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outcomes are achieved with balanced power distribution between the source and untrusted
relays. This paper focuses on the optimal power allocation problem to maximize the RSP.
Given a fixed transmission power, we investigate how to distribute power among the
source, untrusted relays, and destination (which sends jamming signals) to achieve the
highest RSP. Our findings reveal strategies for optimal power distribution that maximize
the RSP, providing a theoretical foundation for enhancing network reliability and security.
This optimization framework contributes significantly to understanding secure and reliable
communication in networks involving untrusted relays.

The rest of this article is organized as follows: Section 2 describes a number of related
studies and the discussed outcomes. An overview of the system model for analyzing the
PLS in an air-to-ground diamond network is presented in Section 3. Section 4 introduces
the definition of the acceptable rate region and derivation of reliable and secure probability
with a formulation of the CEO (chief executive officer) problem for transmissions from
untrusted relays to the destination. An optimal power allocation solution in terms of the
RSP of diamond untrusted relay networks is presented in Section 5. Section 6 concludes
this article with some recommendations.

2. Related Works

In recent years, the focus on PLS has intensified, particularly concerning untrusted
relay networks. Traditional approaches have primarily employed higher-layer encryption
techniques to secure communications, but these methods are increasingly being comple-
mented or replaced by PLS strategies. PLS leverages the inherent properties of wireless
channels, such as noise and fading, to ensure that data remains secure irrespective of an
eavesdropper’s computational power. This section reviews recent advancements in related
areas, highlighting key contributions and identifying gaps our study aims to address.

2.1. Physical Layer Security

Recent studies have explored various PLS techniques to secure data transmissions in
wireless networks. Shen et al. developed a hierarchical theoretical framework for energy
and secure-efficient design for precoding in a two-way MIMO system with an untrusted
relay, demonstrating significant improvements in secrecy energy efficiency through exten-
sive numerical results [19]. Zhang et al. introduced a novel layered physical layer security
model with hierarchical information security and proposed optimal and robust beam-
forming schemes to minimize transmitted power while meeting secrecy rate requirements,
demonstrating effectiveness through simulations [20]. Si et al. proposed a zero-forcing
beam-forming scheme to optimize the secrecy rate in the presence of both active and passive
eavesdroppers, considering perfect and imperfect channel state information, and high-
lighted that imperfect CSI between the jammer and the legitimate receiver significantly
impacts the achievable secrecy rate [21]. Xu et al. introduced a game-theoretic power alloca-
tion strategy for a friendly interferer to enhance wireless network secrecy against strategic
eavesdroppers, demonstrating that this approach outperforms conservative power alloca-
tion strategies [22]. A novel physical-layer secure transmission scheme, decomposed and
distributed modulation, was introduced that leverages decomposed and distributed modu-
lation to prevent eavesdropping using two cooperative transmitters, effectively enhancing
data transmission security through theoretical analysis and simulation [23].

2.2. Cooperative Jamming for Enhanced Security

Cooperative jamming is another critical strategy to bolster PLS. Tang et al. formulated
a social tie-based cooperative jamming game among multiple jammers for physical layer
security, proving the existence of a pure Nash equilibrium, developing an algorithm to
achieve the minimum secrecy outage probability, and validating the theoretical findings
with numerical results [24]. Hui et al. proposed a secure downlink transmission scheme for
IoT networks using cooperative jamming and artificial noise-aided secrecy beam-forming
to minimize secrecy outage probability and enhance both security and power efficiency
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against multiple passive eavesdroppers [18]. Atapattu et al. addressed secure wireless
communications over an untrusted full-duplex relay, deriving optimal power allocation
between confidential and jamming signals to maximize the secrecy rate and providing a
detailed analysis of secrecy outage probability and average secrecy rate, highlighting the
negative impact of transmit-power-dependent self-interference on secrecy performance [25].
Sadming et al. introduced a joint security approach combining physical layer security and
noisy ciphertext, demonstrating that this method can achieve secrecy rates beyond the
traditional PhySec capacity and providing optimal power allocation solutions for relay
networks with cooperative jamming [26]. Gui et al. proposed a cooperative jamming-
aided secure communication scheme for wireless-powered sensor networks that addressed
issues of disguised eavesdroppers, imperfect channel estimation, and distance-related
power limitations, significantly improving secrecy rates through a two-level optimization
algorithm [27].

2.3. Optimal Power Allocation

Power allocation plays a crucial role in enhancing both the reliability and security of
communications in relay networks. Jia et al. proposed and analyzed two power allocation
schemes, optimal adaptive power allocation (OAPA) and suboptimal fixed power allocation
(SFPA), to enhance physical layer security in MISO systems with unknown eavesdroppers,
demonstrating that SFPA achieves comparable secrecy outage performance to OAPA with
lower complexity [28]. Li et al. proposed a secure communication model for satellite com-
munications using interference relay collaboration at the physical layer, deriving theoretical
relay selection standards and optimizing power allocation to minimize secrecy outage
probability and presenting performance analyses for various relay selection criteria and
power allocation schemes [29]. In [30], a joint power allocation and aerial jamming scheme
for a UAV-enabled NOMA system were proposed for enhancing reliability and security
against eavesdropping, and analytical expressions and numerical results were derived to
demonstrate the scheme’s superiority and identify the optimal UAV height for maximizing
effective secrecy throughput. Ref. [31] proposed a joint power and sub-channel allocation
algorithm to maximize secrecy capacity in non-orthogonal multiple access (NOMA)-based
uplink massive machine type communication (mnMTC) networks, demonstrating its su-
periority over other algorithms and orthogonal multiple access schemes in enhancing
secrecy capacity.

This paper builds upon these foundational studies by integrating LF relaying and
cooperative jamming in a diamond network with untrusted relays. Our contribution lies in
optimizing power allocation to maximize the RSP, thus ensuring both secure and reliable
communications. By comparing our results with existing methods, we highlight the novelty
and effectiveness of our proposed scheme in enhancing physical layer security.

We need to highlight that this work stands out from prior research in the following ways:

e This work addresses the optimization of security and reliability in a diamond network
configuration involving two untrusted relays, specifically focusing on the physical
layer. The study introduces a cooperative jamming technique to enhance the secure
transmission of data while ensuring that the source message remains confidential
from untrusted relays. The integration of lossy DF relaying at the untrusted relays
helps maintain data confidentiality by allowing for controlled decoding errors, thus
minimizing the risk of eavesdropping by the relays.

* A novel analytical framework is proposed that explores the optimal power alloca-
tion between the source, the relays, and the destination to maximize the RSP. This
framework incorporates the impact of cooperative jamming on the overall network
performance and provides a comprehensive analysis of the power distribution needed
to achieve the highest possible RSP, ensuring both reliability and security in the
communication system.

*  The paper also introduces an RSP metric to evaluate the performance of the proposed
system. This metric quantifies the likelihood that the destination successfully decodes
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the original information while the untrusted relays fail to do so. Numerical results
demonstrate that optimizing the power allocation between the source and the relays
is critical for achieving the best possible balance between reliability and security in
the network.

In modern communication systems, secure and reliable data transmission is critical,
particularly in scenarios where sensitive information is transmitted over potentially com-
promised channels. One specific application scenario for the proposed framework is in
military and government communication networks, where the confidentiality and integrity
of data are paramount. These networks often operate in environments with a high risk
of eavesdropping or unauthorized access, making robust physical layer security essential.
Another practical application is in critical infrastructure systems, such as smart grids and
industrial control systems, where secure communication is necessary to prevent disrup-
tions or malicious attacks. Wireless sensor networks, commonly used in environmental
monitoring and healthcare, also benefit from enhanced security and reliability, particularly
in scenarios involving untrusted relays or nodes with varying security clearances.

Existing wireless communication standards and security protocols can be adapted
to implement the proposed framework in real-world systems. For example, integrating
lossy DF relaying and cooperative jamming techniques into current 5G or next-generation
wireless networks could significantly improve their resilience against security threats.
Software-defined radio (SDR) platforms provide a practical means to prototype and test
the proposed methods, allowing for fine-tuning and optimization before deployment in
live environments.

3. System Model
3.1. Diamond Transmission via Untrusted Relays

Consider an air-to-ground transmission system, as illustrated in Figure 1. An airborne
source, labeled S, intends to communicate with a ground destination, D. Due to geograph-
ical and environmental challenges, there is no direct link between S and D. The binary
sequences from S, which follow a Bernoulli(%) distribution, are first encoded, modulated,
and transmitted via RF to two intermediate nodes (untrusted relays), UR; and UR;. These
relays decode the received message and re-encode it for transmission to D. In air-to-ground
communications, the limited availability of relay nodes means that UR; and UR; may be
considered untrusted, potentially acting as covert eavesdroppers.

s
UR: /\,\ UR>

Jamming
_
[ ] D
Oo—0

Figure 1. A two-hop diamond network with two untrusted relays with cooperative jamming.
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Despite imperfections in decoding due to signal degradation, the untrusted relays
using LF relaying will always forward the decoded sequences to D. The purpose of
utilizing lossy relaying at the untrusted relays is to enhance transmission dependability
while ensuring the confidentiality of the message. The sequences received by UR; and
UR; may include errors due to inaccuracies in decoding, which are influenced by the
received SNR. Despite these decoding errors, UR; and UR; proceed to interleave, re-
encode, and forward the received information sequences to D as part of the lossy DF
relaying process. Upon receiving signals from UR; and URy, D performs joint decoding to
reconstruct the original information transmitted by S. To decode the messages from UR;
and URy, decoding with an iterated process is applied among the decoders, as outlined
in [32].

The transmission process from S to D is split into two distinct stages. In the first stage,
S encodes, modulates, and broadcasts the original binary information sequences, which are
i.i.d. (independent and identically distributed) following a Bernoulli(«) distribution, where
a(0<a< 1) is the distribution parameter. In the second stage, untrusted relays UR; and
UR; decipher the received information and repeat the information, which is encoded again
to D via separate channels, utilizing dedicated time slots for orthogonal transmission. Note
that transmitting in different time slots may reduce spectral efficiency, a challenge that could
be mitigated through non-orthogonal multiple access (NOMA) [33,34]. The optimization of
the two time phases in the second stage is an area for the next step of research. During this
second stage, S remains inactive.

3.2. Channel Model

The transmit power and geometric gain of the respective nodes and links are denoted
as Pl-t and Gi]- (i € S,URy,URy,j € URy,URy, D, i # j). The RF signals received by UR; and
UR; are given as follows:

Yur, [1] =1/ PEGs.ur, hs-ur, ¥s[n] + nug, [1] (1)

and

YUR, [1] =1/ P§Gs-UR, s-UR, Xs[11] + nur, [1]. (2)

The signals received at D from the relays are described as follows:

yo, [1] = / P{jr, Gur,-DIUR,-DYUR, [1] + np[n] 3)
yp,[1] = / Pir, GUR,-DIUR,- DYUR, [1] + 11D (1], (4)

where h;; represents the complex channel gain, influenced by various factors such as
multipath effects, weather conditions, and obstructions in air-to-ground communication.
Noise is denoted by nj, assumed to be additive white Gaussian noise with zero mean.

and

The assumption E[|1;|?] = 1 holds, assuming block-fading over one block duration.
The geometric gain G;; for link i-j is characterized by a two-ray transmission model [35],
Section 2.4.1. The receive power P].r (i € S,URy,URy,j € URy, URy, D) is expressed as

2
P = (V Mt ) P, (5)

j 2 i
dz.].

where M;; and d;; denote the pattern of radiation and the corresponding link distance,
respectively. The terms /; and /; refer to the heights of the source and destination.
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The average and instantaneous receive signal-to-noise power ratio (SNR) at UR;,
URy, and D are expressed as 7;; = P].’f]—g and v;; = \hij|27i]~ (i € {S,URy,URy,D},j €
{URy, UR;, D}), where E; represents the symbol-level transmit power and Nj being noise
variance. hj; represents the complex channel gain. We assume that all the wireless channels
experience Nakagami-m fading with the probability density function (PDF) of instanta-
neous SNR f,(7;;) of link ij, where v;;, is given by

m™ m—1 mr)/ij
i) = ——— ex — 7 6
fv(’)’z]) r(m),),gﬂu p( i ) (6)
where
*  7jis the amplitude of the received signal;

*  m is the shape factor of the Nakagami-m distribution, typically m > 0.5;
e TIjjis the average SNR of the link ij;

»  T(m) is the Gamma function, defined as T'(m) = [~ t"~le~!dt.

The cumulative distribution function (CDF) of the Nakagami-m distribution is as
follows:

Ey(7ij) = ) 7)

where

* v (m, m;” ) is the lower incomplete gamma function, defined as y(a, x) = fox tr=le=t dt.
ij

All links are assumed to be mutually independent and identically distributed.

4. Reliable and Secure Probability Analyses

In relay-based systems where the trustworthiness of relays may be questionable,
ensuring the secure transmission of sensitive data from the source to the intended recipient
without compromising confidentiality is crucial. A common approach in this scenario
involves transmitting under a pre-established secrecy rate, as outlined by [36].

In our study, we consider an imperfect link between the source and relays, implying
that the relayed information may contain errors. The recipient, aiming to retrieve the
original data, must deal with these corrupted versions. This extraction process at the
destination mirrors the characteristics of the CEO problem. However, a definitive rate-
distortion boundary for this CEO problem has not been established. Therefore, the secrecy
transmission rate discussed by [37] is not utilized in our methodology. Instead, we adopt
the "reliable and secure probability" (RSP) metric. This metric, based on the principle of
outage probability, is recommended as a relevant physical layer (PHY) security parameter
by [38]. The mathematical representation is as follows:

Prsp = Polt — Pout

= Pr{disruption at UR; N disruption at UR; }

UR
P out

— Pr{disruption at URy N disruption at UR, N disruption at D}, (8)

P2,
where PUR encapsulates the probability of disruptions at the untrusted relay nodes, specif-
ically UR; and URy, and P2, represents a similar metric for the destination node. RSP
measures the likelihood of successful message recovery at the destination while ensuring
the message remains unintelligible to untrusted relays. In untrusted relay networks, the ba-
sic consideration is to utilize relays to enhance transmission reliability while minimizing
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the security threats posed by untrusted relays. Therefore, we introduced the RSP metric to
assess the balance between security and reliability.

A higher RSP value indicates that the probability of the untrusted relay experiencing
an outage is high, while the probability of the destination experiencing an outage is low,
signifying the high-security performance of the system. Conversely, a lower RSP value
suggests that the probability of the untrusted relay experiencing an outage is low, and the
probability of the destination experiencing an outage is high, indicating low reliability and
security performance. Additionally, a lower RSP value can also imply that the probability of
both the destination and the untrusted relay experiencing an outage simultaneously is high,
meaning the system’s reliability is low, or that the probability of both the destination and
the untrusted relay experiencing an outage simultaneously is low, indicating the system’s
security performance is low.

4.1. Analysis of Error Probability in Source-Relay Links

Given that transmission errors are permissible within the links from the source to
untrusted relays, the distortion errors (defined as €1 and €;) in the links between S and UR;
and the link between S and URy, respectively, are acknowledged based on the theory of
lossy source-channel separation, as in [39]. These distortions can be expressed as follows:

Rg (e1)Rs, < C(7sur,), 9)
RS (€2)Rs, < C(75.UR,)- (10)

Here, Rls)k(ek) and Rg, for k € (1,2) stand for the function of rate-distortion at e
(associated with the least distortion level considering the Hamming measure), and the
cumulative rate for source-channel joint coding for the associated link, in order. The specific
of Rg, is introduced in Appendix A.

The capacity, which is equivalent to the maximal transmission rate, based on Shannon’s
Gaussian codebook, is given by

C(x) =log,(1+x). (11)

With the Hamming measure, the minimum distortion for a provided s yg, value is
tantamount to the error probability es ygr, within the respective links.
For a binary source following a Bernoulli(p) distribution, the rate-distortion function
RSD,C is given by the following;:
1—-H(ex), 0< e <min(pg,1—px
RE (e¢) = : = min(pe = p), (12)
0, €x > min(pg, 1 — py),

where H(B) = —plog,(B) — (1 — B)log, (1 — B) represents the function of binary entropy.
The relationship between the distortion €; and the rate ng (ex) with respect to distortion e
is depicted in Figure 2.

For a Gaussian source with a N (0, 0?) distribution, the rate-distortion function RSDk is
expressed as follows:

1 o? 2
slog, 2, 0<¢e <o
RD e ) =<2 2 €’ — — (13
s, (€x) {O, e > o )

The connection between € and the rate RSDk (ex) with squared-error distortion is illus-
trated in Figure 3.
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Figure 2. Intro-link distortion level & versus rate-distortion function with a Bernoulli(p) source,

where p = %
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Figure 3. Intro-link distortion level Z versus rate-distortion function with a Gaussian source, where
oc=1

With the measure of hamming distortion, the minimum level of the distortion €; and
€ correspond to the error probabilities in the transmission from the source to UR; and
from the source to URy, respectively, given a specific instantaneous SNR .
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Based on (11)—(13), the instantaneous SNR 1;; of channel i — j and RSDk(ek) can be
related as follows:

RS (e1)Rs, = (1— H(2))Rs, < C(ys.ur,) = logy(1+ Ys-ur, ), (14)
C(71s-Ur,) = log, (1 + 7s-ur,), (15)

fora Bernoulli(%) source. In the case of a Gaussian source, the relationship is given by the
following:

2
RS (e1)Rg, = 10%2 Rs1 < C(7s-ur,) = log, (1 + rs-ur,), (16)
RS (e2)Rs, = 5 10g2 gRsz < C(7s-ur,) = log,y (1 + sUR,)- (17)

Let £s.yRr, and s R, be the signal strength of the source and &p.yg, and Ep.yr, be
the jamming signal strength of the destination, respectively. The received SNRs at UR; and
UR; are

EsUR,  _  TSUR (18)
Epur, +No DUR, +17
Es. :
S-UR, _ YS-UR, ) (19)
Epur, + No YD-UR, +1
where £p.yR, and Ep.ur, are considered as cooperative jamming (interference) [40].
4.2. Outage Probability Analysis for Untrusted Relays
Utilizing the description from (8), we can deduce the outage probability PSR as follows:
Pou :PY{RD (e1)Rs, < C('YS—URl)} X Pr{RsDZ (e2)Rs, < C('YS—URl)} (20)
:Pr{o < _TSURL _ oRE(enks, 1}Pr{0 < _JSURy R (@)ks, 1} 1)
1+ 7pur, 1+ 7p-ur,

- <2Rsl( )Rs, _1> ("/D UR +1)
= /0 f(rp-ur,)47DUR, /0 f(rs-ur, )drs-UR, dYD-UR,

. (21252 (e2)Rs, _1> ("/D UR2+1)
X /0 f(YD-UR,)dYD-UR, /0 f(vs-ur,)dYsUr,AYD-UR,  (22)

MD-UR,
Mp_ugr, MpUR, —1 MD-UR,; YD-UR,
- __MD-UR; TD- -UR; p 7
I'(mp. -UR; 'YD -URy D-URq

R,
msur, (2 Sl (e1)Rg, 71)

Y | MSUR; ToUR;
YD-UR, + 1)dYD-UR
['(msur,) ( i+ !
MD-UR,
*© Mp_UR, MpUR,y —1 MD-UR, YD-UR,
x 0 mpUR, /D-UR, SXP| ~ 5
I'(mp-ur, ) Tp.UR, YD-UR,
MSUR, (2 5, (2)ks, *l>
Y mS-URZ/ VS—URZ
(YD-UR, +1)dYD-UR,- (23)

I'(msyr,)
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For the sake of clarity, symbol indexes are disregarded. The justification for (20) comes
from the Shannon separation theorem combined with the assumption of independent
fading; (21) is derived from the presumption of Shannon’s Gaussian codebook, while
the rationale for (22) and (23) is due to the nonergodic Nakagami-m fading channels
under consideration. Given the block fading assumption, quasi-static fading channels are
perceived as AWGN channels with consistent channel gains as per the fading distribution
in every fading realization. As a result, outage probability PUR can be interpreted as a
series of dual integrations spanning the rate region regarding the PDF of the current SNRs
for the involved channels.

4.3. Acceptable Rate Region for the CEO Problem in the Slepian-Wolf Framework

Let U represent the original message transmitted by the source, while i3 and Uy
denote the sequences output by UR; and URy, respectively, characterized by Rj and Rj.
Because of the lossy DF scheme, even if the sequences that are taken over by UR; and UR,
have faults (i.e., U # Uz and U # U, with a certain probability), UR; and UR; still forward
these erroneous sequences to the destination. As a result, the analysis of the transmissions
from UR; to D and UR; to D falls under the CEO problem category in network information
theory [41]. The conceptual framework of the CEO problem is illustrated in Figure 4. Note
that U and U, are not utilized in this paper to maintain consistency in notation. Under the
block fading assumption, the errors occurring in the S-UR; and S-UR; links have fixed
probabilities within a single transmission block.

U Ry
BSC(,) 3 Encoder 1 ﬁu‘

u Joint Decoder Sequential |2/

A A > S
%3 %4 Decoder

BSC(D,) »| Encoder 2 ﬁ;sf
R,

%4

Figure 4. Abstract framework of a CEO problem for binary sources.

Since U3 and Uy originate from the same source, they are correlated. This correlation
is described using a bit-flipping model: U3 = Uy @ g9, where ¢ is a stochastic variable
with Pr(eg = 1) =1 —Pr(gp = 0) = po. Here, py represents the probability of bit-flipping
between U3z and Uy.

Since U3 and Uy are correlated, the Slepian-Wolf theorem states that successful retrieval
of U3 and U, through joint decoding at the destination can be achieved if the source rate
pair (R3, R}) for U3 and U} satisfies the following conditions:

R3 > H(Us|ty),
R} > H(Us|Us), (24)

R‘;’, + RZ > H(Us, Uy),

where U3 and U, are the estimates of U3 and U from the destination’s final output. Here,
(U3|Ll4) and H(Uy|U3) represent conditional entropies. The relationships between U3
and U3 and between Uy and Uy are modeled using bit-flipping probabilities p3 and p4,
respectively. With the consideration of block fading, the possibility of errors occurring in
the UR;-D and UR;3-D links remain steady within a single communication block, making 3
and ¢4 fixed parameters for each stage. Given that the source is i.i.d. in this study, we have
H(Us|Uy) = H(eg * e3) and H(Uy|U) = H(eg * e4), where x x y = (1 —y)x + (1 — x)y.
Consider two boundary scenarios. In the first scenario, where both {43 and U are fully
recovered at the destination simultaneously, we have U3 = Us and Uy = Uy, with e3 = 0
and g4 = 0. This relates to the scenario where (Rj, R}) falls within regions 1 and 2 in
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Figure 5. In the second scenario, if U3 (or Uy) can be recovered with an arbitrarily small error
probability while U4, (or U3) is completely incorrect, then Uy (or Us) provides no useful infor-
mation about U (or U3). In this scenario, the conditions change to [Ré > H(U3),R; > 0}

(or [R§ > 0,R§ > H(Uy)]), corresponding to regions 4 (or 3), respectively, in Figure 5.

D
RuRr,

H (xUR;xURl) -

H(xURZ) -

H(xyR,1¥UR,) T K A

D
\ ' 4 RUR1
H (xUR, I%UR,) H(xyr)  #(sur-UR)

Figure 5. Admission rate region for xygr, and xygr, determined by Slepian-Wolf coding. n €

{1,2,3,4}) denotes the admissible region of (R%Rl,R%RZ) which is divided into 4 parts for easy
calculation.

4.4. Formulation of the CEO Problem

Both xyg, and xyg, are derived from the common source. Their mutual correlation
can be represented using a bit-flipping model as xyr, = xyr, @ e, where e indicates the
probability of bit-flip between xyg, and xyg,. The equalities H(xyg,) = H(xyg,) = 1 and
H(XUR] |xUR2) = I‘I(XUR2 \xURl) = H(E) hold, leading to H(xUR1r xURz) =1+ H(e) Here,
the function H(e) = —elog,(e) — (1 — e)log,(1 — e) defines the binary entropy.

Relying on the Slepian-Wolf theorem, the correct reconstruction of xg via joint decod-
ing at D is possible when the source rate pair (Ryjr , Rig,) for xur, and xyg, lies within
the regions indicated as 1 and 2 in Figure 5. Yet, given the permission for errors in the
primary stage due to the assumption of imperfect source-relay links, the second stage’s
analysis aligns with the CEO problem’s dynamics.

In situations where sequences received by UR; and UR; contain discrepancies, both
UR; and UR; relay these imperfect sequences to D as per the LF configuration. Define €/
and €), as the distortion measures of Pr(xyg, # fugr,) and Pr(xyg, # fur,) correspond-
ingly, where £yR, and £yRr, symbolize the estimations of xyg, and xyg,. The anticipated
Hamming distortion across M symbols is articulated as follows:

1 ¢ .
E ln Y. d(xURk/xURk)] <e+n, ke(1,2), (25)
n=1
with the error propagation likelihood characterized by
1, if YUR,,
d(xur,, fur,) = 1 YuR, 7 JEUR" (26)
0, if XUR, = XUR;-

Here, 71 is a minute positive constant, and the function E(-) is the expectation mecha-
nism. Finally, the destination retrieves an estimate of the information sent from the source
using majority rule decoding [42] Section 4.1, or an best decision approach [43].
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4.5. Destination’s Outage Probability

Given in (8), the definition of outage probability, denoted as P2, can be expressed as
follows:

PP, =Pr <(5 > mm{ez, 62}>
6

€16

R{g, (é1)Rur, > < C(YUR,D)

(27)
R, (€2)RUR,-D < C(YuryD)

~

subject to{

In the above expression, for k € (1,2), R%Rk (€) illustrates the rate-distortion function
at a distortion level of €}, while Ryg,-p stands for the aggregate combined coding rate for
source-channel of the pertinent channel. The sequential decoding function, represented as
5 = f(-,-), is associated with the particular decoding technique employed. The sequential
decoding first reconstructs U3 and Uy, then makes a decision on /. Comprehensive details
on the function f(-, ) can be found in the literature [42,43].

4.6. Overall Reliable-and-Security of Probability

Given that the second-phrase transmission can be modeled as the CEO problem, let
P, (where n € {1,2,3,4}) denote the probablhty of (RUR , R%R ) residing in region 1, as
depicted in Figure 5. The probablhty sut can be determined by due to the block fading
assumption leading to varying €/ and € values from one block to another (the Berger-Tung
bound is not employed as it necessitates a specified distortion level).

Phi=1- ):P (28)

It should be highlighted that an outage occurs only if the resulting distortion ¢ sur-
passes min{e/, €5 }. Regions 3 and 4 in Figure 5 can be regarded as permissible regions, fol-
lowing the definition of outage probability given by (27), especially when R%Rl > H(xyg,)
and R[@JRZ > H(xur,)-

Factoring in the link between rate Rtijk and the associated real-time channel SNR
YUR,-D, as well as the impact from the fluctuations of each link, the outage probability P,
(with n € {1,2,3,4}) is determined by averaging across all second-stage transmissions.
This gives us the following;:

Py :PT{H(XURl |xuR,) < R{g, < H(xur,), Rig, + Rig, > H(xUerxURz)}

sRURy-D—1

~ JoRury DHOUR, lrUr,) _

J;

Rur,-D

[e9)

. f(Yur,-p)dYUR,-D

,w] f(vurep)d7URyD
-1

1+H(xUR1 ‘IURZ) RURl s

i log(1+7yR,-D)
RyR,-D <1+H("UR1 luRy) ~
1

R
MURy-D |2 UR;D
Y § MUR,-D/ TURy D
sRUR D1
HRUR;-DH(UR, IYUR,) _4 T (ms.ur,)
mT}ER]DD m 1 MUR,-DYUR,-D
1~ UR;-D™ 1 1-
R D TUR-D P~ dYUR,-D, (29)
I'(mur,-0)TuR, b UR;-D
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P = Pr{R[@jRI > H(xURl), Rng > H(xURZ\xURl)}

[ee]
- /ZRURI-D _

Y | MUR,-D/

(o]

1f (7YUR,-D)d7UR, D /2 RuR,DH (xR, [7UR, ) 1f (7UR,-D)d7UR, D

R R H
MUR, D <2 URy-D 71> MUR,-D (2 UR,-DH (*URy, ¥R, ) 71>

Y | MUR,-D/

YUR;-D TURyD

T (myg,-p) - T (myr,-p) ’ (30)

Py = Pr{o < Rk, < H(xur, |*ur,), Rilg, > 1}

0

Y § MUR;-Ds

SRUR; -DHOUR, FUR,) 4

f(vur,-p)dvUR, D /2 - i (7YUR,-D)dYUR, D

5RUR;-DH(UR, [¥UR,) _1] MUR,-D <2RUR2-D _1>

Y [ MUR,-D-

MyR;-D

TURy-D TURy-D

I'(muyr,-p) - I'(muRr,p) ’ 1)

and

Py = Pr{o < R{, < H(xur,|xur, ), Rfg, > 1}

0

Yy MUR,-D/

SRURy-DHOUR, IYUR ) 4

(e9)

f(vur,-p)d7UR, D /2 kory 1S (7YUR,-D)4YUR, D-

. .
2" URyDHUR, rURy) 71] MR, -D <2RUR1 P fl>

Y | MUR;-D/

MyR,-D

TUR,-D TUR;-D

T (myr,-p) b T'(myg,-n) ' (2

It is evident that if xygr, (xyr,) is completely recovered at D, then xyr, = Zyg,
(xur, = fuRr,), making €] = 0 (¢} = 0). Hence, the criteria morphs into
0< R%Rl < H(xURl ]xURZ), R%Rz >1 (33)

0< R%RZ < H<xUR2|xUR1 ), R%Rl >1,

corresponding to Equations (31) and (32) and regions 3 and 4 in Figure 5. When both xyg,
and xyR, can be simultaneously retrieved with an insignificantly small error probability, it
implies xyr, = fyRr, and xyr, = £yr,- This establishes the conditions, as highlighted in
(29) and (30), correlating with regions 1 and 2 in Figure 5. Notably, the outage probability
P(I)?Jt is influenced by €1 and €;, which undergo variations with shifts in s ygr, and ys.ur,
on a block-by-block basis.

5. Optimal Power Allocation

In this section, we show how to enhance the RSP by properly allocating transmit power
between S, UR;, UR;y, and D, giving the total power constraint Er. With the noise variance
of each channel being normalized to the unity, the transmit power, which is equivalent
to their corresponding average SNR, allocated to S, UR;, URy, and D are denoted as aEr,
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(1 —a)bEy, and (1 —a)(1 — b)Er, respectively. a (0 < a < 1)and b (0 < b < 1) are the
power allocation ratios. Note that due to the symmetry of the two untrusted relays, we
consider (UR; and UR;) as a whole in the power allocation investigation.

Since Y5 R, = Ys-Ur, = 4ET, TUR,-D + YUr,-p = (1 —a)bEr, and Yp.yr, = Tp.Ur, =
(1—a)(1 — b)Er, PYR (23) can be written as follows:

MD-UR,

PUR _ /'°° mD-UR1 ’)/mD-Ulel exp | — mD_URl ’)/D_URl
out 0 r(mD-URl)(l _ 11) (1 _ b)E]"jD-UR] D-URy (1 _ a)(l — b)ET
D (c))R
mSURl |:2Rsl( l)RS] _1:|
Y MSUR;~ aEr
-UR, + 1)dvp-
T (msur,) (7yp-UuR, +1)dYDUR,
MD-UR,
X / ” "'D-UR, ,ymD-URz*l exp | MD-UR, YD-UR,
0 T(mpug,)(1—a)(1—b)E;>vR "PUR (1—a)(1—Db)Er

RD (e5)R
MSUR, {2 5, (ks —1}

r}, mSURz/ HET

T(msur,) (YD-UR, + 1)dYD-UR,- (34)

and P3); can be obtained by replacing Jyg, p and Fyg,p with (1 — a)bEr in (28), as
Py :Pr{H(xURl |xUR,) < R, < H(xur,), R{g, + Rig, > H(xUerxUR2>}

oRUR;-D~1

= | fur,pHGuR, Irury) _y (YUr,-0)dYUR, D

[ee)
_ log(1+7UR —D)} f ( d
Ry |14+H _ o TIURy-D7 YUR,-D )@YUR,-D
/2 URy-D (xUR, I*UR,) Ror,d |,

. log(1+7UR;-D)
Ryr,-D (1+H<XUR1 Ry )~ —
1

R

mury D |2 UR;D

Y ™MUR,-D/ (1—a)bET

SRUR D1
= ZRURl_DH(XURl‘XURZ)_l r(mS-URz)
mmURl-D
UR;-D myr,-p—1 [ MyUR,-D'YUR,-D
€ Y N d’YUR -D (35)
MyUR,-D YUR,-D _ 1-U
F(mURl_D)(l - tl)bET 1 ! (1 a)bET

P, = Pr{Ry, > H(xur,), R, > H(xur, | ¥ur,) }

.00 00
= /2RUR1,D_ 1f (YUr,-D)dYUR, D /2 kur,DH(URg R, ) f("YUr,D)dYUR, D
MyR;-D ZRURl'D -1 MURy-D <2RUR2'DH(’(UR2 Iur, ) _1]
Y | MUR,-D/ T—a)bEr Y | MUR,-D/ (1—a)bEr

=\ I'(myr,-p) - I'(mur,-p) ’ (36)
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Py = Pr{o < R{, < H(xur, |*ur,), Rk, > 1}

SRUR;-DHGUR, FURy) 4 -
= /s f(vur,-p)dvUR, D /2 - (7YUR,-D)dYUR, D

MUR,D 2RUR1—DH(XUR1|XUR2)_1] MR, D JRURyD 4
Y § MUR;-D, T=a)bEr Y | MUR,-D/ (I—a)bEr
I'(mur,-p) I'(muRr,-p)

and

P, = Pr{o < R{g, < H(xur,|*ur,), R, > 1}
HRURy-DHGUR, FUR, ) ¢ 00

=/ f(vur,-p)d7UR, D /2 kory 1S (7YUR,-D)4YUR, D-

MURy-D 2 URy-DH(XUR, 1UR;) 71] MUR, D <2RUR1 D1
Y mURz-D/ (1—a)bEy Y mURl-D/ (1—a)bEr
- 1—- . (38)
T (myr,-p) I'(myg,-p)

The primary challenge lies in selecting an optimal value for 2 and b that maximizes the
RSP of the system. This entails enhancing the destination’s ability to accurately recover the
message sent by the source while concurrently minimizing the untrusted relay’s potential
to intercept and decipher the original message. The objective is to optimize the system’s
security posture by balancing these two aspects effectively, as formally expressed in the
maximization of the RSP metric.

The optimization problem can be formulated as follows:

a*,b* = arg max Prsp(a,b)
a,
subjectto: a—1<0, —a<0 (39)
b—1<0, -b<0
—Er <0.

Theoretically, by taking the partial derivatives of Prsp with respect to a and b, the ex-
treme point can be determined by evaluating the determinant and eigenvalues of the
Hessian matrix formed from these partial derivatives. Since the explicit expression of Prgp is
complicated to derive, we use a numerical approach to search for optimal power allocations.

6. Numerical Result of PLS

In Figure 6, the trends in RSP are illustrated with respect to the source’s transmission
power and the untrusted relays, with the shape factor m being a parameter. The signal
strength of the source, sy, and Es.uR,, and the signal strength of the relays, £p_ygr, and
Ep-UR,, are assumed to be the same, with the jamming signal strength remianing constant.
Therefore, the S-UR;, S-UR;y, UR;-D, and UR,-D links have the same average SNR, with
the noise normalized to unity. The graph reveals an initial rise in the RSP, followed by a
decline as the average power escalates, regardless of the fading severity (different values
of m). This suggests that a mere increment in transmit power doesn’t continually bolster
the RSP. As the source’s transmit power augments, the chances of the relays decoding the
transmission accurately amplify, leading to a drop in the overall RSP. Peak RSP is observed
when the source’s and relays’ transmit power contributions are in equilibrium.
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Figure 6. RSP versus signal strength (dB) of the source (S) and the untrusted relays UR; and UR;.
Rsur, = Rsur, = Rugr,-p = Rug,-p = 0.5.

Furthermore, Figure 6 illustrates how varying the shape factor m affects the RSP in
different Nakagami-m fading scenarios. With higher values of m, representing less severe
fading conditions, the RSP remains higher across a broader range of transmit power levels
compared to lower values of m. This indicates that in more favorable channel conditions,
the network maintains a higher level of reliability and security on average. In contrast,
under more severe fading conditions (larger values of m), the RSP decreases sharply,
although it increases rapidly with increasing transmit power. Interestingly, regardless of
the value of m, the peak RSP occurs at the same transmit power level, indicating that the
optimal point for maximizing reliability and security is unaffected by the severity of fading.
This highlights the importance of optimizing power allocation and considering the channel
conditions to maximize the reliable and secure performances of the network.

Figure 7 demonstrates that to achieve the optimal RSP in a diamond network under
Nakagami-m fading conditions, the majority of the transmit power, approximately 61%,
should be allocated to the source, as indicated by the power allocation ratio 4. The remaining
transmit power should predominantly be allocated to the untrusted relays, as indicated
by the power allocation ratio b, with only a very small portion allocated to the destination
for jamming signals. This optimal power distribution ensures a balanced power allocation
that maximizes RSP, highlighting the importance of strategic power allocation in designing
efficient and secure communication systems resilient to jamming and fading effects.



Network 2024, 4

422

o
o

]7/,/, 77
.

it

7 i

,/9,7,5;',;'/111/,,’}}7/0//%11””;/[[,”;/[0#100'

ity

”””,‘%ZZZZI’% gyl

il
i

o
o

e
"

I
~

Reliable-and-Secure Probability
o
o

08 W o2
Power Ratio b 1 0 Power Ratio a

Figure 7. Secure and reliable probabilities with different power allocation ratio combinations
with a and b. The vertical lines represent the points at which the secure and reliable probabili-

ties are maximized.

7. Conclusions

In this paper, we presented an optimized transmission scheme for enhancing security
and reliability in a diamond untrusted relay network using cooperative jamming and LF
relaying. Our approach addresses the challenge of secure data transmission in scenar-
ios involving untrusted relays by balancing power allocation between the source, relays,
and destination. The introduced RSP metric provides a robust evaluation of the system’s
performance. Our results demonstrate that optimal power distribution significantly im-
proves RSP, ensuring that the destination can accurately retrieve the original message
while maintaining its confidentiality from untrusted relays. Future research could extend
this framework to networks with multiple sources and multiple untrusted relays, further
strengthening secure communication strategies in complex relay environments. This analy-
sis underscores the importance of balanced power allocation in achieving maximum RSP,
providing valuable insights for designing efficient and secure communication systems
under jamming conditions.

To extend the proposed framework to multi-source networks, several key considera-
tions must be addressed. The primary challenge involves managing inter-source interfer-
ence, which could degrade both the reliability and security of communications. Advanced
strategies such as interference alignment and cooperative beamforming could mitigate
these effects. Additionally, cooperative strategies among sources, such as coordinated jam-
ming and shared CSI, could enhance overall network performance. The RSP metric could
also be generalized to account for the interactions between multiple sources, requiring new
analytical approaches. As the complexity of the network increases, scalable algorithms
like decentralized optimization or machine learning-based techniques may be necessary
to manage the problem’s dimensionality. By addressing these challenges, the framework
could be effectively adapted to multi-source networks, enabling its application to more
complex and dynamic communication environments, such as IoT systems and vehicular
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networks. Future research will explore these extensions, aiming to validate the framework’s
robustness and scalability in multi-source scenarios.

While the primary focus of this paper is on the theoretical foundations and simulation-
based validation of the proposed optimization framework, it is essential to consider the
practical challenges associated with implementing these strategies in real-world communi-
cation systems. The hardware requirements for cooperative jamming, for instance, would
necessitate advanced transceivers capable of generating and managing jamming signals
without introducing excessive interference to legitimate communications. Furthermore,
the feasibility of the proposed power allocation strategies in dynamic environments, such
as mobile networks, must account for the rapidly changing channel conditions and the
need for real-time adaptability. This could involve the development of adaptive algorithms
that can quickly adjust power levels based on instantaneous channel state information.
Additionally, potential latency issues, particularly in time-sensitive applications, must be
carefully managed to ensure that the security and reliability enhancements do not come
at the cost of increased delay. Addressing these practical considerations is critical for
the successful deployment of the proposed framework in real-world scenarios, and these
aspects will be explored in greater detail in our future work.
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Appendix A

A source-to-destination direct signaling chain is illustrated in Figure A1, where X
denotes binary i.i.d information sequences of length L, Y represents the information
sequences with £,-bit produced by the encoder of the source. Z corresponds to the symbol
sequences with £,-bit transmitted to the decoder across a wireless channel. A joint encoder
&y, functioning as an association of source and channel encoders, maps each sequence X to
a codeword of length £, expressed as Z = &, (X). For simplicity, modulation is omitted
in Figure Al. The transmission from the source S to UR; and UR; and that from UR; and
UR; to the destination are orthogonal due to spatial /temporal separation.

As per the source-channel separation theorem [41] Theorem 3.7, the overall joint
source-channel coding rate is given by the following:

Ey/ﬁz _ £x

R— _ L
L,/L: L.

(A1)

where L,/ L, denotes the source coding rate, and L, / L represents the spectrum efficiency,
which encompasses both the channel coding rate and the modulation order.

..............................

Joint Encoder

ource .| Channel . Wireless
.| Encoder "| Encoder | : Channel Decoder
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Figure A1. Abstract framework for joint source-channel coding incorporating source-channel separation.
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